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Optics 1 Barracuda P £% [/ X 28 73 ifi s, e ds B AT P2 B8R ANRS « FRBIH &,
T _FIEAG IR 2 Hopt JE 5 AN EE (R 5

2.3.4 ARP
HEAT X 28 28 4% WA W B R B AR AR, mlt /e ARP 224775 5. AT 6
FHVELIAN4 ARP WM, (HAEIX B AT — MR E MR, DLISE) 7 X FhE:
AU TAER
1. ARP #rifid
1 EE, RINING T OSI ZHWRINAES 2 E55 3 2 EEdEm T4tk
R Rh E 7, XU 2 EHihl, BUFRON MAC #ihik, TR UREESE FIWE AR 55 3

28 Wireshark #iIEE 75 #rsEak (58 3 i)
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EFUETTR, #WeE52ZhE T,

TEARTH, AT IAMERTE, FAVESE 3 ZFHTRON P FHERG. W%
LRI R A EIEEIESE 3 2 LI 1P Hubk. B T283L7E OSI ALY EE 2
2 ETAE, BATRRE 2 2 R MAC ik, BIHRZEE S A EA 10 IR
AP IR E B X S AEANRITE IS X5 ) MAC Hhkis, A0 EE T L0
26 3 )2 IP bRk T A, XA Al Rl Sl R s A s B A S R o

IR FE R 5 2 B E Y ARP PSR SIHE R . 3218 3 DL R [ 2%
EHEVE ARP R, BIN— G RN S A — & Tl s i 68
RABEHHENE LT HCK ARP 22147, SEEEECALEX ) 1P bk
N MAC Hidik .

W R ARIELE, B AT R AR 2 #E ol FF:FF:FF:FF:FF Ki%—/> ARP |~
RAERE, 1ERN—A R, CoPX MR e UKW #E1 EiEE it
B, XMERGAE: R IP HihkR MAC Huhk 2447 7

HAVLECE] B br TP Hubik (0 vH BN L& T8 SR e B 5 7 X MG R . 1 H bt
HAUNE A XA IEA, @id ARP NS A1E K MAC Hilik, i, %Kit
HAE TN R T B Z ) TG B, F T DA E St AL
HHATIEME, R (s BARTEAE ARP 2542, SR LLJS i 28 15 1] .

2. ARP ZZAf{5 44 vl T2

ARP ZAFV5 Y%, A HARFR Y ARP 00, & e A8 e j) & rb W 37 & 1)
7. XMONEEN KIS B MAC Hullk (352 1 ARPHE, K
R AR EHLRE . K 2-10 Box T ARP 224775 e HAR L 72 .
hEFHIARPET

Target Computer

AL B EH AR

sIees

"\

& 2-10 ARP %475 # R 28 B A7t A A%
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ARP 4715 Y — ME A s 28 AT M T A s R . il e Il
B, R R G RE B AL OB L, SRR E I MR LR, BE
Xt HAREATIE AR S5 Bl (DoS). SRTM, B AT DA — e 8 4 0 2% v 3K
H bR & S8 B 1 753

3. {1 Cain & Abel £kt

I ERET ARP A7 5 Y, 25— D IR ZERAG — L B T HOR IR A
KGR ERATHER T, AT —3KAAT %2 2 T H Cain & Abel, 7] LA
M oxid.it FEIRAF o XA SCEF Windows R4, VRAT LARIEM B E 5],
RN BN 2L RN -

FE LARIKE & T BIX KA G IHAE, 3 FALE KRR B A T AT
Cain & Abel R AL EREX T E, T EA SAAE, O TaRuMIAN
RIEE, (2AXE, X T AR EG R LR H B,

TEAE A Cain & Abel 321, IR EWER LG R, QFRRS T4 2%
(1) 1P Mk, AR T A BEMELAR ) 2% i i PR R TS LAG TP kb, DL Rz RE v AT
L) RS B o

M —IRFTHF Cain & Abel FAFRT, VR R AR & D TG & — R 51
IFRZETT (ARP ZA715 Yo Xl R 51 K Cain & Abel BRI HF—ANTIEE).
N TR, BATE DR “MERER” R F. Y ik IR, R
ZREI DR, WE 2-11 s,
= e

File View Configure Tools Help

IEXX:E" w"c’:‘”'l'@“"m?a@@'o?‘ﬂ‘
[& Decoders | P Network [E Sniffer | Cracker | €% Traceroute | I CCDU |8’ Wircless | B Query |
P address | MAC address | OUI fingerprint | Host name | Bu | B [ B8 [ Gr [ M0 M1 M3 ]

|2 Hosts [ APR [ @ Routing [ 5% Passwords | ValP |

hitp://www.oxid. it 4,

B 2-11 Cain & Abel #F £ 5 0 F 4y “RIFR” HAF
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FERUILER, IR EEROR I AT P BRRES , FURE 28 IR

BRENL. T LT D IRIEAT A LSS K 3k H AR

(1) Faly THEAE BRSNS, SRR RIZIREIABA

(2) RSB SREFEARAY AT R A L4 1 o XA 1 N AZ SR 2R
Jitdy BREAT ARP GZAFi5 G 2% o IEFEX AL 1, SRJA midy OK #48ll. (F

i PRA% FIXANZ4AL, PAIE Cain & Abel #44:
B RS o)

(3) BENAEARIIMIZE BT B EHLISIE,
s (5 Ebr. MAC HihbFH5 28515
FER: 25 B, AP 2-12 Fios o 1563 All hosts
in my subnet” [BEJZAZH] (B EFRRRE
BEYERD, Hdi OK k4.

— Windows 10 /45 Cain & Abel &
ERE A TR R 2B T TP ik, PRI TV 58
XA AR . IR XA, IBAAERE
WX 2842 TN, 8K 21H2 1 TP Hihik 2 0.0.0.0.

R, RELCL TR DR v

(1) W Cain & Abel /2T, HRHTE.

MAC Address Scanner X

—Target
€& Al hosts in my subnet
" Range

From
’7 o2 . 16 . 18 . 1
To
“ ez - A8 . U8 . 2=

— Promiscuous-tode Scanner
[ ARP Test [Broadcast 31-it)
[~ 4RP Test [Broadcast 16-bit)
[~ ARP Test [Broadcast S-bit)
[ ARP Test (Group bit)

[~ ARP Test [Multicast group 0]
[~ ARP Test [Multicast group 1]
[ &RP Test Mullicast group 3]
7 &l Tests

Cancel

2-12 Cain & Abel 4L I T H

(2) 7ESLTHE Z M nepa.cpl,  FTHF W48 2 45 TH HE
(3) A BRI 48 S, FF 5. Properties.
(4) X7 Internet Protocol Version 4 (TCP/IPv4).

(5) i Advanced %45 1% $F DNS &< .

(6) %P Use this connection’ s DNS suffix in DNS registration 571 1) & i HE

KIEE

(7) H¥idi OK B HFTIFHXHEHE, =3Hi /5 3) Cain & Abel.

BUAEZRAS HH BAZIF 1 VRPTE RIS A EHLIE R, BB MAC H
ik TP BRI R A . IXRARIT AT ARP SeAF 15 3L Hbn EHLBIR.

FEREFF & LTS, IRRZ T B 5y — 4R IR, AR i IR B RS
prodl AR E O BUE, IREZEIE T EHFIER, 5 RATLLR D ARP IR

$51t X Kensuke(18319066421) £ jE2a SRR
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RO S ARP &

£ ARP & O, IRZFE B HIRKE . SRS T R PR R,
U7 A R B R ARP S A5 el el I e g 10, i T 5 &
2 SR AEAREAT th B B T AL R R T 85 N A

BEAT ARP GAFi5 Yy, 15 1R HD BRBEAT A

(1) fERRR BT A XK iy, SRR B RE P TR IS (9
Kbz

(2) IR RE O h AR RN, JRAT LR 2P LR E
TR ENLRI IR . Fde iR Ay B BEAT I8 SR LR H AR R 40 1P stk A7 ik
FARAOR 2 R R AT ENLIIR, B T ORPTIE SR B bR AL TP Hhik

(3) fEAU AT, A HAR T AL B L g (BIRSE) T1P
Hudik, wnfE 2-13 fros, ARJE il “OK”. XA & 1) TP HdikILE B 1% 23 B
AEEREFE H TR .

MNew ARP Poison Routing X

WARNING I

APR enables you to hijack |P traffic between the selected host on the left list and all selected hosts on the right list in both
directions. If a selected host haz routing capabilities WAN traffic will be intercepted az well. Please note that since your
machine hazs not the same performance of a router you could cauze DoS if you set APR between your Default G ateway and
all other hosts on your LAN.

IP address | MAC | Hostname - IP address | MAC | Hostname ~
172.16.16.1 COC1CO178CER 172.16.16.143 ACEODES00034
172.16.16.2 10C37BE37F10 172.16.16.142 TEIICICEEZ56
172.16.16.132 183CEDBTDES 172.16.16.135 40490FDFAOBS
172.16.16.131 ACCFECTEECAC 172.16.16.141 C4B301BCI5E3
172.16.16.128 000420F2C0BS 172.16.16.148 00258 3BEE254
172.16.16.148 00258 3BEE254 172.16.16.128 000420F2C0BS
172.16.16.141 C4B301BCI5E3 17216.16.131 ACCFECTEECAC
172.16.16.135 40490FDFAOBS 172.16.16.2 10C37BE37F10
172.16.16.142 TEIICICEEZ56 72.1E.1E. COC1CO178CES
172.16.16.149 ACEODES00034 v v

< > < >

()8 I Cancel |

2-13 &R ZRA ARPEA TR AITEAL
(4) FERGX AN ERENI IR G — 2, Bk T A A s SR AR 8] (AR AT 5
XARVERHE Cain & Abel FAFH) ARP BA75 YT RE. LEARIIIER BT 25 E
MM H bR R GERVE # iRt 8% 2 8 T 85 1 A
PRIUAE ROZAURE R SR B R IRER S, JET Rl i 1. MR R
iR JE, R A s SRR R bR, 8] LA IE ARP 247 5 Yt e
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4. KT ARP GAF 5 EoR

YEN ARP G795 Yot PR B B J5 v, AR 2002 0 7 4 St 1X A I 72 P
MERGMMESER. £ERESHARSHINEFARERN, Lk —6F/
# 1Gbit/s BRI LRI SRS 48, AEAE XA O UIRITIER 73 HT &R
g HR L T —4% 100Mbit/s FIEERS) .

2R FE AN 5 s X TR R 28 i Tt AT g i, iy H s
FG0 R IEANE W B A AU I I R LR BT R G, BRI, AR MSLER 23 AT
RG] e O EAE R R S, X P L B 2 MR AT AT 1 R G
T PR A R 25 B SRR, K T B PR RE T LS BT R AN e %

= AR AR — AR A A 2T 4RSS g T 8, RIB R PTA 09 W R 2tk
RIS E. A TEMFBEAM LS L, H5H oxidit A P FA4.

il

2.4 AEHE IS PRSI HE TR

FIT A AT H0e X 285 Hh FH SR B T DX 268 42 % 1R AR AE 3% EH X 28 A58 R S RIS A o
THDOT % FH X 2SR 5E N, M —FR 228 BRI AR, SRR — N 2 A2
BRIy, el 22 BRI RRERES ? IR QR B0, — NS iR B
fH, EHPFRE—NEER, XA AR, NEREHSWE RS IS

TE M B HAR LN 2 B A BB DL T, 7R B% A o3 b 9 28 0 i
AR EER . BRI, FRERIERT RSB RI — N5, EMZH B LA
% 28K TUAS W28 73 BOEFEAE — S o AERX AN, AW B S iR Bt AT
A, SRIRHURIATE i 200 -

WKl 2-14 fos, FRATEM R P — AN RS —ANFiFTN D, TLiE5M
2% A AT AT S

SR AEAFAE W 1) R N 4 D AR R, R0 DAV A8 Hh B 2500 G pk A%
) T HABM B, (AR REE A B ER AR B AT UL “ —2 ) LEBER 7. WnRAR
EHTHRRIRIIRER A E A, MK D I EE BN (% B) IFIHIR
R, ARG — Ak T i EE M AL E .

RS, URATRESRIL, KREMZ D MREMHER T, S30E# ML B 1 H
SREE IR T .

E2EF WITMKLEE 33
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FRLEA

M25D
E 2-14 M4 D P ot BN REE S M% A F ohit FAutATiEfE

R, X PHESHAICE RS, RSB IE, AAfE SRR BRI
BN ez, B RORTRES, FEACEERE R A BT I e AR A
A REFT EARHR AR SS B B AR AL E b, A BESRAG — S8 B A X 2% i T

R MREFEGT, BN T A EE R EAEAF BB 24N i
F U EBHTIRER, 7 REAR PRHBIZ IR ) Wb A AR A SR

“ P45 1 ]

Bk FR%&AR BT T, RINCEHETHENARE Y “R&HB”,
“MEILE”, RARAHMLIEIE, Z—ANARFT REF A EIRTRARE
24X 2 e BT EAT.

BERZROHFEORRBEZE/LEN, AAREE K “MERA" £
HATHAT EIFG AT . W RARH —K “MBRE”, FREKREAETL, €
EHEHRAFsTEEY, HEZ—REFORS. EBUHEA LML
B — iy REILE”, FiLEE RS SR, HERME —F 0 ke T,
HRAE P AR MR E A 0 PSR L
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2.5 BRI IR

AN 7 AR B TR B RER 4 MR % BATH
PRI A7 50 EH T BAMUAE A R G L2 R RIR G A I X & &
RN R ERDRPE ST, IRATREAKE 5 e MiZH ERX 5
FONER A A R iR A IE . 3R 2-2 $RAL T BEFh R A i A Uk .

VERNTIN, BATFER ek . HEARNEA L, RINITREFTEN
Bls, MAE LA RIED . X A5 2 v B A0 A 2 B AN ARG B SR B 3738 AT 1A
IR . FRATT AN AT B A R4 30 ) Y 28 0 o

F+T2-2 R L ISP HATHIE LRAR A 45 5 )
A SN

% o EWRWIEN, FENEARRE MG MRS, RS I A R .
o ATLIYEASEZ L R LRI RO TRCE, A% (TR 1 28 IR S5 48055 11
LRI o CUIRATHE RN T A RIS REE .
o CUIRBFUHEIRE G BT R RATACRN, FOAREER Za 2 S BT .
o FTHEL SEIUR 100/1000Mbit/s FHLE RECHRAL, A % 5ELIF (44 2 4
& 10Mbit/s f.
P 2% o CHIRAREEH I LN T LA RIS SR E R
oYL o CUURTEMIRICLFIBIS, ORI
o HIT PGS A AR A T P46 W W ISR e 1, T LA 0% B B I 25, [
I3 7 15 LA A 4 8 ) B A,
o TN, XROATENRASS T ES.
ARP ZB7F o XAWIAKRIFHTIHN, FREY LM% AR, FEE S % T
V5 YL T
o TEURERE— AN RPEMGE ST T, BRI — AN T4 TR AT R, T X
AHHH T L, RS B ORI, Bl e e — B R e 4% .
PP o —RAEUL, DA — & S MU R R, A I B A S B e
I, SR BT B AT AT O M M B R TR T
o EWUIR AN T R AR 2t
o TEHETIREINR. VAR EREAY, SURAAECE AR A IR BRSO, X
R R,

A 5 T B R DN LRSI BN, BATRE 2B A R AT VRSN
I, KT HISREEE AR e HAR Y, BATER 2-15 4 R K
V2% B % 3 B AR R g ORISR M i D 1% 3 iC(E, XMNREE R 2 —4
A REM 2%, FFANREE T ORISR 48 28 8% R W] BE TV
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BB G0 LT 57 b W BT X sl 2 b G

BT
)

TRy g

WL A2 AN
dveE [ [V [

Wl E:

L O ) -

CETIEERY

BERBUG
g | Gk
BTG

BB )

oK
it
]
1N

KI%7E20d TR

SL-¢ &

REEFE

\
g

¢ BHERSE
HVE T

TR TEY
Bl —Bf)

BB OIMIRET
S BFbhy)

|

D2
AV B

EERY
Hil B

T —>

EEmEnd= )
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Wireshark

FE5E 1w, AT T UM AT AEAT 0 25 20 #7 O 5
AR TR A, (BRI A A AR R A8 Wireshark,
FFAE T AT TR EL A 4

3.1 Wireshark faj%
Wireshark B SEAH U AT FEE, HEVIPIRANMIE Ethereal, HEEMY T2

75 BRI B AL RLE B ) Gerald Combs T30 H 75 211 JT %
T 1998 4E L GNU Public Licence(GPL) T ¥ 7] 3iE & Afi

B4t X Kensuke(18319066421) B2 jEEELRIN



7t Ethereal KA )\ 25, Combs FFHRIF i mmt, (HRTEAAN B AR
JEEAE ¥EYEE Ethereal FIRARAL, 1 Combs tH B AEFNIL i F 4T Ethereal
FIFRIE R . T2 Combs FIEEANFF & FIBALE 2006 44 H (1) F X A~ 1 H
9 e 44 N Wireshark .

Wireshark Bl f5 s LB T KA T R, 10 HE1E T & H A K 2] 500
AL E, 4R Ethereal 55 H £ B A ikt —45 .

3.2  Wireshark M5

Wireshark £ H % N RA W Z I, BRI EHIE R BRI L
7%, Wireshark #8AEEIT F & FIZHREMH LRI TR 2. £55 1 2rh, FATDvdkik
Kl WER TR S i — S B B WAL, LERATORAG A —F Wireshark /2 75
HA X LERHIE

ZEFBIMIY: Wireshark 7ESCRFVMHIECE T2 H R EN —T &
F A Fa T Wireshark SR AL T 1000 Frop KT S04 o 33X L6 P 8 A Fi FE fil
(1) 1P $p i F1 DHCP Wi 2 & 44 (1 & Wi, EL4n DNP3 i BitTorrent 4% .
BT Wireshark #2& 76 A 20T BEAT & 10, DR A 0 B 307 #4848 o — 4 5%
HTR ) SR

= PRI, 4eR Wireshark 57 R ZAFRATE 249040, AR LARIE T VA
B T B RADIARAR L 64 X 45, 4R 4E4 Wirshark 699F &%, vVMEAAH B2 T

¥z oA VB EAT . AR VAE Wireshark 930 B M3k L4k 5| 8 % 6948 13
a

(AN

FA P& 8% & : Wireshark [ 5% 17 72 £ AL LR T B h—FP IR 25 5 B 1 S 10
BT GUI, FRRAE 7B SRR AL & . TSRS M, e
TR T A FEPHC R R, DL R I B e 7 IR AR B 40 5 S5 AN (R D e
5T Tepdump 18 F & 2% i 24T (1B L £ 4 AL LR T B AH L, Wireshark [ &
TEAL G T AR LK 60 o B W 2 5 T 5, =T T E .

4% T Wireshark A& FFURIT, B AEA 4% 112 6 PATGEL ) - Wireshark
FIEAE GPL iU AT B A, AR AL TRNIEZ R H 1, #RT LA
TEIEHAEA
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iE & SR Wireshark Z %349, 122 MR ASH —BARDSEH AT MEE., 4
R eBay % “$B 2R, MRIRITFREINAA 4ot % 49 AA81A$39.95 93tk
M@tk il & Wireshark #9 “F bl BIFFTIE”, M H 0L, XBEHR IpA LI,
122 4o RARUE AL Z W KX L PTIR 64 “HF7THE”, RAebRATANUE, KRELA L
FHRAED A FE OB N EE, !

B FF: — A B OB e T FLE SRR IR . BRARME Wireshark 1X
FEH B KRR Do 5 7 IR B SCHE, S RO T 54 DX P R A
HEh. (H3EIE /2, Wireshark F X 2 i BRI H #E[X 2 — . Wireshark
WAk 2 AR 2 P S B A DR, BFEAEL ST SRR E IR wikis
FAQ. R Z TR K E WHSFEM HIGFEHE Wireshark HIHE/FF15R . Riverbed
Technology Wt 1% Wireshark 4+ 3% 3 #F .

IRRGiTI]: (A2 Wireshark &2 IR, AT LAVR AT CALEAT RT B[R] 5 ) 213 Y5RD
XX EFRFEF ) Bug EAEVMORRER I LA I H B S orit AL &R A 1R KA Bl

TIEHIIRIER . Wireshark X EJRMMEAE RGElHe it 7528, Hp s
Windows. Mac OS X PASKET Linux KRS, R\ LLE Wireshark 371 F#
W AT Wireshark SZ FFHIHAE R G513 .

3.3 Z Wireshark

Wireshark )72 BRI 5, (HPE 2208 2 BT ERIRIONLARI S QT F 2K
o [EEHMKI 32 f1EL 64 fif CPU.
o %/ 400MB FJHHNAFE (FER T KARE /).
o Z/b 300MB (1 R] I 2 (8] CASELFE R A9 & 501D
o SCRRRZEBEIAMM K.
e WinPcap 2 libpcap JKX3)].

WinPcap JX#)/& Windows %f T pcap £ (iR @O (APD )
SEIR, AT ERR R IX N DR B RE 8 1l R R g R A R L B IR
FHREW LRI N B H VR A

UE BN RS E A AR . ——PEEE

¥ 3% Wireshark A7 39
B4bitXKensuke(18319066421) = {SEELRIY



3.3.1

BEARRA AT DL T 302234 WinPeap, {H— R 4f 18 Wireshark 222560
] WinPcap. K AIXANHRA] WinPcap iR, BEHL AT Wireshark —#2 T1E .

Windows

LMK H 9 FT Wireshark A, BEWSAETRUUIZEY ) Windows #:1E R4t
Liz4T, FAPEREAHE Windows Vista. Windows 7. Windows 8. Windows 10
F1 Windows Servers 2003/2008/2012, SR Wireshark 1] DA7E— L8 FH AR A
Windows Hiz4T (Ll Windows XP), {HIX SRR ANKE B 7 X FF.

7E Windows "' %% Wireshark B2 — Uil /& 7E Wireshark FE J7 Wik _E 4831
Download T[], FF&EFE—NEAR0E SN EETR I 2350, 78 P23ty
i, IR DR edE

(1) Xi.exe SCAFIFURHEAT %%, #2444 T _E ¥ Nexto
(2) BIBVFATIESAR, WORFIEIESZ LK, i [ Agree.

(3) EFEARA B 2228 1) Wireshark 4405, W01 3-1 fom. FEARA PRS2 ERIA
BEERITT, AR5 F Nexto

t Wireshark 2.2.3 (64-bit) Setup — x
Choose Components
Choose which features of Wireshark 2.2.3 (64-bit) you want to install. ‘

The following components are available for installation.

Select components to install: | ..

Tshark

Wireshark 1

Flugins & Extensions
Tools

L[] User's Guide

Description

Space required: 171.0MB Position your mouse over a cormponent bo see jts
description,

‘wireshark Installer (k)

3-1 AR A8 Z 4 ¢ Wireshark 2A4F
(4) 7 Aditional Tasks & I 77 B Next.
(5) %EFF Wireshark H)7%2 %507 & FF #i Next.

40 Wireshark BB 2L (58 3 KD
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3.3.2

(6) 4215 75 2% %e WinPeap FIXTIEHERT, 25083k Install WinPcap
IO A, K 3-2 Fis, P85 Installe Ze3d FAE S BERITT46E

t Wireshark 2.2.3 (64-bit) Setup — x
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version
WinPcap is currently not installed

(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

‘Wireshark Installer (k)

3-2 a3 WinPcap IR 3049 R ik F

(7) Wireshark fJ 223 F2 3T 7 R4 —FHIN%, 2TF46%3% WinPcap.
TEA 4R T H it Next 2 Ja,  VF B2 R vl Pl g s T Agree.

(8) IRB LR AT 2% USBPcap i, X7 — M USB ¥ & Il
P LT HE., ARREERE EHE I8 Nexto

(9) WinPcap l USBPcap (UISRARLE E—a)ik T HIE) Rz &3]
PREGTHENLE T, fEREESE J5, Hifi Finish.

(10) Wireshark WiZ & Z3EFMRETHEN LT, ke 5, Bl
Finish,

(1) FEZHE i, Hds Finish.

Linux
Wireshark 7] PATE K 02T UNIX B RS HisqT. /rn] Pl R4 8
a8 NEL L IEE R R G IE P RATHROR . AT IX L R A LAY I
1 Linux KATHRAS 238058
— R, IR N R, R
IR ACRD 22 3 oA AR M A, B4 A T

HA root AR (HUTR AR
% root AR T -

¥ 3E Wireshark A7 41
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1. T RPM &%

X TIBILLNE Linux(Red Hat Linux)%{$F RPM ] Linux KATHR, Hi CentOS,
IRATBERGERINZEE T Yum BAEFEAS . QOFLRIXFEIIE, ARATDANRATRRAS
JEHIREOFUH 224 Wireshark. FRFFEMIFTRATH—MEHIG % 1, HHMALL N

$ sudo yum install wireshark

R TR EOBAAE, AR E SRR e e ] R — VI ST,
PR¥ T LS A 47 JB 3 B JF il GUL REREE .

2. JET DEBMAS:

Xt 24T Debian Al Ubuntu %54 H DEB ) Linux & AT, /R 7T LAf#E A APT
BB T H %% Wiresharko ZMN RGNV H %42 Wireshark, FJHTIF— %
& & ORI T 4
$ sudo apt-get install wireshark wireshark-qt

IR LA, ARSI SRR R 2 EA .

3. PSR

KUNEEAE RG22/ AN Wireshark DHEERIEAR, Bt DLJERS 2238 B 5 vk vl e
W2 Ak, XMW AR WM ARFEEE RN — DR R, W RIRE
Linux AT A B 2B S T H, A 2255 Wireshark A —Fh = 28 75k
AR g 1. NP IRG H T 2271k

(1) M Wireshark 4 T RIS AL,

(2) NN AR i B CRESTIE 4% B HOse /T T B4 GAS
DEZRYIOF

$ tar -jxvf <file_name_here>.tar.bz2

(3 FELEEFHE Wireshark 2 I, 7] HE 7 B 2258 —Lufkffiz 44 . Ebln, Ubuntu
14.04 FHE—LHAMAIBRA FELLE Wireshark TAE. iXEefiHizL 2 mT LUH LR
AT R (R RERR BAE ] root AR, VRAT LAZEAT2 RIS sudo):

$ sudo apt-get install pkg-config bison flex qt5-default libgtk-3-dev
libpcap-dev qttools5-dev-tools

(4) BFENFRIES 50 1 S92
(5) root ZIFH FA% . /configure 7y 4-AC B IEACHS DME T HARIEH 4wk, Wik
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PRAEASE FHERIAF S, AR AMRA] DLAEIX IR 22255 T, n S D AR S SR,
MANRNAZ AR FAENRE R WRZHERTL T, A W“iZﬂ DI B R,
Wk 3-3 fliR.

[ NoN ] 2. sanders@sanders-dev: ~/wireshark-2.0.0 (ssh)
The Wireshark package has been configured with the following options.
Build wireshark : yes {with Qt 5)
Build wireshark-gtk : yes (with GTK+ 3)
Build tshark : yes
Build tfshark : no
Build capinfos : yes
Build captype : yes
Build editcap : yes
Build dumpcap : yes
Build mergecap : yes
Build reordercap : yes
Build text2pcap : yes
Build randpkt : yes
Build dftest : yes
Build rawshark : yes
Build androiddump : yes
Build echld : neo

Save files as pcap-ng by default :
Install dumpcap with capabilities :
Install dumpcap setuid :

Use dumpcap group :

Use plugins :

Use external capture sources :
Use Lua library :

Build Qt RTP player :

Build GTK+ RTP player :

Build profile binaries :

Use pcap library :

Use zlib library :

Use kerberos library :

use ¢-ares library @

Use GNU ADNS library :

Use SMI MIB library :

Use GNU crypte library :

Use SSL crypto library :

Use IPv6 name resolution :

use gnutls library :

Use POSIX capabilities library :
Use GeoIP library :

Use nl library :

Use SBC codec library :

E 3-3 W ./configure 44~1F %) 44 s S ¥ ik
(6) BN make iR ACAD g 3 B — I SO
(7) {# H sudo make install fiy 2 5 il i Fr) 22 2%
(8) iZ4T sudo/sbin/ldconfig 4k #2225 .

EE Jo RARBRRA LS BRI BT 4R, AR AT HeE B KB G3AT &

3.3.3 Mac OS X
£ OS X RGiH 223 Wireshark, i5HKHE DL R B ERAE .

¥ 3F Wireshark A|77 43
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(1) M Wireshark Ml F R #EE 4 Mac OS X RSB,

(2) BT AL IHEIIR SR e . R T v e AlE
TRA AR B 20

(3) MRS .

3.4 Wireshark #J2bAl']

3.4.1

TE R IIHAE RS 2507 T Wireshark 2 J5, FREEAT AR IMEHE T. 4
PRETFFTIF T IXAThaesa K FI 5 R R g i, 2 RIRHA#E A WL

UfNE, Wireshark 7ERIFT IFIRAEAG SEA K EF DT, RAEEED—SREIE 2 5
HIFEA TS H ALK

N T RELL Wireshark 53— 8dm 6, R0 DA U6 58 — EUGR B0 3R 52 50
T o WRATRES AR YL A ) R B IR, B4R REGE f e ?

B MR K. RARAME, BAEEIRM L A - P
KRB, S URBAT— ) TR R 47

B, BRI — g EERA AR . i b, REZBHW
HHE 050 BT 53 LE 53 A VA T R ) P9 2% Y b A B PR IR T 2B L g R D R0 £ IS 1]
%o N T e RO AR N 28 0], R R RE R AR B AN Rk 2 . 28
R, SRR @ I 53 B IR 240 B R TR OC T DHCP 1 IR/, B AR &b
BLUH1ITE DHCP fE1E % TAERN B8R 2t 211

Tz, N TR R I H E NG TE BN R, IR A0 H R 2% B
PTG TR . SR IEFIEATRT, CLRAE R HE, it e i o 25 i
FEIEF LR IFE T

NE DAL AEFRATR A TR — Ee s g !

(1) ¥TH Wireshark.

(2) METHEEHIES Capture, A5 42 Interfaces

IXIHR R Z ] LG B —ANGHEHE, B & T /R AT DU R A SR B0 L A %
Mt es, PLEEATTR TP Mtk

44  Wireshark BB 2L (58 3 KD
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(3) EPAREEAS )%, WK 3-4 Fios, SRJE 5 Start, s Bz
XM I [H] A Interface List R I3 —MN . B G BdE S Hh 2ELH K.

M Wireshark . Capture Interlaces ? X
Input Output Optiors
Interface Traffic Link-layer Header Promiscuous Snaplen (B] Buffer (MB)  Capture Filter
> Bluetooth Network Connection Ethernet ensbled default 2
> Ethernet Ethernet enabled default 2
> Ethernet2 A Ethernet enabled default 2
> Ethernet3 A Ethernet enabled default 2
> Local Area Connection™ 2 Ethernet enabled default 2
» Local Area Connection® 4 Ethernet enabled default 2
USBPcap1 USBPcap ensbled default 2
USBPcap2 USBPcap en3bled default 2
USBPcap ensbled default 2
b b Aa N Ethernet enabled default 2
dc:789d, 172.16.16.172
Enable promiscuous mode on all interfaces
Capture Filter for selected Interfaces: ‘ Enter & capture filter ... hd Compile BPFs
Start Close Help

B 3-4 FRARRATHRE QMR E D
(4) 25 E Imin 247, R SHAT LR POF EH IR IEFE K %, {£ Capture
T i A #L il Stop FZEHBIRT .
ARMTE T A B BRIFSE R T B A A BRI, Wireshark F) 3 & 1P B %
C4 R 7B B, H IR T B T8 e i LR B Sk, Xtk
A AT Wireshark — BB H) F & HEAT I 20 ORI

3.4.2 Wireshark

Wireshark (1) 3 & AR AT 3R B0 88 BL 9% 70 97 LB 25 2 fd N B AR 7 2
R, EHE AR SR (AR 22 3 Ty . FRATE FH KR4 3R O £ kA 41
— | Wireshark FI=E% H, @&l 3-5 fiw.

EE AR 3 ANHERZIAAE TR R . 1038 A 2 4E Packet Details [fi#i
BE RSB R AR AR, A VRILZE Packet List [t H ik
AEE L. Eikrh TR )5, URATBLFE Packet Details AR - ik o £icdfs £
HIREAS B MTIAE Packet Bytes [t o 276 AH N 7B 5515 12

EE A 3-5 J 49 Packet List @A F 7| & T LA AR 69, 12X B 55 A 15
R 849 B R AT R B G AT B R o, PR 38 @A R B A4k
B4 b 3R 09I 5 HEF 69 .
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- o X
o Coptue Analyze Sttitics Telephony MWireless Tooks Help
L REBRe=>=F 8E/[EQRQAQHE
= _<cuip> T3 <) boresson. |+ TCPRST
Destination Protocol Length Info
C 1. 12161612 78.125.05. 104 e 66 1606 + 80 [SYN] $eq=2082691767 Win=8192 Len=0 NSS=1460 WS4 SACK_PERN=1
2 0. 74.125.05.108 172.16.16.128 Tcp 66 80 + 1606 [SYN, ACK] Sequ2775577373 Ack=2082691768 Win=5720 Len=d M55-1406 SACK PERMel Wsm64
3o 172.16.16.128 74.125.05. 104 Tcp 54 1606 + 80 [ACK] 5eqe2082691768 Acke2775577378 Win-16872 Len=0
40.. 172.16.16.128 74.125.95.104 HTTP 681 GET / HTTP/1.1
5 0.. 74.125.95.104 172.16.16.128 TP 60 80 » 1606 [ACK] Sex = 2775577374 Ack=2082692395 Win=6976 Len=0
6 0. 74.125.95.104 172.16.16.128 e 1460 (1P segnent of a reassenbled PDU]
7 0. 78.125.95.104 172.16.16.128 e 1460 [TCP segent of a reassembl
8o 172.16.16.128 74.125.95. 104 e 5 3600 - o0 (3] Seq=2005E395 Acke277550008 Wineiow2 Len=o
90, 74.125.95 108 172.16.16.128 T 1260 (1P enbled PDU)
100.. 74.125.95 108 172.16.16.128 e o o i o e oy
110... 172.16.16.128 74.125.95.104 TP 54 1606 » 80 [ACK] Seq-2082692395 Ack-2775581694 Win=16872 Len=0 Pucket List
120, 7412505 108 17216116128 urre 591 HTTP/1.1 206 OK_(text/htnl)
Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) =
Ethernet 1, Src: IntelCor_sh:7dsda (00:21:60150:7d:4a), Dst: O-Link 21:99:4c (60:05:54:21:99:4c)
Internet Protocol Version 3, Src: 172.16.16.128, Dst: 74.125.95.164
« R pnmcol Src Port: 1606 (1606), Dst Port: 80 (80), Seq: 2082691767, Len: ©
51
disabled k |
1 Packet Details |
@@ 95 5d 21 99 4c @0 21 6a Sb 7d 4a @8 @0 45 00 SR
515 06 34 40 £2 0 06 80 06 53 Sc ac 10 10 80 0 74 .4B.6.
SF 65 06 46 60 50 7c 23 Sa b7 00 00 00 60 80 02 _h.F.
20 66 65 30 60 60 G2 64 05 ba 01 03 03 62 61 01 Packet B
[ XS Packets: 12 - Displayed: 12 (100.0%) - Load tme: 0:0.1 Profie: Defoult

3-5 Wireshark £ % 2 493% &8 7 3 A~@AR

T TR TR A

Packet List (B#EE5152): X5 b AR RA% SR 7 2R3
TR A EE G, Hh s TR S SR AR AR R R
BRI IEAT H bRt Bodls B 0 P DR AR K L T R B M DLAE B AR

FE X RIAFAE, KB F LSS Packet List MR T A LI E ka4
Fe, M L4FHHIRE) DNS AZET, &KA5692 Packet List @R T DNS #L69
ARG,

Packet Details (FIRE TS ; XAHEIFIHR 2R T — A8
HINZS, FF AT LLE T B2 s e o X AN AL il 3R B i a3 N 2

Packet Bytes (EUEEFT); XA NIHAHIMR AT Ae 2 e AR 26, A
NEBRT — MR AREAE R ERE T, W2 L E S F AR fIRE T
XL R HE A 2 — AR ET IR T AN 5 A

3.4.3 Wireshark

Wireshark ${it— Ly e i 15z @ v AR RIS 75 22T e il . R FH & ww
Wireshark Bi&I, 34 FEAE T Fhisci ikt Edit 757 Preferences, RJE 1R
{HR] DUE B —/ N I TEHE, BLnA —Ln] DU e, ani 3-6 firw.
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M Wireshark . Preferences ? *

v Appearance i 3
PP Remember main window size and placement

Layout
Columns Open files in
Font and Colors (®) The most recently used folder
Capture () This falder: |C:\J..lsers\,Chris Sanders\Documents Browse...
Filter Expressions
Name Resolution Show up to
> Protocols filter entries
> Statistics
10 t fil
Advanced e

[ Confirm unsaved capture files
[ automatically scroll packet details

Packet detail scroll percentage: El

Main toolbar style: |Icons only

Language: |Use system setting =

Cancel Help

3-6 IR T vA4E H Preferences *T+£4E F 691230 A & X Wireshark #)8¢ &

Wireshark B &I N 6 NEEI o, AN 1 AN S gL,

Appearance (HPI): XULETRE T Wireshark K anfa] BomEdE . AR AT LA
FRAEN N R 2 Bk kAT A%, 2 S RAE OV E. 3D EEHE DN
fiJal s RBENZKIHE. Packet List HIAR 1 51 AL SWonli SR B8 724k . A5t
RTINS St N

Capture (3%E): XL LIRS T B S SR B 6 10 75 2T Rk
WE s LEANPRER IS FH 15 25 A 73 ER AT FH VR 2 A 5K L 2 75 S 5287 Packet List
THIAR 55

Filter Expressions GHJEgEFRIER): £ )5 1= HIA TR Wireshark
R U REE T 1R E R T IR E N . XA F FE I A] DL EARAE B &
PRIX ST eSS

Name Resolutions (ZFREEHT): HTXE¥E, FRA] LA S Wireshark
Hoht CEFE MAC. W25 DL AL A FRIENT) AT E IR 5 43 HE) 4 T X — )
A8, I H AT DA e A AL PR A4 FR ATV K B R H S

Protocols (HS0): 3X AN 43 H 358 T AT DALk A7 1 28 5 - Jifi 412 AR 7R 25
Wireshark RS E0dE B ThRE . EARIEAREI KT RE— AN PhER ] DLt AT A %, {2
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A Y P R T A] DA AT B . BRAERA R IO R R B X B ik T, 75
) 55 G PR EFE AT T BRAE

Statistics (Zi1): X— ML T Wireshark " 41t ThRE R W E &I, 7F
35 mRRASH 2 AT HIRARIZE 2,

Advanced (52%): 1ELLL 6 MR E A MAI R E SR B, @5
X% B N Wireshark B = H P A4 & 28040

3.4.4
IARARMG I —FEE R TLFUN Ok, B AR Z 2% Packet List [ H1 8

LRI RS AT . 3.7 Fos (RAREIRZR AN, (EIRRZ AT DLELE
[F), ALeHiEE LGSR RS T — MR, (RSN,

27 1.807280 172.16.16.128 172.16.16.255 NEBNS 92 Name query NB ISATAP<00>

28 2.557340 172.16.16.128 172.16.16.255 NENS 92 Name gquery NB ISATAP<00>

29 3.009402 172.16.16.128 4.2.2.1 DNS 86 standard query Oxb86a PTR 128.16.16.172.1in-addr.arpa

30 3.050866 4.2.2.1 172.16.16.128 DNS 163 standard query response 0xb86a No such name

31 3.180870 172.16.16.128 157.166.226.25 TCP 66 2918+80 [5YN] Seq=0 Win=8192 Len=0 ME5=1460 W5=4 SACK_PERM=1

32 3.241650 TCcP
. 24; o TCP
.24 ]

en=0 Mss=1406 SACK_PH

[ 3-7 Wireshark 89 & & A 85 T Heik ARR MK

F— MR EEAR A IR, XS B BE a8 A B
245k t, A ) DNS A2 W AR, M HTTP imEH s ). HEE
AT RS, A AR A B B I, A TR E AR A
L1 Packet List [HIAR AP o AR R LI FE L D) S B0K IR 3R SCAR
AT DABR R HB 525 B 1]

UK 3-8 Fizn, Wireshark B3 Coloring Rules (& (HIN) & L AT DL A
BRSNS BB I RAEZITIFIX AN L, A AT DAE £ MR e
tik ¥ View I8k Coloring Rules.

AT LB R B A O, s Bt oA E . 20k, H T3
AIRAT DK HTTP it i 2 6 [ BRI S5l 25 6

(1) #TJF Wireshark, 3 H$JJF Coloring Rules % H (View->Coloring Rules ).

(2) A O F) R 2] HTTP & G IF sk

(3) g Edit #41, 1R42% F|—> Edit Color Filter % 1, 418 3-9 fiiR.
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M Wireshark - Coloring Rules - Default

Name Filter

tate != 16

40

bss || nbns || nbipx || ipxsap || netkios

HTTP http || tep.port == 80 || http2
IPX ipx || spx
DCERPC deerpe
Routing hsip || eigrp || ospf || bgp || cdp || vrrp || czrp || gurp || igmp || ismp
TCP tep
uDp udp

< >

Double click t edt. Drag to move, Rules re processed in order unti 3 match i found.

+| I =

.

Export.

Help

3-8 1R¥¥AZ Coloring Rules & P F & A F LR IFE LN £ E

M Wireshark . Coloring Rules - Default

Name Filter

rp.state = 16

icmp || icmpvé

st || nbss || nbns || nbips || ipsap || nelbivs
http || tcp.port == 80 || http2

ipic || spx
deerpe
hsrp || eigrp || ospf || bgp || cdp || virp || cerp || gvrp || igmp || ismp
TCP tep
upp udp

<

Deubile click t adit. Drag to move. Rules are processed in arder until 3 mateh is found.

e

Export...

Help

B39 A%hiEAELERN, WTXERTTEATULATEK

(4) H.i7 Background Color %4l »

(5) PR MRA B HREE, )5 #dE OK.
(6) FRXRHET OK RN EAZ, IFmBIEE M. 5 H UL NiZ o2 E R,

FEAE R T 5 S g A

B4bitXKensuke(18319066421) = {SEELRIY
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AE M 2% EAE ] Wireshark I, W] HE 2 R BUARAE BN DS AR 2 oA
M ZEZ . KRS RBEEGREE IR TR INJT (. 28R, iR
PRUEAFIRA W 2 LA — AN ) DHCP RS 7E 70 K 1P, I8 /R AT AT B i 42
o DHCP Pl B (RN, (3 BRI 0 (sl Fofh 5 T AR ) . X
DA AR S Rt gk tH T DHCP Wit FFib AR 980 60 A TAE B AR. fRik
A DL I 3 T ) o i A G N, SR R I e R ) A

EE AR A, RAEL KM —FEF A B = Wireshark 6945 EHLN B, A —4% %
ARET, (2B ISR E ENN 59 TR RES Bl XA T
1525 G 64 2h Gt AT TR EA IR T — R AL L 4T Al b4,

3.45
IR B BE  E AT, AR Wireshark 7EWF B g fE 0 B SO R IR A 5
Bhi) . BRI BZ S, URALAFE £ N R o sl Help JF3EHF About
Wireshark, #RJ& #.17 Folders #7258 . %% H a0 3-10 Aiw.

M About Wireshark ? X

Wireshark Authors Folders Flugins Keyboard Shortcuts License

Name Location Typical Files

"File" dialogs C:\Wsers\Chris Sanders\Downloads) capture files

Temp C:Wsers\CHRISS r Datall ocal{Tem) untited capture files

Personal configuration C:\Wsers\Chris Sander...ta'\RosmingWiresharkl — oiifters, o ces, ethers, ...
Glubal configuration  €:VProuram Files Wi eshark, Uilters, preferees, manuf ...
System C:\Program Files\Wireshark ethers, jpmets

Program C:\Program Files\Wireshark program files

Personal Plugins C:Wsers\Chris Sanders.. ming\Wireshark\pluging  dissector plugins

Global Plugins C:\Program Files\Wireshark\pluging\2.0.0 dissector pligins

Extcap path C:\Program Files\Wireshark\extcap Extcap Plugins search path

o]

& 3-10 & 4% Wireshark At & S 4915 &

Wireshark MELIRE REERH M BN ANERREH%X. £REEH
B FT A BOAIRC BRI AN AW E B S JES TR AR P R BRI, 1T
RTAR B A5 i B R 2= 1 FH R FE L) 4 F A AE A AL B SO )7 H &

AR N E H S X AR EER, RONERA 4 5 1B 1 el #Rok
SR BB —NEZ RS 8 Wireshark I P .
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3.4.6

%217 Wireshark WISHICE G, ALl Es RIAREMH —MECE TR
{EAR P SB35 — PP B 7 RN 375t HSEIRATE L BRI AR T
B EIX LI, Wireshark 51N T AMEECE TR, iEH AT U GRGF — AL E .

—ANICE TT S AEAE T P RE .
e Preferences Z4IETN,
e Capture filters 3R IERS.
e Display filters ZrRiLJERT -
e Coloring rules #& LRI .
e Disabled protocols =25
e Forced decodes 7 iHillfFAS .
e Recent settings T E, AT K/, SR E MG HE .
e Protocol-specific tables &1 X4 FMM 1A, (5140 SNMP FH -~ F1H & L HTTP k.

EREWEITFEIE, ATLMEE MR B Bdit, JFE#E Configuration
Profiles &3, Fi— I MERAEF M4 N A s 1L #E Manage Profiles #£10
MAMERCE T RN FR, AR¥ B S Wireshark IITRACE TS, ©EE T
B 3-11 ol “sag 7, “¥EF” il “dl” Ji%, Hrh “Latency Investigation” /55
FREE XTTR, ERRRNIEE, THAR RS S R ERA RTS8 B ARNA .

M Wireshark - Configuration Profiles ? *

Default

Latency Investigation

Bluetooth

Classic

+ | =) [T (22 Chris Sanders i} ing [Wireshark [orofiles
Cancel Help

E3-11 ZABREFZE

¥ 3E Wireshark A7 51
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FCE 77 S % HA LAk iRan . &, MERFISN FHRCE T 2. B — N
P BT S AR f B

(1) #t& Wireshark 15 B /R A8 E A A7 IO BC B

(2) HEEThsppd Bdit, JFi%#F Configuration Profiles #EX, LA

LB T RE .
(3) s (+) %I H A% R4
(4) B OK.

MR E T R, ERE T RE O NIRRT R4, R)EHE OK R
Al H—FER T, MR RRIA N AR ECE S, AR e EERRR
MBI T E, ikl 3-12 Fix.

GeE2 @@ 85 5d 21 99 4c @@ 21 Ga Sh 7d 4a 98 @@ 45 80 L]t g

BELE @8 34 6b @4 48 9@ 50 @6 4e B2 ac 19 19 30 cl B3 Lak.@. ..
D@22 €3 24 Bc 82 @0 5@ a3 31 86 of B9 B0 B9 BA 30 02 P
DB32 20 00 d6 e5 @0 0@ 92 @4 65 b4 @1 83 83 82 81 81 ....... ........
8046 84 82 ..

) 7 download-slow H Packets: 10728 - Displayed: 10728 (100.0%) - Load time: 0:0.309” Profi [ Default

Latency Investigation

Wireless

Bluetooth

Classic
B 3-12 i 44me B &

Horp —ANRERIA Rt A2, AN B 5 SRR = A7 A Y H
REWREIRA] LU & AL 2 e oAl N o £ 18] 3-10 JonH) folders #R%EF
TR T &R NBCE SRR AR . AR R EHEAAN I BT SRS B S
BRI RBRAR T, il AT 2 A e B s Hopt o SN 1

YR GAE I AR i, ARV TR A0 — SR L BT &
KAV DL I RE 75 4R 90 28 A3 AR5 SR AN 71 22 4 R . ) i A D) 46 T L 7
KINE. BBk, XA AT . RATER L & FH —HEA R
BT ERERBINANE 11375

BUAEARIY) Wireshark Ni% LU 26 0 FFIZATHCOR 1, IR Ol & 4 AT 2l
BT o AT —FH, AT EL A QoAb BRIk 0 B A .
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WAERSE T T Wireshark, & H 1 8 07 #E47
g | EOUE R AR A . AEIX — R, AR 2 2 ) ey
_4ﬁﬁﬁi#\ﬁﬁﬁﬁ@U&ﬁﬁﬁﬁ%ﬁoﬁmﬁ%
IR 22 R L B S gk I, R O e AR
7 .

4.1 fERHARCE

HHAT R R T IO, ORS RBUR K — #8202t TAR R AR St
ZJRIHATH . WEEIL T, IRSAEA RN AT 2 A3k, R 45 R RAE TR,
SRJE —EHEAT 34T, FTLL Wireshark foVFURRAFHIZRICAF, WMEZ 50, fRiB
ALK 2 MR SO EAT B

B4t X Kensuke(18319066421) B2 jEEELRIN



41.1

W R AR BELORAF B B ) 3R, AW BLIE$% File->Save As, ZJEVRI1%EE
F W, Save File As XJiEHE, WIE 4-1 Fros. S UEAE 2 1) ] /R A8 2 OR A7 1O 208 L
RIALE, USRS BRAF A& 3o i FRARA I — A S8 2, 4 Wireshark
ZBRANE R peapng U A

M Wireshark: Save file as *
Savein: | ppadecaptures w | (<] % Sl FFE
ﬁ Name Date modified Type *
. ke 80211beacon 6/17/2017 833 AM  Wiresh
Quickaccess P 5511 WEPauth 6/17/20172:33AM  Wiresh
. ke 80211-WEPauthfail 6/17/2017 833 AM  Wiresh
b 80211-WPAauth 6/17/2017 233 AM  Wiresh
Desktop i 80211-WPAauthfail 6/17/2017 8:33 AM  Wiresh
b activeosfingerprinting 6/17/2017 &:33 AM  Wiresh
b arp_gratuitous 6/17/2017 &:33 AM  Wiresh
Libraries i arp_resolution 6/17/2017 &:33 AM  Wiresh
t arppoison 6/17/2017 &:33 AM  Wiresh
[g b aurora 6/17/2017 833 AM  Wiresh
This PC i dhep_inlease_renewal 6/17/2017 &:33 AM  Wiresh ,
. < >
@ File name: packets - | I Save
Network
Save as type: Wireshark/tcpdump/... - pcap (" pcap;”pcap.g ~ Cancel
Help
[] Compress with gzip

& 4-1 Save File As 3t £ 4E T VA SEARBRAAR 69 2535 LA 3R

Save File As % 15 HE ) — > B 9K () Dl e 2 VR AT LA 8 75 22 OR A7 ) Bt 038
Fil, 1%+ File->Export Specified Packets, WK 4-2 Frrr. IXE—ANik “BE” 3K
SCHEAE T BIEF T R AR LAk R ARAE — o R S G N R AL, ARt T
R, B ki pEES I 1L o Bom ORI B s .5 Chrid B (0 A g
AR — B 5 AT ),

PRAT CLRH AR Wireshark # R T H 2] LA A RIRS g scfbeb, DAE T
EHAN AR S, B0 5B AR B 6 A TH A Xk e dE oA
A PostScript. FZ 5 4rBEE (CSV) Ml XML, WA ZE S H IR B s
3K, HB4 W] Lk FF File->Export Packet Dissections, i F/RAH 2 5 H i S
A R SE B — DS E RN SR LT Save As X TEAE
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M Wireshark: Export Specified Packets *
Savein: | ppa3ecaptures - | @ ? ' v
% MName ” Date modified Type *
; ke 80211beacon 6/17/2017 833 AM  Wiresh
Quickaccess P g11.WEPauth 6/17/20172:33AM  Wiresh
ke 80211-WEPauthfail 6/17/2017 8:33 AM  Wiresh
- b 80211-WPAauth 6/17/2017 8:33 AM  Wiresh
Desktop i 80211-WPAauthfail 6/17/2017 8:33 AM  Wiresh
i activeosfingerprinting 6/17/2017 &:33 AM  Wiresh
b arp_gratuitous 6/17/2017 &:33 AM  Wiresh
Libraries i arp_resolution 6/17/2017 &:33 AM  Wiresh
b arppoison 6/17/2017 &:33 AM  Wiresh
_[g b aurora 6/17/2017 833 AM  Wiresh
Thi.s.-PC i dhep_inlease_renewal 6/17/2017 &:33 AM  Wiresh ,
X < >
@ File name: |packets| R | I Save
Network
Save as type: Wireshar/tcpdump/... - pcap (" pcap;”pcap.g ~ Cancel
Help
Packet Range []Com
(O Captured (@) Displayed
(® All packets 12 12
() Selected packst 1 1
Marked packets i} 0
First to last marked 0 0
O Range: | 0 0
Remove Ignored packets o 0

4-2  Export Specified Packets 3t #54E ik 442t BARAG49 A E LA £ % 6t E 454

4.1.2

SR ) o i TAE TR G I 2 AR, — A ELE N R R sl
A B SR L BN LA WL

W RAREL G IR, A NS AT I — MR EE S IR S, AR e d%
File->Merge, X (<5 Merge with Capture File fXHEHE, W& 4-3 iR,
MR B G I BRSO SO, SRR IR B R A kAT & IR T 2.
PRAT DA 3% Hp B ST I BT AT TR SO rh, a] A% R e AT (R B 5 Je
HATE I

F4E DEHEREIEG 55
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M Wireshark: Merge with capture file X
Look in: | ppadecaptures w | (<] S S b
% MName Date modified Type 2
: b dns_axfr 6/17/2017 8:33 AM  Wireshark capture...
luickaccess b dns_query_response 6/17/2017 8:33 AM  Wireshark capture...
- b dns_recursivequery_client 6/17/2017 8:33 AM  Wireshark capture...
b dns_recursivequery_server 6/17/2017 8:33 AM  Wireshark capture...
Desktop i download-fast 6/17/2017 8:34 AM  Wireshark capture...
b download-slow 6/17/2017 8:34 AM  Wireshark capture...
ke facebook_login 6/17/2017 8:34 AM  Wireshark capture...
Libraries il facebook_message 6/17/2017 8:34 AM  Wireshark capture...
b http_espn 6/17/2017 8:34 AM  Wireshark capture...
_[3; b http_google 6/17/2017 8:34 AM  Wireshark capture...
This PC b http_post 6/17/2017 &:34 AM  Wireshark capture... ,
(_ >
@ File name: facebook_message - | I Open
MNetwork
Files of type: All Files ~ Cancel
Help
Read filtter: I Format: Wireshar/tcpdump// ... - pcap
Size: 2590 bytes
() Prepend packets to existing fil Packets: 5
(®) Merge packets chronologically First Packet: 2010-04-05 15:23:25
O Append packets to existing file Elapsed: 00:00:00

4-3  Merge with Capture File F#54E T YA ik 4RAFF 7 A~ 38 A

4.2 srhridats

R &K BB R BRI BT . A8 amEEES LT/
Z L, URTEE m AU X e A AT A XA H Y, Wireshark
FEVFIRIAF & — € 26 B B REAT il , BB AT EN SR B LIS % .

42.1

IR B ERBNRT S R AT EE R, AT A% Cul-F H&#4TT Find
Packet 25/UHE, W] 4-4 THEN 7R XA SFIHERAZAE T IEREAN 051 B 1 2 18]

Packetist  + Narrow & Wide v | | | Case sensitive Display fiter | [tcp | [Find | [cancel |
Mo. Time Source Destination Protocol Length Info -~
18... 172.16.16.128 74.125.95.184 TR 66 1686 + 8@ [SYN] Seq=2882691767 Win=8192 Len=8 MS5=1460 WS=4 SACK..
2 @.. 74.125.95.104 172.16.16.128 TCP 66 8@ + 1686 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=572@ Len=..
3@.. 172.16.16.128 74.125.95.184 TCP 54 1686 » 8@ [ACK] Seq=2882691768 Ack=2775577374 Win=16872 Len=0
48... 172.16.16.128 74.125.95.184 HTTP 681 GET / HTTP/1.1

[E 4-4 J& Wireshark FARIBEAAH B HREIE 6 — EIANEHF, RAHIE OSSR EX TCP AR FH K
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RASHE N B R B IRt T 3 ANk,

e Display filter &I VFRIEI M AN FIAABATIRLE, I 4R IS LE 2 1%
FIEA B, FRAER] 4-4 A FH R IRRE

e Hex Value LI FHAR A B Ho8 b H1 80 M ER BT R .

e String KBTI URITHIAN B FAF 8, X EAE AT R . IR DRI
b R A X3 RN R A A%

KA1 T ERJUAR BN BT
Ra-1 ARERIIE LR E LA
BREE BlF

Display Filter not ip
ip.addr==192.168.0.1
arp

Hex value 00:ff
ff:ff
00:AB:B1:f0

String Workstation1
User8

Domain

FERE IO SCANE P A NAE R G 2 5, Hali Find, AC24RE 2
ORI AR — R . WARAB R T —NLECHEEE ., W% Cul-N 4]
it BERBAT—A, N Cul-B H G .

422

FER BB SRR ER R 25, KA DURYE 7 23T hrid . 2401
KL, FTREVR Ay BRI LE 75 B0 I ORAF I B B PR IC H R, B AR 1 €0 PRk
WEREANT. W 4-5 fox, gbmic EdE s URR A7 iEn (URtn) UYL
DR FRIE 1 IS IR FE R, 28R AR R SR IR AF T RO

R b [ L L 172, ¢ b, 122 1F L3 1= aespmic L L CEALLWEEIEL KL
TR ' TR = nads il [E] e pmblh D mdbei

& 4-5 #FAFLHHBORAGKGERLSERT. £XNF)TF,
B AR QAT AR T AR E

IEARARAEEAR L — R R, AR AT LA i Packet List HAR, FFEHLH 5K

F4E DEHEREES 57
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F k£ Mark Packet, B TE Packet List [HAR ik — MR, A% Ctrl-M
HAERE; WHRARRGEN — MR bR D, BAFIZ—IR Cul-M HE5E; Hinr Ll
FHEBOH . fE— AR, fRAEbR I 2D MR AT L W SRR EAE AR I
BRI A JE VI, B4 55134 Shift-Ctrl-N 1 Shift-Ctrl-B 21 AR A

4.2.3

BIRK Z B M A AE FL N 5 AT REAT ,  (EUR AT REDI IR 75 B3R 4 AT
MR . RAHBBIEEITELAR, IFMERK R T, ZFERAE M B
I, Al DABRE IS B RSN R T o Rl R AR MR i O, B e 4T
EN & —> PDF SCAFREZ AR 721

U R BT B SR B s B, FB-4 ] DALE 3258 # FR 1% 3% File->Print 1 FF Print
HHEHE . /RAT PAZE ] 4-6 F1 & 2] Print ST U5 HE FIFE T

M Wireshark - Print ? *

Packet Format
[ summary line
[ Details:
O Al collapsed
@ As displayed
O All expanded
|:| Bytes

[ Print each packet on a new page

+ and - zoom, ( resets

Packet Range

() Captured (@) Displayed
@ All packets 18
(O selected packets only
Marked packets only

O Range: | |

Remove ignored packets

[t ][ cancel |[ hHep |

I N R O |y

1
1]
First to last marked 1]
a
1]

4-6  Print 35 AE T vALARATEP 45 F 49 4045 &

TEXAMF 9, 5 Export Specified Packets XF UEAEALL, R AT DA% — %€ 6
TP AL, PR bric iBEE 6, BB 1R I8 38 i 12 45 SR B SR I 258
o XTRE—NEEE, (RIATLAYE Wireshark [ 3 AN F HIMR HIE BT BN R o
FEPRMMET T IX kB2 5, Hidi Print.

58 Wireshark #iE & S ASLE (F 3 hRO
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4.3

43.1

SOEI ] s R AR 55

I 1) £S5 B B 3 A A SR, BITAT AE X 2% L R 2B O A AR 2 S I 1] S,

SARSRH, I HARI L5

TAERE— BRSO P 2 AR DL B R 45 SiE 3R

Wireshark RIS [A] ) 24k, FRHE0E T —LEAI QIR I AL €  EATTH,
A TR ZH I T8) (A% s AR R 255

Wireshark T i 35 5 — - SO 60 76 42 6 F R G40 F — 0 DB

4‘,

Wireshark 7] DA 71X AN F 5 B i S )

FRY 246 0F I A K

VB LSS HRTF 16 S5 SRR ORI T
I ] MK I LAY S0 View S8 RS, 018 47 B,

AT DAL AR5 B I (] AR 2

M hitp_google.pcap - [m] x
File Edit | View Go Capture Analyze Statistics Telephony Wieless Tools Help
£ m ~ | Main Toolbar = QQ aH
Wepplyad ¥ Filter Toolbar 3 -] Exoression.. | + TCPRST
Packet list Wireless Toolbar itive String - |hq:| Find | |Cancel
Na. ~  StatusBar Protocel Length  Info 2
- 5.104 Tcp 66 1606 > 8@ [SYN] Seq=2082691767 Win=8192 Len=0 MS5=1460 WS=4 SACK..
2 oot 6.128 TCP 66 3@ > 1686 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=5728 Len=..
3| Packe: Details 5.184 TCP 54 1686 - 8@ [I—\(K] 5eq=2882691768 Ack=2775577374 Win=16872 Len=0
4w packe Bytes 5.104 HTTP 681 GET / HTTP/1.1
5 6.128 TP 60 50 > 1606 [ACK] Seq=2775577374 Ack=2082692395 Win=6976 Len=0
8 Time Display Format L Dateand Time of Day (1970-01-01 01:02:03.123456) Meta+Alts1 | d PDU]
7 d PDU]
Name Resolution 3 02
d Year, Day of Vear, and Time of Day (1970/001 01:02:03.123456) e
g L 5 Time of Day (01:02:03.123456) Meta+Aite2 g ppy]
2 Seconds Since 1970-01-01 Meta+Alt+3  |d PDU]
1 Expand Subtrees Shift-Right IR S s Since Beginning of Capture Metasalteg |95 Ack=2775581694 Win=16872 Len=@ s
— Expand All Ctrl+Right 5
N cconds Since Previous Captured Packet Meta+Alt+3
> Etherne il il Seconds Since Previous Displayed Packet Meta+Alt+6
> Interne = coorize Packet List UTC Date and Time of Day (1970-01-01 01:02:03.123456) Meta+Alt+7
> T
ransmi Caloring Rules.. UTC Year, Day of Year, and Time of Day (1970/001 01:02:03,123456)
Colorize Canversation » UTC Time of Day (01:02:03.123456) Meta+Alt+8
¥ Resize Columns Ctrl+Shift+R | ®  Automatic (from capture file}
Seconds
Internals ’
Tenths of a second
Show Packet in New Window Hundredths of a second
Reload Ctrl+R Milliseconds
Microseconds
Nancseconds
69 21 6a 5b 7d 4a 0 @5 5d 21 99 4c @3 80 D\Sp\inE(DHdSW\th Hours and Minutes
8@ 28 34 dB 8@ @@ 33 @6 ec 82 4a 7d 5F 68 u. .o -
10 80 @@ 50 86 46 a5 6f f3 1le 7c 23 5d 2b 50 10
2036 8@ 6d d@ 7e 6B 8@ 02 B4 ©5 7e 01 B1
o7 || Padkets: 12 - Displayed: 12 (100.0%) - Load time: 2:0.0| Profile: Default

B 4-7 ZAFT AR B R AKX

F4E MEHEREESR
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I+ ==
N
=

4.3.2

B[] 7oA O T AT DA ARAR 4 B 1) R 7 A AR E . K& T
H AR E] . UTC H A ], [ UNIX Zoai2 8L B8 — AN R 5 (B8R
YO H E— MRS

H AR AV AR I B R A% 2, T0RS P35 36 T A0 VPR 4 B2 18 5 o E Bl Bl
T, k. 28, M. EABET, RAEIHEXLEE, FrRxr
AR TR EARE .

I E AP AR AR, — B A R X A GG BT R R R ey, 4F
B2 BARMIGE AT FoAl & A, AR AR R AT B X (NTP) kA 1R
W L3R & 1A 2R ey, 4 Bk B R R 69 &0, HF R %—
9 UTC B Ia] kgt %, F 4.

AR AMAERT 225, VIR — N A E R, T2 ) R £
H UL T AR B TR . A RS R 4 SR SR 2 A B A s i R 1 — R B 4
FAERT, XANYREBRAEE LA

WA R R — AR B e I R1 2%, IS4 AT LLYE Packet List [fiAR
EEAE M ZHEARA, RJEHHIER: Set/Unset Time Reference. U15-A
SHEGH — MR B A XS B 22, BN R T . 858 S5 50
g, PREAT A% N A8 Cul-T & B —BERIUR

FEARB:— B B % e NI (8] 255 2 J5, Packet List [HAR AP XNk (L1
Time %1 5t4> f7n N*REF*, W& 4-8 ffin.

No. Time Source Destination Protocol  Length Info ~
1 0.06600080 172.16.16.128 74.125.95.104 TCP 66 1686 + 80 [SYN] Seq=2082691767 Win=8192 Len=@ MSS5=1460 WS=4 SACK_PERM=1
2 @.@e3e107 74.125.95.104 172.16.16.128 TCP 66 80 > 1606 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=572@ Len=0 MSS=1406..
3 8.8308182 172.16.16.128 74.125.95.184 TCP 54 1686 » 80 [ACK] Seq=2082691768 Ack=2775577374 Win=16872 Len=0 1
(4 *REF* 172.16.16.128 74.125.95.104 HTTP 681 GET / H'ITP/l‘l)
5 ©8.843778 74.125.95.164 172.16.16.128 TCP 60 80 » 1606 [ACK] Seq=2775577374 Ack=2082692395 Win=6976 Len=0
6 ©.070954 74.125.95.164 172.16.16.128 TCP 146@ [TCP segment of a reassembled PDU]
7 0.871217 74.125.95.104 172.16.16.128 TCP 146@ [TCP segment of a reassembled PDU]
8 9.871247 172.16.16.128 74.125.95.104 TCP 54 1686 » 80 [ACK] Seq=2882692395 Ack=2775580186 Win=16872 Len=0

E 4-8 FF& T 3B ansd it ) AH o) — /AR 6
A Y3 3Rk B ) S8 s 2015 e 9 -5 R T AE AR B Ta) RS, e Bl B
WS A G RAA. M e NAE g R, JEHE A%
A ) 2 1R 2 N RREK,
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4.3.3

A LB UR L VE 238 S5k A R 0G50, BT (R AR TR AN R B .
BRATTIE A A F LT IR AR R R, IXRME SN L. BARKZ R
B 2 R PT REH ORI N 2% b A — AN B I TR) R [F) 5 11, RG] 1A 190 B
A KA. Wireshark $2AE T — TR (MR AZ DI RE, I8 I 060 1 e R B 4 7%
VAEE,  SRIBARAE 73 B b ] BB 2 ) BR AL .

BT — AN A B I R B AT W2 18, K 7R 4% Edit->Time Shift B0E
% FHAH Cul-Shift-T. B AW E DFTH S, AR LA E — AN ] X ],
KX AT AL R BEAT R B, B A — AN E R BT . £ 4-9 BRI
B4, FRIEFESCHTA QAR ARG I 2minSs.

M Wireshark - Time Shift ? b
@ shift all packets by | +00:02:05 | Eamtmm st ]
(O set the time for packet | | to | |
...then set packet to
and extrapolate the time for all other packets T¥YYY¥-MM-DD] hbemmssi o]
O Unda all shifts
| v

E4-9 mEpgEEa

4.4 BOEAIAREI
FEAS 3 B IRA THEAT T — IR AR BRI A4 3K - Wireshark £ Capture Options
WPIEAE T, SRt | — LA R I EE AR X eI, A 7514 Capture->Options.

Capture Options X iGHESR AL T2 F B AR BIRIET, J9rIml 2 REAEBEAT £k
PR BRI 245 TR TE 2 10 RV . Xy 3 MR FN . i Ak
Tio T HPAFZEA T L

44.1
B AN ARZE DU 3222 H 2 o Bl Ayl APIVRL AR BE AR 22 1 AN kI e 2 1

F4E INEHEREES 61
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4.4.2

ARG R, XEEBAFEAGRMEMZEO LT, — MRz O E &R
B, DS — ] iR A RS A G v X KNS (LA 4-10). 1E8
FHE =R RS, RATSEE TP 4.5.1 N HFRERA T A,

TEHIAARZE LI, URAT DL E N R S R 2 80 B . i,
RAREEERH — MR ORI, A R B — 478 DR 5 0N hisg
A PE disabled HIHT,

M Wireshark - Capture Interfaces ? X
Input Output Options
Interface Traffic Link-layer Header Promiscuous
> Bluetooth Network Connection Ethernet enabled
> Ethernet Ethernet enabled
> Local Area Connection™ 2 Ethernet enabled
USBPcapl USBPcap enabled
USBPcapd USBPcap enabled
USBPcap3 USBPcap enabled
¥ Wirk Ethernet enabled
Addresses: feBl:fdes:B9cafd789d, 172.16.16.172
> Ethernet2 Ethernet enabled
> Ethernet 3 Ethernet enabled
£ >
Enable promiscuous mode on all interfaces
Capture Filter for selected Interfaces: | Enter a capture filter ... - ] Compile BPFs
Start Close Help

B 4-10 #idE 0 o AAFE R

LG SR & A ST 7T AR R, Fliasss il (LK 4-11) fo
VRURAE T I B AR B — SO o SRR AT DU 8 B4 SR 6 ) A i 77 2
S RGP . ARAT DL FRAET B AR B — AN SOPE s SOPFER B IR ZE b (3R
MR LA HERD SREEH QI SN EIT R IX I RE, A AR ST
AHENTN DB RN BRI A, AR AT DUEIE ] Browse 1%4HKi%
F—NHEFIS RS

MARER IR — N KR B AT K TR, SR & RIS 1T
SRR B 4 FRURE 8 [ SR AL 2 AN SCE I r . ERAE IR S 1B
B Create a new file automatically after... I,

Wireshark i FH 22N AN[R] (15 35 18] BSOSO RN (i A2 » ORE BELORAF 9 3
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TG . BRI R —Mubcds, WA Pzl Ay, /NS LM Y
PRI RE AL BT 4-12 Pios, ARWT DA Al A 8% ¥ BN ERTUI IMB 1
FUEAUH A — A0, BE RS Tmin w77 — 3.

M Wireshark - Capture Interfaces ? *

Input Output Options

Qutput format: @ Fcap-ng O pcap

Capture to a permanent file

File: |C:,ﬂ..lsers,|'Chris Seznders/Desktop/packets.pcap Browse...

Create a new file autcmancally after...

[ use a ring buffer with files

Start Close Help

4-11 HHRBO M BAFETR

Name - Date modified Type Size

D intervalcapture_00001_20151009141804 File 172 KB
D intervalcapture_00002_20151009141904 File 25KB
D intervalcapture_00003_20151009142004 File 3,621 KB
D intervalcapture_00004_20151009142104 File 52 KB
D intervalcapture_00005_20151009142204 File 47KB
D intervalcapture_00006_20151009142304 File 37KB

4-12  Wireshark %1% 1min 2 3 &) £ 4

A ring buffer (MUIRZEMD FEVFIRIRE —MRFERISCHECR, — Bl 1
XACE, Wireshark St RUBT A& di o2 AR . BARMOIRGEMAT 2 B85 3,
{EAEX BRI — BRSO S 1 WSS — AUl i o . HeRiihiid,
XS T —AMERE R (FIFO) IS ANBAERISCAF T 2. ARmT Bk XS Thsg,
IR E MR S SO R R . 2ERUE,  WARRIEFRAE I SCIFSR
I HAR Th @U@ — et JFHARBE IRREMER 6. — B 6 3CfF
BER, ARG MR AEPA IR [ 7 i 25— NSO, AN FT R S B4 SC . X
MU CRAE T AEABAT BTSSR R SR S S S R 8

FEH AR ZE UL ARt T] DLYE fie 24 SCAORAF (% 202 1566 .peapng.. 2R
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PRA X2 SO 58 =75 TRAGUE, AT LAk #% peap #53(.

4.4.3
IR TS MM R E, ORI, @40 E 30
fsabamER, Ak 4-13 Pos.
M Wireshark - Capture Interfaces ? X
Input Output Options
Display Options Name Resolution
Update list of packets in real-time Resolve MAC Addresses
Automatically scroll during live capture [] Resolve network names
Show extra capture information dialog [[] Resolve transport names
Stop capture automatically after...
0 packets
u fles
O kiobytes ¥
O seconds ¥
Start Close Help
& 4-13 kI B ITAFE R
| N TR YAT
Display 1% T3 73 F >k 42 il 41l 3K 1) £ 48 0 an T 1647 27k . Update list of
packets in real time 3% E’J% FHi—H TR T, FEHER LA Automatic scrolling
in live capture —[FfH. "o EXNNERBUEHZ G, Fra i3k r 5 a2 2
AER R, I Hl RS 0 2 L2 BoR K
e

%4 Update list of packets in real time F= Automatic scrolling in live capture %M
HAL ¥ I LR — TR F I O, KRB s mAm b fide. RaE
IR SE IR B RO A A €L, TN RT3 AN 1 TARTUN 4.

' Update list of packets in real time: SZI 5 H 4 .515£; Automatic scrolling in live capture: 7E 4 AT Hi3R 1T H3h
B, —FHE

64 Wireshark ##EE 5388k (58 3 hRD
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Show extra capture info dialog LI SR VFAR Ja FH BT i dsAR 4 P DR 7~ 254
AR RN o FERFTIFIX G, Py 3R 5 A B0 IR0
PR I 5 B VR B A R A

2. HRREHTIED

Name Resolution i&E i SR F/RIER IR A, JB H Bl EIREERE (GF 2 2).
M ZE (58 3 2) FERZE (58 4 2) WATRENT. RATEAESE 5 HIR AT
1& Wireshark )& FRMEAT S A AE

3. fSkhfigiiE
Stop capture & T VR LE & — & (IRl S5 AR 45 1B IEAE AT AR 5

%iﬁﬁ%*ﬁ’]fa%%ﬂ PRAT LA SO R/ I ] ) B B ol e 1 5 H A
A A o IXLERR AT LS 2 BT 411K 2 SCPH 3R — el A

RLYE AR SR VFURIRH BT A AT AT AR . ok, — i e ARl 2
FEX T MR, FRA S B HERR AL A 5 SR IR B RIA . 4
RARAA R B — A m, Wl VS — A fig sk bdce ] R IRAER
BRI A, AT LS — AN R ok A R X e

Wireshark = ZLHR AL Fh 32 Z RIS JEDS

o THFLUESS: AT S CA IR, R A 4 e B SRR A K
HRE € R RTINS

o W RItYES: ZLIE SRR E MRIE XA T ORI BIE RS,
R SR IR, B R R E R
HAV%E — TRt g .

45.1
PRI E S T AT HER BRI L &, el 2R
PERE. WARARIFATE E M B R RGE,  JAT DA b A 4l i s
JEFEE, AT A8 S L 2 e SR A 0 e ol B 0 b B 285 B
AR BRI AR, QU B € ORI IEA 2 A H i . ERT
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IR EVET I SRF L FEA R, N o it 72 .

ZE—ANRRH T, IRE— 86 2 MAENRS Z DR ERN R T RS
R SRE pERs, BAR IEAE MR — AT T 262 B 2% AR 55 1 in) @, an i
YRIELE M AR 6 AR 55 2R AEVF 22 0t [ I8 AT 1 MR IR 25 iR 55, B4 K31 IF:
M RiEAT T 262 un M EA S AT REL A A — e W T/EE. /Rn] LUBIE AR
BT i /Y Capture Options XJIHAEEE H 1, SR TR,

(1) #%EFF Capture -> Options % £ ¥T FFHHIRHE L X TEHHE

(2) HEPARMEATHIR AR IRI R4, ARG A H) ik s e 2

(3) AR LAz DA N — N 3RIA KR B i 3Rt e 4 . FATA B v
8 HE R 262 i T sE AN, BB 4-14 B, i\ port 262 (3%
AR T — X B A g i 18 e Fad e Rk =0RT in) @D W RARM AN IR IEAE
12, WA BTN AZ A4, BN M,

M Wireshark . Capture Interfaces ? X
Input Qutput Options
Interface Traffic Link-layer Header Promiscuous Snapl;n (B) Buffer (MB) Capture Filter
USBPcapl USBPcap enabled default 2
USBPcap2 USBPcap enabled default 2
USBPcap3 USBPcap enabled default 2
> Local Area Connection® 2 Ethernet enabled default 2
> Ethernet 2 Ethernet enabled default 2
» Bluetooth Network Connection Ethernet enabled default 2
> Ethernet Ethernet enabled default 2
> Ethernet 3 Ethernet enabled default 2
> WiFi Ethernet enabled default 2 port 262
Enable promiscucus mode on all irterfaces
Capture Filter for selected Interfaces: |Enter a caphure filter -] Compile BPFs
Start Close Help

[El 4-14 4 Capture Options XT 5 4E F 4] 1 — AN KL 8

(4) MR E gL f5, B Start FFUGHIIR.

YRR Z ARG, IRBOZRE W 7m0 262 FE, XFEaE
A R HT IR L E T

1. filikid 382504 BPF ik

I JE RS B T libpcap/WinPcap, J-4# F Berkeley Packet Filter(BPF)if
o EANEIER 2 T 2 e G R, 32 R N ORER o s B AR R
1 # S T 18 F BPF [ libpcap/WinPcap /. %42 BPF 1EVEXARTE S .2 7

66 Wireshark BB & 2L (5 3 KD
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FEUR AR R ISR, R O .

% B BPF iEvA G0 2 L JE A i AK A expression (FRIARD, FfFHE DKL
BE—ANEEZA primitives (JRE) . BMEIEEE —PEZA qualifiers (FRE
W), MRIEIRAE A ID BT EE Y (WK 4-2), Wil 4-15 for.

%= 4-2 BPF fRZ37

PRE R Wt RA B+

Type fith 2 F T PRI E X host. net. port

Dir T ARAa7 R R AT AL Aok B 4 7 B src. dst

Proto PR 72 T DL A B Ether. ip- tcps udp~ http. fip
RiE BERF  REW

A
( ISR
dst host 192.168.0.10&& tcp port 80

I T U

PRIETR PRAEIA a PRAETR BRET o
B 4-15 —AHHikadik B H)

R4 B RIE RIS A, —A sre PR E IR 192.168.0.10 H K T —N &
o XNMEEARGHERERX, 7JPLHE RMFABL)E 1P il & 192.168.0.10
IR &
PREfDME R AR 3 Fh@AIaH AT, XRIBHATH S, Mmel @ mgmE
5
o EWIERT 5 (&&)
o IRFIEHETT 5L (D
o B[EBHEF 4 (1)
2500, R T XA F R 2 R AR bR 192.168.0.10 Al 58 H b
2 80 B & AT HI 3R

src host 192.168.0.10 && port 80

2. FALAHHHLS RS
PRI QIR IR 2 O DA 2 O T — A Bl — L8 8 I 28 B o AR FEIX

F4E DIEHEREESG 67
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P, URAT DLARHE 48 1 MAC Hidik . 1Pv4 Hihilk. 1Pve Hihik sk DNS EH14
fic B e SR

20T, R BEARNE N IEAEFIR X 2% o HEA R 55 383354728 HL ) LT 72
PR IR, B AR AT DATEIX 6 AR 55 2% A —AM# A host PR & 7] 13 J€
2, SRAHIRFTA ARG ML IPv4 Huhk A G R

host 172.16.16.149

UARARAEAE ] — > IPv6 W45, NIA] e EAE LT IPv6 HhEf) host FRE
W, R s

host 2001:db8:85a3:8a2e:370:7334

PRIFRERT LU FHEE T — G B O BN host FRAE T, AR IXFE:

host testserver2

B, WARARE R R — & AL IP Mkl T e ARk, AT LGEE N ether
PR E ], X E R MAC Hihik A7 1 g

ether host 00-1a-a0-52-e2-a0

A4 7 Tn) B 2 1] 38 5 2 AN R 1 7y s ) L I g B — i, SRR
M ECE R G ERRE. 250k 3, R RE RS EV MR E, W
"l LU sre PR 7€ 7] -

src host 172.16.16.149

S RAE SRR AE 172.16.16.149 RS 25 I &, WA LAER dst [R &1 -

dst host 172.16.16.149

U FARAE — A AE BT 4R € — PR %E £F Chost. net B(# port), host
PR A2 A A AR BRI i Db i AR A A 1) the T DA Bl s A SR A IR SE 77 14
T

dst 172.16.16.149

3. ual g

AT AL T EHLIE I, A3 T DO 3 - Bt B 1 s 1 BEAT L E
i 1 3 908 308 A FH R B A Y 2 s PR RS R R A o 28R, R T — A
FUXH 8080 i 1 HEAT Uit B4 2R ) ] B 1L € 48 A 1) 1«

68 Wireshark ##EE 5328k (58 3 hR)
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port 8080
A SRAR EEAH $R R 8080 it AN T A IR A, AR Fros -
!port 8080

uity 13k e 4 AT DAL 3 7 7] BR B A — R o 28R, an iR 45 28 Ak gk
Vi i) bRy HTTP8O i [ [ Web HRS5 2%, W mJ DAf# F dst R & #F -

dst port 80

4. PpUGEIESS

PG I 3% FO VR R FE T4 8 DG T B e o 3 e T AR e A 7
FHJZ B 7 R fa7 B0 A P % o i 1 AT 52 SRS BT B B4k R AR S —F ICMP
e, R DA A R X A e g

icmp

WERARAEEBR T IPve ZAMAFTA TR, N HiX A7 RO 2 2K .

1ip6

5. BB IES:

BPF VR A 3R 100 — 038K T, 30 AT BB K 25 Wk
16—/ RO B TSSO ORI B o AT TR A T 16 I
B 0 RS, VAR AT BTG — 0 e M — 5 o B T 4
f— S SR 1

Sk, BRI EIET 1CMP b6 58 KT I 8, 0K,
BT SR AR TF SRS By 0 MR, 54 TRATAT LT £ PR s
PN E IS B A 7 RS B, AER AT A dempl0], sz RRA)
AEAE— MR TR AR RO B ORI Il — A | 5 R P T
R AR BN BN TS R 3) 5 B ICMP $clibf, WA T 7 i
BRI AALIET 3, W

icmp[0]==3

R R ARG A CEE echo B3R (5% 8) Y echo [FIE (ZKH 0) ) ICMP
B, WA LLE A OR a8 H AT AN JBiG

icmp[0]==8| |icmp[0]==0

BRI g A R, (EREAT A REE TR LA 1 Ayt

F4E DEHEREES 69
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P O, RALTT LU IR S RS AR T B 54 R L — A K,
KA 2 0 7 AR I 4 e B2 S MO P

PP, BRRNTE G — 85, OISR 1CMP A
ARV EHURITS MR (3, T D, KR 1 TR,
ENG MBS 0 MAEALIML. Jik, ROOET A Lws, ©
2 ICHHR 0 S R e O ARTFRARY 2 MR, FE 5 T 0301
RT3, (R85 1 A7, 0 B

icmp[0:2]==0x0301

— AN I SR R SR RST ARE TCP Bl L. AT AER 8 &=
RAPHE TCP (AR WA, MHLFER A 7 EHIE TCP K t bR S AL A2
13 7T . AEAE, BREBEAMRELINE 2 1 79, HERDT
g — LU AL — MRS . FE—A TCP Fdl b, 2 AMpE ] LIR30,
It 2 AME AT REARAUR RST AL EBEE, BATARE Rl — A tep[13]MMEREAT
AR DE . BATLATERLAE 21T K HIIA — D R —HI&FT T, Rfd 2 Tl 14
BERXADT PR AN AL E . R RST Fr G e 1 EeRr AR 2L
T4, WU LR B R B R 4, AR MR ERERE T TIEEE
FRREAFET

tep[13]84==4

IR EBE R PTAHE T PSH Ipis (LU AR T 8) e, i
A BAT I E AR L% 2 AR A5 B e I <

tcp[13]&8==8
6. filigkik g #k AR

VRS 2 BB AT )OSR 2 I R TRBE S 40 5 IR 2 AL B8 &% . R 4-3
g T IR R A BRI e A

F4-3 FAMKLESE

igeg BEER

tep[13]&32==32 WHE T URG hLff] TCP Hidiit
tep[13]&16==16 WHE T ACK 7] TCP %
tep[13]&8==8 WE T PSH it TCP $i
tep[13]&4==4 WHE T RST ff TCP Hdi

70 Wireshark B G #7358k (5 3 B
B4bitXKensuke(18319066421) = {SEELRIY



45.2

diReg AR

tep[13]&2==2 WHE T SYN Af TCP $i¥it
tep[13]&1==1 WHE T FIN 2/ TCP #dE
tep[13]==18 TCP SYN-ACK %# 4
ftg;;;;;f ;5052‘220:00100 SFNSRIRH I MAC Haik 037
g;;;’;ggﬁffg;oo;oozoo TSI I MAC HEHE RO
broadcast X

icmp ICMP it &

icmp[0:2] ICMP BARATL, FEHARTIL
ip X 1Pv4 Ji

ip6 X TPV6 it

udp {¥ UDP i

NI AR S TR, RS VF Wireshark R OB 7R ARLERF & 1 I8 2%
P HIEHE BL . R A] PAYE Packet List [fIAR 77 i) Filter SCAKEH, Hj A — AN EoR

TN PR A L SR SR BN E L, RO ] AR R E i gk AT i e,
FN AN W A4 SO ) A B o 50 A T SRR AR ] ) JER e P A 3R S
AN AY 75 223 S B iR K.

TEA LU, IRT]RE 2 /R BT R s JEAS, RIE B BE SO R AN A DR 1)
JUiRE, g R Packet List [HIAR 5 4 HT 23 #r 18] R H A BRI
ARP |7 ¥, HA2 4L ARP | #k 2 J5 AT Re= A H, Fir DU i 2 FEARATT 3 I i et
A MIEREAT.

WARAEE S JEPE IR E O A ARP 2046, H0A KR B AR ik 2
Packet List [HI#R _F 77 1 Filter SCAMEH, SR J5%01 Nlarp, #tn] LLA Packet List [
WA 223 FTE B ARP BRE T, WK 4-16 Fras. W BR AR B MIBRIT e, W m] #
o X %4 W REERAA IR 0E, WRTRd (5 %4

F4E INEWEREEE 7
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M hitp_google.pcap — m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dnde IpRBRes=FgsEEaaan

m ‘ larp ] =] '] Expression... +

4-16 1%/ Packet List @4 L 7 9 Filter L AEQ| E— N B RibE S

BB R JE A IR T, — MO R NI BT, BB GE
HEVERIA R Sy — Mo B R i DR TR A R I e i, X2 )l )k
A —ANEERT R . AERATRE — B XMW, WA .

1. dIE2RAGEAHRHE (TR T )

I PEAR AL AEAE, Gl 4-17 PR, {619 Wireshark )57 (L REAR &
B O P R JEAS . A RARZAT IR REHE, AT ASEAE Capture
Option XJ i HEH ¥ty Caputre Filter %4, A )5 ¥ Expression %%l .

M Wireshark . Display Filter Expression T X
Field Name Relation
~ |Pvd . Internet Protocol Version 4 # | |is present

ip.addr - Source or Destination Address E
ip.bogus_ip_length - Expert Info =
ip.bogus_ip_version - Expert Info B
ip.checksum - Header checksum <
ip.checksum_bad - Bad EE
ip.checksum_bad.expert - Expert Info <=
ip.checksum_calculated . Calculated Check... contains
ip.checksum_good - Good matches
ip.cipso.categories - Categories
ip.cipso.doi - DOI

ip.cipso.malformed . Expert Info
ip.cipso.sensitivity_level - Sensitivity Level
ip.cipso.tag_data - Tag data
ip.cipso.tag_type - Tag Type |192.168.1.1
ip.cur_rt - Current Route Predefned Ushies
ip.cur_rt_hest - Current Route Host

ip.dsfield . Differentiated Services Field
ip.dsfield.dscp - Differentiated Services Cod...
ip.dsfield.ecn - Explicit Congestion Notifica..,
ip.dst - Destination

ip.dst_host . Destination Host

ip.empty_rt - Empty Route

Value (Character string)

<

Range (offset:length)
Search: |IP | | |

ip.dst_host == "192.168.1.1° |
Click OK o fnsert this fiter

Cancel Help

4-17  Filter Expression F#&4E 7T vA 1L ARIR 2 £ Hu /8 Wireshark ¥ €22 3E 78 35

XEHEZE A T BT AT R OIS, X LI AR B T T AT RE I R R A
IRAB R — AL uE g, AT DU R G R 2D R AT

(D b — GRS (4, URITIE 5 SUH R TR N 2%

72 Wireshark #iB G #7356k (5 3 B
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PRI, AR EBVUREAE S PR Th A S — T, AR5 sk rh e

(2) MR MR EAEE A AN R AHE SR R, Fen &g T,
KFAVNFEE,

(3) RN AN ARGE oS80 50 B AR PR G I JE AR A . AR
A LLE CE SUXAME, AT BA Wireshark TilsE SCHME I BE— 1

(4 YARFERFTA Lk PRIy, By OK #in] LUE 2RI 848 2k 2N
AL

Filter Expression X iEHEXT T-4] % & KGRI, (HAERAE 7TX—EN
ZJa, M RKITmALIERREXEARE. B iEaRiE U iEiLdg
R R 5, HIpRE TRk,

2. ARERNAGR AL (ST

FEAEFH — Be I [A] ) Wireshark J&, 4 7 15 290 AR A BBAE 0 1T B4 A
N ERIIEE . FIEHE, Wi IE A FEVEE N — MR R IR B2
TS, ERZHENT, XA EEB LB AR FF HiE M
protocol.feature.subfeature AIA% N, WARVRAE B R i IEERFRIE X HER 21—
Fo BAELETRATRE —F BARK LA T

PRox 25 FH B R B B JE AR RO — M O AT I U8 . 281kt
WRARE R —A TCP 108, A ARek R A BE B TCP & . —
ANTET LK) TCP i B 28 ik v] DA eI A o] 7

MAELEIRATE —F R oAb — i hl. A 1R TCP H @, /RfEH 1
R%Z ping ThEE, BRIP4 TIRZ ICMP & . K0 LB liemp XN 28R
LA BRI SO Y ICMP & B e

FCAHRAE AT SR VFURBEAT B LU . 28015k, 44 A — > TCP/IP W45 Hr ()
RS, RA] RS H T B B A — AN TP Hihb AR s B . & T HAERF T LA
AREIEE— A H IR 192.168.0.1 1X A TP HiuhikAH O 6 1 1 8 2% «

ip.addr==192.168.0.1

DAERAR A T A B MWLACE N T 128 FATHEH L, A /Rw] LU H]
ONTEEET” BRAERTRERIZANER, HadpE Rk T

frame.len<=128

* 4-4 45 T Wireshark 1 JiE 3% R K AT LU EAE ST

F4E DEHEREEG 73
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% 4-4  Wireshark 1T 8 35 & ik X 49 sb BUIRAE S

BRIEFF iR
B
1= AT
> KT
< INT
o= KPR
< ANFESET

RIS BT DAL R 2 A i e 2 ik a0 & R B —AME A B, TR K i
PR IE S AR . 20k, R AR EIRHAS 1P Mk B EdE, A4
BATATLLE or AR R AN —ANFRIEX, RERXHEA 1P Mk 56,
Wk

ip.addr==192.168.0.1 or ip.addr==192.168.0.2

* 4-5 5| T Wireshark fJiZ 5 ERT .
#4-5 Wireshark idi% 25 & iA X o Z 4R 45

BRIEH A

and PN A 75 TE B 2

or Forpr— AN SR B 12

Xor B BAUE A% AR 2
not B ST Bl 1

3. R IBaR AR

HIRG S L PRGBS AR 5, (EEAEARORAN R ] RIS G i s,
IIRTE BV 2R E IR SR ERT . 3R 4-6 45t T IRAFE I Bonid yigds .

#*4-6 FTARTFLES

PRS- 15t BA

ltcp.port==3389 Helg: RDP

tep.flags.syn==1 BA SYN brEALH) TCP #dkE Al
tep.flags.rst==1 B RST &AL TCP Hdi

larp HER: ARP Vi

http f HTTP i &

tep.port==23 || tcp.port==21 UAREHIE (Telnet 3 FTP)

smtp || pop || imap A email & (SMTP. POP 5 IMAP)

74  Wireshark #iB G #7358k (5 3 D
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45.3

FERIE TR MR B RS IER )G, R KPR S 4

PN o XIS AR I AT EAERRRAE TR AR B H N, Wireshark A BLiEAR
HEH AR e S ORAT TR, LU . AHERAT — A B 22 XA FRILIE
LS WUPIRYS IR I 573 (28

(1) i%F Capture -> Capture Filters ] JI Capture Filter X} 15 HE .

(2) FEXHEHEMIZE D (+) %40, A8 —NHi s,

(3) £ Filter Name fEH &5 IR 8 A — 447

(4) 1E Filter String HE 7 A\ SZBR )it 28 R IA 5

(5) iy OK %4, W IRmid JERRIL R RIFIR P
R TP R A H T U S E AR

(D 7EFE B A BRI IR FRIE L, SRS S A s R A%
(2) PRI IEIHET, REH S —NEE TR T

BRI PR AR FIEHE . 7RI BART LRI JE AR 4, B Ja it OK ok
rRAr (LK 4-18).

M Wireshark - Display Filters ? *
Mame Filter
Ethernet address 00:00:5e:00:53:00 eth.addr == 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP) eth.type == 0x0806
Ethernet broadcast eth.addr == ffiff:ff:ff:ff:ff
Mo ARP not arp
IPvd only ip
IPv4 address 192.0.2.1 ip.addr== 192.0.2.1
IPvd address isn't 192.0.2.1 (don't use |= for this!) !(ip.addr == 192.0.2.1)
IPv6 only ipvh
IPv6 address 2001:db8:1 ipvB.addr == 2001:db8:1
IPX only 1px
TCP only tep
UDP only udp
Non-DNS (udp.part == 53 || tep.port == 53)
TCP or UDP port is 80 (HTTP) tep.por: == 80 || udp.port == 80
HTTP http
Mo ARP and no DNS not arpand !(udp.port == 33)
MNon-HTTP and non-5MTP to/from 192.0.2.1 ip.addr== 192.0.2.1 and not tcp.port in {80 25}
DNS Server ip.addr==1.2.3.4
+||=| (B
Cancel Help

4-18 HITUAEMNET I EALEZRARFLES

F4E DEHEREEG 75
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45.4
INRARA — Lo B HI B RS, B A AW g a5 VI N 2 60513 L i
fdygash, XRETTEIRE R EIXADIhEE, HIKIE TP R
(1) FE BRI IS A FAE A N SRIA K, IRJR SR fE SR AT T A () 2t

(2) = AHFIFHESTE T 7 tHBL, IXBTE Label [XAE HL 48 N 828 1 4
CILIE 4-19). PhiZd 54 bR ps 2 A8 T RA AR IEAs . fea il
OK, #t] HEAFRX AN RIL A RFERR A T AA .

M hitp_google.peap - [m| X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

£ W 3@ TRERe=FiFEQaqaaH

[i |bq:|‘ﬂags.reset ==1 BE '] Expression +
Filter Expression Preferences... Label: |TCP RST | Fiter: tcp.flags.reset==1 | OK | | Cancel

Bl 4-19 itk T BAL etk kiR KA

Ik 4-20 s, JATCLAEL e TR BEIE 7 —MRESRRE, 1% H 8T
DURGH Ik 8 H BT A i RST AR ALY TCP Ao BAGEHE 3 T/ AR, X L 4h
PRI BR 25 2 IRAFAEARA N FIEC B SO B XA SRR ) Th REAR R HB 3G 58 1 /R 7E
AN 5T R AR RE T -

M tcp_refuseconnection.pcap - m} X
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Am 7@ CRBResEZF L4 S[Eaaan

[i‘tcp.ﬂags.resat ==1 [X] '] Expression + TCPRST
Ma. Time Source Destination Protocol Length Info

[E 4-20 4% A B AR Rtk

Wireshark P B V2 18 8 &5 w] DAV DR I B85 UWTEG] . (RAE ) B S
JEEEET, PTRES R ZIEA] (WZ% Wireshark FEBI U . FRATEREAR A 141+
Tl 2 e -
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Wireshark

TEEYE T Wireshark FIFERIAIIR 2 J5, F— B E 24140
Bt E R AT A E AL TR T fEX —EHd, AT
X EE R K B T e R Pk — 2 AT A 4, Hoh B e
MG O BRI A0 ST B0 LR ER
10 EITEASE . IX SeURe (1 TR D Re AL 73 A AN [ B A2 E
AP Y AR, WEHRE DS X
HEH A ihe, ROVERA T SEAR B HRFE T h I E

HuA FHEAT.

5.1 Umai AL 2h

AL M 2B (E LW BT, AR DA & B AT BRI A
S . Cendpoint) &R M 2% L RENS KA BE MU I — B B . PN Im L2

B4t X Kensuke(18319066421) B2 jEEELRIN



[B] R A5 B FR 2 W21 (conversation). Wireshark R4 A2 . A 4R5 14 SRbR U bt 151
220, R A TE 2 PP TR e A A bk

it AL OSI HIANFZ R AR MANFIZAYRghE . BlinEdudgess =, i
SRR ) MAC Hubiko R B MAC b —JE— (BRI IMAE
o (HIX AT RE S HISS ERIME— PR SRIMAEMIER)Z, S s fEH] TP Hihit. TP hhitw] A
FEAEATF TAME G, BA REAES T R AT B R el FA R B A

Bl 5-1 J@m 1 bk T b ik s M B atl A DR T SRR R
(MAC) JZHIP5/ N s 2 B S . s A B MAC Hihik/2 00:ffac:ce:0b:de, Ui s
B K MAC Hihil /& 00:ffac:e0:dc:0f. 21 B B 7 LIEEMZE (IP) ZHIPNME&
ZIEEAE . s A Y TP kA& 192.168.1.25. i 2 B 1 TP Hhudik A& 192.168.1.30.

SIEA

A - - i mB

[FREESSX [FEEESSX

00:ff:ac:ce:0Ob:de 00:ff:ac:e0:dc:0f
- 258 )

IR EA - > =t}

/FEEESSN [FREESSX

192.168.1.25 192.168.1.30

B 5-1 W% L#ysg s fadit
WAELEFRAN KB —F Wireshark WHAT 75 3 2 1] B 216 2 17 H2 Ak X 2% 3
L EPSERSS

5.1.1

Lo MmN, VR VE S 5850 3 AT LUK ) 8E A 21 190 26 Hh B — AN 5 i A
e BRI, RIRFT 3RS lotsofweb.pcapng F1 Wireshark ] Endpoints
% F (Statistics->Endpoints) o XA H45 H T & sl V28 - S EoE,
i 5-2 s, BAEREAN I AR R A AR SR AL I B E AN A

EANE DT A% (TCP. Ethernet. IPv4. IPv6 A1 UDP) FR4EWMIHK
TR SO T SCREAN R i 3 s AT 0 28 B b — AN IR, mlhn]
DA SRR R — A BAR P S s . B & A N MY EndpointTypes 2 1E4E,
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5.1.2

AT LA IR AN G AR 2 . 20 3% Name resolution 22 ¥EHE, AT AT 5 44 i fift
MrIhRER A v p ok o A0 SR URTE AR ER U B HL 75 B3k 8t i o 1 ity e B4R
HLARAT LA SR TE Wireshark =% [ HLN F R R JE 28, SR 7R 2L 1 A)3%
Limit to display filter Z21EHE. X NEIIL b U H R B Bt JEas AHIULAD
(13t Ao

M Wireshark - Endpoints - lotsofweb - O *

TCP - 358 Ethernet - 12 IPv4 - 95 IPvE - 5 UDP - 106

Address Packets Bytes PacketsA—B BytesA —B PacketsB —A BytesB—A Latitude Longitude *

0.0.0.0 1 342 1 342 0 0 -

4221 w0 1k 51 7275 52 4151 -

4222 2 261 1 174 1 a7 -

4.23.40.126 451 318k 234 201k 217 26k -

8.18.91.65 9 124 3 387 6 854 -

8.18.95.169 18 3328 7 1321 1 2007 -

12,120.63.24 13 4753 6 3737 7 1016 -

12,129.199.110 20 5383 8 3332 12 2051 -

63.215.202.16 7 2069 2 724 5 1345 -

64.4.22.46 16 10k 10 9347 6 1241 -

64.191.203.30 18 7061 6 2043 12 4118 -

64.208.21.17 w0 273 5 1295 5 1486 -

64.208.21.43 551 357k 309 280 k 242 Tk -

65.173.218.96 473 331k 263 305k 210 25k -

66.35.45.201 1,106 807k 596 702 k 510 104k -

66.227.17.18 56 12k 28 8577 28 3990 -

66.235.142.3 10 2285 4 853 6 1432 -

66.235.143.54 16 5217 7 1573 9 3644 -

66.235.143.121 10 3234 5 1430 5 1744 - -

67.192.232.82 15 8056 7 6436 8 1600 - - v
[] Mame resolution [ Limit to display filter

Copy ™ Map Close Help

5-2 R E 9T AR & A — SR L 6 R

AR T e A R T LA P i o B EOREARS S 1) Bodle R g ok, i
H 8 7RAE Packet List MiARH o X A& PRIEBTUE B A I mAHSCEIR LI Jv5 . A
B —NREE I L, R DUE BIVF 2RI, RS B e A BL SR A 51X i
FORHRIUE, B8 518 € b B R M FTAT it . RIE AT DAFE N iz 5 5 LI 3%
Fh (Colorize) METH, X2 ELAZAE 2 Al bk e AL oy — S5 () G il
IAES 4 A FHE). HRZMITE, Ut R =R S — i s a R, Y
i FIRAE 5 820 A p al DUR PRt e A2 2 EA

FTFF lotsofweb.pcapng J&, Vi) Wireshark )17 I (Statistics->Conversations )
KRR FTA RS2, W 5-3 Fin. 2 UE s U U DA K

$£ 5% Wireshark SR¥FHE 79
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R, HETEE HR/RIE AT i 28, LR B R IE B
U%ﬁﬁ@ﬁ%ﬂﬁoﬂMAﬂﬁﬁﬁﬁfM,ﬂMBﬂﬁ%%Em%mo

M Wireshark . Conversations - lotsofweb - m} X
Ethernet * 13 IPv4 - 103 IPvG - 4 TCP - 279 UDP * 93
Address A Address B Packets Bytes Packets A—B BytesA—B PacketsB—A BytesB—A Rel Start Duration Bits/sA —B Bits/'sB—-A *
0.0.0.0 255.255.255.255 1 342 1 342 0 0 82137333000 0.000000 N/A N/A
4221 172.16.16.128 16 2101 8 1433 8 668 3.009402000 36.237044 316 147
4221 172.16.16.197 61 6699 30 4206 3 2493 16.331275000 58.485202 575 ERal
4221 172.16.16.136 26 2626 13 1636 13 990 27.106391000 33.836085 386 234
4222 172.16.16.197 2 261 1 174 1 87 23.098007000 0.023047 60 k 0k
4.23.40.126 172.16.16.197 451 318k 234 201k 217 26 k 73.085870000 13.245934 176k 16k
8.18.91.65 172.16.16.128 9 124 3 387 ] 854 3.243355000 63.289076 43 107
8.18.93.169 172.16.16.197 18 3328 7 1321 1l 2007 17.862227000 56.918573 183 282
12.120.63.24  17216.16.128 13 4753 6 3737 7 1016 8.836392000 £9.578042 429 116
12129199110 172.16.16.197 20 5383 8 3332 12 2051 74.806613000 11.541974 2309 1421
63.215.202.16  172.16.16.128 7 2069 2 724 5 1343 6.684163000 61.630220 93 174
64.4.22.46 172.16.16.128 16 10k 10 9347 6 1241 £.681906000 12.392572 6033 80
64,191.203.30 172.16.16.136 18 7061 & 2043 12 4118 60.393104000 3.054116 Trg 10k
64.208.21.17 172.16.16.128 10 2781 5 1295 5 1486 8.800115000 0.232560 A4 ke 51k
64.208.2143  17216.16.128 551 357k 309 280 k 242 77k 6085472000 72329769 Nk 8523
65.173.21896 172.16.16.136 473 331k 263 305k 210 25k 59.432328000 27.290208 89k 7497
66.33.45.201 172.16.16.136 1,106 807k 596 702 k 510 104 k 10.306330000 83.442116 67 k 10k
66.227.17.18  172.16.16.197 36 12k 28 8577 28 3990 17.882206000 50.526314 1358 631
66.235.1423  172.16.16.197 0 2285 4 853 6 1432 17.860779000 0.245516 2Tk 46k
£6.235.143.54  172.16.16.128 16 5217 7 1573 9 3644 4475410000 15134210 a3 1926
66.235.143.121 172.16.16.197 10 3234 5 14%0 5 1744 73.279308000 9.893837 1204 1410 v
[] Mame resolution [ Limit to display filter
Copy ~ | Follow Stream... Graph... Close Help

5.1.3

[E 5-3 44£% 0 TR B R M F e A E AT R A

RANE DB A 21 AR P T . BEER B — A 23,
AT B L rp A i OO 0 e 0T BEAT D) B AR T AR — A oA A B
KA, UG b 5 B R AR — R, URTT DU AR AT 8 BRI JEER
PRI Wil AR — MR ER ST, REVERE T ZS IS . BT
Ul 7 FOR L B AT AR B VR IR AT TE— L5478 ) 58 TP 1) v R A1

Uity R 2 T8 B R R W 2% 1 A3 0BT, R R R 4R R 45
FEA BRI YR SK B o
W AEZE lotsofweb.pcapng K2, AR A4 BB s AEE, S 32
B 2N i W B B P A KR HTTP . B 5-4 SR TAEX MR
A DL B HEFE B RSB ER

PRATPIERER]: LT 3T B RS — N kg 172.16.16.128 A HiE,
KR AANMHE (RIS 7 BRI X 7). Rk 4k, #iA XMk

80 Wireshark BB & 2Lk (58 3 KR
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v 2 Bl A b B IR AR BIR (GHEAT T e A EAD

M Wireshark - Endpoints - lotsofweb - O *
IPv4 - 95 Ethernet * 12 IPv6 - 5 TCP - 358 UDP - 106
Address Packets By\t/es Packets A =B BytesA—B PacketsB —A BytesB —A Latitude Longitude 2
172.16.16.128 8,324 7387k 2790 507 k 5534 6879k - -
74.125.103.163 3,927 4232k 2882 N7k 1045 38k - -
172.16.16.136 2,349 1455k 137 213k 1212 1241k - -
172.16.16.197 2,157 1073 k 107 21k 1030 851k - -
66.35.45.201 1,106 807k 596 702 k 510 04k - -
74.125.103.147 608 633k 435 620 k 173 12k - -
74.125.166.28 553 532k 382 519k 17 13k - -
74.125.93.149 543 409k 336 365 k 207 3k - -
64.208.21.43 551 357k 309 280 k 242 Tk - -
65.173.218.96 473 331k 263 305k 210 25k - -
4.23.40.126 451 318k 234 201k 217 26k - -
209.85.225.165 284 292k 2n 282k a3 10k - -
205.203.140.65 363 251k 235 179 k 128 T2k - -
204.160.126.126 449 185k 206 18k 243 66 k - -
204.160.104.126 327 149k 166 85k 161 64k - -
7232924 387 130k 190 97k 197 32k - - v
[] Mame resolution [ Limit to display filter
| Copy ~ | | Map | | Close | | Help |

E54 #EGFORTTHNINARSAEE

B AN HE 74.125.103.163 & — N ARIHBIE o 4RGN Wk — T BTN
i, T PAEH WHOIS K& E MM . w7 HiZzihtJE T Google,
K 5-5 Fiose

Net Range 74.125.0.0- 74.125.255.255
CIDR 74.125.0.0016

Name GOOGLE

Handle NET-74-125-0-0-1

Parent

Met Type Direct Allocation

Qrigin AS

Organization Google Inc. (GOGL)
Registration Date 2007-03-13

Last Updated 2012-02-24

Comments

RESTiul Link https:/fwhois.arin.netrestinet/NET-74-125-0-0-1
See Also

See Also

5-5 WHOIS &4 R 2= 74.125.103.163 45 & 53

¥ 5% Wireshark 5443 81
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FE IP Huhtth 5Bl % A EAARE LM 42 G 34T 532, £ B BN 50t
F.u (ARIN) A £E (BREAMEK) ¢ IP dikopfe. A8med, 46 2K
%AZ 8P (AfNIC) FirdEm ey, R ZIKM L (RIPE) R B ey, T
REKERZEF S (APNIC) fi M ey, —fkit, Rzt —/A1p it
AT WHOIS &), AL R FTXA IP 226 W35 EARAEBPT. B K, doRALE
IP M3 AR F+ R 4ni8 H 3243 6, 7R 4 1% Robtex iIXAF69 W b2 AR4G 2. ARmBpit
IR EAER M T S 55 AT T B4, AN 2L F IR EAG BT,

AT IXEAE R, FRAl MBS 74.125.103.163 1 172.16.16.128 IE{E% H 51R
ZHAM R HAT KRS, S XHA 1P 2 EE . sehr b, K=
B ) R AE A LR W BRI — AL BT S DR T IPv4
IR, AREEAT U A8 75 o) 1) R AT HE P R IR X — Al AEIRX AT
o, ARETDLE BRI RN %R LN B R, B Atk
A(74.125.103.163) % H EHE O EE W IE B(172.16.16.128) % I # K152,
Kl 5-6 Fiow.

M Wireshark - Conversations - lotsofweb - a X
Ethernet - 13 IPv4 - 103 IPuG - 4 TCP - 279 UDP - 93
Address A Address B Packets By‘t’es Packets A =B BywesA—B PacketsB—A BytesB—A RelStat Duration ™
74.125.103.163  172.16.16.128 3,827 4232 k 2882 M3k 1045 58 k 39.247091000 54.307799
66.35.45.201 172.16.16.136 1,106 807 k 596 702 k 510 104 k 10.306330000 83.442116
74.125.103.147 172.16.16.128 608 633k 435 620 k 173 12k 9.966132000 7.539890
74125.166.28  172.16.16.128 553 532k 382 519k m 13k 3.242850000 38.430937
64.208.21.43 172.16.16.128 551 357k 309 280k 242 77k 6.085£72000 72.329769
65.173.21896  172.16.16.136 473 331k 263 305k 210 25k 59.432:28000 27.290208
7412595149 1721616128 415 323k 2N 280k 144 33k 3.243592000 80.884280
4.23.40.126 172.16.16.197 451 318k 234 291 k 217 26k 73.085670000 13.243934
172,16.16.128  208.35.223.165 274 288k n 8345 203 280k 4.385z88000 48369102
172.16.16.128  205.203.140.65 363 251k 128 72k 235 179k 1.709231000 76.713264
172.16.16.197  204.160.126.126 449 185k 243 66 k 206 118 k 16497608000 69.835435
172.16.16.128  204.160.104.126 327 149k 161 64 k 166 85k 3.317246000 11.191162
72.32.92.4 172.16.16.136 347 130k 190 @7 k 197 32k 14245523000 36.732188 w
< >
[] Mame resolution [ Limit to display filter
Copy T~ | Follow Stream Graph Close Help

El 56 AEEUHAIANRGHAELZZINHARE

PRAT LA I PR BoR i PR IA SR AN 21

ip.addr == 74.125.103.163 && ip.addr == 172.16.16.128

WRAE FEIX AR, IAVRES1E Info 5115 $—LL 3158 4% N youtube.com
() DNS K . XA BT &1 7 74.125.103.163 J& T Google & FHFTHI,

82 Wireshark ##EE 5388k (58 3 hR)
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A YouTube J& T Google -
FEMB S SE g S, RiE

5.2 HTHrin2

LERINSETT

B2 B T4 i

nn

HiEE

DO

A AR B POCAFFTATIE I, A 75 R SO SR A s L

a2 Fh TCP. IP. DHCP 0 SR E &£ b,

B TSRO S M

fL 2 4k, fdH Wireshark ) Protocol Hierarchy Statistics (FMY 43 ESit) & A
T — I RHR IR 28 530 AT =1 23 AT IR 70

25K, REF lotsofweb.pcapng SCAFFT I3 Hig br 2w i
Statistics->Protocol Hierarchy #] - 73 =48 iHE H (LA 5-7).

Figdy, W

M Wireshark - Protocol Hierarchy Statistics - lotsofweb — O X
Protocol Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 12899 100.0 9931436 847k 0 0 o

v Ethernet 100.0 12899 100.0 9931436 847k O ] o
~ Internet Protocol Version & 0.2 32 01 5020 428 0 ] o
~ User Datagram Protocol 0.2 32 0.1 5020 428 0 ] 0
Link-local Multicast Name Resolution 02 28 0.0 2408 205 28 2408 205
DHCPvE 0.0 2 0.0 308 26 2 308 26
Data 0.0 2 0.0 2304 196 2 2304 196
~ Internet Protocol Version 4 99.7 12861 99.9 9926164 847k O ] 0
~ User Datagram Protocol 17 214 0.3 28632 2468 O 0 0
Simple Network Management Protocol 0.0 4 0.0 476 40 4 476 a0
Service Location Protocol 0.0 1 0.0 86 7 1 86 7
NetBIOS Name Service 03 43 0.0 3956 337 43 3956 337
Multicast Domain Name System 00 6 0.0 800 68 6 800 68
Link-local Multicast Name Resolution 0.2 28 0.0 1848 157 28 1843 157
Hypertext Transfer Protocol 0.2 25 0.1 9395 801 25 9395 801
Domair Name System 08 105 0.1 11687 997 105 11687 997
Bootstrap Protocol 0.0 2 0.0 684 58 2 684 58
~ Transmissicn Control Protocol 93.0 12645 9.7 9897140 844k 10005 8908786 760k
Secure Sockets Layer 0.0 1 0.0 103 8 1 103 8
Malformed Packet 0.0 3 00 4380 373 3 4380 EYE]
¥ Hypertext Transfer Protocol 13.5 1736 99 983871 83k 1364 723402 61k
v Portable Network Graphics 0.1 17 0.1 10816 922 16 10469 893
Malformed Packet 0.0 1 0.0 347 29 1 347 29
Media Type 0.2 28 02 19284 1645 28 19284 1645
Malformed Packet 0.0 1 0.0 314 26 1 34 26
Line-based text data 1.1 145 1.0 103728 8851 145 103728 8851
JPEG File Interchange Format 0.6 72 0.6 62036 5293 72 62036 5293
JavzScript Object Notation 0.0 3 0.0 2843 242 3 2843 242
eXtensible Markup Language 0.1 n 01 5946 507 N 5946 507
Compuserve GIF 0.7 95 0.6 55502 4736 95 55502 4736
Internet Group Management Protocol 0.0 2 0.0 92 7 2 92 7
Address Resolution Protocol 00 ] 0.0 252 21 6 252 21
No displsy fibes

El 5-7 Wi B4it® o4l T S oA sitty

W E G B DR — KR, ik AR BT B 0 243 2 o i 5 2

$£ 5% Wireshark 5R45E 83
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R, EE 57, DUKMRE S 100%, IPv4 ik 99.7%, TCP i 5 98%,
KE M TR HTTP i 13.5%. X5 BARANLME T — MR It
W2 1K1 77 20, R 2 R TE A0 ¥ P X P 288 i B AT AR T T KRB EN R
o ZEAEIF, BRAEIER BN PRI M ER 10%2& ARP fiis, (HIERIT
[ — AR PRI 50%0) ARP Jiis, ARHEAT CAHERT Vo B ) 7. fE—
YRS LR, —FR D WP SO IR R s . an SRR R B B A
A (STP) IR & H XAV B St R & 2] STP Wi, XUiHA &
BB EEE R

AR H AR5 AT Dhdid &5 IR P A i oL, R15 21 2% A
PRI SO, Lhiniid, R E 2 HTTP R, UE 1R 2 W it e
AT . R R R B A E B i, it nT DL R 3 HRx AN B iR
FIEANEE o IT 317 0 B 1A e HH ol o 0, 7 P B WML, 340 ICMP 5 SNMP
EE, 1TSS EE S SECREN SMTP e, B2 e nT AE— L)
PRIF I =) A2 R 9 245 X B P 4R 380 At A 00 B et R Pt o !

5.3 SARiEbT

53.1

IRR) 2% 5 ok Al ) 45 b = BB 2 R S bk s b R Gu AT AR, (HIX L
HERGUEE WE R K RE R, MAR S0 E, B 6 ¢F Hh bk
00:16:CE:6E:8B:24. X FREMNT (WHNLFREMD st — MO Kol —
Fr bbb e 2] 55 — N R RE, H B2 ik bt 77 1812 . 2560k 15, 1842 google
()3 44 48505 Lie 42 216.58.217.238 $45 % o AT Tl I G B B X B FR S5 HFA Y
ik, DMEAERATE AN 5 id 2 iR .

Wireshark 75 s 2048 G, 8 FH A AR R AL b . 225 B X I ThRE,
E1%E# Edit -> Preferences -> Name Resolution, UK 5-8 Fin. XHEA Lk
Wireshark 44 FRAFHT I 3 EL LI,

24T MAC ik (Resolve MAC addresses): iX 287 () 44 FRAENT{# F ARP
G REHEEE 2 )2 ——3dREEEE 2 10 MAC Hhhk, 140 00:09:5B:01:02:03, %
e 4 E bk, 140 10.100.12.1. WX RS2 R, B4 Wireshark 2%
{HFHFEF H 3 T ethers SO 2233E 47 F 4e . Wireshark 5 J5 12308 2% MAC

84 Wireshark HiE & 2Lk (58 3 KR
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HhE I HT 3 AN AR 9 £ TEEE 8 8 B RS 4 K, 11 Netgear_01:02:03.

fRHTIE AT (Resolve Transport name): IXFPSEHY 144 R AT 220K —
M 05, B — AN SHA RS T i, i 80 S s httpe 4 RAL
B —ANANE W St T XA EE X 2 A BB, XS Thie B3 0 N E R,

RIT4&ZFR (Resolve Network/IP name): X ffr 25U 1) 44 B i b 1ok I 4
%3 BE——MKERHhE, Fltk 1P sk 192.168.1.50, F#Ah—AN S B )
%o Rk B A SRR, NXRMNEMRZASEWHSRHEEE, Ba3E
(EEE R

ER 5-8 TR BLFE A J LA FH RIIE I,

M Wireshark - Preferences ? X

v Appearance Name Resolution

Layout

Columns Resolve MAC addresses

Font and Colors| [_] Resolve transport names
Capture [ resolve network (IF) addresses

Filter Expressions
Name Resolution
Protocols Use an external network name resolver
Statistics

Advanced

Use captured DMS packet data for address resolution

Enable concurrent DNS name resolution

Maximum concurrent requests | 500

[] orly use the profile “hosts™ file
[] Enable OID resolution

|:| Suppress SMI errors

SMI (MIE and PIE) paths Edit...

SMI (MIB and PIB) modules Edit..

GeolP database directories Edit...

Cancel Help

5-8 & Capture Options Xt +&4E ¥ IF & 4 ARMGEAT. BT 3 AP RA MAC WAL fFATAE T T

Use captured DNS packet data for address resolution: M Uil 3K ] DNS %{
LA H T IP Mk FT DNS 38044 2 [A) (R B

Use an external network name resolver: 014 Wireshark AR 241 #2141
axfE AR DNS fil 55 2% 25 BCA ), TTERAS TP ki AT DNS 3844 2 8] S
MRS BLBEA DNS f@ENT R /RIE 75 B DNS B fRTI, iX N IhRE
EEECSEH T

$£ 5% Wireshark 5R45E 85
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5.3.2

5.3.3

Maximum concurrent requests: %2 52> B 4 7 1 — K 5 2 DNS i K%L
o MUREIPSCHER A AR KR DNS 2 HARFFAAELE DNS £l 5 it
27 BB, X TR .

Only use the profile "hosts" file: 2 DNS AT Rl £ 5 1% 3)) Wireshark i
KIBKI) host SCAFHT . Fox7E T 1)/ P 2 an ] 48 FH X AN S0

1E Preferences " ATIEI AW E, 27E Wireshark J<HHF 8 o 54 R, BEAHLL
LHRAEAT B B ST AR, TETEE N RS View->Name Resolution 844 FR AT
WHEITH . XN RE N IRAT CUE B AR f&4. 2 ik i 24 BRAEHT -

PRRT DA P 25 o A2 B b T B AEAR A A RSO AR A5 SE I BT W B, AT
FE—LEfE LT B KR A . 250K, /RTTLAAE ] DNS ZFREHT, SRR
PR BORS 0 R o7 D9y 52 Bt B IR R TS A2 K o

LT ERZA, SHAHENE LRRAES, (HEMAESE L
TETER R . 15, WZSAFRENT AT BE 2 I, U 3% v FH (1 DNS %
AT, BFRAENTIE RRASRAFTERM PSR, BT DATEARERRIT I — M
SROSCA IR I 0 2 E R AT — IR G RN o A0 SRARTE — IR IR B T 3R T IR
B, IATE T — NIRRT I ZA0 RSO, VR R G aT BE Vs il A2 2 J
) DNS R %5 %5 o

Btz 4b, AFRAENTIE 20 R AN AL T8 . W RARIETE AL EE — AN RS
KSR AT AR AT 2 /D BB fige, AR TT RE R R A FRIEAT, SRTTA R4t

H— AR, K DNS ZPRAEHT R 2= A ao B AL, i il
PRI SR SCAE VT BE 2 A AR Le JE T DNS Huhb (R &= By S 4 . FRA 138 7T LAFE4E
o] ARG S A — 28, W SRAEAR A B RSO b S R R TP Mk, A %
FEATT BN T2 A O Ut 2 4 ) () R A 28 A B A R, IXRE s 3 A RT RE N TE AR
e, BERIERE ORI ZE R 4T 508, V8 7 A PR AT de I
XFEHEF < $ Use an external network name resolver.

hosts
TE—ANRBHIR A, AW Z A ENLZ RIERERR E 2 — R Z R i $H

86 Wireshark HiE & 2Lk (58 3 KD
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1, R AN N AR R S5 U5 i) A BB o G AEFRATT AT AR SR &A1 1P
bk I Hdit —/NY Wireshark hosts [ SCAF R F-BhHAR IR R4 . Wireshark [
hosts SCAFSE A2 HH TP Hidik 51 5055 22 6F B () 44 - 2H R ) SCAR S A o R 1 R A
W, RATLAYE Wireshark BL#1H hosts SCHRARICHIAE . X644 0 BIRTERR
FLFIR G

BT hosts X, IHHIB UL D IRERAE .

(1) i Edit->Preferences->Name Resolution Jf H.i% ¢ Only use the profile
"hosts" file.

(2) i H Windows 103 A B 2R STA G 4B 45 61— BT S0 1250
ZEE Z D5 P A RLAFRIIES, WKl 5-9 Frs. Wireshark 23 FRHEIX Bt
SR SRAELAH R TP Rk #5454 hosts SCA BRI ) A2 Bk H e 4 B AR BL AR B s L

| hosts - Notepad - O X
File Edit Format View Help

172.16.16.128 Workstation
74.125.95.104 [soogle

B 5-9 43—/ Wireshark hosts I+
(3) FEIAFBASCAE A7 hosts HoR AR BB H SRR, W Fs.
HHR RSB TR
e Windows: <USERPROFILE>\Application Data\Wireshark\hosts
e OS X: /Users/<username>/.wireshark/hosts

e Linux: /home/<usename>/.wireshark/hosts

BUEFTFF—AME3R S, i 5-10 s, A £E hosts SO B TP bk #7
AT B T BB 4 FR . BUEE 3 A B U AR B R 7EE AT E 8 A 2
ZHIH TP ik o

M hitp_google.peap

File Edit View Go Capture Analyze Statistics Telephon,

Aw 2@ : Re=
W | Apply a display filter ... <Ctrl-/> =3 -] Expression.. | + TCPRST
No. Time Source Destination Protocol  Length  Info
10.800800 Workstation Google T 66 1606 > 80 [SYN] Seq=2082691767 Win=8192 Len=@ MSS=146@ WS=4 SACK_PERM=1
2 9.830167  Google Workstation TCP 66 80 > 1686 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=5728 Len=B MSS=1466 SACK_PERM=1 lL.
3 9.830182  Workstation Google TP 54 1606 > 80 [ACK] Seq=2082691768 Ack=2775577374 Win=16872 Len=0
4 0.030248  Workstation Google HTTP 681 GET / HTTP/1.1

[&] 5-10 #&3¥E Wireshark hosts S 34T 4 ARAEAT

$£ 5% Wireshark 5R45E 87
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-
R

FIZFH hosts STAF AT AT LAAE 70 Mt o K 3 s Ry 52 ENLIRE . 2
BAOME 7 AT s 35575 8RS hosts SCAFSE a5 HAM M 2% L [RI IX 25 BRI
BN R ) — S i A L (At AR S8, AR 55 2 A e 5%

Jo R ARG hosts SAF RAAMEA T, iHAARAREA BN EXIF L B @G %
. XA L F 3™ hosts.

5.4  HHUEHr

5.4.1

Wireshark B KLU XT TR BUET I SCRF - Wireshark 41X BE
() SR PR e R IR R A, Bef 25 T i —MBIE 22X Bl (protocol dissectors)
IHEZLE . Wireshark T TP SUAEATT &5 70 VK 50 L3R 70 B 2 S WU X B LA 43
Mo ZEHIKE, Wireshark [ ICMP BiMSCAR BT 25 AT B IR 26 1 1) i AR H00H £ B
K, S H AT R AL IR LL ICMP Bl a g R ok

YRR DURE AT 2555 12— P48 SR A 28 U A Wireshark 277 2 [ 88 2
fvo WAL Z Wireshark SCHEFRE— IS 04GR AT — > A E R T 4%
(EERRT LA S 1),

Wireshark A F fif b 28 K R0 &N SO Hkog iz i o 45 B . A
[F)52, Wireshark 7545 — MR (0 & B AT A8 I IR AN R BRIRET R IE X, JCH 2
g B — AR T AN E T AR EC B, AR i (R 2 B
GORE T 28, B R T AR SR U7 R AT R ED

TR LB R AT 25 I, FRATTAT A7 Wireshark 8. 25451 K 3t
F1H wrongdissector.pcapng XM IR LA, v LAE R BX AN SO AE T REW
BN E P SSL {5 . SSL £ %2 HZE M (Secure Socket Layer
protocol), HRAE EMLZ MBEAT 2 A ifei. T HORE M, Fik k24
MIEHEE LT, 7& Wireshark H&FH SSL EAS=HM2HFHMER, (HiX
B @S @, i RARpd P LN 8RR, RJ51E Packet Bytes
HR P AEE XN EIEAR NS, RIS RIS CfiE. $sth,
WRARE S 4 DB R, BLa KB PR S T FileZilla FTP 5% #3427 (FileZilla
FTP server application), Ff H.Z J& i) JL/N 0 (LG M 7w 7% F P 44 F s

88 Wireshark HiE & 2Lk (58 3 KR

B4bitXKensuke(18319066421) = {SEELRIY



I K 5 N o

AKX SSL i, A AVRBOZAS S RIEE P R T s, IF HAR

WAL B LA SCAE R T A T P A (LR 5-11). MR S5 R, AT
AT DAHED H 3 B %2 — AN FTP Ji i1 A2 SSL Jii, 1 5 350 iR Ik B g b 2 1)
SRR M Zo2 XA FTP s H 7 AR {E HTTPS (J&T SSL () HTTP) #5iftd
1 443 301,

M wrongdissectorpeap - O *
File Edit Yiew Go GCapture Analyze Statistics Telephony Wireless Jools Help
dm @ TRBRes=F RS EaQaan
(W [ 2pply a display fiter __<Ctl-/> =3 -] Expression... | + TCPRST
No. Source Destination Protocol  Lengtt  Info A~
7 ©.001545 192.168.8.53 192.168.0.82 TCP 115 443 » 1492 [PSH, ACK] 5eq=189275032 Ack=253948672 Win=64244..
8 8.836053 192.168.8.82 192.168.8.53 TCP 66 1492 + 443 [PSH, ACK] Seq=253948672 Ack=189275093 Win=65536..
. 9 8.837776 192.168.8.53 192.168.8.82 TCP 87 443 + 1492 [PSH, ACK] 5eq=189275@93 Ack=253948684 Win=64228..|
16 8.838371 192.168.8.82 192.168.8.53 TCP 66 1492 + 443 [PSH, ACK] 5eq=253948684 Ack=189275126 Win=65280.. juu
11 8.838876 192.168.8.53 192.168.8.82 TCP 69 443 » 1492 [PSH, A(K] 5eq=189275126 Ack=253948696 Nin:54216...E
12 9.848879 192.168.0.82 192.168.8.53 TCP 68 1492 > 443 [PSH, ACK] 5eq=253948696 Ack=189275141 Win=65280.. v

> Frame 10: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II. Src: HewlettP_bf:9l:ee (@@:25:b3:bf:91:ee). Dst: Viware_25:02:5e (@0:0c:29:25:02:5e)
> Internet Protocol Version 4, Src: 192.168.8.82 (192.168.8.82), Dst: 192.168.8.53 (192.168.8.53)
> Transmission Control Protocol, Src Port: 1492 (1492), Dst Port: 443 (443), Seq: 253948684, Ack: 189275126, Len: 12
~ Data (12 bytes)
Data: 504153532061646d69620d0a

[Length: 12]
@@ @c 29 25 82 S5e @8 25 b3 bf 91 ee 83 8@ 45 8@ ._)%_".%......E.
@8 34 37 69 40 BG 50 @6 ©0 88 @ a5 B0 52 CO as  .47ifl... ..... R..

o @@ 35 @5 d4 @1 bb @f 22 f3 @c @b 48 1b f6 50 18 Z5....." LLLH.LP.
CEECRNCC RIS IR T NN R50 41 53 53 208 61 64 6d 69 6 ! admin|

aa4a [

@ 7 Data(datz), 12bytss || Padets: 52 Displayed: 52 (100.0%) - Load tme: 0:0.1|| Profile: Default

5-11 B P LA 7 X FAEZ FTP & A2 SSL!

N T FRPGEA W, ARETLASRE] Wireshark XX A4 G4 H FTP Ph Ui

Hrawe XA LREPAR A IERABIAFAS, 72U N ERAE

COFE B A B s Hod — A SSL a8 (b in e 30 54), i ¢ Decode

Aso IXIF 3 —ANXIEHE, PR DA A IE AR AR A A A, A 5-12 B

o

(D TE TN hsg i destination (443), FE7E Transport i+ H1ik ¥ FTP,

PAE Ll Wireshark i F FTP f# #7853 %5 BT B i 115 8 443 1) TCP it & AT AL (L
K 5-12),

(3) FEARIELF 2 Jm By OK, U] ASEZIPRHAZ S FH B3 oAb 2%
s CeWEAS Y FTP Jiife, XIS IREL AT B Packet List [ B % EREAT

AT, MARMNE—ANFH IR (LE 5-13),

$ 5% Wireshark SR45E 89
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M Wireshark - Decode As... ? *

Field Value Type Default Current
TCP port = | 443 ~ | Integer, base 10 S5L FTP =

[+ E &=

I OK I | Save | | Cancel | | Help

B 5-12 Decode As *t54E T vA b AR 347 5% 4 25

M wrongdissector.peap - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
du i@ RRBQRes=2F 5= QQaH
[ ] Acply a display filter . <Ctrl-/> =3 -|Expressior.. + TCPRST
N, Time Source Destination Protocol Length Info [

3 8.860135 192.168.8.82 192.168.8.53 TCP 54 1492 = 443 [ACK] Seq=253948672 Ack=189274945 Win=65536 Len=0

4 9.881109 192.168.8.53 192.168.9.82 FTP 96 Response: 22@-FileZilla Server version @.9.33 beta

5 9.801358 192.168.8.53 192.168.8.82 FTP 99 Response: 22@-written by Tim Kosse (Tim.Kossefigmx.de)

6 ©.891392 192.168.8.82 192.168.8.23 TCP 54 1492 = 443 [ACK] Seq=253948672 Ack=189275@32 Win=65536 Len=@

7 9.801545 192.168.8.53 192.168.8.82 FTP 115 Response: 22@ Please visit http://sourceforge.net/projects/filezilla/

B8 ©.83p853 192.168.8.82 192.168.8.23 FTP 66 Request: USER admin

9 8.837776 192.168.8.53 192.168.8.82 FTP 87 Response: 331 Password required for admin

18 8.838371 192.168.8.82 192.168.8.23 FTP 66 Request: PASS admin

11 ©.838876 192.168.9.53 192.168.9.82 FTP 69 Response: 238 Logged on

12 8.8480879 192.168.8.82 192.168.8.53 FTP 6@ Request: SYST

13 B.848538 192.168.8.53 192.168.8.82 FTP 86 Response: 215 UNIX emulated by FileZilla

14 8.841629 192.168.8.82 192.168.8.53 FTP 6@ Request: FEAT

15 B.854737 192.168.8.53 192.168.8.82 FTP 69 Response: 211-Features:

16 8.854987 192.168.8.53 192.168.8.82 FTP 61 Response: MDTM v

B 5-13 H AR H FTP 69AE

PRA] AR [R)— AN 3R S0 22 (A8 FH st g5 D) BE - Wireshark #-E Decode
As. S IEHE A FRERVR S ) AR A0 35, 7RI AR AT LA R g 2 5T B/ 1
il AR

FEERVUAEDLR, SR SCHLH BRSO I s ) S IR B AN DR AR o ANROT
WAETE Decode As.. XHEHEH FRTT Save 1440, X 20 WS AAD HE I CRAT IR PR
Wireshark 7l B SO, PRI S VR A8 R IC B OCFT AR i R0 E e, &
T oA 8. EER R AT ORAF AR AR I, AR T DAAE XS 15 HE Hh S g 5 4%

ELRAE T AR RS B 5 AR B S . X2 IR 2 REL, BIhE 2
B R MRS o B e H ORI AN RIT, AEH R Wireshark W E
4 58 B — FRCRE e ORAF SR R A RS 1

5.4.2
TR AT ISR W Z AEAE T, 0 IEAEBEAT (S 15 B IR 2R, AR PT DL

90 Wireshark ##EE 5328k (58 3 hR)
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AB WA RILE AR TR . 2 URAR T B — N5 H P UOBCA B LR AT Y
R, X R AR T .

7t Wireshark 3%} F ] Develop %4, Hiii Browse the Code, #f 7] DAE #%
BE DU SIS . IR E AR M) Wireshark MRS G2, BT
Wireshark (8T LA Z BT AT Bl releases SCAFR, (HREE WA B 77
[¥) Wireshark ($L# 3G Ethereal) KAThR, I rH OB E i T I Eos H oK.
TEARIER: T EEB W RATIR )G, 18 epan/dissectors SCAFIE T 0T LA 2 0 i3 il
Mras. B— M2 LA packets-<protocolname>.c CEHEE-VMLAFK.c) L
Ao

R RERRE A, (BARBLZ AT LUK BLE A TR BG4 A — R ERR
HAEVEMIER . RIFATFEBRAN—A CIEFT TR, BT LB — Mt
AR TR W RARIER N BEARAE Wireshark T ETE 1), FBZIEWAIRE D
B e LRI 45 o

5.5 {titiEs

Wireshark 73 # DI HE 7 AT e 10— mUBE B RE R R B AN R A ) 2 41
Gt H A 3, —MARAE packet transcript. JiLERERIHAERT LA P A
A2 55 i ) B8 AR R U P A ARG S S B, IRPRARAUA R B —HE N EE
BN HERER T

DA 4 FhIERL I IAAT LA R ER .

TCP . HZAMH TCP W%, Eeln HTTP A1 FTP.

UDP 7. EZ{£H UDP Wril ¥, Lk DNS.

SSL 3. EAUMB ML, Ein HTTPS. fRLZHR At PR E .

HTTP &: M HTTP Ppish S AR RS . M8 TCP i ERERME XA
SEAfRAG H HTTP iRy, XA ThEEsIR LA T .

FATLA—A R 1 HTTP 28 B4k Ui, $THF http_google.pcapng, FH:1E
Pt RS — TCP 83 HTTP HR€, A#RdX AU IFiEFE Follow
TCP Stream. X TCP Jiih &7 — N & O b 2R ok (LA 5-14).

¥ 5F Wireshark 5243 E 91
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Wireshark . Follow TCP Stream (tcp.stream eq 0) - http_google
P q P_goog!

GET / HTTP/1.1

Host: www.google.com

User-Agent: Mozilla/5.8 (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.7) Gecko/20891221 Firefox/3.5.7
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-us,en;q=8.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7

Keep-Alive: 388

Connection: keep-aliwe

Cookie:
PREF=ID=257913a838e6c248:U=267c836b536FbBb: FF=4: LD=en:NR=16:TM=1260730654 : LM=1265473336:GM=1:5=h1UB

GonTukWU3D23L; NID=31=Z-nhwMjUP63e@tYMTp-3T1igMSPnNSLeM1kN1l_DUrn02zWlcPMAIE3ATec9b vG-
YFibFXsz0ApfbhBA1BOX4dKx4L8ZDdeikwqekgP5_kzELtC2mUHx7RHx3PTttcuZ

HTTP/1.1 268 0K

Date: Tue, @9 Feb 2010 @1:18:37 GMT
Expires: -1

Cache-Control: private, nax-age=8
Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip

Server: gws

Content-Length: 4633
X-XS5-Protection: @

v

1 chiene phefs), 5 server phefs), 1 ewrnfsl.

Show data as Stream

Find: | | | Find Next I
‘Hide this sheaml | Print | | Save as. ‘ | Close ‘ ‘ Help |

& 5-14 SRIZ TCP AH 7 A5Fi845 N 5k BRI LT 69 7 XiAT T 244848

FATEBEBNZAE PR SC7 DR AE RoR, e 20 6 J R Am W st
HEHIAE A AR AR AR R, TR G RIX 2 A BT 1], AR A H Rt bk 2
bk . X BRI EAR I AR5 ST aniE e, AERATRIB T,
S Je L T BIIRSTASHERE, BT R N,

FEIXAS TCP Y, ARATLATEMHE 2P & L I T AR 28085, 18
IREEHFEIFARIINHE, AN Web RS GET 153K, ARJE—KE RFFa1—4
FIHTTP/1.1 200 OK FoRiig RILINHIMARN . 470 P R o — S I diik a4 7
Wa S, X AMET AU S R . IR U B — N IEENYE Google B
U, ABARANTS ZE AR e, wn] DURFAMBIRENSOA, s EARRIX AN 6 2
FIE =8, RN RPERANIEAEE

FERXAN G P BR T REWSE RIS JFUR K, IR TT DAFESOAR (AT R,
R AR — N30, FTERHISKR, AT AT ASCIIL i, EBCDIC. 7Nt fil 5
C A Mg N EE . XL IUHT AT DAAEBRER TCP JiL i A R4 2o

ERER TCP JLAE VKA — LE AT ASIE IR, 25Xt — i

EREF TCP A1 UDP it e — a0 #AE, (HLAREp e A& E SSL i
B HEGANL IR, RN EES SN, BT AR AR AL 5 AR 25 28 02 Fr %ot

92 Wireshark BB & 9Lk (58 3 KR
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REFIARAEH o SRECRABH Y 77 2 Bk T R 85 i I T O BOR . IRANEAR A B3R 1 1
We (EZ—EA TR, REAT AL DL BB e 33 Wireshark .
(1) H.i7 Bdit->Preferences H#f \ Wireshark & 501% & .
(2) I (Protocols) #43If Hik+¥ SSL #hilhril, Gkl 5-15 Fras.
(3) gulihns (+) %4l

(4 SRR EAER, BRI RS A 1P bt O, Pl EPIC
P A SO A A RS CUn SR 21D

(5) HJ3 Wireshark.

M Wireshark . Preferences

SIMULCRYPT A
SIP

SKINNY
SMB

SMB2
SMEDirect
SML

SMPP

SMTP

SMA

SNMP
SoulSeek
SoupBinTCP
SPDY

SPRT
SRVLOC
SSCOP

SSH

SSL
STAMAG 506
STAMAG 506
StarTeam
STP

5TT ©

Secure Sockets Layer
RSA keys list Edit...
55L debug file

| ‘ Browse...

RSA keys list (deprecated) |

Reassemble S50 records spanning multiple TCP segments
Reassemble 5501 Application Data spanning multiple S5L records
[[] Message Authentication Code (MAC), ignore “mac failed™

Pre-Shared-Key |

(Pre)-Master-Secret log filename

| Browse...

Cancel Help

Bl 5-15 #4n SSL fE %15 &

R — IR B g, ARk AT LA 3R P i R IR 55 48 RN 2= T . A
e —AN HTTPS HI4, 4R)5 8t Follow SSL Stream, #RJ5 /R mk v] LG M 1 B
FiX—H SSL MBI LA T o

PR BRI AR Wireshark H 1) —N 5 F ) 0 AT DI RE  AR0K AR e sk PR
B 7 IELEAS R Vi o FRAV IS AE S5 T ) 2 R A 28 LA A AR T & 5
Kt BLRA I 7 %

B4bitXKensuke(18319066421) = {SEELRIY
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5.6 Ktk

A B AR R RN AT BAER TR 2 0L, EEFEFL T, —ALL
KM LRI KA 1518 5745, BRELUKK. TP LK TCP =k, 5T 1460
T DLOE R JE B S Sk BB BE A A o i SRARRITE IR OSCAR S f /N oR, A
ABATHAT AR AN PR P R B K R AT DL, i R R &
BTN o XA BT FATZAA B TN LRSS 7 BL L. Wireshark §2
T HIREKEE L, HREE SRS T HRENDAEL.

XA download-slow.pcapng it /& — MR U+ . FTH XM e, EF
Statistics->Packet Lengths, #2x Il — M0 5-16 s 88 A FEXTTEHE .

M Wireshark . Packet Lengths - download-slow - m} X
Topic/ Iten'\wl Count Average Minval Maxval Rate(ms) Percent Burstrate Burst start
~ Packet Lengths 10728 98899 54 1460 0.0614 100% 02100 69.617
0-19 1] - - - 0.0000 0.00% - -
20-39 o - - - 0.0000 0.00% - -
40-79 3587 5407 54 66 0.0205 33.44%  0.0700 .07
80-159 o - - - 0.0000 0.00% - -
160-319 o - - 0.0000 0.00% - -
320-639 1 63400 634 634 0.0000 0.01%  0.0100 0178
640-1279 13 76108 736 822 0.0001 0.32%  0.0400 0921
1280-2559 7127 146000 1458 1460 0.0408 66.43%  0.1400 69.617
2560-5119 o - - - 0.0000 0.00% - -
5120 and greater 0 - - - 0.0000 0.00% -
Display filter: Enter a display filter ... | | Apply I
Copy Save as Close

B 5-16 #3B KA T 2 B ikt 33K X 6 AT HATS 49 A0

FERTE R IBLE RN 1280~2559 EHTEHR ALG AT . X LR ER £
T PR, TR N BRSSP . XA, RATTE
FIRIIBIRE 5 THZRIELE (66.43%). BUEARE XA IEdEE, &
AR T LAIIER SR L T — D Ml e . X eIHE& HTTP R4,
FTP A%, B HADEAAE AL (R T H s A e P 2538 45

TN IR ZHBIE R (33.44%) HBRLE 40~79 FHVEEA, Mk TXAE
Bl ) 0CH 038 5 R AN B HR 1 TCP 4 Ba . FRATTAT DUAE — Rk — Ak
RN BUKMIIR SIS 14 745 (4 4 7795 CRC), TP LZE/D 20 775, %
A EHE VLRI TCP Fl L2 20 277, HBis kg ALY TCP 5 il 20
f—ll TCP. ACK. RST 1 FIN 4l fo——KZ)2& 54 FHIHEN TXA
X3, 44K 1P B TCP A ARG T2 39 00 e IR AN o

R BRSBTS L5k, IR AR RS BRI A

94 Wireshark ##EE 5328k (58 3 hR)
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B, BARATRERRHEAT 1 Bl . R4 K2 BB IR, FAERT LUER
BEXAMAER A &, TSR KRR . BARIXAZE —
RIERAE, (BAEIRA DT RTI— L RAARI B, A IR AR RIS o

5.7 KBk

5.7.1

B2 A TAR R AR A — 3853, IF B AT B — Kot S it v 1 4y
Jiiko Wireshark HA7 — S8 A A (1 B R D RE, AT LA R BE ey 1 e 4l 7K
¥, HA S —MER 10 BT

10

Wireshark [1J10 B & 1 SR VHRXT 26 b B ik fE gt AT 22 1] A7 mT DA X L 1
FREEAE A A, A EIPMCRPERRIN, DL EE A SN R .

F1H download-fast.pcapng, HiifEE—/ TCP IRt E R, REik
#% Statistics->10 Graphs, #tn] LUE 2| — & HHEHEMN B BN EOCHRE) 10
SR

XA 10 B H SR T 8RR EE N R AR ) — N B . R 5-17 1X
AT T RN B T EERTE, BN FIIRAA 500 MEEER, ol E—
SEFEFE b ORAF AR HAE 55 5 1B TR D

M Wireshark - 10 Graphs - download-fast - o *

Wireshark 10 Graphs: download-fast

700 |-

600 [

TN | | 1 L | [TTYI I |
o 25 50 75 100 125 150
Time (s)
Click 1 selece packer 65362 (1195 = 636).

Name Display filter Colo Style ¥ fuds ¥ Field Smoathing

All packets | s Packets/s Mone

TCP errors tep.analysis flags W e Packets/s MNone

+| =] = Mouse @) drags O zooms Interval [1sec  ~ [ Time of day [ Leg scale Reset

T Gl el

B 5-17 ik T 10 B K ERFETH

$£ 5% Wireshark SR45E 95
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AT DA & 5 — NS NS AR ML . AP TR A S, AR
Ja RANE G B—A Wireshark J£4T 7 download-slow.pcapng. 1IN T2
110 &, ikl 5-18 s, fEAILUE 25 2 m KA.

M Wireshark . 10 Graphs - download-slow — O X

Wireshark I0 Graphs: download-slow

I i I L ! L L !
0 25 50 75 100 125 150 175
Time (s

Click to select packer 5676 (945 = 30).

Name Display filter Colo Style Y Axis ¥ Field Smaoothing

All packets . Line Packets/s Mone

TCP errors tep.analysis.flags . Bar Packets/s Mone

+||= @ Mouse @) drags () zooms Interval |1sec - [ Time of day [] Log scale Reset

Copy Close Help

5-18 %k T #8910 B4 5 RA&E

XA TGS LR B BN 0~100 4, FFHIFERK, Hdth g
I TERD 0 MR AL . W SRR IX P AN IR SO 1) 10 FFHEICE., MiReTEIE
A BX S (ILE] 5-19), HELEHTE BRI, 2 A EL R x RlRT y B
o B B4 B 2 B Bl B AL A sl s AL 2 ok A8, X2 K 5-19
FE A PR B E X . BOE RS AR T R 0~ 100 N AL/AS, T EER
PR 2R 0~700 MR /D .

PRIBE1Z AT PAE B 2K DR R A — S5 B 0. AR AT LB 2 A A
[l s g 4% (A6 5 8o B il PO 8 25 A0 (7] A0 38D, R ONIX St JE 2 1
JE R RPN . BN, URATPAERE K TP R IR, I Has AT B ARy
i, UEEFNREAAFEBALEE. R,

96 Wireshark ##EE 5328k (58 3 hR)
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X | o wieshark-10 Grsp

Sl e

m: nl J‘L’JZEL*’fLst’ﬁL’T{ J‘W"iﬁ’iﬁfﬁm JT;JLJ

;;;;;;;;;;;;;;

\\\\\\\\\

5-19 JtHEF AN 10 BA B T LI ENZ N 6 £ 7

FT9F http_espn.pcapng, IXAELE— B 171 ESPN' 3 TURHH KA . W Fuee
SUEE A, REEREERINHERSNA TP & 205.234.218.129. FATAT DL
Wr, 1X & FEHLHZ 275 ESPN W30 1 32 ZHRALIE . SR80, g —s XA 1P &

HEEEF, XA

A2

DR — 3870 A LA AT X P 3 B A B 5 R Ak 28

MK o FATE T B 5-20 P i) 10 BT DR 38— A3 =07 WA SR AN A .

M Wireshark - 10 G

480000 -

400000 -

320000

Bytes/s

240000

160000 [~

80000 [

raphs - http_espn

[m] X

Wireshark IO Graphs: http_espn

Q 0.45 0.9 135 18 225
Time (s)
Hover over the graph for details.
Name Display filter Colo Style Y Axis Y Field Smoothing
Top Talker ipaddr==205.234212120 [l Stacked Bar Bytes's None
Everything Else lip.addr==205.234.218.129 . Stacked Bar Bytes/s None
B Mouse @ drags () zooms Interval [ Time of day [ Log scale
I Save As... | | Cepy ‘ ‘ Close | | Help ‘

' ESPN— R 546 E T H

5-20 R TFAATREZEI0H
B, AN 24 /N TTHRROR & 4 B 26 [E G 22 B MUBERR I . —— 18 0E

$ 5% Wireshark 5R45E 97
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B AT LR AN I e 2%, DATIIE IR 1 N 5 Ron. %4 Top Talker
(it e % H R TP Hihiky 205.234.218.129 ( FH AR MEE) 1 10 1B, 7£
FIrp B AR R . 5 14N Everything Else KR jEa% N BoRER%
205.234.218.129 4MUPTE 10 CE=J7 WA 1B, EEPHLEKIE
RN (FEXHEREKE). FE, RATE y #7280 XA 847
RELRBRATTAR W 25 5 Mo 2128 — R3S =7 WA IR fE3 10 M ZE S . IRAT LATES
U ) B X b i — X AN B R 3], X R — TR AR [R] 4% SE AL TR] 1O 1)
A F s .

5.7.2

Wireshark I 75— A2 B D BE A& 0 25 2 4 SR SO0 ) TR 22 ] . X m)
it 1A] C(round-trip time, RRT) /2 BSCECHE B O IA BT B 18] o i REAS SR 48 —
RS, BT I TR 2 R 40 A AR e 3 DA B e die 3 B 0 1 A P 5 1
() 22 A o 3% SO0 [ B 1) 4] AP e s e FH R 3R A5 v 018 i B i, DA E 2
TAFAEIEIR .

FATRAR— KX A TREIE . $TFF download-fast.pcapng IX A3, EFE—
TCP % ¥56, SR /5% Statistics->TCP Stram Graph->Round Trip Time Graph, iX
AN I i ) B ] 5-21 7

M Round Trip Time for 72.4123,180:80 — 172.16.16.128:3218 - a X

Round Trip Time for 72.4.123.180:80 — 172.16.16.128:3218

download fast.pcap

3

Round Trip Time (s

4

L

i
AR 4 =
1 j.q o || BN 8 (Rt
b e L

!
30000000 40000000 50000000 60000000 70000000 80000000
Sequerce Number ()

n
0 10000000 20000000

Hover over the graph for detatls. — 59 k pkts, 82 MB — 30 k pes, 530 byees
Type |Round Trip Time = Strzam Switch Direction

Mouse @) drags () zooms Reset

=N

B 5-21 XANTF#HH RTT AR T —24k BA N KR LILRRHFIEZ

98 Wireshark ##EE 532k (58 3 hR)
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5.7.3

A E A s AR T AR R RO R I ] EBGATEOL T, X
S AP A S HE o ARTT AR XA B o (AT — > s, FFAE Packet List [
B AR L Ed L

RTT B R #E @, PIVAESHT R Lk BE— /0B 5 a2k EZY,
o FAR GG B R A AR RMER 5-21, AR L4745 F 2R FE—T Switch Direction 4
41,

B b F5 XA PR T B RE X 1) I 18] 1 A X R [R)K 2 #RAE 0.05s BAR, IF
AR AL T 0.10s~0.25s. BEIRAAE D ERIMERE T A DUER Ve,
{EK 22 B X 1] I [R]85 T BARS, B DA T30 R 3R, 3 AN X i ] 52
AT UAFEAZ K A A RTT kS 2 i T ) il B S R 25 4R e IR A I B
REEPHZAE Y EH MR,

I 2 B D RE X T AT A 42 DL S SR o — s I TE] B s TR AR A
X LLAF BAE AR AT LS ARAA M 1 A 1A A5 T 2N B BB B LB O
X BEVZEEBER R HR, HFHREHNS —E, DUET/RE BN
FEISE o

A EHERE, 15T dns_recursivequery _server.pcapng, FiE#F Statistics-—>
Flow Graph, #5511l 5-22 frir.

‘ Wireshark « Flow - dns_recursivequery_server - [m| X

i i
125 1Stendard qu.l o :
1 z57p (Standard qu. i o
H H
£2570 & tandard gy
1 h |
\Ctandard qu. !
S6125 | 2 {53

Packer 2: DNS: Standard quens (340’ A wiww.nostarch.com
Show: | All packets ¥ | Flow type: |AllFlows ¥ | Addresses: |Any i

Reset

B 5-22 TCP AB T AL &ZAT 4535 5| 2434 3
EAFHRR AR — N30 DNS &, Ko — & ENULE] DNS Bl gk 5
e 2 (A TEAES 9 =iF5] DNS) . B b 14— AN R 2 s s =41,

$£ 5% Wireshark SR4FE 99
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B B 2 — AR A B TR Tl AE TR R A Tk, XA B TR AR
ANFAE I PSR e 1

5.8 THRIGE

SZH.Ho

Wireshark &ML HIENT 28 #0A — L KGR, ] DURBERZ BRI %L
PR R IR A . IXEIRZS AT LA A 4 2.

X1
EE:

5 M=
5

fRiR:

Hix,

KT MWERIZEARE R
HHAE R R

FE I H @A 1

B b

AR
B AT AR AT IR B R

245Kk, #TIF download-slow.pcapng iX N34, #RJ5 i Analyze, Ffi%
#% Expert Info Composite, ] LAFT FFIX AN IR AT 1L A5 & H . 285 [k
Group by summary >RAKHE ™ HEHEF A H (LB 5-23),

‘ Wireshark - Expert Information - download-slow

- [m] X

Severity

v Warning

v Note

~ Chat

v Chat

<

Summary

1620 Previous segment not captured (commen at capture start)
3275 Previous segment not captured (common at capture start)
3295 This frame is a (suspected) out-of-order segment

1623 Duplicate ACK (£1)
1625 Duplicate ACK (£2)
1627 Duplicate ACK (£3)
1628 Duplicate ACK (#4)
1631 Duplicate ACK (£5)
1633 Duplicate ACK (£6)
1635 Duplicate ACK (£7)
1637 Duplicate ACK (£8)

1638 This frame is a (suspected) fast retransmission
1638 This frame is a (suspected) retransmission

3278 Duplicate ACK (#1)
3280 Duplicate ACK (£2)
3282 Duplicate ACK (#3)
3284 Duplicate ACK (#4)
3286 Duplicate ACK (#5)
3288 Duplicate ACK (#6)
3290 Duplicate ACK (£7)
3292 Duplicate ACK (#8)
3294 Duplicate ACK (£9)

1 Connection establish request (SYN): server port 80
2 Connection establish acknowledge (SYN+ACK): server por..

4 GET /pub/dists/opensuse/distribution/11.2/iso/openSUSE-...

Group Protocol Count
Sequence TP 3

Sequence TP 19

Sequence TP 2

Sequence HTTP 1

Limit to Dig

No dlpisy fiber ser.

play Filter [ Group by summary

| | Show. I

Close Help

E523 +REEFOLETHBITBEFTANEFTREALNRESL
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RATSHZIERE], S O Ao T AR (3 B — TR, 7Eix
ANGIF AT L, (0 3 NE L 18 AMERIBLR 3 MR,

XA IR 2 5 B TCP A%, XIULEENEFE LRSS
B4 LT Zhil. HAr, B3N TCP BE T 29 MERER, I Hixs
SUTE R V3 3R SCAE ) ) AR AR A o I S5 5 AT DATE 96 A2 U0 R 25 8 ) B 0% 5
B ITARE (X B E AR T5H 8 =M 11 =52 E e
7)o

1. SHGIHE

HIOZH MW k%, HSRIBAIRIEHE TCP FHIWCHE LA/ E R,

2. JEEHR

TCP #f£f HAREERIIGER. JIBIER M ACK, & HIEENEE
AT UT I 25 R BT PR A 2= A

FEEACK {—EENEAERE T —MHEFH S B, Eadm
Hig e r— MR E R ACK.

FHILE E—ARUOGHRIEL T, FIRER TCP Sl s 1 ik
CIHTESE 9 =P e,

RIFITE IS ACK  FIRWi S AR TS SR S EE .

FEIIFE ACK P N2 & DR B B .

A% R ARE F AL EALERCE 1 TCP Balcs 1 el

3. mER

R TR AR MEdER AR S s i e A

WRIERHH T ACK  [— MR AL\ E R Bk s 7H ACK
HoR A =k,

RAFERENS 29— DR RE RO £ DU i %

a7 B[N 2R3 TCP 8 E R/, 2k tH—ANE 5 s A,
BR RIE TS b AR .

A7 AR EELT AR, SRS AT

HaFE LS —IREASTENE—ANEE ACK 1 20ms N7 .

E 5% Wireshark 5245 101
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4. NS
R IRIE B

HARARFE PN LIRS X A AEERIEL T A2, B4R
RS KIENRB R P EARG L . KT EREIX L DAL, KR E 2,
RN R SAEZ Ja LA ST RS 2 EA

102 Wireshark #i2 B #7358k (5 3 D
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BRI GUI BLRE AR O 70 o), AH 2 A2 A Le I i
TEAHm AT LA TShark 8¢ Tepdump. LA %1% T
Al e A Ay 24T LRI A2 Wireshark BJ— 2150

o Wireshark —XMERME T KZHELE. HHWAT
THUBRGFTEHE R, &fa R SBamXsdE, thn
F B —47 2K B TP Hiuhk.

b FK B IR SRR, Wireshark AJ RESxHERT, DONBEASCHR#IEEERN
WAF 2 F . Sefl TR B R RO, W] DAL R DR 3 98 A 2k
fatl, RE 5.

U SRARAE BT EIEAC T R AR 55 2 E3AE, MK R R] REANS AR EE

B4t X Kensuke(18319066421) B2 jEEELRIN



SITTHRT.

A TR o R HAE AL 4 A SR F P A i 24T T A——TShark #1 Tepdump.
ERE KRBT T EARARE 4R, HIL I EH OAE Windows 248 FiE 14 H
TShark, Ti7E UNIX R4 H M 4E R Tepdump. 415848 2 H Windows &4t, #4
YR A] LA Tepdump HIE 47 o

6.1 %3 TShark

TShark &3 T 23t i) Wireshark, T /2 RELEEAE R E I Wireshark ThEEA A
AIEERE 0 HT B, (EABR T35 A GUI dr 247 51« W AR %2 3% T Wireshark,
IAANRNZ W Z%% T TShark, FRAEVRIE Wireshark Z23& i F2 A IR ek 7 2238
TShark. YRA]EAIZHE DL R 2P BRAA N TShark 72 15 %234

(1) £ Windows REGH T — I LRTAE O BEITHRS, HiA cmd,
W JE B TN

(2) #TJF Wireshark [1)%23% H 3. iR EFEEIN L2, A /RA] DALy 242
RFFEHIA od C:\Program Files\Wireshark .

(3N tshark -v SKiz4T TShark H H AT EH AE B, o @15 3% 22 3% TShark,
M2 W B —MEREE, AR THEAZS; R TShark 247 1,
PREWC B ZALL R TH I RRCARE

C:\Program Files\Wireshark>tshark -v
TShark (Wireshark) 2.0.0 (v2.0.0-0-g9a73b82 from master-2.0
--snip- -

R E 2% TShark (EARIUE AT, IBA/RA PAE 0% Wireshark
Bz 3E ) S E e, HHORERAR) TShark Z23E 158 Wik ) i%

U R AB ST R UG 24 >) TShark HIThRE, ASAMRAT AE a4 5 N _E-h 4.
FAVEA R Z ]G RN IE SN HIX R 4 .

C:\Program Files\Wireshark>tshark -h

TShark #f% Wireshark APFER] LAFEZ Fi#AE R G LigdT. HE2B NEAK
T EAE RGBT E, FTUAREERGMHA RIS ET —8. ERHN
ant, TShark 7£ Windows. Linux 1 OS X b HI#EAERAAMIE . SR Tshark 7
A& EREREERHE R A A AR, RATIEE SN/ Windows - &
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) TShark, A& TShark 3= Z 4 i% 117 Windows F T.AF.

6.2 ‘&% Tepdump

W Wireshark A2 tH 5t 7 I ETEACEEE Bt A, 54 Tepdump
et S ERRAT A AT EAR B TN A . RN Tepdump #%3% 1HERE T UNIX
W& FigiT, FrledEsE & TEd AR, ERTUAERERZ
Linux KAT A

BRI A BT k) KR 43 ) S #BEE X T Windows, {H &% T Tepdump I FE
TIEEE R UNIX H ). Bk, AT H] Ubuntu 14.04 LTS Kz,
RARAELE Windows LA H Tepdump, HBAARELLF#42% WinDump. S48
Tepdump 1 WinDump H$ AT A 56 2 —FF, (H2EMIMIiReEA—. 1£
WinDump F1—4%% Tepdump fIZNRE AT BE = E K 2 1] e F AW (1A=
EAR P WinDump) o

Ubuntu ¥ A #i%E Tepdump, (HIATTAT LS APT AL B R G0 K ] #2234
B4z %% Toepdump, W IZHE DL D IRIEAE .

(D) FTH— %5 O 9 HIZ4T sudo apt-get update, SRHHLRAR IR 2R
5RO AT A R [F) 2

(2) #4744 sudo apt-get install tcpdump.

(3) REWHER TR B 22— K 4 B 12 1T Tepdump. % Y SR U VFIX L
WO 223, IF B 43R & B R i

(4) —H 22358/, il PLE1Tdr4 Tepdump -h SKHAT Tepdump, FE4TEIH
METRALE B WAL SPATT, W VRILE AT LA 4648 A Tepdump 1.

sanders@ppa:~$ tcpdump -h
tcpdump version 4.5.1
libpcap version 1.5.3

Usage: tcpdump [-aAbdDefhHIJK1LnNOpgRStuUvxX#] [ -B size ] [ -c count ]
[ -C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
[ -1 interface ] [ -j tstamptype ] [ -M secret ]
[ -Q metadata-filter-expression ]
[ -r file ] [ -s snaplen ] [ -T type ] [ --version ] [ -V file ]
[ -w file ] [ -W filecount ] [ -y datalinktype ] [ -z command ]
[ -Z user ] [ expression ]
YRAr LB I Y A man tepdump, SKAFE Tepdump B A Al H a4, i
XFE:

FO6E HeSITomEEEe 105
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sanders@ppa:~$ man tcpdump

PV G rp — L & B

6.3 filRAIRAF i

o B ) (52 AT 38 4 AR R A AR N RIS E AT BN B R . AR
TShark B4R, T WATAA tshark. X522 W RIFLEIMHCY AT E,
TRV 28 0 B 1B Sy ORI SE R, 407 R o

C:\Program Files\Wireshark>tshark

1 0.000000 172.16.16.128 -> 74.125.95.104 TCP 66 1606 80 [SYN]
Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

2 0.030107 74.125.95.104 -> 172.16.16.128 TCP 66 80 1606 [SYN, ACK]
Seq=0 Ack=1 Win=5720 Len=0 MSS=1406 SACK_PERM=1 WS=64

3 0.030182 172.16.16.128 -> 74.125.95.104 TCP 54 1606 80 [ACK]

Seq=1 Ack=1 Win=16872 Len=0

4 0.030248 172.16.16.128 -> 74.125.95.104 HTTP 681 GET / HTTP/1.1

5 0.079026 74.125.95.104 -> 172.16.16.128 TCP 60 80 1606 [ACK]
Seq=1 Ack=628 Win=6976 Len=0

BLAE Tepdump AN E, "HAT tepdump 74 —HPATIXZE ML, R
) & ity i 1 il 2 H BN BT 1) PN 25

sanders@ppa:~$ tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type EN10MB (Ethernet), capture size 65535 bytes
21:18:39.618072 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [S],
seq 2082691767, win 8192, options [mss 1460,nop,wscale 2,nop,nop,sackOK],
length 0

21:18:39.648179 IP 74.125.95.104.http > 172.16.16.128.s1lm-api:

Flags [S.], seq 2775577373, ack 2082691768, win 5720, options [mss

1406, nop,nop,sackOK,nop,wscale 6], length O

21:18:39.648254 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [.],
ack 1, win 4218, length 0

21:18:39.648320 IP 172.16.16.128.slm-api > 74.125.95.104.http: Flags [P.],
seq 1:628, ack 1, win 4218, length 627: HTTP: GET / HTTP/1.1
21:18:39.697098 IP 74.125.95.104.http > 172.16.16.128.s1lm-api: Flags [.],
ack 628, win 109, length 0

= B A4 UNIX A% 2N E 2L R RMBE, PIARELL root IKFiEAT
Tepdump, RH E44F 40 E sudo. (2R S HILT, HRAELXUNIX A4 ERA
Z IR GG ESA A P AR, 4o RARIB B AR @ 8 7 AL, AR LT AERE R B BT AR

WRIEIRI RS BCE, TShark F1 Tepdump 7 BEAN S ERI AR BRI X KT
o WMEXFEREET, FETEFhEEFE. KnTLMEH TShark ff1-D 241
KA M ETTE TR, R DB HIRAEITEHMRE R, W RFTR:
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C:\Program Files\Wireshark>tshark -D

1. \Device\NPF_{1DE095C2-346D-47E6-B855-11917B74603A} (Local Area Connection*
2)

2. \Device\NPF_{1A494418-97D3-42E8-8C0B-78D79A1F7545} (Ethernet 2)

BEEFHA AW, ATRMER e S8 BN RIAR S, WM.

C:\Program Files\Wireshark>tshark -i 1

XA A 41k TShark HANEER X Local Area Connection 2 M-RHJI &, 1%
W-RAEFIR BPAREN 1 5o FREWIEZ I E AR R, e
VKA VPN A SIE RGP M E S, i ELAR 75 R0 TE R 3R 1
LRI AR EHRE .

7F Linux 33 OS X RGIEAT Tepdump HI1E, 15 # H ifconfig #4241 Hi Al
FEIM R

sanders@ppa:~$ ifconfig
etho Link encap:Ethernet HWaddr 00:0c:29:1f:a7:55
inet addr:172.16.16.139 Bcast:172.16.16.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fel1f:a755/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:5119 errors:0 dropped:0 overruns:0 frame:0
TX packets:3088 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:876746 (876.7 KB) TX bytes:538083 (538.0 KB)

H ARt e -1 S80S

sanders@ppa:~$ tcpdump —i ethoO

EA A 221k Tepdump H N ethO WX 4 SR &

—HWEEN, RHAT IR E 1o AR AR W i R R i,
W AAEAR B LR T S BT RER BT K, UETRRA R EEEEA.
X AT AT PSR A7 B0, SR8 )5 RS v i B AT AR 22 ) e

FHEARB A7 S, W -w Z80n EZ AP SO . ME e
FRELibAT, BRAEMRIZ T Cul-C HE4 . ME 2 BERRAAAR Y HTHAT 21
HT, BRAESIRIIERAE.

N TH 2 f# ] TShark iy 4 (6 — M1 - :

C:\Program Files\Wireshark>tshark —-i 1 —-w packets.pcap
A 2 1 5 R I B 4505 3 LA packets.peap fir 44 FRISCAH
{FH Tepdump B, R AT 2T
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sanders@ppa:~$ tcpdump —i eth0 —w packets.pcap
TR ERAZ R SO Bl i AL, AT A -r Z280m B4
C:\Program Files\Wireshark>tshark —r packets.pcap
XA 22X B AL packets.peap T I A B I HEE AT ED B B L
i F Tepdump ZEAZ & —FERI 4.

sanders@ppa:~$ tcpdump —r packets.pcap

PR VPR R R, SRR ES I S S TR IR, AR
B AP SO, — RS BAER R CIURBI LR TH A #E NG . X
PRAT A F ¢ 80k IR 72 R e b o B e 20 .

tean, {85 TShark a4 R 2 BoRER RSO TR 46 19 10 ML

C:\Program Files\Wireshark>tshark -r packets.pcap -c10

£ Tepdump HLAI 12 —FEHI S 4L

sanders@ppa:~$ tcpdump —-r packets.pcap -c10

B ] DUE A -c 28, XRYIHSAUEGET 10 M. Hf-w S5
R, AT RS RAF RO

N2 7E TShark 71t 4 A7~ 1

C:\Program Files\Wireshark>tshark -i 1 -w packets.pcap -c10

A Tepdump T HIZEALAT 2

sanders@ppa:~$ tcpdump —i eth0 —w packets.pcap —c10

6.4 il

R A AT TR S —MURE T LU E E Xt . — & GUI R & EpT A
HfE B VRIR, ARJEIRAT L EAT FHRITR NS . 47 TRIEH A BoR
e e IR SRR F AUAM ) dr 2 S HORYZ I B s W Y%, TShark Al
Tepdump HAGISN . BB FEATA AN EIEA R R — 1Tt W RAR
R B P4y B M TR S F IR N, TR B AN fr 2S5 T

£ TShark [t 8, f—TAR—DEIRE, 475 FAE R T4
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P AL FH AWM . TShark Ji$J2 14 F AN Wireshark — £ AT 28 51 40 b 585
£, ATl TShark )% H Al Wireshark FIE53R & 111815 . 1EK N TShark 7] LAfiE
BB 2, BT LLE AES L Tepdump $RA4E T 22 104 S0 5 B A 4 .

Tepdump AT HAT —NEAE AL, HRIEA R FIPRBORIITEREAT 840 A% =
KN Tepdump AT Wireshark HITMBUENTER, FrLAZE 7 E UG B IG1EH
i, X2 Tepdump B KRG —. BUMARZ HZ, Tepdump HATHHRE R
SRR Z ML (TCP 580 UDP) @7 (FRATAESE 8 & HE H YA

TCP B FI LA %3

[Timestamp] [Layer 3 Protocol] [Source IP].[Source Port] > [Destination IP].
[Destination Port]: [TCP Flags], [TCP Sequence Number], [TCP Acknowledgement
Number], [TCP Windows Size], [Data Length]

UDP £ H DA%

[Timestamp] [Layer 3 Protocol] [Source IP].[Source Port] > [Destination IP].
[Destination Port]: [Layer 4 Protocol], [Data Length]

TR ] B FRAT RS RS AT IR A B, (H R AR A B — AN LA T
RN T 7E Wireshark 1, REFEQYRE L HEHE MR E, ©BAE TN TR
ALY VR AT R — gl N . R ar AT 2t n] PLUAZIZRIRIR .

—ANSREUEE 22 40715 1) 1] B vE A B B TR TR

{E TShark 1, fHHKEH V RIEMITR:

C:\Program Files\Wireshark>tshark —r packets.pcap -V

XA, Wireshark $TH packets.pcap J5EL.4017 & H BELAF N 2 - 1X B J@ R
T—REAEREITUR GERRE My RILR (H-V ZHEBO Karmwel.

HAEIER R -

C:\Program Files\Wireshark>tshark -r packets.pcap -ci
1 0.000000 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping) request
id=0x0001, seq=17/4352, ttl=128

BULE A SR A TUARIE TR B B 2 1 N 2 -

C:\Program Files\Wireshark>tshark -r packets.pcap -V -c1
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on
interface 0
Interface id: 0 (\Device\NPF_{C30671C1-579D-4F33-9CC0-73EFFFE85A54})
Encapsulation type: Ethernet (1)
Arrival Time: Dec 21, 2015 12:52:43.116551000 Eastern Standard Time
[Time shift for this packet: 0.000000000 seconds]
--snip- -
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7t Tepdump, /N5 T v A& FREE N TUAR 13X £ BR TShark A5 AN [A], Tepdump
RN OB R AR ZE R TLARE R AT CUEEE N v SE S kg
MEREN, 222 3%, WHHR:

sanders@ppa:~$ tcpdump —r packets.pcap —vvv

NHRAMFEESRES T, Tepdump {3 HIERIATU RGN BE & — R H) TT AR 1%L
T2 TRV Lo BIMEAE FH e KT ARIE T, it 45 S B AR XEIA 2 TShark ARFE
=5

sanders@ppa:~$ tcpdump -r packets.pcap -ci
reading from file packets.pcap, link-type EN10MB (Ethernet)
13:26:25.265937 IP 172.16.16.139 > a.resolvers.level3.net: ICMP echo request,
id 1759, seq 150, length 64
sanders@ppa:~$ tcpdump -r packets.pcap -c1 -v
reading from file packets.pcap, link-type EN10MB (Ethernet)
13:26:25.265937 IP (tos Ox0, ttl 64, id 37322, offset 0, flags [DF], proto
ICMP (1), length 84)

172.16.16.139 > a.resolvers.level3.net: ICMP echo request, id 1759, seq
150, length 64

A DU 7R H 22 A A0 B TR 2 T A Bl R TSGR . BARR TR
R K, HRA N RIS ST KN A . TShark A1 Tepdump fi# 47
TEMBITANE, AT AN 8 6] 71 sCE 1 ASCH R AR E R

7F TShark H, /x0] LL# H-x SHCRE B EIE 1 ASCIL JE A A-75 3t ] 7
T, FN G- SEACH TSR R TShark B+ E 7R H K.

C:\Program Files\Wireshark>tshark —xr packets.pcap

o5 ARG Wireshark FIEFH H, a0k 6-1 fiow.

EH Administrator: Command Prompt - O X

ad 4a 88 81 88

68 60 6a 6b 6c 6d 68 6T 7@ 7 75 76 ghijklmnopgrstuv
62 63 64 65 66 67 683 69 wabcdefghi

& 6-1 /& TShark A+ x| 577 X3 ASCIL 7 XA T RIEHKIE &

RAMAE Tepdump B, JRATLMEH-X 24, REFHHE 1) ASCI A Ek
Nt A R 45 G -r ZHECHPOCH R Tepdump FLIF B8 R,
FIRESEQ LT

sanders@ppa:~$ tcpdump —Xr packets.pcap
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XA A i S5 R A& 6-2 Fa .

[ ] (] 1. sanders@ppa: ~ (ssh)
sanders@ppa:~$ tcpdump -Xr packets.pcap -cl

reading from file packets.pcap, link-type EN1@MB (Ethernet)
13:26:25.265937 IP 172.16.16.139 > a.rasolvers.level3.net: ICMP echo request, id 1759, seq 150, length 64
ex0080: 4500 @854 91ca 4080 4201 640 acle 108b E..T..@.9..@....
ax9010: €482 2201 9800 ab@e 0GdT @096 5144 7856 .
ex@e29: 0ee 9220 bJee 9402 9020 eeee 1011 1213 .
ex0030: 1415 1617 1819 lalb 1cld lelf 2021 2223 ....
ax@848: 2425 2627 2829 2a2b 2c2d 2e2f 3031 3233 X&'
exeese: 3435 3637 4567

B 6-2 £ Tepdump E A+t 415 ¥ 5 Xk ASCH H X A&7 R4653E

R
WRURTT ZE T, Tepdump & SCVFORIRTG H 2 HORIEZ . kAT DM -x (/)
5) ZHAER T/ E A -A 2 i ASCIE L.

AORARENAN T IXLEHE AN TUAR R T, I 4 K Hh AR B L RPN R &
BHBBIRIESETL . DO, BHEIRA R K0 Ml B a AT (I e D A
BERIRESOIINE . BEBABOARS S AT, R %5 1R 75 2R
NG HTIS, PR S TR e T0T. 3T SR 2 T G (A R R AR P I

6.5 HPRfEDT

2Bl Wireshark, TShark F1 Tepdump 2 2R A FRAEAT, B HuhE AT 1
SEONATR . WRARE R ZATHS] 7, Wi RKIbX —id R BB & R
T o BB HTHRBIN), TR S0 PR EE Sy A 2 W 2% B 1 P g

PRAr LI -n ZHOREEF TShark B4 FRENT . XSS HAT AAIH AN 22—
AR SR iR T A
C:\Program Files\Wireshark>tshark —-ni 1

PRay Lhdt-N S ek E FH 8EE H — S A AR AT I RE 2 Thag . iR H-N =
B, WFTH A RRENT DIRER =25, BRAEIRIIA TG € — L Dimem e . 2%
Bk, TSN B AR G RS AR BIET .

C:\Program Files\Wireshark>tshark -i 1 -Nt

PRATCAES 5 2 ME, T Iy 5 FESZ M MAC R .

C:\Program Files\Wireshark>tshark —i 1 -Ntm
A ZAE TN ] B82S 25 UL T E.
m: MAC Huhibfi#dT.
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n: M2k ET .

t: AR G DRSS A FR) b .

N: {5 FH A AT IR 55 o

C: f¥H 2457 DNS fifthr .

£ Tepdump T, f8FH-n 2%5H] 1P A ARAENT, A8 -nn 2328 F o IR S5 AdEHT -
XANSH AT DU AR dr 2 A ES S, AR AT

sanders@ppa:~$ tcpdump —nni etht

N AIBT R T ANl B B s A i DA, SRR AR Cnds

sanders@ppa:~$ tcpdump -r tcp_ports.pcap -ci

reading from file tcp_ports.pcap, link-type EN10MB (Ethernet)

14:38:34.341715 IP 172.16.16.128.2826 > 212.58.226.142.0@http: Flags [S], seq
3691127924, win 8192, options [mss 1460,nop,wscale 2,nop,nop,sackOK], length O
sanders@ppa:~$ tcpdump -nr tcp_ports.pcap -c1

reading from file tcp_ports.pcap, link-type EN10MB (Ethernet)

14:38:34.341715 IP 172.16.16.128.2826 > 212.58.226.142.880: Flags [S], seq
3691127924, win 8192, options [mss 1460,nop,wscale 2,nop,nop,sackOK], length 0

X By AL MIH R SCAE tep_ports.peap FEEHL T 2 — MU EE — NS H,
80 i I MEHT N httpo (HAEZE =AM 4, i P LA F IR RN

6.6 MHEIESS

TShark 1 Tepdump i 2 & 355 RIEHT, BN EA TS BPF 3K I8
#1872, TShark tHA] LI{# A Wireshark H 2 nidjE#sRIA . #G Wireshark —
¥, TShark F4ZRIEJERS AT LA IR IL 8, 0] DLAES 3R 58 i i U8 i s 45
o FRATM TShark RIS IE AT A6 PHL .

{EF-f ZHCRMN e s, EX05] 5 NiEEM BPF KBk, FHX %
AN S IMEFMEAE H B H 542 80 B TCP i :

C:\Program Files\Wireshark>tshark —ni 1 -w packets.pcap —f "tcp port 80"

fER-Y KRN BRfiskas, BG5S A Wireshark i JE 2857k
FEYRELR R A RE A, AR a] DU FAS T T 4

C:\Program Files\Wireshark>tshark —ni 1 —w packets.pcap -Y "tcp.dstport == 80"

i FISRAA Y iy & s i i 4 W DA FAE iR i S fF e U fn o i
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71~ packets.pcap WA G e A A ) AL

C:\Program Files\Wireshark>tshark -r packets.pcap -Y "tcp.dstport == 80"

£ Tepdump FFARF] AR HL5] 5 B E I JERIA S, SRS B 2 dr & 1A -
PAR i i MR 2AMT AR ANAF A H (03 115 /& 80 ) TCP it &«

sanders@ppa:~$ tcpdump —nni eth0 —w packets.pcap 'tcp dst port 80'

25 B R SO I AR R DA IE I A o DL A4 2 iR packets.pcap HAT
B EITLIERIEA A

sanders@ppa:~$ tcpdump —r packets.pcap 'tcp dst port 80'

i E ALK — R, RSB IR A 38 I JEES A AR 3RS
P EIE T oA R . SO IR, AROUAE B 5 B BRI T P
ITHIRII A2

IRAUERARA — S KRS PRI EE QI PR, MR AR 22
IR Bt i R 3 AF o — A3, IR B A 708 ? AR AT LSS A H-w Al-r
SRR D

sanders@ppa:~$ tcpdump —r packets.pcap 'tcp dst port 80' —w http_packets.pcap

XA 222 Y61 HL packets.peap, 198 H H 1) TCP & 124 80 %R A (http
MR D, i )aRiX R 5 A—" 40 http_packets.pcap FIHTCAFE . 2
PR BEARHE R A J5 SO peap RAFAEIR,  NABLEREI ik T 0 Hodh — /NS I
KRR WHE TS . REE M HIXANETT, Rl 43R EAER R B 3RS
H Tepdump Y1/, 2R )5 R Wireshark BT o B2 58 /N SCAF B IS 25 Ab P

B TEE— AT A e B Ll A, Tepdump & SLVFIRTE E — /M
TR LS H) BPF XU XAEF GO+ 07, Rl AR E N —
MR E I PERR IR, HKEARA Tepdump HIr 2R FFER —47 8
PRA] LS I -F ZHORTEIR— A~ BPF iy a8 SCAF, AR e

sanders@ppa:~$ tcpdump —nni ethO —F dns_servers.bpf

URARE BPF SCAFARR, IR AAREVE SN — 23000, DASE B IR ER B 50
SR IERIE KM DI Re G . (EAERMRZ, 7£ BPF XU R EEINER 2
VEE, WRASZ BPF VA MG LA o (0 SR VEREXS T KA BPF SCAF
FEARE AR, P BRI E 2 - P BPF SXF, — M AR SRR, 2
WS tepdump HAY; 5 EHTERUMSE.
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6.7 TShark B[R] g ks

TShark B —/NZH LB TR S R 20 i) Rt A2 BRI )R B S AR
YA R T AR PIAR XTI (A1 o A S i 1 b i [T = L, (EAEAR 21500
TR B A AR IR A SEPRA ], T2 Tepdump BT A AR I BRER AR . 2
AR Tepdump P HAS X —FF, VRATLMEA -t 280500 FAE ad DAR RAERFI Ao

C:\Program Files\Wireshark>tshark -r packets.pcap -t ad

XL AT R RE BRSO (8 A BRI PRI R X IS 1) 8 @ AN 48 %o v 1] 2k @

Z AP L
© C:\Program Files\Wireshark>tshark -r packets.pcap -c2
1 0.000000 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping)
request id=0x0001, seq=17/4352, ttl=128
2 0.024500 4.2.2.1 -> 172.16.16.172 ICMP Echo (ping)

reply id=0x0001, seq=17/4352, ttl=54 (request in 1)
® C:\Program Files\Wireshark>tshark -r packets.pcap -t ad -c2
1 2015-12-21 12:52:43.116551 172.16.16.172 -> 4.2.2.1 ICMP Echo (ping)
request id=0x0001, seq=17/4352, ttl=128
2 2015-12-21 12:52:43.141051 4.2.2.1 -> 172.16.16.172 ICMP Echo (ping)
reply id=0x0001, seq=17/4352, ttl=54 (request in 1)

-t 28 RATLLE 2 R RS, SIS RTE Wireshark HL5 3
PIARKE . X ek AR & SCARTERR 6-1 .

% 6-1  TShark F =T A 698 18] 2 7 A& X

& e i R fi

a BRABIRBI LRI ] (FERBIRS XO 15:47:58.004669

ad AL SR I H AR I ) (R R XD 2015-10-09 15:47:58.004669
d B AR AR m Lk i & (2D 0.000140

dd P (IR 7N A €N 0.000140

e fZ et E (1970 4 1 A 1 HEASRIIFED 1444420078.004669

r B AR A T B B[R] 1 IE AT R ) 0.000140

u SR A AL 4 i ] (UTC) 19:47:58.004669

ud iy H IR I AR A I X E) (UTC) 2015-10-09 19:47:58.004669

SR Tepdump AFRBLXFE 2 2 1 I [R]ERS A1

6 8 TShaI'k ':F‘El,lu\rliléf‘j’*‘

TShark H)%—MNEHBITHEE (HZE Tepdump et ThEE), BT PAM
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FARK SR AR GE T — D15 . IRZ XL DI REAE Wireshark (RS E
7, (B2 TShark $efit 1 a7 8 dir & 07 AREAT VI o -z Z80m eyt 1
LA UERGTHE R . T DMERI AN fr & BB B A i RSt

C:\Program Files\Wireshark>tshark -z help

RZBATZ BT AL R DIREAS T LA -z S8 X H AR 1 it g s A

I

C:\Program Files\Wireshark>tshark -r packets.pcap —z conv,ip

XA M packets.peap FRETEIH 1K TP UG AE B HGEHHEIR, Qi 6-3
B

EH Administrator: Command Prompt - O X

[C:\Program Files'\w.

) request i
ing) reply

) request i
ing) reply i

) request i
ing) reply

) request i
ing) reply

) request
ing) reply

) request i
ing) reply

) request
ing) reply

) request i
ing) reply

) request
ing) reply

) request

IPv4 Convel
Filter:<No Filter>

| Frames Bytes Frames Bytes | start

Total | rRelative

iz 24 1776 8. 800000000

& 6-3 4#/A TShark k& & &%t

PRy DU XA SHCRER R I IE R, WK 6-4 . fRal UE
H http, tree &I, AR ML 2RI HTTP (15 R ATR [0 L .

C:\Program Files\Wireshark>tshark -r packets.pcap -z http,tree

HMNERA AT EE O Y i R, AR 2 BT R AT
Wireshark HLSg A 5 fii — AU R JG EF “BREBE TCP WiL” —#f. ZAHIR
XA, RATH A follow LB, JF HASWIFAIRA oy i A sCAN K
AR . AR AT U I 2 18 e ik i 2 91 0 7 5 SRR — Bt Rl
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AU TR

C:\Program Files\Wireshark>tshark -r http_google.pcap -z follow,tcp,ascii,0

EH Administrator: Command Prompt - O *

Average Min val Max val Percent

HTTP Reque:

GET

NOTIFY

SEARCH

HTTP RE_pDn e Packets

Mo Content
4xx: Client Error
484 Not Found
broken
: Server Error
Informational
D'ther‘ HTTP Packets

[B] 6-4 4% /8 TShark k& & HTTP # K AL & %+t

XA 2L ASCI 220 http_google.pcap HJ 0 5 TCP it ] EN 3 5
o XA A AR R

C:\Program Files\Wireshark>tshark -r http_google.pcap -z

--snip--

Follow: tcp,ascii

Filter: tcp.stream eq 0

Node 0: 172.16.16.128:1606

Node 1: 74.125.95.104:80

627

GET / HTTP/1.1

Host: www.google.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.7)
Gecko/20091221 Firefox/3.5.7

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;09=0.7,%;9=0.7

Keep-Alive: 300

Connection: keep-alive

Cookie: PREF=ID=257913a938e6c248:U=267c896b5f39fb0b:FF=4:LD=e
n:NR=10:TM=1260730654 : LM=1265479336:GM=1:S=h1UBGonTuWU3D23L ;
NID=31=Z-nhwMjUP63e0tYMTp-3T1igMSPnNS1eM1kN1_DUrn02zW1cPM4JE3AJec9b_
VG- YFibFXszOApfbhBA1BOX4dKx4L8ZDdeiKwqekgP5_kzELtC2mUHX7RHx3PIttcuZ

1406
HTTP/1.1 200 OK
Date: Tue, 09 Feb 2010 01:18:37 GMT
Expires: -1

116 Wireshark #3227 58k (5 3 D
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Cache-Control: private, max-age=0
Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip

Server: gws

Content-Length: 4633
X-XS8S-Protection: 0

PR E] DUE R S 07T, kAR AR A B R B . B, i)
iy 2 R 3 A 1A UDP 9t :

C:\Program Files\Wireshark>tshark -r packets.pcap —z follow,udp,ascii,192.168.
1.5:234290,4.2.2.1:530

X %A A 43T EN packets.pcap H%i I 23429 _F ) 192.168.1.5 i S A3 11 53
/) 4.2.2.1 % 5 UDP e

PLUTF BN N EZ ST L

ip_hosts,tree: 7E— Bl IR AN 1P Hudik, FEGETHEEAS 1P Mk AR FT o5
MEREE.

io, phs: 73 JE G THES R SCAF R B AT RS
http,tree: 7~ XT HTTP & RAEI N 1480
http_req,tree: ‘E R HTTP iR SE .

smb,srt: /87T Windows 215 SMB i 4 151t
endpoints,wlan: o7~ 048 A1

expert: MR R T FELE Ofih. #R%E).

BIREH -z SH AR A ARG, TENIREE —E 2 5 KRN
Feilig o AHRUIRAIRZ H A TShark, FRIE R BRAE R 5 SCR _EAE mi 18] 5 2]
— TR AT IR

TShark VS Tcpdump

ARBENAT AT TR H N, EA1#REIR i Hu AT 5 N
M TAE, 1 H IS8 H AR — 3K T DL ik & 10k 58 e RT3k B RARAT TAE .
ZHEAIH A THB LR ZER, v DA RARYE 75 SR ik fod & A

BIERSG: Tepdump HEETEIET UNIX R4 Fig4T, 1fi TShark BEwT LT
fEE Windows I, XA[DATAEERT UNIX KRG T

FO6E HAeSiTotmiuEae 117
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W3 AN L EESCEE WS 3 2 4 2R, 1H Tepdump X
7 ESCCREA E . TShark #2418 T FEE W 7 BWMCREE, BENETERKE
1§ B Wireshark BP0 AT 28

SHIhEE: WA T EA L OUKE T T o 4 e A RE M E R4S % . B2
TShark i34 T 24T Wireshark B985 K& HrThRe, £ GUI A 0] B el
B

HsEAS N ST C B i ] PR s BN B (e e TR R . iz i,
X T B BE R 5 E AR R, e —A iR L F 5 —, IERTE
HEZAEY.
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To AL AEIR ) 8, e BRI AR RN, 0
BN 2 A AT R A LUK L R H T, AR 2
B T RIEERE. £ FmeJLES, AT OSI A
HHERJZE B JZ AT 4, K 22 5 21 18 X 2% Ui 2 E 20
AL AT TAER) o AEREA AR OGS 43, # o 2/b
A= MNP AR T8, FF T LR B BT .

FEIXR—Z T H, FRATSE EOEM 4@ S “ WL T
— W E P ARP. IPv4. IPv6. ICMP 1 ICMP6.

Bk 3 AT R R A BIE A, B TEAT, s R R
TR EANME SR — . RIME IR X AT TAEE 7 — 2/ T/,
FEIX J L F R % 15— 3t 2 o s B S g AT 2 ) R AR
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7.1 HuhbERTERY

W2 ERIEAS A FH 22 Rt i A B b . B B bR SRV AR 2% DL
(]2 AH & 1 £ < TR A ELIE S, A3 Rk ) A 1 R — X B v B s A A2 e LA
TERR B LA AT B . AERZEELLT, IEH IS 75 ZL1K Ak b
[ TAE.

PAMBRRIXE— D55t IRTFERMMEE ) — DN IATIEGE, X ER&
Al REAR SRR IR S A%, B RO RS 2 SR A — A AR . IR R
EAEGERINHCEAEE T XA EREENLR P il GEE DNS k5, XE4E
FOBEPNGD), WERERFCAWE T A RFTENEL, k@ eE=
TEER 3 ERNE 7 B R mEER . XM ERENME—FEEREE 2 Bay
H HbrENL MAC bk (5040 55 2% E 20

Z Pt AR 2 MAC Hihik, 2 R A 2 e T AN & S LS 17 A
BIFUFHEE (CAMD. XANRINH T BEEG—A N P TE IEE RS MAC
itk o A HHLILE] T — AR IFRFE MAC HhE B, B2 F X 3R R A
S8 NZAT WIS — Ao R B . A0SR H BRI MAC k2 R A, WX AME 4
WHSH B ENEAPERIX AN, R EFRE], A XA Mk a7 2
TEM 2% FaEAT A M I AE R AT AT T -

TCP/IP M4 (T IPv4) Hf I SRKE TP Huhik A AT MAC ik 3 FEAR it
HEREAT M (Address Resolution Protocol, ARP). iX/ MY FE RFC826 AT T
FESL, BRI RE R R AR — 4 ARP 1ERE —A> ARP MR (I
Bl 7-1),

RFC(Request for Comments) 2 & XWX = IAF A 69 B 7 LAS. 1RT AL
RFC Editor #)# W _E42% RFC XAt —4 T #.

EAMERTF RN R — ARP 15K, FEALHZN “REKLF, A 1P
HihkA2 192.168.0.101, MAC HihtS2 £2: £2: £2: £2: £2: 2. FKFEF A 1P Hiht
& 192.168.0.1 FIFAKKEEAR VY, (HIRAFIIE & HREF bk, /RATHER XS 1P Hh
bk, A RIR SRR MAC Hihk? 7

XA IR W B R BT Wt o ASEIXAS TP ik 15 454 fi B
HEFXANEIEE, MHHA A P Hhk %G KiE—A ARP R, #if%e
Yhe “URUF, RIS, FRERIRER A 1P il oh 192.168.0.101 1 H brik
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%o A MAC Hubik 2 02:12: 02:2: 02:2.”

ARPIER

JEIPHtE: 192.168.0.101
TEMACHEHE: £2:F2:£2:£2:F2:£2
E#IPHEAE : 192.168.0.1
E#RMACHEIE - 00:00:00:00:00:00

ARPHE

i EDW EDW EDW EDW

<
-

JRIPHuHE: 19 2.168.0.1
SEMACHEE: 02:f2:02 :2:02:2
E#RIPHELE: 192.168.0.101
BH#RMACHELE: £2:f2:f2:f2:£2:f2

ﬁﬂa E

7-1 ARP f##re9id42

— EUXAMENTIERESE AR T, AR it R XA HAR B B MAC A1 TP
xR R R W E I GAE, I HIT M it .

FE £ Windows EALF , AR ABIT AT P4EN arp -a k& A ARP &.
T8 L SRR R W ZE M HE fEHT ) IX AN L RE, A B TR B i PR AR T T

BATARR) . ERAERR 720, FAEN Qﬁ—TARP%UETEc%O

7.1.1 ARP
W& 7-2 Fios, ARP SLALE R A LA .

REFRE. HUREEER R RS E . T RZHUEOR, FBAERE LR
W CEA D,

FTE MEEHIL 121
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SRR
RIBAL| I\ LR 0 1 3 4
M| i 0-7 8-15 07 8-15
0 0 AR e
4 32 EiE K it #R1E
8 64 BRI sk
12 96 EiE ARG ZEFF ik
16 | 128 £ 3% Fihasiik [SETREIES b
20 | 160 B ARRE it
24+ | 192+ B ARt it
Bl 7-2 ARP $t#% L4544
HSLEEL: ARP 15 R IEAELE B =R PR
MU IEAE A A R R A O\ 27715 ) o
TSI A < 6F T4 E P R A P45 FH ()32 SR btk ) A O\ 2579
]®AE: ARP R AMIThAE, | RoRIGER, 2 RRmRL,
FIEFREMMAE: AOEE AL
XA - RIEFE ) P Y.
BErEMRIE: B s Rk CARP 1ERH8 0,
Bartsitebt:  H 85277 1w = sk .
BLFEFTIF arp_resolution.peap X /N3, 5t nT LAE BISEBR AT AR AT
FEHFIX AN I R B B B B AT A A
7.1.2 1 ARP

W 7-3 A, 31 NEEREE —A ARP iER .. A0 LB #E Wireshark
) Packet Details iR, Fdx LUK Sk, Sk X MR a2 B EH & —A4N
FRHARAL . XA EERAT H bk 2 (R EEEER D, X2 LUK A #5 k-
BT 32 BIX AN bk iR B Gl 2 e ) FR 21 24 50 9 B AR A % XS0
AL DUOR I Sk (U bk 2 FRATTH MAC ik
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B4t X Kensuke(18319066421) B2 jEEELRIN



7.1.3

‘ Wireshark - Packet 1. arp_resolution

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Vv Ethernet II, Src: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination: Broadcast (ff:ff:ff:ff:ff:ff) @
> Source: HonHaiPr_6e:8b:24 (8@:16:ce:6e:8b:24)@
Type: ARP (@x@8806)
VvV Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (8x@300)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24)
Sender IP address: 192.168.8.114
Target MAC address: ©0:00:00_00:00:00 (00:00:00:00:00:00) @
Target IP address: 192.168.0.1 @

No.: 1 = Time: 0.000000 - Source: HonHaiPr_6e:8b:24 - Destination: Broaccast * Protocol: ARP -« Length: 42 + Info: Who has 192.168.0.17 Tell 192.168.0.114

7-3 —/~ ARPiFR#IEE

FEIXRNAERISE R, F-ATTAT DARS E IX O — ME LUK _EA$ R ARP 153K .
XA ARP LB T K577 (1 TP Hithl(192.168.0.114) FTMAC Hithl(00:16:ce:6e:8b:24),
PUEARISC ) TP ikt 192.168.0.1. BT HARH) MAC Hiuhih, 0l 23A AR

SR, EREARMNE, BB H A MAC HHEES 4 00:00:00:00:00:00.

2 ARP

FERATS TG R R (LB 7-4), S DEARE IR MAC Ht
BERN 7 IRAS LUK Sk A B H Bk . XA ARP WS ATZ BT ARP 15 KE L

FRE, BT UL

M Wireshark . Packet 2 - arp_resolution

> Frame 2: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
Vv Ethernet II, Src: D-LinkCo_@b:22:ba (©0:13:46:@b:22:ba), Dst: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)
> Destination: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24)
> Source: D-LinkCo_@b:22:ba (@8:13:46:8b:22:ba)
Type: ARP (@x@806)
Trailer: c@agee72
Vv Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@300)
Hardware size: 6
Protocol size: 4
Opcode: reply (2) @
Sender MAC address: D-LinkCo_@b:22:ba (@@:13:46:0b:22:ba) @
Sender IP address: 192.168.0.1
Target MAC address: HonHaiPr_6e:8b:24 (0@:16:ce:6e:8b:24)
Target IP address: 192.168.0.114

No.: 2 - Time: 0.004081 * Source: D-LinkCo_0b:22:bs - Destination: HonHaiPr_6e:85:24 - Protocol: ARP - Length: 46 - Info: 192.168.0.1 is at 00:13:46:06:22:ba

Close Help

B 7-4 —/~ ARP & A %3 &,

ETE MEEHY
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o HIRAMIERENS (opcode) FIAEARE 0x0002, FHRZFE NI A — AN B i A2
15K

o B BT T A
MAC kA0 1P Huhk .

o EEMNE, WAELIEETIEREEE ST, W2 iERNEs
7 192.168.0.1 EHLH MAC Hidik (00:13:46:0b:22:ba).

KIEITH MAC Huhbfn 1P HohEPRAEAR R T H (1

7.1.4 Gratuitous ARP

ERMFE S, B—HREE “Gratuitously (F3. Toi2)” KR, 58
WA AU o BIEEERIZER Gratuitous ARP #H1 /& — M AR i

EZHAEI T, — A& D) 1P Hhhb 2 ISR 1) XA e R A A
285 1 EHLZEAT B TP AT MAC Huhik (B 5t 26 80 T o S T 7 13 il 15 iR
Gratuitous ARP 153K 24 Ak BIM 25, G il BT W8 & 1) e #% 25 BT TP Al
MAC Hidik Bl s S22 47 (LA 7-5) .

JEIPHbHE: 192.168.0.101
SEMACHuHE: £2:£2:2:£2:62:F2
ERIPHEALP: 192.168.0.101

ey
B4#RMACHHE: 00:00:00:00:00:00 l:l

[® 7-5 Gratuitous ARP Z4fit42

JUANAS A I T2 B8 2 72 4 Gratuitous ARP B4, Hobw Wagat 2 1P
HERI AT . $TTF arp_gratuitous.peap S HSCAE, RS E B — D LB T . X
ARG — MR (WK 7-6), FNIX G Gratuitous ARP % ¥ £ )
EHT .

KA IX AN LUK ARk, (RSB XA B L HH AUk iE, DUER %
FHIFTE EHLAE RS . XA ARP k& LM ARP W RIBE, BT Ki%
J5 1 TP Mtk A H A TP Mk 2 A 5] ) o 76 3% AN B0s AL 0 245 o ) oAt 3= ML i 2]
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ZJa, Bk e HUE I H ) 1P b Fl MAC sk oS¢ 2R E T EATH ARP %
HFIXA ARP BB RE1E KT, ENSHEFum T ARP 2547, RILSFR
2N Gratuitous ARP.

M Wireshark . Packet 1- arp_gratuitous - [m] X

> Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits)
v Ethernet II, Src: IntelCor b7:f2:f5 (@0:03:47:b7:f2:f5), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination: Broadcast (ff:ff:ff:ff:ff:ff) @
> Source: IntelCor_b7:f2:f5 (00:83:47:b7:f2:f5)
Type: ARP (@x@806)
Padding:
Vv Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@3068)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
Sender MAC address: IntelCor_b7:f2:f5 (80:83:47:b7:¥2:f5)
@ sender IP address: 24.6.125.19
Target MAC address: 90:00:00_00:00:00 (90:00:00:00:00:00)
© Target IP address: 24.6.125.19

No.: 1 - Time: 0.000000 - Source: IntelCor_b7:#2:45 - Destination: Broadcast - Protocol: ARP - Length: 60 - Info: Gratuitous ARP for 24.6.125.19 (Request)

[ 7-6 —/ Gratuitous ARP #%3E &

PREAE— L AR 15 T N 1E & 2 Gratuitous ARP B4R G HIAEE . 1 LATR,
W P SR A RE, S E RF WS G 3T T ARP
PRIk BeAk, ReTReiEER], —LRFEMH Gratuitous ARP FE 3T X
TN B 1) SR B 3 1

7.2 TR

ALT OSI ARSI EE 3 2P 32 B2 H 1R 5 15 0 25 (] Be % FL I I8
AT EI MAC HhhkgE FORTESS 2 JZA0EE A — M2 FEAS . 5L, 28
3 JZ A TS 438 A5 bk o 63X )2 TAE R A IE— AN, B 538 18 2 B
B (IP) . ELEEMI PR SCA AR A, TPv4 Fl IPv6. TEUL, FATEE e/ 4H
7E RFC791 AT 3L TP BRSUARA 4 (TPv4),

7.2.1 4 IPv4

SRWIE IPv4 BFEHT, PRBERE B RITE TR A A0 el A2 AN R I 48 22 TRl AR 1 o
Pv4 FEX — il AE SRR “Wzs 17, I HAVE @15 Im f e, EREH IR

HTE MEBEHY 125
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24 2 (A1 B

L SR 2 R BT A IS AR R 2R BN A LB AT 182, A X AN 2%
BRI (local area network, LAND . 1 SEAED A Jeydak X i e ok, AR
A DAAS B AR BX — . FER AR EEH, nlRe a7 T T B R,
T3 oy 3k o] D) S 5725t ol b 5 O B R BRI B R 1 . ELIE A B it A
TGN SR B RS 28 BT R — MRS .

1. IPv4 Hik:

IPv4 bt —A> 32 A7 ftht, FIORME—ARRER B MR ik & . Tk
NABfE— 32 A7 KK 01 PRl SE LB R e, AL 1P MhkR ) s U2 R
Nk

1E F Ay WU R nvE A, F R TP Mk (DU ZH 1 A0 0 it — L AR o LA+
BEH L AB.C.D [ EEIR 0~255 Z [ HIET (LK 7-7). FATEXFE—
IP 41k 11000000 10101000 00000000 00000001 24451, X AME FIRAZ 5 iCAZ 8L
HFRoN, AHWIR R S AR RS, AT LR R N 192.168.0.1,
1 100;)000 1010|1 000 OOOO|OOOO OOOO|0001

192 168 0 1

192.168.0.1
7-7 IPv4 it eg S 5wk ik

IP Hhdik 2 Fir Aol 3 1 4 A SR 053, =2 RN EEAS TP Mk #5635 %5 W 1
HRy: WIS HEEFN EALHOIE . X 28 H b B SR AR IR & % BT IE L B R 3™, T
PLHBSE W AR VRX AN P28 H () 2 AR B o SRR E FE 58 TP Mk W0 70 J8 1 X 4% B
FH EHLEIRI 5318 5 HAME— o IR SEPR A 55— 44 N 28 HERY (network mask)
IS SR 1), AR E RSN MRS (subnet mask) .

EE ERPBF, B ERAI2E) 1P duit, P2 RATZKIAZLE IPv4 Wi, KRATK
550 B3R IPV6, € agbib A B — AN, 8T RFIR 3] IPv6 Hudk, 3K
M HRLBH H AR E k.

0 28 $AE AL FH R AR TP ik rp FE SR — 3 20 i X 2% bk i R — & 4 T
Btttk PZSHERS R 32 A0, IF HNEKHERDAE A 1 0o #02 M2 kb, T
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PR 0 IR WIAR RS AL o

AL IP Huhk 10.10.1.22 R, FH kA 00001010 00001010
00000001 00010110 9 T BEMS X 23t 1P Huhik (R4 — 8645, FRA 14 X 28 i )37
FHEE. R, AT M Z 11111111 11111111 00000000
00000000, X ZHE 1P Hihkf AT — (10.10 5 00001010 00001010) &M%
bk, T2 (1.22 8% 00000001 00010110) FRIRF XML EFENL, G0
K 7-8 Al

10.10.1.22 = 00001010 00001010 00000001 00010110

| | | |  —= 10.10.1.22
——

H—J
255.255.00 = 11111111 11111111 00000000 00000000 N TC g
Y Y
PGt MLt

7-8 W& 2 T 1P Hodk b pudE 15 64 4
Wk 7-8 s, WESHERD AT LS B 0 DU T . EEan 28 4as 11111111
11111111 00000000 00000000 A] LL#% 5 A% 255.255.0.0.

NTETEAS WL, TP Hbuhik AN 28 FE AL IE 288 5 e A Bk R] £ % (Classless
Inter-Domain Routing, CIDR) fJJE. fEIXNEXT, —AN5880 1P Hulik 51
SR —ANERAT (D, BT A AR B 7 RN 23 A £ . 234k, 1P
Hihk 10.10.1.22 04 69 255.255.0.0, fE CIDR #Fonik T wb< k5 g
10.10.1.22/16 HIE

2. 1Pv4

P IP HuhEATH (1) 1P Huhb &R 2 1Pv4 Eidim H Sk A i) 8 B2 B 40, (HRR 13X
PN IE 2 4, Eoin 6 B T A A HA B RS B TP Sk LEIRATTNI NI A 4t 1
ARP FEBEE G L. XHPAY TRZHSHMIEE, DME IP Prl et
TAE.

' 7-9 fion, IPva B E FHIRLA 7B

KRZASS (Version): IP fir{d BRI RRAS

BE4CE (Header Length): 1P KIK .,

RR$ZE8 (Type of Service): IR ENAIIRS HBINFENL, K tHAs
R R TR R AR S HE T

S 1KE (Total Length): 1P Sk 5% 5 K& .

HTE MEBEHY 127
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EHMDSA (Pva)
WAL | /\ 48 0 1 2 3
gl f 0-3 4-7 8-15 16-18 | 19-23 24-31
o | o | mas |#mkE e RKE
4 | 32 R R 2 H i
8 | o4 15518 il R
12 96 TRIPHEE
16 128 B #9IPHht
20 160 priAd
24+ | 192+ BiR

B 7-9 1Pv4 4 4B L4
FRIAF (Identification): —/MIE—IBRIRECT, FIARIAH — AR B k%
oy B B RTIR T
FRIR (Flags): FRPRR— MR GE S E —H 0 F R e — 0.

5 B {m# (Fragment Offset): — /M2 — 70, XA RHEH S
M52 P SR B 0 DA I A P T 2 22

7FiERTE (Time to Live): FIRE CEHECWHIZEFN], DLA B %1
BEE AL B AT A
i (Protocol):  FHRIR AL KcHe B 7 51 op b J2= W CHc 28 2

HERRIIEFN (Header Checksum): — M iRA ALK, FHRAHIA 1P LN
A AR B E M.

iB IP thiit (Source IP Address): & M EdE AL AR IP Hudik,

HAY IP it (Destination IP Address): Z3E 5 1HLE 1P Hudik .

IEIN (Options): {REAVEISMNG IP LT, & /EL & 35 Y5k % i AT 8] B —
L3 01

HiE (Data): {HH] IP A& 1 S2brEdE

3. AFUGIsHRE]

G E] (TTL) A2 T 78 Gl £ 35 2 ol ITRe & I I (], il
e 2 MR KBS H . TTL e B g B st 24 X, 1 HIs w75
R RAE— /N B 28 I 1. 286K 10, S — A8 L A7 v B a2 2,

128 Wireshark #iEE 232k (3 3 MDD
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2 ERIEE — A S E i, o TTL 28808 1, FFsR a5 AN .
AR B 28 TTL WOy 0, I XA Hol B 1 e 2 H AR IS R
zZp, MARM IR OHMPETE, Wl 7-10 s 1T TTL FEAESAR Lk
FEFE T, PR — AR AT S AT RES S TTL BOE AL 1, H
HHFEIT, FATEZRT AN —A B i R L HE LT Aok TTL AR 1.

=5—0

B 7-10 #E ety TTL EHRZ L/ b F e aTEms

J9tt 4 TTL WA 20X FEE 222 JRATIEH A OGO ) — N B a0 ) A= A7 F
R NIEHTAE B (T8 2 B TR . (22 2% 18 2 — N0 A8 20 i Fp
RI\E—GFNFELLH RS, ARXNMEERAR KL B, Bl R
WAE R E M Ay, R R BIARAL B EE . EXFHELT, XA
PR EHAS T RE 2R 2 Ff,  Hoh — st R M EUE ek n — AN, T A — A
HEAEIA o

WMRFARWES =, BRI FESEIA 25 R &M, — Bkl e
ZFH—NMEFEEMEERER A e b, FFER S 2 IR
TR AEAE 2% b o EHE 0 n] BE 2 75 2% HH 2% < [ Fp SR 0E 30 . Bl G T PR 508 A
3%, Mg a2, BREARS (DoS) MG HIEL. 1P
SKHH TTL 8082 8 797 1k H X AN LR 1 )

1A TE — T Wireshark H1 (1) 52451 . S ip_ttl_source.pcap £ 75 % P> ICMP
iR, ICMP (GRATSEREREZJGENAAERD FIH P G dEa, AT LIS
It 7 Packet Details MR I 1P SkIX BeE 2] (LK 7-11).

YRATLAE B 1P [IRRAS 54 4, TP Sk A& 20 719, 1 AN qny 1) A K
2 60 7, JHH TTL HIE 2 128.

ICMP ping )32 H (52 M5 & 2 (B8 [E - 2\ — & EMURA 5 —
AFEHENIER, GRS B I EIEE A SR [ XA S, —

]

)

)

(R

HETE MEBEHNL 129
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& 1P Hikik A 10.10.0.3 IR E—A ICMP 53R & [\ 7 Hitk A 192.168.0.128 1)
Bt ARG TSR EVREENL 10.10.0.3 _EHEIEER .

M Wireshark - Packet 1. ip_ttl_source - (] X

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (00:25:b3:bf:91:ee), Dst: Cisco-Li_66:71:95 (80:21:29:66:71:95)
Vv Internet Protocol Version 4, Src: 10.10.8.3, Dst: 192.168.0.128
0100 .... = Version: 4 @
. 8181 = Header Length: 20 bytes @
> pifferentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 68 ©
Identification: @x728d (29325)
> Flags: @xee
Fragment offset: @
Time to live: 128 @
Protocol: ICMP (1)
Header checksum: @x880@ [validation disabled]
Source: 10.10.0.3 @
Destination: 192.168.8.128 @
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
> Internet Control Message Protocol

No.: 1 - Time: 0.000000 - Source: 10.10.0.3 - Destination: 192.168.0.128 - Protocol: ICMP - Length: 74 - Info: Echo (ping) request id=0x0001, seq=37/9472, tti=128 (reply in 2)

o ]

7-11 REAE Y IP K

BAEFTHFSCAE ip_ttl destpeap. TEXANSCHRH, HdELEHENL 192.168.0.128
A BRI IR . RIF XA IR A — AR A 1P Sk, SkRieAEEM TTL EH (W
K 7-12).

M Wireshark - Packet 1 - ip_ttl_dest - m} x

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: Cisco-Li 66:71:94 (©0:21:29:66:71:94), Dst: Dell c@:56:T@ (80:21:70:c0:56:T0)
Vv Internet Protocol Version 4, Src: 10.10.9.3, Dst: 192.168.0.128
@100 .... = Version: 4
. 8101 = Header Length: 2@ bytes
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 6@
Identification: @x728d (29325)
> Flags: @x@e
Fragment offset: @
Time to live: 127 @
Protocol: ICMP (1)
> Header checksum: @xfdfe [validation disabled]
Source: 10.108.8.3
Destination: 192.168.0.128
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
> Internet Control Message Protocol

No.: 1 - Time: 0.000000 - Source: 10.10.0.3 - Destination: 192.168.0.128 - Protocol: IC... - Length: 74 - Info: Echo (ping) request id=0x0001, seq=37/9472, tti=127 {reply in

B 7-12 1P K& &A TTL 248 1 7
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==
N
=

YRA] LA Z0VE 2 3] TTL WEAS N T 127, ERJEZER) TTL b 7 1. BifdR
BB gE R, BRATHEAT DLANEIX I G R &2l — Sl asETn, FHE
X & 2 A2 20K TTL {E 1.

4. 1Pl

IR o — N EARR A AN B B TP TR L R A [ 25 Y
0 285 IS R SE AR A I — AN RR

— AR R BT 2 EEREEE R PRI A B B oK AR T
(maximum transmission unit, MTU) K/, DLAAE FHIXEEEE 2 2 W3 ) 15 & i
BIG0L. EZHIHOT, 5 2 JZPrHMEERE S 02 UK . DUK M ER
WA MTU 52 1500, 5t 15 LUK R (1 2% b T B A% 4 (1 55 KR SR/ 1500
B OGFAEFE 14 FATH LUK MK A S D

BARGEENAEN MTU R Z, (22 —A %44 MTU @& Tl F Tk,
MTU £ F# o 7% 26, LT AL Windows & Linux 2 % L1568, &
VAU 34 B0 R d _EAS K

B HER AR — A 1P AR, e S B AN BRI, B
JoOR BRI AN B 1 22 45 2 1 MTU, B DA 2 1 /5 201X /N e
IR WREHR RN T MTU, AKX ER U =40 o #— 8k
(EVARCE IR Ilip

(1) BN ERE 73 A TR T R AT e AR .

(2) BA P KA KE TR E NG5 R BB .

(3) BT wJa— N AR ash, 20 FTA o  BOE AL bR AL AR AR
WA 1,

(4) 1P k43 B o (93 o e 2 4 s

(5) HEap Rk 2.

A4 ip_frag_source.pcap A= MMHEHY 10.10.0.3 FITHFEHL ERIRTRE . ©
] —ANHhE R 192.168.0.128 )% £ & 1% ping 153K . &, £ ICMP (ping) i
R JG, Packet List AR 1 Info ZIHF1H T AN 70 B TP R 64 .

SRR 1 P Sk (LK 7-13).

HTE MEEHINL 131
B4bitXKensuke(18319066421) = {SEELRIY



M Wireshark - Packet 1 - ip_frag_source - m} X

> Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
> Ethernet II, Src: HewlettP_bf:9l:ee (@@:25:b3:bf:91:ee), Dst: Cisco-Li_66:71:95 (80:21:29:66:71:95)
Vv Internet Protocol Version 4, Src: 10.10.0.3, Dst: 192.168.09.128
81008 .... = Version: 4
.. @101 = Header Length: 20 bytes
Differentiated Services Field: @x@@ (DSCP: (S@, ECN: Not-ECT)
Total Length: 15ee
Identification: @x7474 (29812)
Flags: @x81 (More Fragments)
0... .... = Reserved bit: Not set
.@.. .... = Don't fragment: Not set
..1. .... = More fragments: Set @
Fragment offset: @ @
Time to live: 128
Protocol: ICMP (1)
Header checksum: @x8@@00 [validation disabled]
Source: 10.10.0.3
Destination: 192.168.0.128
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
bled IPv4 in frame: 3
> Data (1480 bytes)

<

No.: 1 - Time: 0.000000 - Source: 10.10.0.3 - Destination: 192.168.0.128 - Protocol: IR.. 1514 - Info: Fragmented 1P protocol (proto=ICMP 1, off=0, ID=7474) [Reassembled in

[om ] o

B 7-13 &2 5k An h ARBIET AR RAA 5k 438

HRAE T 2 53 FoF oy ARSI, AR mT AW e 1N 0 2 3 i B B —38 40
W R AR A TR — KT 0 M A mts, s e T 240 A IR &AL, 16
FH-MERE, B2 A PREMPRE, BWRE B S NIRRT )
T AR 4r FREEAE BER 0, BME IX MR AR — RE AR s — A

BOABIEER P sk (LK 7-14), FRASE T 240 ks &L, (=
TEIX B0y FrmAS HE 2 1480, X BB &K 1500 7971 MTU, 82T IP 3k
1720 F75.

Wireshark - Packet 2 - ip_frag_source - o b4
p_frag

> Frame 2: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (@@:25:b3:bf:91:ee), Dst: Cisco-Li_66:71:95 (80:21:29:66:71:95)
Vv Internet Protocol Version 4, Src: 10.10.0.3, Dst: 192.168.0.128
0100 .... = Version: 4
.. @101 = Header Length: 20 bytes
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1500
Identification: @x7474 (29812)
Flags: @x@1 (More Fragments)
@... .... = Reserved bit: Not set
.0.. .. = Don't fragment: Not set
..1. .... = More fragments: Set @
Fragment offset: 1488
Time to live: 128
Protocol: ICMP (1)
Header checksum: @x0000 [validation disabled]
Source: 10.10.9.3
Destination: 192.168.0.128
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Reassembled IPv4 in frame: 3
> Data (1480 bytes)

<

No.: 2 » Time: 0.000010 - Source: 10.10.0.3 - Destination: 192.168.0.128  Protocol: IPv4 ... 1514 « Info: Fragmented 1P, ICMP 1, off=1480, ID=7474), ]

e |

7-14 5 R AR B AESARIE SRR @ o Ko fmdg X
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7.2.2

AR LA 7-15), FFRAREEZ 0 FbrEhL, Wl EwmwE e
PRC BRI — N e IR H I AR s E Y 2960, MElR
1480+ (1500-20) 45 R, X853 7w AHEA Iy 7] — Nl 2 51 i —#B 2)

PN EATIHE TP Sk BOBR R = B 4 A AR [R] RO AEL

Wireshark - Packet 3 « ip_frag_source
A p_frag

> Frame 3: 582 bytes on wire (4656 bits), 582 bytes captured (4656 bits)

v Internet Protocol Version 4, Src: 10.10.0.3, Dst: 192.168.09.128
@109 .... = Version: 4
.. 8101 = Header Length: 2@ bytes
> Differentiated Services Field: @x8@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 568
Identification: @x7474 (29812) @
v Flags: @xee
Q... .an = Reserved bit: Not set
.@.. .... = Don't fragment: Not set
..@. .... = More fragments: Not set @
Fragment offset: 2960 @
Time to live: 128
Protocol: ICMP (1)
> Header checksum: @x288@ [validation disabled]
Source: 108.18.0.3
Destination: 192.168.0.128
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
> [3 IPv4 Fragments (3508 bytes): #1(1480), #2(1488), #3(548)]
> Internet Control Message Protocol

> Ethernet II, Src: HewlettP_bf:91:ee (@@:25:b3:bf:91:ee), Dst: Cisco-Li_66:71:95 (@0:21:29:66:71:95)

No.: 3 - Time: 0.000013 - Source: 10.10.0.3 - Destination: 192.168.0.128 + Protocol: ICMP « Length: 582 « Info: Echo (ping) request id=0x0001, seq=57/14592. tri=128 (reply in

B 7-15 EKAKELSZ A FIEETREZRRTE — a0k

BIRMZE L A BAE AR I, HRA8dEE Aoy 28R
1, R IE B EATR, ARELAT CLS W iR U AR B R B

6 IPv6

i) 1Pv4 FIERT, BATHSLIARNES Kig&h 2 /DA EE 2 BB
W. IPv4 [ KIS AU RV 4.3 A0k . (H SERR b9 245 5k 3k 1)
g, Eetnilhl . R bk, RFC1918 A Wb hESS, S2BR] A A ik
TR IA R . RE S T — R 4ELE [Pv4 HhEFER i, A RiX — )

[RIME— @il A ZER T TP RV FRDHT A -

T2, IPv6 I — AN A——RFC 2460 T 1998 fE R A, iX—hdRft 7 —
ik e E NGt A E ORI as e . R /N, IRATE 2] TPv6 R

ARG E A [F] AT R I8 5 3

B4bitXKensuke(18319066421) = {SEELRIY
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1. IPv6 Hihl:

IPv4 HhEHE R PR TE 32 £, IXEIREIZK L KRRt g thht 25 8] . 1Pv6
HobbA 128 £, T CABRAE 2 /) 128 IR J7 bk 2 18] (A2 e e ) iX—
T2 —+43 n] A

KA IPv6 Hitiks& 128 A7 [T, AT LA bR R R T . ERZHE
BN, IPv6 itk 8 4H 2 AT -FoNidt g R R, AR ST 2505
B 1, —A 1Pve Hibkpi g ix it

1111:aaaa:2222:bbbb:3333:cccc:4444:dddd

R4 1Pv6 bk, AR A AR AT BE SRR L8 ST T-9242 1Pv4 bk i A —
F: IPve il F R RA AT RE 10 T . 112 3 U S bk 2 (8] A 2480

AN IPv6 Hibb It — ARt — 25 0 AL AT I IE . bhin, 58D
T IPv6 Huuhl:

1111:0000:2222:0000: 3333 : 4444 : 5555 6666

PRAT DL g s e 4 0 0 —N, 1k 0 AR, BB IR
1111::2222:0000:3333: 4444 : 5555 : 6666

SR, AR— X KBRS —/MEN 0 f94L, BT LA R I kb2 300 -
1111::2222: :3333:4444:5555: 6666

A — M A TR 1Pve Mk BT B 1 0 AR G d . 25 8T X Mol
T, A, FSA. B 6 HATHEF 0:
1111:0000:2222:0333:0044:0005: FFFF: FFFF

PRAT LA T )7 2 A Ao R s ik
1111::2222:333:44:5: ffff: ffff

AR IPv4 IR 5, H SRS G BE A R bk B A BEAS 22

—> 1Pv6 Huhik oy W ZE o R HLE 7, A RO R 4% (network
prefix) FI4ZFRIAFT (interface identifier). XX PN/ FEHIE b1 73 A BT
IPv6 HIIEAERAL. IPv6 IEAEA 3 Fi2Rl: HHE (unicast). fE#% (anycast) 1%
# (multicast) . ERZHIGHLT, (RN ZBBIAHIERE 2 AR5, et
B ) — DR S — DN HIEAE . BRIR A HE R IPve 4%
Kl 7-16 AR .
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#MEg

A
fe80:0000:0000:0000:7a3 1:c1ff:fecb:b256
H(_J 1N J

N
EIEz EOFRIRTT

7-16  F35KIbiE B0 [Pv6 Huhk b 20 A 3R 5

E [ — P28 T AL — N 1585 75 22 H BRI E e bl . — /N A HE 2
HEFIRT 10 M E S B A 1111111010, S5 54 A B R 0. T LA,
YARE B — NIRRT B2 £e80:0000:0000:0000 i, REE AT LA X /& —
A A HE L .

AHERE IPve HUMER) 5 —2F 24 0 ID 34y, ERM T ML b iE——
AT A ELURMIH, XRFET MAC Hihb ik . 281, MAC il Hf
48 Ao BHE 64 LA, MAC Hubk S e U] i+, N
SRJEE Oxfiffe 7EM AR S /EHMD P b, AR — A — A~
MR, RS, RS 7 Bl i 7a31:clfffecb:b256
AIREME A, (HIEHERE 7-17 B0 ID. R4 MACH:E MACHzE

ft] MAC HitiE2 78:31:cl:cb:b2:56. 7 Oxfffe sepity P FH) (F+8)
Flrp(a], SRJEIEM L 8 R T a. 7-17 #1u ID & MAC
Motk Ao AL Mk

IPv6 Hulib#%n] DL CIDR fidik®ox, 5 IPv4
b FEICVEAL . (EEAEI R, 64 A [ HEZS (R BE R R A — AN A L e

t€80:0000:0000:0000: /64

MR EAE AW _EAERRES, 1Pve Hidik 2 s R AL (LK 7-18). 4
il I A A, 4 Jm SRl R i 3 A2 BEE Y 001, TNk 45 £i7 4 J) i i i 4%
RARIR . 4R i R AT 48 LR 7 70 ALY (TANAD 70 fiE, &) AME— bz
R ANHGHAE R, 32 TR 16 A2 7K ID, ERBLADRRI i, 28
AT IPv4 HAE T RIFERS . )5 64 MR SMERD ID, SR AHE s
ko B ETHT SN T 1D AT DR HE KN A AR AR A

W]%Eﬁéﬁ
2001:4860:4860:0000:7a31:c1ff:fecb:b256
\ . ~ J W_J\ v J

B EES RIS FMID EOFRS

7-18 45 IPv6 453k 64 20 5% 3% 5

' CIDR——JE2R I8 H] % H1, Classless Inter-Domain Routing. ——1&#7E
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FE MALTE £ R 4 1Pv4 F= IPv6 HuiEZARE 54y, (2R AF TR 425 R E
HARAR L, 4o RARE B4 Z —A IPv6 Hodb, phdo—ub TR Y B fadr AT
TR 5 B RARAE AT e b 55, K AU[1111::2222:333:44:5:1Tff], XA
8F R ERA XAV, Ad 5| i 69 19 223k % IPv6 695 T # AEF L&

2. IPv6 fusit

IPV6 [FHRSGAE S L BB N B4 B SR8 2 ikt . H3F 1k
BRI — N KMER BT, TPv6 HRSKIAE#E B 2 7E 40 =45 FAMOIE TS
JEHCLRTI . XA A, K2 B0 e R R B A R T AR 40
FAHHHR k.

WK 7-19 Fizs, IPv6 3k N LU R #5

BB EE 6 (IPv6)
RFBAL | )\ far4H 0 1 2 3
J\IeR| 0-3 4-7 8-11 12-15 16-23 24-31
0 0 ¥:NE) mEMRER RARE
4 32 BEKE T—8#kk BREG PRI
8 64
12 96
iRt
16 128
20 160
24 192
28 224
B 9sthit
32 256
36 288

B 7-19 1Pv6 &L4:4
FRAS: 1P Bl kA (XL IPv6 fHKIZESZ 6).
MEMRER: HT QoS URFKHE) HIX et Mk /e gixT .
TRREE: VR SRAR R F] — AN R OL, X AN 4330 A FH/E QoS 3
Tk AR SCR B TR — B AR I [ — At
BETKE: £UZ IPve WL E AT, BEY L,
T—8Rk: ETFBAREHIRLGENE 4 SO, &%
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BT IPva RS P B

BRETBR®I - 52 LT — MRS A, B AT 1Pva ki TTL,
FERFRBEOR 1, 127 BOA R 0 A2 R37.

AR FRIRIZARCCRIORIE TP

B Ayttt FRiRazaR S H TP Hudk.

WAEALFRATEIE hetp_ip4and6.pcapng K LLEL IPv4 1 IPv6 $) 3L 2 ] AN [E]
FEIR AR SCAF B, —> Web IR 3545 4E [F — &Y EHL_E R T 1Pv4 A TPv6
R — RIS B A IPv4 F1 IPv6 Hiuhik (12 7 i 43 ) sk B 45 FH A bt k3] 50 e 55
FRHAE A curl MA@ HTTP F#K index.php TUH (LKL 7-20).

/AN
= /88 RN
L

NP
AN\ .
/AR =

=i WebBk %525

| 172.16.16.140 | | HTTP GET /index.php > | 172.16.16.139 |
| 2001:db8:1:2::1002 | | HTTP GET /index.php > | 2001:db8:1:2::1000 |

7-20 AARE M AL A E) IP A GG 44

BIATFT IR HIR AT, ARNZRES AR SR SR AN H IR 5
o HE AN R R T2, A1 53] 10 SHEIRERRTE IPv4 i
(stream 0), M 11 T F] 20 ‘FHIEHECLRIZ IPv6 it (stream 1), FRATLUHIL 2%
T T AR S I8 R B AE I JE SR AN tep.stream==0 BX, tcp.stream==1.

BATHAELR 8 IR T A THEHM T HTTP Ppidle 7EARBIH, RILFE
= 2 4 Web 0 TUAN GO s BN 2 28 . X T~ TCP & FE 2 —FF
(17, ERATHIRFF—SBUHASZ 1P AR . 32 0 B 56 M — MBI 1 1 7
BIR IPv4 Fl IPv6 TEDIREAT A A AT X, (H 2 A Z R P A 2 520

B 7-21 $RE T EIR A 1 S5 11 SHxt . EATEE SRR, RIS
& I P i R A R 45 i FH R GG 2315 () TCP SYN Lo Edfi i S LK AT TCP
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JRHAR—FE. SR, 1P R SEEAA,

M Wireshark - Packet 1. http_ip4and6 — O X

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: Vmware_d3:46:dd (@@:8c:29:d3:46:dd), Dst: Vmware_1f:a7:55 (@@:0c:29:1f:a7:55)
v Internet Protocol Version 4, Src: 172.16.16.140, Dst: 172.16.16.139
9100 .... = Version: 4
+... 0101 = Header Length: 2@ bytes
Vv Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
@000 00.. = Differentiated Services Codepoint: Default (@)
v... ..88 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
@ Total Length: 6@
Identification: @xfadf (64223)
v Flags: @x82 (Don't Fragment)
@ 9... ....=Reserved bit: Not set
.1.. .... = Don't fragment: Set
..@. .... = More fragments: Not set
Fragment offset: @
@ Time to live: 64
@ Protocol: TCP (6)
@ v Header checksum: @xc6a4 [validation disabled]
[Good: False]
[Bad: False]
Source: 172.16.16.148
(6] Destination: 172.16.16.139
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

No.: 1 * Time: 0.000000 - Source: 172.16.16.140 - Destination: 172.16.16.139 ... [SYN] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PERM=1 T5val=417031 TSecr=0 W

M Wireshark . Packet 11 - hitp_ip4andsé — m} X

> Frame 11: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
> Ethernet II, Src: Vmware_d3:46:dd (@0:0c:29:d3:46:dd), Dst: Vmware_1f:a7:55 (@@:@0c:29:1f:a7:55)

v Internet Protocol Version 6, Src: 2001:db8:1:2::1002, Dst: 2001:db8:1:2::1000
8118 .... = Version: 6
vV .... @000 0000 .... .... .... .... .... = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)
.... @O0 @O.. .... .... .... .... .... = Differentiated Services Codepoint: Default (@)
weee eee. 2280 L... ... ..., .... .... = Explicit Congestion Notification: Not ECN-Capabl..

tiie eee. .... DDDO ODOO 0OOO DODD GGOO = Flowlabel: Ox00060000
@ Payload length: 4@
@ Next header: TCP (6)
@ tHop limit: 64
fio) Source: 28@1:db8:1:2::1002
Destination: 2001:db8:1:2::1000
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

No.: 11 - Time: 4.999280 - Source: 2001:058:1:2::1002 - Destination: 2001:db8.. [SYN] Seq=0 Win=28500 Len=0 M55=1440 SACK_PERM=1 T5val=418281 TSecr=0 W

7-21 FEHAIR IR FTET IPvA /L () A= IPv6 L (T ) X eyttt

o JEIP FIHK IP AU A —FE.
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o IPv4 ARSI 60 5, KNESE 74 T, AL IPv4 LA 14 T
ARk o IPv6 R SCEIE 96 5777, A4E—A 40 751 IPve #ifar. 7
> 40 FATEY TPV KA 14 FATHI LUK IR Sk o IPv6 Jy 143 KA Hhhk
TR R SR N 40 7757, 2 20 T IPvA kI 2 5.

o IPv4 il “YMX” FBORHE T — 2R PMLSER, T IPve il “ N —fk
K7 B (WA DUARIR WA R KD .

e IPv4 H TTL{H, 1M IPv6 15 F B PR il >k SEEUAH [F] T BE o
o IPv4 WEHRLARIAUE, 1 IPv6 A -

o W IPVA SRSCEA W T, ERVAEE B EIXEERTE. IPve At
REER, PUOYIRA & E Sk sl

HE IPv4 JiL A TPV it 5 21— FL A RS D) B RS2 I W B A X )
YLD

3. ZB)EiERHA ARP

FEZRITTIRANFISRAL RN, FFIH T 5k 24k AERRARAT U k. IPvo
SRR, PO 3R ORI L] . DA%, BrblE:
WL A A TR ARP PRSOGAE . 84, IPve B e /B4 AR I INE ?

BRI RT —/NIYEATJE1E K (neighbor solicitation) FFMHFME, & FlH
ICMP6 (AFE N =210 K TAE, 248EKIIHL (NDP) 1—IiY)
e, BESEMUXITAE, ICMP6 {2 4. ZiFEait(s BRINfLIEL —4 H M
ik, RATRE T BRI ENA SRR R . 2B ER A,
REATHE B AR TP Z5[8] (ff00::/8) .

R Rk fE AT I AR T — A RS, B SRS A 1 2 i R/l
SRR i, ARIRAMRE Mg s, XA s — A 1Pve Hidik 2
2001:db8:1:2::1003 [ FEHUAEEFR 75—k >y 2001:db8:1:2::1000 F) FEHLIELE
ALl IPv4, RUONTEIR— M4 T IBME, YR 2B HITE H 80 55 8% = 1) MAC
bk, XA FRWE 7-22 s

EXALFEF, EHL 2001:db8:1:2::1003 i it £ & k% — 4R JEE R
(ICMPv6 135 2580 RCHE—NERS L&, i 7-23 fis, ERIE:
“IP Hhhik /& 2001:db8:1:2::1000 K%M MAC bk 244 ? K MAC Hhlk2
00:0C:29:2£:80:31.,”
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o

MRS

ICMPv6 4BREiE K (Type 135) 2001:db8:1:2::1001
00:0c:29:1F:22:a1

ﬁlﬁ\
/AR

ICMPVO4REIESK (Type 135) > )

2001:db8:1:2::1003
00:0c:29:2f:80:31

ICMPv64RRE i #5 (Type 136) ——————— \\A\Lt%

o

Webhk 55235
2001:db8:1:2::1000
ICMPv64SRIEIE K (Type 135) 00:0¢:29:1F:a7:55

HB{AR 35 2%

2001:db8:1:2::1002
00:0c:29:fe:ea:1e

B

o

B 7-22 4R AR B iE K R Mo bk R AT

A XA 1P Hubk B & S UEIXANE B, F AT EIE S (ICMPv6 136 27D
BEJEEHL, [BIEE: “mE! FRMEHLER 2001:db8:1:2::1000, FHILA MAC
Hudik /& 00:0c:29:1f:a7:55. 7 — HIXZ60H B 7 aie®),  AA@ 5 A T .

YRAT LATESHIRSCAE icmpv6_neighbor_ solicitation.pcapng BEFIXNEFE. 3R
R B P AL S A T HX MBI T+ 2001:db8:1:2::1003 AEEE 5 2001:db8:1:2::1000
G BAVEEE—MEIEEEIR 407 5 1T ICMPv6 #55. F-ATAT LA X
#& ICMP 135 287440, I H i1 2001:db8:1:2::1003 & ATEZ4E bk £02::1:00:1000.
RS T AR ERA TS 10 B A% IPve Huhl, JEERMEE H O — 21 MAC Hiik.

X% AR JE 18 SR ] 5] DAAE X AN RSO B 58 AN EeR b 3 2. E8E
ALY & 1 REIF ICMPv6 #5r (ILIE 7-24), BIRXZ& ICMP 136 KA, |
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2001:db8:1:2::1000 [E15E & 2001:db8:1:2::1003, I H A5 2001:db8:1:2::1000 K]
MAC Hiuti: 00:0¢:29:1f:a7:55.

M Wireshark - Packet 1. icmpv6_neighbor_solicitation rUAAHT m X

> Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
> Ethernet II, Src: Vmware_2f:80:31 (00:0c:29:2 :31), Dst: IPvemcast_ff:00:10:00 (33:33:1f:00:10:00)

Vv Internet Protocol Version 6, Src: 2001:db8:1:2::1883, Dst: ff@2::1:ffee:1000
9118 .... = Version: 6
7 .... 0000 0000 .. = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)

............ = Flowlabel: @x20000000
Payload length: 32
Next header: ICMPv6 (58)
Hop limit: 255
) Source: 2801:db8:1:2::1003
Destination: ff@2::1:ffee:1000
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Internet Control Message Protocol v6
Type: Neighbor Solicitation (135) @
Code: @
Checksum: @x44b7 [correct]
Reserved: 00000000
Target Address: 2081:db8:1:2::1080 @
v ICMPv6 Option (Source link-layer address : ©@:8c:29:2f:808:31)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-layer address: Vmware_2f:30:31 (8@:0c:29:2f:80:31) @

No.: 1 - Time: 0.000000 - Source: - i * Pro...vé - Length: 86 - Info: Neighbor Solicitation for 2001:668:1:2::1000 from 00:0c:29:25:80:3

Close Help

7-23 AR iR RIREL

M Wireshark - Packet 2 - icmpv6_neighbor_solicitation — a X

> Frame 2: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
> Ethernet II, Src: Vmware_1f:a7:55 (@@:0c:29:1f:a7:55), Dst: Vmware_2f:88:31 (0@:0c:29:2f:80:31)
Vv Internet Protocol Version 6, Src: 2001:db8:1:2::1000, Dst: 2081:db8:1:2::1003
911@ .... = Version: 6
> ... 0000 0000 .... .... .... = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)
sies aaas .... 0000 0000 00OO QDGO Q0G0 = Flowlabel: @x00000000
Payload length: 32
Next header: ICMPv6 (58)
Hop limit: 255
Source: 2001:db8:1:2::1000
Destination: 20@1:db8:1:2::1003
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Vv Internet Control Message Protocol v6
Type: Neighbor Advertisement (136) @
Code: @
Checksum: @x8beb [correct]
Vv Flags: @x60000000

o

.. = Router: Not set
. = Solicited: Set
eees eaes “ees ssee aese aaas «... = Override: Set
...0 000 00RO 000G 0000 @000 @00 = Reserved: @
Target Address: 2001:db8:1:2::1000
vV ICMPv6 Option (Target link-layer address : @@:8c:29:1f:a7:55)
Type: Target link-layer address (2)
Length: 1 (8 bytes)
Link-layer address: Vmware_1f:a7:55 (@@:0c:29:1f:a7:55) @

No.: 2 - Time: 0.000267 - Source: - 2::10... Info: Neighbor (sl ovi) 5 at

7-24  —AAREB AR
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— HXA L FE5E A, 2001:db8:1:2::1003 AT 2001:db8:1:2::1000 Ht FF 45 1E
ICMP6 =i 7o #&KAT LA F echo iR echo [FIE R, X MEAE AR EIERAM
BHESE 2 A R AT RRTD T .

4. 1Pv6 5y )y

IPv4 ik W B 38, ORI OCRESS 7 iy MTU fHA
M. £ IPve BL, IRAHIEI fr, B UK — £ WA B & £ 1Pve ik
B —AMEH TPv6 i SCHY B AR ROIE Z AT & AT — A IUAE MTU SRR il 72,
RS RER IR RANER. — BRSNS TN —EM% MTU &K
HIRSC, BREHEHia ZEEANE, JFHRE—A “RICKK” #) ICMPv6
BEIREN WER E— R BCCR, WIR NSRRI S5, &2 ulxHoct
ok, WIGERIKIE. RO EE—HES, HEIREILW/ MTU 5
T AR HH T E (LB 7-25). Bl 82 7K0E A 2 5T ot
TR e PR & AT MEARE AR T A& MTU {5, JEXHRoCE

IRV
i @ @ [ /l/;ﬁ/é =\§:§\\\ )
1| ]
B BEEH R B EH AR WeblR %525
MTU 1500 MTU 1500 MTU 1400 MTU 1500

1500FFIMTUBIRYL ————

<—  |ICMPv6 R3TE K (2E12)
BHEMTUE 14008

y

B 7-25 IPv6 MTU %4245 %

W IPv6 L E WS REBR T (KN, AR A b s 43 o BESEI4)
JrUIRE, 2X1E IPv6 R Bl In—A 7 et Sk o VR 1E ipv6_fragments.pcapng
A R 3 IPv6 70 A IR &

TE R A BRI T 2% bb A 328 i 18 £ 1 MTU B /)N, FIT DAFE i 55 SO AF B 20 0 A
NE Y B AR, RFIREE— ICMP6 echo &SRR & . 58— AN EdE G 14
FrikSkwnEl 7-26 Fis o

8 TSR S T IPv4 oy i —FER R YL, Bilinoy s, EZ
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7r bR
A& E]
WARAh

v ARETBEE. IPve RafETRE I i g AE R S5 TN R e, i
BRSO XML EAA A, BERFRICRGEL D . 1A,
JEssk, Ma TR Sl SRRk, AR E AR

R — =L

M Wireshark - Packet 1. ipv6_fragments - m} X
> Frame 1: 1510 bytes on wire (12080 bits), 1510 bytes captured (12080 bits)
> Ethernet II, Src: Vmware_2f:80:31 (@@:0c:29:2f:80:31), Dst: Apple_cb:b2:56 (78:31:cl:ch:b2:56)
Vv Internet Protocol Version 6, Src: 2001:db8:1:2::1003, Dst: 2001:db8:1:2::1000
9110 .... = Version: 6
v 9000 9000 .... .... ... cee. oaaan = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)
0000 08.. .... ... ceee aenr a... - Differentiated Services Codepoint: Default (@)
.......... ©0 .... ... euee .v.. .... = Explicit Congestion Notification: Not ECN-Capable Transport (@)
............ 0000 0000 0000 0GEO 0000 = Flowlabel: ©x00000000
Payload length: 1456
Next header: Fragment Header for IPv6 (44) @)
Hop limit: 64
Source: 2001:db8:1:2::1003
Destination: 28@1:db8:1:2::1000
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Vv Fragment Header
Next header: ICMPv6 (58)
Reserved octet: @x0000
0000 0000 0000 0... = Offset: @ (@ bytes) @
. .00. = Reserved bits: @
.............. 1 = More Fragments: Yes ©
Identification: @xcde@@3l7 9
bled IPv6 in frame: 2
> Data (1448 bytes)
No.: 1 - Time: 0.000000 - Source: « Protocol: IPv6 - Length: 1510 - Info: IPvé fragment (off=0 more=y ident=0xde00817 nit=58)
e

& 7-26

5. IPv6 ¥4l

— A~ 1Pv6 o A Rk 36

IPv6 fig i T — AR S BLSC 0 IR, (B e BUAT ) 2% 224 P 7 (A 3 20

HAF R AR 218 . BRI IX PR 4, R — ﬂmuﬁmm
FFIPv4 [ & ol g BRE B 5 . fELL, BETE WA IPve =
SEY ), HAR AR T LA IPv4 SRR —FE .
75

PEEHEREIPR RS A —ABRIERE LS IPve i, ARk A
ﬁimTu%w%~
WA IPv4 ERET

FHBIEEHES: (EI%HEEEH AR 1Pve EHLZEIT 1Pv4 45 1) &

ﬁTuE&i
R HETE IPv4
ﬂ%ﬁ% LR 3 Fl

— I R 2% R
L IPv4 (2 o X FITERT LB MK H] 1Pve, R4

o

XFh TV FUVFAE 1Pv4 25 B B — S HF TPv6 1 EHL TG [ 4158 IPv6 X 4%,

FTE NEREMIL
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B A S E L IPve . XN IERTFA IPV6 b
B IPv4 4 IEAE .

BARAPARSFERNR T L, B T @R elIAEE, SREEIEE)E
Mo R RGN . XFE, ERFENBALLE CRaRMLER . N
BIEE T JUANE WL o

6tod4: 1Y IPv6 over IPv4, Xs&— A LLik IPv6 HIELLE TPv4 X 4% A% Sy
FIPML e Z M NEA A Akt el B B R AL B el B B th 2% . EALRIBS 2. ML
EEV IO &S

Teredo: 347F IPv4 4% fdi I NAT (ZGHbHEENTE) B, XASBRCERfE
IPv6 FAFEE (S IR 55 o 1% P AT TPv6 )% SC 325 31 UDP A& S b il B, B Jm B it IPv4
K Zs

ISATAP: XA O VFE Rl — 28 R A S HF IPv4 55 IPv6 1 EALAN
L El @ .

7.3 HIRMTERITE S B

H M H)7H B P (Internet Control Message Protocol, ICMP) s& TCP/IP
UG B — A ThRe VL, A TTERALAE TCP/IP ES ¥ RS DL i H 4%
ARG R . REENS BT THA LT HEHE ICMP 4 82640,
ICMP 7£ RFC792 H15E o

ICMP

ICMP 2 IP [—#05r HAKH 1P SRR 3T . ICMP S A/ HEAR Y i
e, Wkl 7-27 iR, ICMP Skl 7 BLF LA B

EEXMIEEIHS MY (ICMP)

WAL | J\ IR 0 1 2 3
J\IeR| 1 0-7 8-15 16-23 24-31
0 0 e i) ez FEER A
4+ 32+ AEFE

7-27 ICMP %
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ZA (Type): ICMP jH§ 25T RFC BTGB 552K,

83 (Code): ICMP 342 HT RFC Mm%,

FI&F1 (Checksum): FHSRARIE ICMP S AT £EHGE B A M ) 58 24k
AJ 248 (Variable): T 28R FIACHD IR A HE 23«

7.3.2 ICMP
EANRI A BT, ICMP #0560, 1K) 45 /) Bk T /1 Type AT Code 38 7 4B FIT & X
I %

PRAT LUCRE ICMP HSRAUSAE N B B 7028, 1T Code AN BRI 12K, %
B, Type SIIME Y 3 B RRE “ HARAATIE ", (H AR AME B AT HEA L LA
KRB, HEAEAAE Code HTHHRMIME Y 3, Ml “imIARE” i, /Rt
A DA X 8212 A2 Rk 2 AT 388 A5 P 1 S ) AL

7.3.3 Echo

ICMP AN ping T B ANEI. ping FHRA M — D& al &M, K
ZHUE BHEARL KAXT ping 1R 47

AT N ping <ip Hulik>, Hrf<ip sibl>#9 W2% Frg—
SCPR 1P Hudk, HEeT LA ping 7. WR BAR R AL, RITHENLE 2)E
H bR I8 2%, A B K 8 b =@ s s, IR e 8 A 2R ping i 41
i ]9

TR 7-28 B TH, AT 4 NIRRT R/ RTT A1 TTL [#00 RY
Windows IS &2 — MR 4E R, HIFRE 2 D8R RIE . BlEiE £k,
WERE(E R, &0 —%E B FIRIER

B Command Frompt — [m} x

& 7-28 £/ ping 44K T i 4R
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B LR, ping dr & RRRA —NEFERIE— DR, JRERRIE, D
€ e B AFEIER, W&l 7-29 R

= Echo/Pingi&k > -

Echo/Pinglia iz
/FEAEEER <: /FEREEER

729 ping 4R BEFY

FE B R ping & T IT ks R ), /24 30E T AT EAG KGR, €e9%

ﬁ‘%wt’fﬁ AAHIRET . RAEGIRS B KIGHMH TR & &R ICMP 45

. T FTRaURAFIG, BABEGIERTREEMLA ping R F) B

iiﬁb»%%'@iiﬂﬂ‘, A —H T A2 XAR SR TR TR R — 4

Fa B AR VA Fe— IR GEAZ A, 12 ping AR 4R IR ENEAT oA B 23k 4R
I

ping IhBEFE 2 bR 2 B ICMP GBS — MR B T . o
icmp_echo.pcap H' IR L2 & VRIRFEIZAT ping B ER AR AE T4

H—ANEIEA (LE 7-30) B8 FEHL 192.168.100.138 7E45 192.168.100.1 K&
EHEEA. YIREITFXNEEE AR ICMP X BN, Al & 5 R AL,
Flr ICMP R G R . XA T, HdREMREE 8, SR 0, Eik
HIX & — echo i 3K (Wireshark 2> 5 r /R BT s R B4R Fi 38 A4 = D .
X/ echo (ping) RN EEMET—F. K& —DREEN ICMP HHE A,
B IP Rk, BF TRADKEIE. BT iR, RIS, 1L
SH NP H S FRICECE SRR, 546, 78 ICMP 3 £ n] AR Sk A — e
BEL LA T4

*E echo #= ping 2% WA, {2ie4E, ping FIF ERZ—ANT B L F. ping
T EJF kK% ICMP ¢ echo 5 K 33E 6.

EANFHI S AN B AR TRATE R Am N L 7-31). XA EHE LR
ICMP [X B2 0, UHE2 0, %%/TLE—I echo M . FHF28 —/NEHR AL
FH)5 55— AN HILES, R TAT PLANIEIX AN echo M N ALY N 25 2 B/ B HBA™
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echo 1 RELHE A o XA N B HE B HP A 26 AV AR SR AR5 1) 32 A7 777 88—
IR AE . R85 /AN EUE A 192.168.100.138 IhEILEIZ )5, ping Bk & %
e

M Wireshark . Packet 1. icmp_echo - a X

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: CompalCo_b8:59:bl (@@:16:d4:b8:59:bl), Dst: CiscoInc_4b:c@:7f (00:12:80:4b:c@:7f)
> Internet Protocol Version 4, Src: 192.168.100.138, Dst: 192.165.100.10
Vv Internet Control Message Protocol
@ Type: 8 (Echo (ping) request)
@ Code: @
Checksum: @x145c [correct]
Identifier (BE): 1280 (@x0500)
Identifier (LE): 5 (@xeeas)
Sequence number (BE): 13312 (@x3408)
Sequence number (LE): 52 (@x8034)
Response frame: 2
v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e6T7087172737475767761. ..
[Length: 32]

No.: 1 - Time: 0.000000 - Source: 192.168.100.138 - Destination: 192.168.100.1 - Protocol: ICMP - Length: 74 - Info: Echo (ping) request id=0x0500, seq=13312/52, ttl=128 (reply it

[# 7-30 ICMP echo # K 435 &

M Wireshark - Packet 2 - icmp_echo - [m] X

> Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: CiscoInc_4b:c@:7f (80:12:80:4b:c@:7f), Dst: CompalCo_b8:59:bl (00:16:d4:b8:59:b1)
> Internet Protocol Version 4, Src: 192.168.1008.1, Dst: 192.168.100.138
v Internet Control Message Protocol
(1) Type: @ (Echo (ping) reply)
@ Code: @
Checksum: @xlc5c [correct]
Identifier (BE): 1280 (@x0500)
Identifier (LE): 5 (@x@2005)
Sequence number (BE): 13312 (@x3400)
Sequence number (LE): 52 (@x0034)
Request frame: 1
[Response time: ©.776 ms]
V¥ Data (32 bytes)
0 Data: 6162636465666768696a6b6c6d6e6T787172737475767761. ..
[Length: 32]

No.: 2 - Time: 0.000776 - Source: 192.168.100.1 - Destination: 192.168.100.138 - Protocol:... - Length: 74 - Info: Echo (ping) reply id=0x0500, seq=13312/52, trl=255 (request in 1)

7-31 ICMP echo & 8 453E &,

PRIE AT EME A ping BUEITORBE INE EHEIRTE,  IXAEAEARIAN ISR 1
RS, Al LASE IR Rl B 00 o IXAEA I B AT BN Fr KN R 28 2 F 2

= ICMP #) echo # RALH #) AT AT fe 25| AL EF 9344k, EH
TRAF XA AL, RIEMNZESHERGBRER%L. FAKEETHRS
FEXAR P AR E — R HIEAL, VEAR @ &R T,
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7.3.4

% FH PR ER DR F SRR — N 20 5 — AN A P B o AE— AT R 0 X 4%
by XAV EBE TR A AT — AN A, HE-NMEASE . (BEE RN,
KO e A BT A A SRR R A H . iR —1ER
HE 7 —AH s sebRig e, XFisE a1 mE 5,

WA ICMP (FE 1P $h U3 B, 2% ol BR B AT DA H 30040 60 1 B 42
Z5BK 1, A icmp_traceroute.pcap HHIEE — MR E, MBAVE L—THE
FH echo R (MKl 7-32) 1R,

M Wireshark . Packet 1. icmp_traceroute - O X

> Frame 1: 186 bytes on wire (848 bits), 186 bytes captured (848 bits)
> Ethernet II, Src: CompalCo_b8:59:bl (@@:16:d4:b8:59:bl), Dst: CiscoInc_4b:c@:7f (08:12:80:4b:c@8:7f)
v Internet Protocol Version 4, Src: 192.168.100.138, Dst: 4.2.2.10

v Internet Control Message Protocol

9108 .... = Version: 4
.. 8101 = Header Length: 2@ bytes
» Differentiated Services Field: @xee (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: exff51 (65361)
» Flags: oxoe
Fragment offset: @
> Time to live: 1 @
Protocol: ICMP (1)
> Header checksum: @x8fla [validation disabled]
Source: 192.168.108.138
Destination: 4.2.2.1
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

Type: 8 (Echo (ping) request) @
Code: @
Checksum: @xbaff [correct]
Identifier (BE): 1280 (@x@50@)
Identifier (LE): 5 (@x@@e5)
Sequence number (BE): 14336 (@x380@)
Sequence number (LE): 56 (@x8@38)

> [Ne response seen]

> Data (64 bytes)

No.: 1 - Time: 0.000000 - Source: 192.168.100.138 - Destination: 4.2.2.1 - Protocol: ICM...th: 106 - Info: Echo (fing) request id=0x0500, seq=14336/56, ttl=1 (o response found.

7-32 —/~TTL/&% 1 45 ICMP echo K445 &,

EEEK, XMBIREHE DI 192.168.100.138 F| 4.2.2.1 KIfii5# echo
iR, I H ICMP H [ — A0 #0 5 echo W REUE GAHR . (H2 4 EFXA
HAm AL IP Sk, ARAT DA BB — AR T . XAEERE TTL 38 T
1, W EWRE XN EIE O E BB — A% At hE Bis . B8 H etk
4221 Z—ANEBMHLE, FRATH SRR K S E R &2 2o —4
B ag, AT ANEIE AR S EEH . XX ERA TR N, RO
PRI IE 2 F7 BRI X B AR 58— AN S s
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B AR AR T A, AT H RIS AR EEE — AN AR R e
(iR, (UL 7-33). FEBIRARIL 192.168.100.1 X4, B0 TTL N
0, FTLVERNREGREtEs, TRIMEIR T ICMP MR . X ANEHE 2
ROZ 11, AR 0, W@ VFaRATH TEdR M TTL e R e,
I H AL

Wireshark . Packet 2 - icmp_traceroute - (] X
p.

» Frame 2: 78 bytes on wire (560 bits), 7@ bytes captured (56@ bits)
» Ethernet II, Src: CiscoInc_4b:c@:7f (©0:12:80:4b:c@:7f), Dst: CompalCo_b8:59:b1 (80:16:d4:b8:59:b1)
¥ Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.138
9100 .... = Version: 4
.. @181 = Header Length: 2@ bytes
> Differentiated Services Field: @xc@ (DSCP: CS6, ECN: Not-ECT)
Total Length: 56
Identification: @x491a (18714)
> Flags: 9x0@
Fragment offset: @
Time to live: 255
Protocol: ICMP (1)
> Header checksum: @x288e [validation disabled]
Source: 192.168.168.1
Destination: 192.168.100.138
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Internet Control Message Protocol
@ Type: 11 (Time-to-live exceeded)
@ Code: @ (Time to live exceeded in transit)
Checksum: @xfaff [correct]
© > Internet Protocol Version 4, Src: 192.168.106.138, Dst: 4.2.2.1
@ v 1nternet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @xbaff [in ICMP error packet]
Identifier (BE): 1280 (@x@50@)
Identifier (LE): 5 (@x@eas)
Sequence number (BE): 14336 (@x38e@)
Sequence number (LE): 56 (@x2838)

No.: 2 » Time: 0.000813 - Source: 192.168.100.1 * Destination: 192.168.100.138 - Protocol: ICMP - Length: 70 - Info: Time-to-live exceeded (Time to live exceaded in transit)

7-33 kAR EF —A B4 d B4 ICMP ) &

XA ICMP i A I A AEXCR L, BIOAIZAS ICMP (IS5 R AR5
1556 echo 15 3R TP SkAT ICMP Adfe ) AR o 3K A5 S AL B 7E R 5 AR A2 1 S
fEAEH A .

T ANBHREAT, XA RS TTL 85RO R I T Wik, &
XH, BT IP kM TTL B AT 2, NI ERIEIX AN Bds 62 E 4 % 5 a0 2
IRE RS B, URIE AT LA B SE — s B AH R ZR VG . AFRATTRT A ) —
FE, FRATAT — Bk 2% H 12 180.241.1 3 7 — A& FHE ICMP H AR 1A
AU TTL B w2 . XA TTL B3 1 (R FE, — B EREIEa8iE
H itk 4.2.2.1,
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ARV, B HERERE S AR B — DB A BEATIEAE AT Y A
H e i 1, il 7-34 fros.

ES Command Prompt - O *

7-34 34 IRIZI HE ARG ok

EE HAVX B PTiT0 6934 b 3R IE £ 2 K F Windows, B 4 RA € £1EH ICMP.
Linux L#g3% hsRIzE G e —uk, &8 T U 34734 by 3442 09 3R IZ,

735 ICMP 6 ICMPV6

FR Y TPv6 B H ICMP SRFEAT AR B 1 SR SR IR R, wt1% 2 BT~
JUABF AL . ICMPv6 B RFC4443 TS, B RRICHF IPve e, 1I8F H
ity — 5 A 18 5 A PR FRATTAS 2 B 22 isE ICMPv6, RN B fd AT ICMP
— PR SR

ICMPV6 7 30— B A N R R S B R 5 V8 2. /R A] DATE TANA L& 4L
AT FH ARSI A R %o S R ACHS

X— 2 FEERNE T EIEE AR S w A& RN A EER L.
ARP. IP Al ICMP J&fT 5 M &&i@ (5 i FEat, J& B TR KRBT TAE# 2 5%
B, 55 8 i, RITUESEE 5% LM =i —TCP Al UDP.
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FEARTLANTZ AR BFZ ]G URENTZEATE
| ZR R TR . JATEIE OSIAUE B3k, B—F
)N Az AN P ——TCP Al UDP.

8.1 fEEmffIbM (TCP)
L5z #H (Transmission Control Protocol, TCP) Ff 2% H W12 N IR TR

HERTSE ) Im B A% 4 . TCP #E RFC793 HiE X, "B BEMS AL 48 1 3k &
FR, I H R A AIE SR fe 0 B34 H 1. TCP Ay 2 — N m B i
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B B 7 A MR 2 BT 2 s Rt — AN IE S, KB B B 138 .
LRI, AR IE R 2 N . R4 e 1 S 2 B
AT TCP AN 1P 45 ¥R 0 H 5] % H H 3.

8.1.1 TCP
TCP &4t TV 2 UiRe, FFH RBUE T HLAM R 22t L.t 8-1 Fiow,
& TCP k7B
FERREIY (TCP)
mFEAL | J\ 4R 0 1 2 3
J\f4B | fir 0-3 4-7 8-15 16-23 24-31
o | o RO BRSO
4 32 Fs
8 | 64 A
12 | 96 [mmmn | wew | iR BOA/A
16 | 128 B Py
20+ | 160+ br.Al]

[ 8-1 TCP 4k

iRim O (Source Port): FRALHIZIE LRI,

BHyim O (Destination Port): Z3E 6 B 4L &A1& B i .

FFS (Sequence Number): X M7 HKE R4 TCP F B, EAEHK
PRAUESE IR H 3 e Bk

#IAS (Acknowledgment Number): X M7 & 7Rl (5 H A M 5 — &
HHRBINT MR F S .

#=& (Flags): URG ACK PSH RST SYN #1 FIN ¥ & #8 Sk & 7w AL i ()
TCP Hffs t 2R

AX/)s (Window Size): TCP FZUCH 2 (11735 K/

BEEFN (Checksum): FSRERIE TCP Sk AN 1 N B EHIA H BB 158
Bk,

E248%t (Urgent Pointer): IR E | URG 7, NEXAEHAGAIEN
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BAMAHE S, 5 VF CPU M EHE A Fmik B 46 35 O 4R
IEI (Options): FFHAILET, W] LAE TCP Hdl AT i o

8.1.2 TCP

JITAT TCP JEA5 #R A8 A AT H A3 1, X A8 A BLEREADS TCP Sk ik
o iy DGR E X BEEAN RO . — SRR A 2 S — R -
RIFE7R KT AN Sk, SRR AT ST A i, At SR ISP 3, ) dh AR AN
WL, SNEE RSO AT ) AR EERGE R . BRI I FERE BT —
ANV 1 R AN —A H e 1 (WD - TCP i BE 2 X FE TAE .

N T REE R B A i B RE R 55 A BB & Ry € A 25, TCP Hdle e
JRFNTE A Al 55 P S B3 1o SRR AR B e o 1, A XA 85
BRI

KA A e A > 2L, BrDAaT DAREALIE R . IR R 55 A mT
AR A 5 i RIS R ) S e 0 A5 B A - (L 8-2)6

= ﬁ/dﬂ&\
- o 710
Rim01024/Hirim 080 —» ({(( ))))
~— iFik080/B#RiAC 1024 e |
s T ZE803H ]
B HIWebBR 55 2%

RimO3221/BiRR025 ——»

--—— FiR0A25/B%#%03221 —_—

o

/SRR
. 2538
Ll B 7R 25 25
B 82 TCP {43 o b 3e

FEAFF TCP #HATE B, FRATE 65535 MNum Al AL, JHdEwix
BB 153 B ANEB 47

1~1023 ZbrdEim HH (2SR TE 0), FrE k523X B F A
FhRUE v 1 5928 0 B AR vE v 1

HE8E fFHEMN 153
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1024~65535 Sl iy 14 R — S8 E KRG A E AR E O, X4
— AR S5 ARLEAT ART T R) 4 FH oy 1 EAT A5 I, BIARERME RGEB 2 BNk
FE— ARG 1, LEE A P ME— U o X YR vy e A7 T I A g 1 2

EFRATTFTFF A tep_ports.pcapng, FH— N —LEANFF) TCP dn, FHiR7
eI E A W 5 o RSO, FRATSFE B —N % 7 I ££ 30 50 A~
uli A HTTP @5 . IEQNAT i Br#2 2 1) HTTP 84 TCP #7815, XF2
— MR AL TCP i E .

RS — AN R LK 8-3), — IR MEAREXA
FHE AL YR VR0 H (R . XA EEE AN 172.16.16.128 KA 212.58.226.142,
B RIYR 5 2 8 T i D ZH A0 2826 (FEEACAERI A2, YR 02 ik R4hE
BUEELR, RAEEANTT R 7EREN UL PRI FE e R G 5RO . B B 2 —
ANFRUE 1 ——80 3 1o 3X ANy S 1 1E 2 $2 436458 HTTP 1) Web A 45 28 1#
R

M Wireshark . Packet 1 tcp_ports - m] X

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)
» Internet Protocol Version 4, Src: 172.16.16.128, Dst: 212.58.226.142
v Transmission Control Protocol, Src Port: slc-systemlog (2826), Dst Port: http (88), Seq: 3691127924, Len: @
Source Port: slc-systemlog (2826) o
Destination Port: http (SO)G
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 3691127924
Acknowledgment number: @
Header Length: 32 bytes
' Flags: @x@@2 (SYN)
Window size value: 8192
[Calculated window size: 8192]
» Checksum: @xcfeb [validation disabled]
Urgent pointer: @
» Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

Ne.: 1 + Time: 0.000000 - Source: 172.16.16.128 - Destination: 212.58.226.142 « Protocol: TCP « Info: skesystemiog — http [SYN] Seq=3691127924 Win=8192 Len=0 M55=1460 WS=¢ SACK_PERM=1

8-3 JE TCP kP T A4 2| J 5% 1 Fu B 475% 0

YR BE 2V E = Bl Wireshark K 1X 2654 14T | T sle-systemlog (2826) F http
(80) WIbR%E. Wireshark 2 4Ed"— M KIFIER, JFidRelmmRA. 8
IRFNFIL A2 LI 9, (HAR 22 B sy 118 SCIGE 7 F IR S X i [
MRS A Aot NIERE, T DA— MR 3t f f ai i 5% RS i 44 PR A b R A e
1% #¢ Edit -> Preference -> Name Resolution, 74 5 HU7H2J 1% Enable Transport Name
Resolution ] LK ILAEH 7. SRR EIR B IF R XTI REH 3 Wireshark
XA IR, AT BUIE IS 2% Wireshark #2177 H 5% R Services SCAF
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KL o IXAS ST AR A LK Y 7 3 BCHLAS (Internet Assigned Numbers
Authority, TANA) )38 F 3 [ 51 29 5 1) CEEARL T At G 4n] 9 65 42 FR A B ST A1
THIRIRIES 5 FH 5.3.3 /N,

BN R 212.58.226.142 KA 172.16.16.128 1) (LK 8-4). [T
IP Hbht 2 Ab, Y5 AN H Fus H W R BT 2s .

M Wireshark - Packet 2 - tep_ports - m) X

> Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: IntelCor_5b:7d:4a (8@:21:6a:5b:7d:4a)
> Internet Protocol Version 4, Src: 212.58.226.142, Dst: 172.16.16.128
v
Source Port: 8@
o Destination Port: 2826
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
>
Window size value: 5840
[Calculated window size: 5848]
> Checksum: @x9ac@ [validation disabled]
Urgent pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
> [SEQ/ACK analysis]

No.: 2 - Time: 0.132627 - Source: 212.58.226.142 - Destination: 172.16.16.128 - Protocol: TCP - Length: 66 - Info: 80 — 2826 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1406 SACK_PERM=1 W5=128

Help

B 8-4 ARmEAZF, Rokv ol ARk 0 HATT A
P 3T TCP fIBAE A LAAR R #J7 sU DA e — NI 15—
LRI H B DTG . RIS BIR R )G, @ik s s 5
S ST )i 1 BEAT 845
FERX ARG SRS e A 53 b — AN AL, ARTT ARG R e i A
3 11

FE MAXAF RN, REET LS 5@ A fesn 048 XBRe)m D, %
BRATT BT 2 kAR B SR EFXE . wwRAFZ2E W iFme9:38
3B %) %, VAL Wireshark #9 2% B £ 2135 7] “services” XAfF.

8.1.3 TCP

P 2T TCP fIBE#TR 2 & ELHIE T h . XME TR 284
HREIE R H .

o PRIUEAER EHLAT LAEAE H I EHAELIF HETIELS .

$F8E KWMEWMIYL 155
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I+ ==
N
=

o ibAEEENUIE H bR T AUE R AR A A B ERE A

o SUVFERI ML B ENAEEHREIGSS, (50 6 EHLAT IR —
LRI R

TCP &2 F-70 00 3 N IR, Wl 8-5 fron. fE28— b, LB AGEMEAE 1
# (EHL A mHEAR (EHL B KIET —4 TCP Hdatl. XMHIUH etk
TIRE D BCK ZAA SRR . XA TCP ki E T SYN 5,
FAS TEEE R 2 BTG P9 5 MR K BER/ (MSS). EHL B
XFRANFHEREE T DR BE T SYNMACK IR E LB E T EdiE
FEA S B8R &Ja, EHLA RENL B Rk R/a — MUBE T ACK &/
HAm . XN ER G, X7 s Mz O BA 1T i6 1 H I8 i 1

58,
_ Ta— _
< SYN/ACK
/FEESNN — > /RSN
EHA E#HB

8-5 TCP =Zki#EF

TCP #3860 £ AR 138 % A ik B e9rr £ TR AL thdm, st Fi£ B 7 SYN
&6 TCP $cdE @, HZMBKELMARE A SYN @, E ik TCP 2F 342 188 49
B QMM A SYN &, SYN/ACK &4 ACK &..

FTFF tep_handshake.pcapng, 7 LASE ELM LG 25X AN #2E . Wireshark 4 T 73
B e, 5INT —AFeE, T LU TCP 2 R4S B o A . (BXE
XE, BATEEATIRERH, VMETReE BISLhRmFH5E. &8 Edit >
Preferences, f&& JT Protocols 31 & TCP, A J5 HUJH 2)i% Relative Sequence Numbers
and Window Scaling fi£, J#.o OK #iA] LAZEH 1.

AR A — AR A2 TRATR I SYN Hdi . (WL 8-6). XML
LA 172.16.16.128 1) 2826 i 1 A 212.58.226.142 1) 80 Ui 1. AT LLE
BIX AR P55 /2 3691127924,
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