B3E

tcp.analysis.zero_window: FiKil: Wireshark 77 2 % M8 2515 B
() TCP Hdity (TCP 2 if—dm i LI L 2R TCP Hii, [ 0] s AR
Fe AHLTCP &N 0, 1SS Rl 1% 25 T R B A

NG Wireshark £ T tep . analysis Z50fs SR tr, JR 210 i
Q o tLir) TCP Sk, T (K AL i F [ 471 expert system %I TCP {44
& VUBIROO BRI

> tcp.flags: %S5 2, Wireshark 52k A4 £ TCP Sk rh & bRic A it &
PitEdl. LURITAINZSH4 T T245.

o tcp.flags.syn == 1: Hi>Kilk Wireshark 7~ SYN #rid {7 1 [ TCP

tep.flags.reset == 1: J{I kil Wireshark 7~ RST #ric Az & 1 ) TCP
.

o tcp.flags.fin == 1: H>kil Wireshark 7 FIN #ric L& 1 [ TCP %%
ﬁ@)o

’
—

)

e

A FH tep.Flags TES%L, it Wireshark K2 IP £ TCP Sk &
BRI K B DL o
=

tep.window_size value < <value>: ZilJES%—4 i, Wireshark K4 H

IR TCP SKE & LN 7 BUER THRE B . T A S HokHERR 5 TCP

BT LI Y RO P A O, ST RS T2 15 TCP IS B R

J52% )L/ TCP/UDP {2 SE A% (1 1ic & S 41

> 2k Wireshark H W oRiifi HTTP MRS ram e, Wonid B8N ath il & -
tcp.dstport == 80,

> Bl wireshark HUE R IP F® 10.0.0.0/24 NI EHLY ) HTTP RS- 241 T it

5 = Tt Gl
F+ iE <enstt (3(18319666 21) g? [ﬁﬂg%ﬂ»ﬁ)ﬁ
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SR g AN A E: ip.src==10.0.0.0/24 and tcp.dstport == 80.

> #il Wireshark H WoR 4085 TCP IE R (FEMALSCIE 4 504 16 1) TCP IE#)
RAFEALKPAT TCP Hlsty, Worily&a8 NV untfic®: tecp.stream eq 16 &&
tcp.analysis.retransmission.

FAHALE Wireshark R4 TCP R ML B 2845, Sl XU AR T 5 Sl A, 154
P 0 PR R — AN SR8 1% TCP i&4: (Y TCP Stream[TCP #i]) 1 TCP £dlifu, [FImS 2%
A, AEATEESE A b 4% Follow TCP Stream 3ZEAT5H ., —4% TCP Stream #tj&: TCP £l X7 M
ST IR R 2% 1 IS B I 1] P A e () P Al £ . L 25k id Follow TCP Stream ¢ LI,
7E Filter M ARZ N2 50 P tep.streameq  <value> 7 Ff . 3X B value 5l /& Wireshark
AP SO P NI 4 TCP G AR RS o XETRIw, s Hoh prs | AR S 4 16,
AR (FEPTAIE ST, ZARR S N 1 IFER I

FECTCP EALMADRIATIRZ , A5 9 ERMILREIFAAITE,

2§11 Wireshark 4387 TCP H AL AN LUK FLAh s i X 25 44 B I I %
KRN, B ()T tep.analysiis id 2%/ Fol low TCP Stream
& CRNID LLEIR G AR TCP MERE VR K.

325 JL/N 15 TOPIUDP 3 1 S 75 i L 29

> 2l Wireshark H R HE40R e TCP IEH:h HILT 11l @) TCP Hidls o, ‘onid g
AN WAL E .
o tcp.stream eq 0 && (tcp.analysis.window full |] tcp.

analysis.zero_window)

o tcp.stream eq 0 and (tcp.analysis.window_full or tcp.
analysis.zero_window)

» Bl Wireshark H ok IP #ilik A 10.0.0.5 1 EHLUT M DNS RS 2eim &, Sonid g
AN ATEACE : ip.src == 10.0.0.5 && udp.port == 53.

> il Wireshark H SR & H e A (KNS 1) TCP Aty (thln, 7EAE
I ZROCHE T “Windows™), WoRidJES Akl E: tcp contains " Windows ",

> ZLil Wireshark HUZ R 1P Hulik > 10.0.0.3 (A RIIFT TCP HALSdt, Sorid
JEASNV WAL E : ip.src ==10.0.0.3 and tcp.analysis.retransmission.
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> Hhib Wireshark HUoRifill HTTP RS #SM A E, sl uEds b i th i e .
tcp.dstport == 80,

> #iF Wireshark H 7% 145 & BHLE L TCP E RN E s i B (56 &
BUERAT M B B TCP i 94, s & BHURGE T om e, siaits
R R A, Bon i & N Wk i E . ip.src==10.0.0.5 &&
tcp.-flags.syn==1 && tcp.flags.ack==0.

> Zil Wireshark JU s i BHURE 4 HTTP cookie T A Hidlity, Rornidik
PEN AN ECE : ip.src==10.0.0.3 &&(http.cookie || http.set_cookie).

] 3.8 FIIX] 3.9 73 5il7n H T IPvA A0S TCP Skl ik =X, 1 UDP Sk 340 F) 45 #6 W) bL A i o,
HAFEN . Him 57, KEZBRUAER AR, FEAT R . %5RE T IP AL
Gk

QoS ?-& IP E:E\ﬁg
(ToS/ K4ME45) G 5)
Pk |
(4 fiL, frh FEIPELE 43 1
4 7745) L F
< 32 fif. »
N v /
,'; g’i 'P&ﬂg TS IP £33 J
P Pk ////
WIS (16 i) Wi | A IP £33k A
X IP RS Il PRI 3 A
Zhakm® @ | | MW s
g&ﬁﬁgﬁéi ¥ IP ik (32 fir) |
I SR
HEG 1P Mk (32 i)
PRy I (i)
R TSR
iR N
Bl (KHERTAS, WY Hodn, WA
TCP 5 UDP #t30) e T
&3.8

————————————— PSR Kensuket 1831906642 D) = EEEIRIR (751
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NIRRT IPvA QKPR T R B

»

>

»

>

RAFE: 2o 1P IMUKIARAS, HAEN 4.

IP BSLKEEFB: HRIR IP WSk, A 4 7, JE— b 5, KMl
A 15 CHEET IP Wk & AR I 7 BE s 40D -

QoS (RFHFARE) FB: — MK MRFSHIEAL T3, KX I AR AL & )
THBAESE o

M FER AT 1981 4F 9 Hif) RFC 791 ', %41 QoS Bt 4 4 ToS (IR4-%

Q D FBG IFEHZ B IR LT B EA T fE 1998 HEK

5 Tl RFC 2474, RFC 2475, VAR RAAHIIAD Internet SO, S HIZE

ER REBUTE T KRS AR, LU AR B, AR T
ZINH .

KEFB: LA IP U EKE.

WA KEUES A WBAB: B4 IPE#HT A ID BRilfH). 2 1Py
JrAARIERS, BAMOT REFE AR = A7 BORIHT AL

AEFERTIE] (TTL) FBt: & 7BURERAG () 64, 128 5 256 (BEA W B ERAE R St
M), Bl R, AR RE G M S AR iz T Bl —. X2
N T P51 2% T R AR B A . ORI T TTL FBUE N 1 8, %
SR AN O [N, B EF AL .

BRI LB ARIEMH 1P kTR m @ 2y, 5 HAE N 6, sikn
IP A st TCP R 3CB: #5701, NIRRT EEM 2 ICMP )32,

R FB: 1% 7B SRS IP ARG, 1P AL R T 4 R P A A DAL
Hil, EOOEEAS 1P AT AL, IR RIE I R IR A B YR 1P I,

BT SSEHAR R LTS —AME, PR 1P QR AN 7 B AT B
X, EPHEAGE, WEAR IP BRI R A T 4.

By H P b B: WA 3K 2 AN BAR 0 1P ALY H 1P ik
BIFB: IPva Bl A5 %7 B
BRSK, FERE T TCP LB .
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— 32 i _—
ACK (HIh) 1iL: ﬂi e
WA B AT _ | b e R
I PO H a0 2
URG (4 ) .
o (R AT 75 ﬁﬁﬂiﬁfﬁy
B, —BAR) : =
Wik
EETTIURINNY ;
#i{E8 [N[C|E U/A|P[R|S|F| #0757 0 K/h VNS E i)
B B2k
PSH (Ei%iHE% / Bk R
ol L R (REATE) LT
GEHRE) fr SehE A
L FRRR 7
SYN (RI%R%) 2 .
f (R TCP (REFZ) e
2i%)
FIN (Z1F) fi
FRA&ILE TCP 2%
&3.9

FHERAH—F TCP ki i T H 27 B,

>

2 = Tt Gl
Eaxid iE <enstt (3(18319866 21) 5? [ﬁﬂé%ﬂlx’l)ﬁ

B BmOSFER: XHAFEAME, TP w3h iy, B P kB femE—bx
H—4% TCP i#$%.

PRI FB: FISRGert ik T TCP R AT A Ha i 7 i 1 71 45

NS FB: 1 FBURYT (BATHIAE)D TCP AT IR —A> TCP Hidl
CAR RS B ATH 9 o v B & MOR AR -

KRB HIR RIS TCP S, RN 3L B4R W TCP Sk Hh J2 15 A 15 A7 2L I3
TB.

BB % BOY P brid i 7 BL.

8 Mhichr: VEFIALE: KEiERE (SYN A, KIiFiER (FIN A7), HEEERE (RST
) PR NH)ZE (PSH L) . A155 9 HETEANAHIXLL TCP Anid 7.

BROTE OANFE: IR0 AR I R Y IR, FKBEI TCP Hedm
HIZEAF (1K

(77}
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> REMFEB: HRAMEERE AR, HEVEEE S TCP kB, %L
B AP SR R B

> TR N T B SO B I BUURKROCB N (MSS)
FETT B . MMS JES 7 BRI T 1% 5 B3 5 77 (LR HE e MMS 2307 B TCP
HOCBLI0 R A GBI B TOP WM KR . A5 0 08 2% MMS
MBI SR

TTL FBUE IP Ak eE A R 7B B A iz B SUAE TR IP BT o B % h 2%
MEE EERUIEDL T, mAFEAE RS AR P AR TTL FEAEA LR 2 (L7 64, 128
H1 256 IX =F gD, T IP £7E Internet AL 45 27 i th 25 1K) &5 i 2 WA REEE L 30 (FEFAST
ML, X —E S TR . Ik, 5 IP A TTL FBAE R 120, MIFLET 5% th s i) & 31
WE N 8; 45 TTL FBHI N 52, WIFTZ % th a1 & Hoks & 2 12,

> Gt TR TCPIP BhSUEAT RN, TSI 9 .

3.5 BENMYMANETRTIER

RN LA e K (N B Ul CEbfm, DNS s HTTP #hi. FTP #3330,
SRICE Wireshark Toidgse,

AT H bR 2 BB it AE AR RR W e by, el R Y S s i BRSOk B — 2 0. fER A
T, A DL HIR BRI 48 AT O R Y 7

MR gEss,  HFEST Wireshark B4, o5 HABAT (T HER

m

fic

R

AT ST K ONED 208, BEE Wireshark 2Rl 1825 .
HTTP BRidiEsE
PLUR o g —2esiz i rbows ) HTTP 2R id 4%
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> Zk Wireshark HUB x5 M 3EFe @ BHLAA K HTTP Ph il fu, 2onid JEa% N anth ic
H: http.host == <"hostname'>.

> ik Wireshark K2 st HTTP GET J7vAR HTTP Whilldin 0,  Whomik JEa% v ikt
fii®: http.request.method =="GET".

> BLil Wireshark H U278 HTTP &7 i A 1AL & F8 0 URL G R IK HTTP Bt .,

SR e N AN EC E : http.request.uri == <"Full request URI">, &
1, http.request.uri == "/v2/rating/mail._google.com",

> 2l Wireshark HUIg o HTTP 20 i AR R A 5 280508 775 3 (1 URI R IK HTTP 1)
W, Wil dE s N i E . http.request.uri contains "URI
String". %41, http.request.uri contains "mail.google.com" (H
ANEE AR “mail.google.com” (1) URIER K HTTP Bl Eda ).

> il Wireshark H = W4 b 4ERE 10 BT A G153 cookie 153K H HTTP Wil gt Gl
=, cookie S JEM HTTP &/ i &KAE HTTP MRS-2%), Wonid g s v b i &
http.cookie.

> Bl Wireshark H s A LS B HTTP JIR4-4e k%2 HTTP %% Fiii (1) cookie set iy
A0 HTTP Uil te, Sonik g4V antbic’®: http.set_cookie.

> Hil Wireshark R @751 1 Google HTTP JIR45 #s K IL 4G A HTTP %/, HAL S
cookie set iy & 1) HTTP WSl 4, oI g8 a8 NV Wit ic & - (http.set_ cookie)
&& (http contains "google").

> Bk Wireshark HUB Rt ZIP SO HTTP S t, SonilJEas v antil s : hetp
matches "\.zip" && http.request.method == "GET". ©

DNS ZRidiEz%
AL 2E J LS DNS 7R S8 a7 o
il Wireshark HU27R 1 F DNS 71K DNS Wi A0, 505 8 a8 I e fic o
> dns.flags.response == 0 (DNS &)

> dns.flags.response == 1 (DNS M)

© PE#FVE: JRICE “To check all the HTTP packets that contain a ZIP file, use http matches "\.zip" && http.request.method ==
"GET"”, ¥EFUNREICA R, B TAEH BRI, PO R 7l & SR

> = =yt
T E =10 e (791
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il Wireshark HE 7T anser count 7-BHI K T-8045 T 4 (1) DNS mi W Eds 40, Eonid
VEAE N AN ELE : dns.count.answers >= 4,

FTP B3 iE=R
LU I 81 kg sl rh i ) FTP o ESs

> Bl Wireshark 2 SR BT A SHEER FTP iR A1 FTP Bify, WoRil i ssmy
WIEE: Ftp.request.command == <"requestedcommand’>.

> il Wireshark 2 B s TCP i 1 21 4G4 104045 FTP fr A1 FTP £, &
RIS N A A E . Ftp. 2l Wireshark H S s A TCP i 11 20 B M HoAth i
F1& AL 5 2B FTP Bl i FTP Sy, EonidJess v inttid & : ftp-data®.

Wireshark 7 i 98 T 1) I K H () IE W 08 20k, 28 [\ T Perl 185 5 K FH A 1E )
Kk,
PAF 4 20 iE S A e A A7 3 X
> N HPRILEATIOIT k.
> $: HRRILEATIIE R .
> | ARER T HTEL
> O: &HER.
> ok LR O RERE YT R AP
>+ JUC 1 IR T B AP,
> 2. UL O Ykl 1 7y —#Eal (7).
> {n}: KSEULA n UeAT R CRAD.
> {n. 3 UERED n i B CRRD.
> {n.m}: VSRBEARREIET n RBARAEE T m il —Bis (545

© PHTE: BERE RS (anwser section) {155 (1) DNS B L RAME T 4 451 DNS Wi 5i 40 . BRS8NI,
15577 DNS WU dR ALt 4544

@ VFHETE: JRIE “To fetch FTP commands from port 2, use ftp, and to fetch FTP data from port 20 or any other configured port,
use ftp-data” , JFUCEE P! MEF DS — ARSI 228, U AR E RIS, Al AR XA B . PERIXEL,
ié%‘iiml/tﬂﬁ/uﬁlwﬁ PESCHG LB o
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CIRIDEE o8 v 2 W | St =R/ TS W) o2 S T R < e 8

> Zil Wireshark HoR “#557 15K ZIP SCIFR GET #r41) HTTP il sk & .,
BRI eSS N AL E . http. request.method == "GET" && http matches
"\.zip" && !(http.accept_encoding == "gzip, deflate™)®

> ZLik Wireshark 2R R A4 UL . com 45210 Web 3 210 HTTP £l 0, SoRidiyg
ZENUEC E : http.host matches '"\.com$".

> Perl i P SCREIE NI IA B TEES R LT IHE W http://www._pcre.org/All
http://perldoc.perl.org/perlre.html.

3.6 BEFNIRBHETENE

PR B JE S R N Protocols[x:y] == <value>. XFlid kst
B bl 2 St x ke A7 B HCE A0 Sk H R AN B CRINZ - B T WSSk L 4R A 55 x
AT, AR R y AT RIER AT value. Wireshark 2R 2 45 ok W
A, SO IR DS o

XA DEAS N S B AR R 2, BN AR ORI 2, i b 28 B A B
KETRTM, SRER-C Pkt i F BRI it A AR ISR

bR T 2247 Wireshark 2, FTITHRESCIELISE, AT B TATATHES TAE. 75 w2 2
N RL PR 38 A R -
Protocols[x:y] == <value>

Horb, x 380 T o i DA AR S SR IR A O B BUCR ATT A AL (K 26 T LA 715 T ik
Rtr), y WIZeoR i i a2 R A 1 71 KL

JeBS LA A B Rl g SR BT, W TR

@ #HE: 50 “To look for HTTP GET commands that contain ZIP files, use http.request.method == "GET" && http matches
"\.zip" && !(http.accept_encoding =="gzip, deflate™)”, PEFE AN CH B, KEEE BN, HEH BRI g s & 4 http
contains "\.zip" && http.request.method== "GET", HEFHENE N http contains "\.zip" s T .

————————————— b RKensuke(1831906642 1 = H S EIRIR [81]-
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> Zil Wireshark K GoR (FELORM AL ) IPvA ZREEHEGL, 1 s AL o id 38
FEMANEACE : eth.dst[0:3] == 01:00:5e (RFC 1112 5% 6.4 i, IPv4 £
FEER AL UK A AR I, JLDURIIU 2 56 H () MAC Hulik—5E ANt MAC Hi ik
“%[} 01-00-5E-00-00-00 ~ 01-00-5E-FF-FF-FF).

> Lk Wireshark HUoR (FEDUK I N AL IPvA ZRE5dR G, i imBe AL ol ug
FENUIEACE : eth.dst[0:2] == 33:33:00 (RFC 2464 & 7 {5 i€, IPv6 £ 4%
Htn A0 78 LUK W A AR I, FERLOR It 22 4% H (1) MAC i€ 2 BL 33-33 72k).

BN B3 AR b AR SC SR, AT R 7 1 S SR DR, ELEHR R B
PSS P S I - BB I 2, 7 Wireshark AL SCPR o fl— A IRiE . T By
2SI Wireshark =5 2 B 7s B, il o 200428 LUK IR 4574 o

3.7 BERFIERE

[N RTAZIS VRS o N ol R R TAZIS U RS A D2 BRI P D SV W P 2V L Ui E

PN E ORI IER S, dEN Analyze SR, L Display Filter Macros S Huil, 7E5 H %
P iy New 4%, @il 3.10 firr.

[ Display Filter Macros - Profile: New:

NameText

Name:

‘\ Text:

Wl Display Fiter Mo lg‘

| oK Cancel
| Clear - = —

Help oK Apply Cancel

&3.10

1. BCE RoRilgds . BOLAE Name SCAHEA I —DNAFR, X s ik D4R 2 1)
YBK, FEE] Text SCASHE B 75 2 T 9 os i DETE ), A58 BR A il OK %41
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2. WHE R ES . WA EE DM Filter N R P N % HEA)
$(macro_name:parameterl;paramater2;parameter3 .).

3. BRZEHIMCAUEE . BEE N0 testOl [ B it yEss s, HAEH ik Wireshark H
WoRTR R 1P MRS H s 5 1) TCP &0

4. PUE N RIS UER 2 /E Name SCAHE NN testOl, 1E4 WoRid g 4405, #
Text LAKENHIN ip.src==$1 && tcp.dst port==$2. L, $1 M$2 HKHK
PRALERZS Won il JE 2 B 5. SR)G, 5 OK f44ll. #ixJo, fE Display Filter macros
AP — K OK 4%, (RAFIX — B/ JE4R %%

5. P B RERE 2 test01: 7% Wireshark H B B IP #ihikh 10.0.0.4, H s
1524 80 (¥t te, MIFRAEPE % i) Filter B AK: N A${test01:10.0.0.4;
80}. i, 10.0.0.4 #1180 /3l & n ki eh % test0l (1) IP Hiki- Z4CF TCP i
524

7R R PEAR 2 e A I PR ] R SEHIAES C87 g S RN R i g AR AL E S
e HbtJEAE Filter f A A A R Rl g s S, AOC BoR L uE S B g 5 (1A%
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BFERBRKTIRAMME

AF o DL 3
P Statistics 32 Summary (5 BICED T HERI M,
P Statistics 3251 Protocol Hierarchy (W)Z2%) L H K,
Statistics 5 ¥.7 Conversations (£xi5) T HAIH;
Statistics 2 #. Endpoints (i &) L HE R
Statistics i HTTP T H (1 ks
Statistics 32 ¥+ Flow Graph (EdlEimE) TR,
BT 1P 5 BgeTHRR G 7.

Wireshark 2 it LA K, AT I — 3245 gt TR IAN AT . Wireshark (145 B 48 it
LR 35 0] 41 M i o K255 I T g8 T (Endpoints T.FLF Conversations T.JL), W AL$E
Flow Graph #1 1/0 Graph iXFEf gk L H. .

PEAEE JOF —FR o ) el A B A R gt TR o AR N2 RE AL M 28 BE AL B
HONR R PSS ST S o N Y SOt F PG L T & Sl TR SV /i) E - e mrE A
By &b, DhRAERER R O L A B AR R 7R R, K44 Flow Graph
F/O Graph &5 Bl Bt TR, IXFER TH AT N GV PRGN T g 48 ) Rk
KEW) R

vV v v v Vv

F4bttXKensuke(18319066421) H= iSEEARIN



HaE

A HILAE Statistics S THAPASH K&, K THELRHGE—HTHR (I
U1, Packet lengths[%#is (0K T HD, A JLT%M (Hbln, ANSP #l BACnet 1 H%%),

Wireshark B4 FME B L HE, #5#EF F % DAY Statistics S HA4 T

4.2 StatisticsRERSummaryIENEE

AT A GTIE RS Wireshark, SKIRZAE 44 o g AT KK Bl (I B AR5 S

JA 3l Wireshark #x44, e AN SO (BESE— R, it Start 3480 e,
T3¢ Statistics SZHL,

Summary LHIHT Statistics K4 T, ZAMETHIL TH, i57E Statistics &5 il
Summary 8.0, a1 4.1 Fios.

Summary & o z)50, Wikl 4.2 s,

M testrom pc-com-roomirect to glilot 4-JL

File Edit View Go Capture Analyge—Staticti Taluph - Togle—lnteraale— Help
oo amyg B0 XY smmy Blacaap @
Filter: Show address resolution pression... Clear Apply Save
No. Time Protocol Hierarchy Destination
1 0.000000 [ Conversations Dell_b0:8b:9
2 0.000023 o Sofaware_#8&"~

N AL AN Packet Lengths... = '

E4.1

PLUR &%) Summary 7 b 3 245 SRR
1. K 4.2 7750, Summary & ) EAEEB A4S R IR X .

> File: I DA AOFE S, W LT RSP Rl 1, tedn, JRE ORI 2K
BRARAE U, DUV SO B K e (i MR 545 I

> Time: IEZDIRP G, ATUSRBI IS 45 0 DA RFSEI ]
> Capture: IZXIRAHIEE, 7T CAE AR STAF i Ee b K4 . OS hiiAS

————————————— PSR Kensuket 1831906642 D) = EEEIRIR [85]-
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Wireshark WA (5 B MbAh, ZXEOLHE T — 4734 (Capture file Comments).

File
Name: C:\Customers\TMS\testrom pc-com-roomirect to glilot 4-JUL-2012.pcapng
Length: 105206898 bytes

Format: Wireshark/... - pcapng )‘({q:z i~
Encapsulation: Ethernet R T A%

Time
First packet: 2012-07-04 15:06:33 #&E&%ﬁ;ﬁ%m
Last packet: 2012-07-04 15:10:19 £H, =

Elapsed: 00:03:45

OS & Wireshark
Capture AR
0s: 64-bit Windows 7 Service Pack 1, build 7601 |
Capture application: Dumpcap 1.8.0 (SVN Rev 43431 from /trunk-1.8) 5 Sied g ‘
Capture file comments ﬁ;@ Bﬁﬁfﬁ |
Interface Dropped Packets Capture Filter Link type Packet size limit
\Device\NPF_{52AF9A3B-700A-4499-9400-CF4CF60A4A4B} unknown none Ethernet 65535 bytes

4.2

2. MK 43 1%, Summary % 134 AT Display iX—ANX 8, @ LN %, AT
THAFIIE SO B S5 B, X

o PR HIACE C R B A CEIIR SO T2 Bt 2 1 S 50 5
o (FENHIE B R PR 25 ) o Hh Ao L 0 K DA e O
o A ARG B S B

4.2.3 HERIE

Summary % FFT A5 SR T DT SO B e, (B N T o s
MR el g AL . BT N “alR Wireshark BETG I 2% rh P20 i 41 O
PN B A2 7 7E Summary & H Uk REER I

4.2.4 RBEIR

i Summary & H, WL T R EIFEREAN IR R, PR IEAE R P B e Ll
SURTAZS U RS SURTASIE Ve TR RN IO M h DN S L

N

—{86] R = EEEIRR
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Display E
Display filter: none
Ignored packets: 0 (0.000%)
Traffic 4 Captured ¢ Displayed ¢ Displayed % 4 Marked ¢ Marked % 4
Packets 104645 104645 100.000% 0 0.000%
Between first and last packet 225.452 sec
Avg. packets/sec 464.157
Avg. packet size 971.401 bytes
Bytes 101652223 101652223 100.000% 0 0.000%
Avg. bytes/sec 450882.842
Avg. MBit/sec 3.607
Help | E OK E;] l Cancel ‘

E4.3

4.3 StatisticsRAProtocol Hierarchy TENEE

AT AT i Wireshark SR 27T 09 265 Hh 28 AR CE R R H 40 BT A g 19 B s 2 20

JA &) Wireshark 4, SE3TFF— M SCHF (B F—hM -, i Start 324010 a9 ),
THIE PR Statistics SZHL.

Protocol Hierarchy TH 97T Statistics S 544, ZHARMEHIL TR, 57E Statistics S5
v it Protocol Hierarchy sz, W& 4.4 fin.

[ testrom pe-com-roomirect to gilot 4-JUL-2012.pcapng_[Wireshark 1.10.2 (SVN Rev 51934 from /trunk-110)] WM |
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

0O Am I BED XSV summay Bl aaam @

Comments Summary

Show addrecc recolidion ression.. Clear Apply Save

Protocol Hierarchy DEstination

ve b0 : 8

onversations

0.000023 [ Eocpci Sofaware_8?
A _©c7nenn Packet Lengths... )
K4.4

Protocol Hierarchy Statistics & A4 2 Z150H, W 4.5 o, iEdxE 1, LT il 2]
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PR SO Bt 0 U3 s (R D BRI AR A A

Display filter: none
Protocol % Packets  Packets % Bytes Bytes  Mbit/s End Packets End Bytes End Mbit/s
= Frame 7612 FTTITE 3727292 0148 0 0 0000
S Ethemet 7612 JEUNTE 3727292 0148 0 0 0000
= Internet Protocol Version 4 R o JEFTEN 3525863 0140 0 0 0000
#) User Datagram Protocol | s33= 406[ 273% 101615 0.004 0 0 0000
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End Packets.End Bytes U &% End Mbit/s 43 535 W] T 4i0kE A HRbp il
T R 8L Sk 30 A B B b (W e s B T BERED MEER BN AN T8
DLAAEIT AL IS B 9 IS ki %< . DL TCP hfil, Bi8Rk FTP. HTTP. SSL
Ry IS ATEAE TCP B f, (HiX e 2 vhille @ sr sk &k TCP i%
Q BRI Rt TOP MU, AR A B RSk R0 (Lul, FORARS HTTP
G TCP SYN £ %), B Es a@srfE “4i” TCP . K
E & 1 End Packets. End Bytes L1 & End Mbit/s = %1 (1 3k PU4T 2 I LLER A2 0,
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> ZLHARIIA “%” GEHD FREZE TR BRI AN 5. i,
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KR IRIX = CR =2 B A AR 58— J2 ORI i i o LL =430l 2 4 81.03% . 8.85%
F110.12% (=3 AHINIE 56T 100%) .

> 4.5 1 TCP % A v S B3 A 11 75.5%, (H HTTP £ di 0 3 b R (2 11 12.74%,
Bribz 4b, HAT 2.90%% SSL Hls (W& TCP #dlitu T . XN, gl &z
AR G, FOA S R R ES, R AN, P Sk 80 B 443 H A
HTTP 8k SSL ki) TCP #dlifu C(thln, HIREELIER:M TCP SYN Hdlifu, =k
AN HTTP kit & HTTP i i) TCP $udli ), #ARMH AR HTTP 5t SSL 41
P

321k Wireshark ££ Protocol Hierarchy T HAE i giitf5 B, IS EEBSCKE. R
O Z PR ) TCP i, WIHh S A SR, 1B A 1 (A Edit 2R,
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to reassemble TCP streams SLi%HE. ] DAZESNAL 1% 1 Bl by IX b s B, 7k
B RE protocol preferences LI, U 2)ik Allow subdissector to reassemble TCP
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4.4.1 HBITE

JA 3l Wireshark # 44, e AN SO (BOERE— B R, i Start #41 FFEHMe,
Tk $¢ Statistics 32,

4.4.2 ERAFE

Conversation _E U9 Statistics 2 #.44 1, ZARM UL T H, 157 Statistics 32571 i
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0
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40 Tom 42:c2 iy /R I 22

lom_3d:3f3e GER | 7 Giitfi B 3 2% 2%
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182 Broadcest 4 452 4 52 0 0 10786073599 1793138 o &
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A T 43:c24d 110 7 18 7 S8 12471844500 180059 »o »o
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F LR 4.7 RN R B R A M4 I B2 AR . = DY) ERR . wp
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Ethernet #74%: KM %2 2 A ARl MAC Hbuhik () FHLIE K A b A RER “A8377,
IPV4 F5%5: SR BATASE] IPvA Hudil () AL AT AT A RER “ Va5 7,
TCP BX UDP #5485 KM ELAATANA] 1Pv4 Huhik (1 3= HLIA) BT 57 () &-Fh TCP (8% UDP)

SR

WA N2 MBS . =, W2 ERHE, BT LLREUR S 20 X, 1
ATLAE R AR S = TUJE A Internet 4 % 47 285k v 25 ) 751
25 RN G RPN A B B LV [l e A M IP ShkfY) 80 i
\1 A, WNE R A S ENLE R s vy in) — FiX— IP #iuhk, 5% 1% Web

“ S AR R R
T —TEHTIR, U AT AT — A BRAE RO 4 AR BT Web 3 CHo
E & http://who.is/), FEHINIX /AR P bk, ETT LA T
HTTP Wi # R B AFE IR 2 T o
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&8+ Conversations T H., HEA LTI ) b8 8211 P25 1) @3t
Ethernet 3iELRiT{ER

7E Conversations & 119 517 Ethernet #3245, {4 281 Ethernet X4t 15 B o 1l ixX 4L
B, ATLARIN:

> )T ERRRBCRR I TR A , WARA T RERE TR g (RO B I,
fiTHAE Ethernet XTEZETHFE B, #AE AR AR,

M # Wireshark BN AR T 75T 1 KU I R4 I, Wireshark 423 fE b
YU R (), B2 SO IR SR, T 21
_ FIEREEL UL, FUETISIF Wireshark BURI FH0RS:, A R A
& .

> JEEAEAEL K 2 B A MAC Mok A #RAH R IEE 5 CRITZE K 22 B8 40 2 15 4T
e EATHERRE MAC HibER BN D #52, WIAT A8 2 S AL W R k2 Tl
Beo by, B AR “address A” HIHIT 2 —— M4~ & RT Y 1D CEE 4 ibm
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Sy A MAC HSLIAIKIMR T RS AR 1D, (e RRSe
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IP 3 iESHER
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7). ALK 4.8, ATLUIS A WAT & LA RS

‘
| | 1mesness | 192004109 1 106 1 106 0 0 esemsmd 000 WA
w605 | 192104310 1 106 1 106 0 0 esmsom o000 WA
waeus | 10204 A 1 106 0 0 eswwe 0000 WA |
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19216811058 192104119 1 106 1 106 0 L] 667309299 0.0000 WA |
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CLAY 62444 B1.218.230.244 6 3 1% 3 1% o 0 571.290318000 89983 17248
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4.5 StatisticsREBMREndpointsTEMNAE

AT EE IS R i AR sEEO Sisd (Endpoint) 7RIS
=35
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JA 8)) Wireshark A2, SEF FF— NSO (BOEH—eB-R&, i Start 340 FF2a 9,
THkFE Statistics S5 .

Endpoints T H AT Statistics > f.44F, ZAUITHIL TH, 376 Statistics S pith
Endpoints S 5.5, 41l 4.10 s,

A Scanning test AUG 2013 --- 004.pcapng  [Wireshark 1.10.2 (SVN Rev 519§ from ﬁlﬁﬂi

File Edit View Go (Capture Analyze Statistics Telephonz Jools Internals Help
0@ 4 W = ¥ 2| 0 Summary B QQQ

Comments Summary

Filter: pression...
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Time Protocol Hierarchy Destination

No.

3484 152.464604 & conceation 239.255
3385 2T T2 SO0 8 tndeoints 194.90
RGNS .. 194.97
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Endpoints & HA 22058, W& 4.11 s,

M Endpoints: 25-1-2012 test Lpcapng — - - - @
Ethemet: 21 | Fibre Channel | 001 | 1Pviz 191 | 1Pve: 6| e[ 1574 | mice [ rsve | scip | 7cp: 7428] Token Ring | upP: 22| use [ wian
Ethernet Endpoints
Address 4 Packets ¢ Bytes ~ TxPackets 4 TxBytes ¢ RxPackets 4 RxBytes 4
Cisco_99:1c:00 274765 54 615100 145945 21265611 128820 33349489
‘ Hewlett-_52:9b:¢c3 171752 33852935 79800 21342899 91952 12510036 (&
HewlettP_75:80:d7 68789 13238 227 32540 6447319 36 249 6790908
HewlettP_75:65:5f 15871 4679858 7819 3759623 8052 920235
I Hewlett-_4e:9d:67 19050 3364 268 9395 2492044 9655 87224
Tp-LinkT_82:29:ce 3830 2496065 1795 833948 2085 1662117
Broadcast 594 53666 0 0 594 53666
Wistronl_ae:77:69 273 45313 273 45313 0 0= |
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Help | Copy Mag Close
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Al 55 Endpoints & TN AHR (IFRZE, KMEEESE . —. JU)Zu0 (Ethernet % s, IP
Ut )5 TCP/UDP 3 15 HRHIF M &

L1 Endpoints % 1, AL T fi# %] Wireshark # B 5T A . =, PUJ2iRHE K
MGETHE B WX E B, ATRMRAF IR L FILE

> Ethernet 35 (MAC Hiulib) /b, 1P 3 (P Mk 2. XHTFXFILE, nTfer A
R G BhEkn T R AR LAN (P 7/ [ IP fiiE. titdi,
XFTUSECH 1P M AN JE T A 1P 7 W9 (1 A a0, FCUR B H 1) MAC Bkl #
SRME B HEAN M LAN H ) MAC Huhik, X8 T 1EH 5.

> P A (P #udil) 7, TCP A (TCP¥HIIS) £ Bl £, AR IP i AHs
RSB AL T 24 TCP MEHi, XXM, AIRIEH Bl REAIEH . 47
AT BRI 7. 2 4 TCP S IP o nUM RS54, 1K JE T IE W oL B, A
AR NTER B M & Xt (b, TCPSYN Xii).

T DA AHE D9 28 0 SRR IR — I AL ST M), SR 280 2 o] 25 % Wireshark [¥) Endpoints
TH,

Wik 4.12 fron, BN Ethernet: 21 bR, w3 H AR — 4% RO () P /9 22 v
EH 4 6 HP R 4MN—4 Cisco #has. FIWHKIEE, £2)1%ET Name resolution & IEHE
2 J5i, Address —%1 N MAC i b BT R (MZ8 &) IR 1D,

M Endpoints: 25-1-2012 test 1.pcapng o B8 =
' bre Channel | F0D) | 1Pvtz 201 | 1Pv6: 6 [ 12| x| e[ rsve [ scTp | Tcp: 7428] Token Ring | upe: 22| use] wian
Ethernet Endpoints
Address 4 Packets ¢ Bytes ~ TxPackets ¢ TxBytes ¢ RxPackets ¢ RxBytes ¢ -
Cisco_99:1¢:00 274765 54 615100 145945 21 265611 128820 33349489
Hewlett-_52:9b:c3 171752 33852935 79800 21342899 91952 12510036 (&
HewlettP_75:80:d7 68789 13238 227 32540 6447319 36 249 6790908
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%EEE IPv4: 191 #3452 J5, ATLAE W3S T 192.168.10.0 Fi1 192.168.30.0 2% 1P [
A% P s (ALK 4.13).

W Endpoints: 25-1-2012 test Lpcapng 0 o oot =T

Ethemet: 21 iore Channe - 6:6] x| 1x1| vce | sve | scip | Tep: 7428] Token Ring| uDp: 2] usa | wiar
IPWd Endpoints
Address 4 Packets 4 Bytes ¢ TxPackets ¢ TuBytes ¢ RxPackets ¢ RBytes ¢ Lattude ¢ Longitude <a
192.168.30.50 2194 374650 1173 173137 1020 20153 =
192.168.30.41 230 389499 1213 193784 1107 195715 [
1921681219 634 150487 3 a8 0 101685
192.16830.47 2140 42164 144 119 96 4757 |
1921683052 1466 22353 788 107200 678 1163% |
1921683030 208 320600 1082 162276 9% 158324 I
1021682015 L. 9 s6o8 192 3003 157 25982
19216830159 469 66504 us 25833 24 4a06m
19216830.25 2496 369426 1325 184463 1171 184963
1921683099 1301 191873 668 89799 613 102074
1921683012 1444 255848 ™8 125194 66 130656
19216830100 | 9342 204133 4969 703223 4373 133113 - .
192.16830.49 2108 335667 1123 160618 985 175049 ; P
nrnalll Son e = ew = s
¥! Name resolution Limit to display filter
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Comments Summary
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Protocol Hierarchy Destination
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3485 152 731289 I HTTP Packet Counter
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HTTP SEHIN4 N LLUR =/ 132 I,
» Packet Counter (ZE& 4.14 Hkkrich 1): v Rk T SCET HTTP $dfi

M, DU A HTTP &Sk S R HTTP i 3 s 40, 50 5 o £ 7

HaE

> Requests (FEE 4.14 FEARIEH 2): nTHEE THE CEHL 5K U7 1) Web 3 143

AitE UL, PARJITUT iR Y Web 36 05 b AR EEIE (BRI 3835 A URLD .

> Load Distribution (ZEE 4.14 S #FRICH 3): AT K T I HTTP Hdlity
CELHE HTTP 5K A HTTP Wi WA ) 7525 Web sifi st 18] (1) 70 At 46 CRID el i R

26 Web 3 5.

B4, KT Packet Counter 1~ FRLI0 (1) FH VX

1. A% SR, 274wt HTTP/Packet Counter Stats Tree ' ik JE 4 N % 11,

i 4.15 frose

M Wireshark: HTTP/Packet Counter Stats Tree: Wireless Network Connection (#ii=

=l

|

Cancel

E4.15

2. WI{EE 4.15 BT I NN sk uERS, Wireshark 23 M4l ks B, Sk BoRE 55 HTTP
(i) guiE e BERAMERNA RN (TMEridigss, W AT Create Stat
F54l, Wireshark 233 TSR AT IP ARAEATE HTTP (i) ZiitE. i

ili Create Stat #7241, HTTP/Packet Counter with filter 7 1237 ZI3H, WP 4.16 JiTs.

| Topic/ltem Count Rate (ms) Percent

| © Total HTTP Packets 3461 0.015396
=) HTTP Request Packets 468 0.002082 13.52%
POST 25  0.000111 5.34%
HTTP GET 360 0.001601 76.92%
ik NOTIFY 71 0000316 1517%
SEARCH 12 0.000053 2.56%
=) HTTP Response Packets 340 0.001512 9.82%
772: broken 0 0.000000 0.00%
1xc Informational 0 0.000000 0.00%
HTTP # 2nc Success 250 0.001112 73.53%
Lol # 3xc Redirection 88 0000391 25.88%
# 4xc Client Error 2 0.000009 0.59%
Sxc Server Error 0 0.000000 0.00%
Other HTTP Packets 2653 0.011802 76.65%
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BRI B R AR W S T S HTTP S 48 vH 5 L, 1i54E HTTP/Packet Counter Stats Tree
with Filter % 11 Filter % A= S NEEXZT mi i & 1 i Rk X GEEAR R T Won i 848D,

T S i Create Stat %48 .

HIK, RKAH—F Requests 1~ IR H) %

1. A 7ET, 49t HTTP/Requests Stats Tree Wonid &S Ng 1, Wik 4.17

B o

2. MR T RLE Filter SAFE N BoRid JEiEA), TS BT 1P oRAE
A% HTTP iR GE 5 18, 15 H4% A5 Create Stat $41 . iX 45 33 HTTP/Request

with filter & D RI#H, WP 4.18 Frx.

T
Topic / Item CountRate (ms) Percent
& HTTP Requests by HTTP Host 69  0.001243
# notifyl9.dropbox.com 3 0.000054 4.35%
# px.dynamicyield.com 1 0.000018 1.45%
# ping.chartbeat.net 4 0.000072 5.80%
# 239.255.255.250:1900 24 0000432 34.78%
& www.cnn.com 1 0.000018 1.45%
=) edition.cnn.com 5 0.000090 7.25%
? 1 0.000018 20.00%
PIFIRAEE Web |/ clement/ssifintl/breaking_news/3.0/bannerhtmizcsilD=csil 1~ 0.000018 20.00%
cn”r'ff(‘) n(]?dggg# fennintl_adspaces/3.0/homepage/main/botl 120:0.2d 1 0.000018 20.00%
YRR URL &k /cnnintl_adspaces/3.0/homepage/spon.88:x31_worldbizad 1 0.000018 20.00%
/favicon.ico 1 0.000018 20.00%
# cdn.optimizely.com 1 0.000018 1.45%
# i2.cdn.turner.com 2 0.000036 2.90%
# www.facebook.com 2 0.000036 2.90%
[# log3.optimizely.com 1 0.000018 1.45%
[ ads.cnn.com 14 0000252 20.29%
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3. AL THAR w1 Web 3l 5, SRARAA G HTTP IERIMGIHE S, mI4ETE Filter i
AR B N B or ot 3§ R 2 L http.host contains <host_name> 5{
http.host==<host_name> (HAKHAM—4>, ZEHZMFEHHULAS Web il (1)1
%, A H LRI A PN FT R D, i Create Stat 424 .

4. RZS ), BALEH AN M ERT T Web 3t 5 www . nd i—com . com _ [ LE 7 I,
WELE Filter i A2 B Rl 8 %1550 http.host contains ndi-com.com,
ME 4.19 Fizs.

~N

[ M Witeshark: HTTP/Requests Stat.. | = @ "534

Filter: | http.host contains ndi-com.com

| Create Stat | [ Qanc;l ]

S = —— — e

&4.19

5. #iili Create Stat 424/, 23y HTTP/Request with filter: http.host contains ndi-com.com
T, ikl 4.20 frox. #EUCE E, A A7) Web 3 51 www . ndi-com. com
R BRI H TR

A TP Requests with it phost contains o comcoml N, ==

Topic/ Item Count Rate (ms) Percent
£ HTTP Requests by HTTP Host 74 0.002539
[ © wwwndi-com.com | 74 0,002539 100.00%
/ Wireshark Az 54 i 1 0.000034 1.35%
/script/common.js j FAF Vi it Web 1 0.000034 1.35%
i i B AR

6 0.000206 8.11%

/script/checkform.js

/lofslidernews/js/jquery.easing.js 2
c 1 0.000034 1.35% ﬂ

/favicon.ico 2 0.000069 2.70%
/images/Logo.png 1 0.000034 1.35%

&4.20
)5, W9 F Load Distribution -3 B3 (1 FH V%

1. AdiiZ e, 459t HTTP/Load Distribution Stats Tree & it & #8%i N 11,
WK 4.21 Fior.

2. PuiaRAE Filter S AN Bon il JgiEfR), 457 B TIE R T 1P AR AR K
K HTTP 73 B ge i 5L, 15 H % s 5 Create Stat $%4f] . 1X 2 53 HTTP/ Load

L AY =

. L §
SR Kensuke(18319066421) =152 - (99
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Distribution with filter & D3, Wi 4.22 Fix.

Topic / Item Count Rate (ms) Percen” +
=) HTTP Requests by Server 69  0.001243
HTTP HTTP Requests by Server Address 69 0.001243 100.00'
LES HTTP Requests by HTTP Host 69 0.001243 100.00°
(=) HTTP Responses by Server Address 49  0.000883
[ = 199.47.218.151 3 0.000054 612% |=
OK 3 0.000054 100.00'
£ 107.21.115.253 1 0.000018 2.04%
oK 1 0.000018 100.00'
HTTP 23.23.83.189 4 0.000072 8.16% —
W 2 10004 6 0000108 12.24%
157.166.241.10 1 0.000018 2.04%
239.212.211 1 0.000018 2.04%
8.27.137.254 5 0.000090 10.20%
L_ [ 157.166.249.13 4 0.000072 816%
< | [

&4.22

4.6.3 HERE

TEV7 A 3EAS Web 3l 5, {XJ"*%&@”%‘%?’;Z&%{A HTTP if:Kk, MEZAMLE T EEYE,
., 24951 Web 3 25 www . cnn.com I, 3 Y224l 1% Web 3 sSAL A1 HTTP Wiy i & “%
5|7 & edition.cnn.com, REFEMIET URL, MZAMLEER CFED HR.

4.6.4 ISiEMR

LR HTTP B o fdt — 2 10 #r, A I TR PRI T . Fiddler J2f AL 1)
HTTP ¥l (047 T B, F#4E A http://www.Fiddler2.com/fiddler2/.

—{100] R = EEEIRR
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Fiddler &3 &1 AR HTTP Bty JF & dx s, A e ER I EnsS
HTTP 15 <K%k

4.7 EiEFlow Graph (HiERE) , KEBETCPE

AT 224 Statistics Z#. Flow Graph T Hf# .

JA 2l Wireshark #2F, Jed T SCHF (BB, il Start #2810 T 4RI,
T} il Statistics SZ 5. R ) Flow Graph 32 ¥.30, Flow Graph 7 H <37 Z# , il 4.23 iR,

[ Wireshark: Flow Graph o e S

Choose packets

All packets
© Displayed packets

|| | Choose flow type )

9 General flow |

TCP flow I
Choose node address type

© Standard source/destination addresses

Network source/destination addresses

0K ‘ Cancel '

&4.23

7t Flow Graph % H P38 BT CHUgE) e, F 2 0] 18 Lo T ) iR o
1. Choose packet CIEFEELHIAL) X Iak A I HLIZLAE

> ik All packets HLIEHE, Wireshark £33 F-HIUAL SO i BTG Bt (kK 24E % Flow
Graph,

> i Displayed packets HEHE, Wireshark £33 T4 40 SCff b 205 B 7m il g g id JE )
B0k A4 % Flow Graph.

_— (101
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2. Choose flow type GEPEEHRAAY) I A [ FRIEHE

> & General flow FLIEHE, Wireshark 231X HIVE SO A ) A7 B A0 sl A7 48k
Rt uEge It RO EHE L (R AE T Choose packets X 455 Py MRS B8 HE 17 52 ), Sk
A2 BB AR B R LA

> &R TCP flow HUI%HE, Wireshark 231 IV, ST A i BT S s i 5 &l 8ok
JERR L IR B, RS TCP ARid J741%5 . ACK 5 L RIR SCBL K JE I TCP £k

SURMSRIO S R R gt R B O, R R R R 5

TCP Wb AT IR G AE AR, AR M IR, st it il s TCP i i ) FROECHE R
Ko —mE, 20 TCP Budliim B i de 7 2R A Bl T3k B i, XA i i 1 AT
REETES M. 249K, WAL FEEE R O B AR LT T4,

5%+ Wireshark FF& 1) Cascade Pilot # {0 1E &2 1] TCP Ay il 24 e TR, vEE I
http://www.riverbed.com/us/products/cascade/wireshark _enhancements/
cascade_pilot _personal_edition.php.

4.24 Jlos A T L el TCP i sl o

212.143.162.136 192.168.2.100
Frame 555,SEQ 725,
9.938940

Frame 600, , ACK 1349

< 10.137339
Frame 601, SEQ 1643, ACK 1349

< 10.138715
Frame 602, SEQ 1349, ACK 3095

< 10.138.757
Frame 603, SEQ 3095, ACK 1349

< 10.138860
Frame 604, SEQ 1349, ACK 3105

< 10.138.757
Frame 639, SEQ 191, ACK 1349

» 10.589888

E4.24

@ ##vE: JESCE“Simply by creating simple statistics from the captured file: nothing special to say here”, 4% J5 32 7 [fi & %
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JIHTIT e, TCP Hda it K B 2w JLIK, s a1 e

4.8 ERSIPEMEAXBHEIHER

AT A BT ik Wireshark 3&FHUE SO, AR &R IP B A LIS HE .
ZLik Wireshark £ R 5 1P @ HEA XS5 B, 58T Statistics 254 M LLF =4
ST

> |P Addresses;
> IP Destinations;

» IP Protocols Types.

JA 3l Wireshark #k44, SeFT AN SO (BESE— MR, it Start 3481 R en),
T3¢ Statistics SZHL,

Fiil Wireshark & TS0, ARl 5% IP bkl geiH 5 B, 5% LN AP IBRAT 5,
1. i Statistics & 5. R [ IP Addresses > 5100

2. 1P Addresses Stats Tree % IIx )58 1y, tn& 4.25 fios.

" M Wiresharic 1P Addresses Stats Tree: Wireless Network Connection (5= (=l )
| Filter: |
=SS e
7 4,25 7 o
3. #H# A Create Stat $44, Wireshark U456 AL, AKAE AT G 1P kit
AP

4. ] giidi Filter &4, i Wonid gERIA, BUAE Filter AR P AN B R i 98K IA K,
T} £ Create Stat #2411, it Wireshark J&T-40 SO 380 B, A2 AT ¢ 1P Hudik i)
Gt s B REH, WK 426 Fias, SSAfE Filter S AR NN SRl g RE X

— =i EeKensukef 183190664 D TS A SRR (103
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ip.addr==10.0.0.2, F}xi Create Stat ¥, Wireshark Jr s e o5 S K
JE A BURAT X — 1P M1k 4 A

M Wireshark: IP Addresses Stats Tree: Wireless Network Connection
T AR el

Filter: | | ip.addr==10.0.0.2

E Create Stat ; ] Cancel ]

E4.26

5. K&l 4.27 Fros HAENH T 4.26 Fy Nk pE Rk X2 J5, Wireshark 2B B 47 5¢ 1P ikt
10.0.0.2 ARG THE B .

A v Addressef with filter: ip.addr==10.0.0.2 i »
Topic / Item Count Rate (ms) Percent £
= IP Addresses 61710 0.024383
10.0.0.2 61710 0.024383 100.00%

m

17319478125 266 0.000105 0.43%
772344396 26 0.000010 0.04% ——
1731928527 17  0.000007 0.03%
10.0.0.138 0.000062 0.25% .l

194.90.196.99 0.000006 0.03%

199.7.48.72 14 0.000006 0.02%
82166.201.137 569 0.000225 0.92%
82166.201.187 12  0.000005 0.02% k2

&4.27

Fik Wireshark JLF9Na 30, A5+ 1P B Kbk A UDP/TCP i 11545 % K4 tt
a5, H LU BT,

1. i Statistics 32 H. R IP Destinations S 5.3

2. 1P Destinations Stats Tree & <3 Z|5H, L& 4.28 TR,

o [ B [

e —— - ——
M Wireshark: IP Destinations Stats Tree: Wireless Network Connection

[ Create Stat ] l Cancel ]

&4.28

PR Sy

104 =M1W N v ! 1024100 45 Cow]
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3. AT Create Stat #24H, Wireshark 4 Jk AN PNALSCf:, k2B R IP Hhik:
(I RAG S B, Hh 2t S5 T A 1P ik (=00 78 &AL Al B 0 A 46 2 il
(UDP &% TCP) DL H ity 145 6

4. & 4.29 Fiizsch Wireshark 42 1% 1P Destinations Zi 5 Bl

Topic / Item Count Rate (ms) Percent
=1 IP Destinations 890 0.027558
5 10005 412 0012757 46.29%
=Tcp 366 0011333 88.83%
K 276 0008546 7541%
p a3 88 0002725 24.04%
5222 2 0000062 0.55%
S UDP 46 0001424 1117%
53 33 0001022 7174%
17500 4 0000124 870%
i »| 55632 2 0000062 435%
67 1 0000031 217%
137 6  0.000186 13.04%
% 77.234.4182 20 0000619 225%
¥ 10.006 4 0000124 0.45%
¥ 10.0.0138 33 0001022 371%
Close
— —
®4.29

5. & 4.29 FioRgsit-Z 8 a4, 1P 24 10.0.0.5 (1 EHLEE &t B (3 11524 80, 443
15222 [ TCP ¥ fu, kit H s 15k 53, 67, 137, 17500, 55632 1) UDP

{Ext 1P Destinations, i ] LAAR 5 {53 T i 21 /9 4% Hh 8% ML R AR TCP/UDP H i & H
P AN, DR e i AR 4 F R T L

ik Wireshark & 930, S 1P MR LMGIHE B, 5% LN SBT3,
1. fidy Statistics S50 R 1P Protocol Types SZEATH
2. 1P Protocol Types Stats Tree % [1 43 %05 H, W1 4.30 ik,

3. H#: A Create Stat %4, Wireshark 455 1P Wil AT gt 58, WK
4.31 Fios.

E RN 4
7=—If—/l)/’|‘j__Ei\ClIbukc\1831900U421) <TF B ’|‘)2 105
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&4.30

| Topic/ Item Count Rate (ms) Percent
=l IP Protocol Types 61925 0.024468

TCP 60650 0.023964 97.94%
upp 1265 0.000500 2.04%

10 0.000004 0.02%

4.8.3 FERE
AN AT RS SR B, ik Wireshark T HI0EL SO AR B R (0 G vt 5 B .

4.8.4 IRiEMR

Wireshark W& T &2 485 BA T (e, Summary 1.5, Protocol Hierarchy T.
.. Conversations T_FLF1 Endpoint T H4), A HIX e T H AR i XSS5 S
HEBR I 2 MBI e T B AR B e B EVFRE RS A N R AT .

— . . .
106 =i = EEERIR
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RAERKTIAMME

A EE W DL 3

e 5 R SR A S5 A 9 10 Graph TH, SR 475 W45k B S ) ) 1t
FH 10 Graphs T, Rl & /9 45 (1) 4 I

10 Graphs T HL¥ =i & 7% (a Y #i unit 24001 Advanced JET7D;

TCP Stream Graphs 2 T 71 Time-Sequence(Stevens) ¥ iz 5. 10 1) FH 7% ;

TCP Stream Graphs & 5.5+ Time-Sequence(tcp-trace) -2 5 I 1 vk

TCP Stream Graphs 32 ¥.35iFf Throughput Graph ¥~ LI [ FH 2

TCP Stream Graphs 32 .75 ' Round Trip Time 3 ST i) FH v

vV v v v v v v v

TCP Stream Graphs 3235 -h Window Scaling Graph 13 537 ) 1%

LAY T NE T Wireshark HAFRIEAG Bgek TR, X8 THAHE
Summary L E.. Protocol Hierarchy _E.. Conversations _Hf1 Endpoint . H5., KAESA4H
IO Graphs. TCP Stream Graphs %5 m 24 {5 B4t it TH, [FINE 4% UDP multicast streams %% 5
P T HAGRE A4

TEAEA TP E Y 41K Wireshark = 205 S Ge vk LR, W U ) A1 SN Gt L 2119 2% v 1)
WK HEE) . Wireshark 25 B Ge v TR 24 LR PiAH.
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> 10 Graphs T H: f5Bh iz L H, FIBECETUEE XS pgds, (0nT LA S Fh
SPGB K. e, AR IP EVLFELESGEER. ek s
FEHLE G NG EER . NP MR Eg g, DUk TCP R figit
KR,

» TCP Stream Graphs T H.: FHIZTH, (a4 TCP EH: (TCP Hili) N
fE. DRk, 1Z T HAER IR N 1400 TCP ks, e o7 it K] o

AFEN G LR TR TR, T Fa 8 ] M) 3 2 T ke 58 A7 A ke o4 43¢

5.2 EESEFRIENRESHEANIO GraphsIT H, ¥EflS
P& HERER XM a) R

AN A4 10 Graphs THEIEIT %, AL AT P B 12 1 FORFHERS 9 45 i .

JA 5l Wireshark #2F, Jed T SCHE (BB, i Start #4781 T8I,
T} fith Statistics Sz H ) 10 Graphs ST, 235 10 Graphs & H . A7 EIVE R A it
175, Wi 10 Graphs %@ 1 -G R, SRR SR FvE S .

Statistics 21 10 Graphs 5.0 —28 i, 10 Graphs & 2 Z050H, 1K 5.1 fis.

Ml Virethark O Graphs: Snif2 <« FW 10 Internet connectioncap Ei & e -

@ F 200

Graphs
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S RE, 2370 DI L b ) XA Y Bl AT T AR A, KR — T Wil G I T I %2 10 Graphs
WY 2, 30 4 BN & IS4

ErdiERNEER

1. fEXIEH 2 1 Graph #2485 i Filter iy A2 A 4218 2 7 o i 2 AT R B A\ el g ik
A7 Wonid pEas i JE A B A 2 RBUEIX 8 1 v 55 Capture $2 LA Y. (111 T2
Ho ZXBNAT 5 A Graph #54], 2 THCE 5 MR igds.

2. 1E Style FHEHHIZ R @ X 4k 1 LI I AR RS 2N, T 8 1) ARG .45 «
Line (Z). Impulse C(Hk#i). Fbar CHIZE) 5k Dot (55D,

3. K FHLN Graph HeHL. SUTHIL, JrAE(ERE 1 TR 5B 2 T Filter 7
B Style TR RIRCES TG, W e VIS0

X (FAH) SHHERE
X HhZH AR 3 L

1. 7F Tick interval (vFEFRAL) FHZEH AR E AT HAL: VI A7 R HUE Y A
0.001 #~10 434t

FFHE X 4 Tick interval Z4UEIRE A LF (Lsec), 8Y FHiX Ik Unit
R SHUE GEZR BN F55E K packets/tick, H.XE 1 m 1) & B S e Y 1) 64
S 1000, WK LEATELIN [ B 9, Wireshark St H )37 5 S0 (13
2 1000 ANEERALFD . TR X A Tick interval A H H0Y 0.1
EE P (01 sec), MAKIR 1 BRI R W (LR B LA AR, X
ST VIR AL 1 BB Ak T 0.0 B,
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Yih (EEH) SHMEE

Y WS E AR HRAEIX IR 4 TP CE
1. 7E Unit GEAFLL) NS b £ DRI, $7E Dl AL, m] e I
5 Packets/Tick. Bytes/Tick. Bits/Tick 5% Advanced.

2. 1F Scale (GuUED FHgsrpdge Y #hrdval (K. Y #iKEA LMt (Linear) Fl
1% (Logarithmic) PIFMRILE, AT R h bk £6. 2488, Wl LU H BR
M Auto SR HE 7 =K I R P2 g e — A

3. Smooth CPIFHZE) S48 78 T AR I FIgEdnd R ORRIERASTHI A7
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I {E 4~1024 2 [,
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{81/ 10 Graphs ‘EI, Wil s 5 X HiATY #5040 H 0 S id e as 2 drh 2 .
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@ ¥EFHE: JE30E “While measuring the throughput, we can measure the throughput on a communication line between end devices
(PC to server, phone to phone, PC to the Internet, and so on) or to a specific application” .

@ FHE: JRICE “The process of isolating network problems starts from measuring traffic over a link between end devices on
single connections and seeing where it comes from” . JE 3B L, PRI H B

@ FHE: JFECE “Inthis recipe, we will provide some basic filters for measuring traffic in the network” . 3% 5 /5 B E& 1k

TATERITRE, FCE .
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) 255 Bt JmPEA, A K k2K Wireshark BT 4% 2 5N Bdh £ 2 [a] i s 22

| Example 060 --- HSUPA Downlosdpeap [Wireshark 1102 (SVN Rev ST93 . .
fle fdt Yiew Go Copture Amze Stattics Telephony Toos Joeemas | (iD: 95.35.100.216 and i req15.217.49.22)

oe 1 m m®@ .o @ w7 []5]and (tcp.port eq 20293 and tep.port eq 44832)
|

Filter: dip.addr q15217.49.22) and (tcp.port eq 20293 and tep.port eq 4832) |- Sve-

INo. Time Delta Time Source Destination Protocel Info

1214 | 0.060641000 || 495.047401 | 15.217.49.22 95.35.100.216 FTP-DATA  FTP

1215] 0.173069000 || 495.220470 | 95.35.100.216 15.217.49.22 TCP 202
1216| 0.185921000 || 495.406391 | 15.217.49.22 95.35.100.216 FTP-DATA FTP|
12171 0.118770000 11 495.525161 1 95.35.100.216 15.217.49.22 TCP 202
1223] 29.243810000]] 524.768971 | 15.217.49.22 95.35.100.216 FTP-DATA FTP|
1224] 0.107967000 || 524.876938 | 95.35.100.216 15.217.49.22 TCP 202

1225] 0.441966000 || 525.318904 | 15.217.49.22 95.35.100.216 FTP-DATA FTP
1226 0.089007000 |] 525.407911 | 15.217.49.22 95.35.100.216 FTP-DATA _ FTP
= TIUUT JZUTZITOIU I C Ll s 9. 22 U5.35.10U0.Z10 FIP-DAIA FIP
1235] 0.000286000 || 526.238136 | 95.35.100.216 15.217.49.22 TCP 202

1238 0.060958000 || 526.708832 | 15.217.49.22 95.35.100.216 FTP-DATA FTP

112471 9.127499000 |1 535.836376 ]
12481 0.110962000 Il 535.947338 | 95.35.100.216 15.217.49.

12531 0.000354000 || 545.887247 | 95.35.100.216 15.217.49. TCP

1257 | 10.941129000|| 556.828376 | 15.217.49.22 95.35.100. FTP-DATA
12581 0.142565000 || 556.970941 | 95.35.100.216 15.217.49.22 TCP 202
&5.14
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& 5.14 AT, 7E s HIUEL ok 8 88 07 H RX— i TCP diiiatrh, Aiis G2 [m) (1 e IR %
SR B . BN, Wireshark 7ZEFMEI4m 5 0 1217 A1 1239 Mkt Ja, 05T 29.24 #5
1912 B, A4EK T [F-— TCP Wity T ML (w5534 1223 F1 1247), KBRS
LA AL

5.15 TR i% LIRPIRELCE 10 Graphs T .2 J5, Wireshark A2 sl (158 4 ELVLI) TCP
G Mk SIS

Ml Wireshark 10 Graphs: Example 080 — ol =) S
‘ s
255
= et e,
500 800 20 40 680 200¢
=
Graphs X Asis
[Graph ] coler Fiter. i (tcp.port eq 20293 and tep.port eq 44832) Cale k() frame time, deta_displayed ) sevle(FBar [ ] @) Smooth | Tickintenat1 sec a
|Graph 2| Coter | Fitter:| Colc: SUM(*) - Stylelline x| [@] Smooth || PoRBpertick |5 |»
) L J L) fa ime of da
(Graph3| - |Fiter| Calc: SUMC) -] Soie|Une (] B somooth |L— o e tme oty
(Graph ] Color Fites Cole: SUMC) - Shle Line | v| ] Smooth | |y,
Graph 5| <o/ [Fiter| Cale: SUMC") - Style Line | »| (7] Smooth
(ip.addr ag 95.35.100.216 and ip.addr eq 15.217.49.22)
framae. tis dis,
II* i | andltcp.portea 20293 and cp.portea 44832) frame.time_dalta_displayed =

&5.15

7] 5 5 It b B o 1) ) 4B IR 22 S E K] 5.5 iR —H TR, iR LS UL TR
AR LIPS PR = ) (27 AR A

5.4.3 HEERE

10 Graphs I 2 J& Wireshark T 2 Bk 1) di ey At de ok LR 2 — . “FrifE” 1) 10 Graphs
THE TR A S M R DRI SEA S B AT, — FUa A T3 Y Sl Unit R bz
1) Advanced SEHLIN, f§RT LLLE Wireshark 22 BC# A EE D I E  CEEan2E sl s i el %
B TCP Bl AT K A BB, 6 4 ol B FFE 7 138 AT UL R FE S o

£ 10 Graphs TR () /s i JEASC B DX A, A7 Filter S K%, U A IERIK SR
REPERIAS, TR DUEHEE T X BN A RS aat s (TCP) JERSK A A S T4
JE. BERBREGR AT, $A3 )5 M 10 Graphs THE M IhRE, TR

> WSS TCP Hidis vt A 2% Fihs 00 1) 1) 2B 8 7 5%
> WLERLBE RTPAAIAR oA b ic A7 i B £ .

124 =M1W N v Il 1024100 VTR —L— Cow]
FroTLIXKENSuRe(ToI 130002 T = 155 T




BoE

AT ZEP AL IS AN 52 1 2 17 Statistics S8 41 10 Graphs AT, M 45 92 bRk, ik 10 Graphs
T 1 SE I R s 5 2 A 1A BT TR,

5.5 TCP StreamGraphFRHIGHATime-Sequence

(Stevens)FRPAWMMAE

TCP StreamGraph " H Jj& Wireshark $& {1 1¥] FH ARURFE 7 i VB IPAT A TR Z —o A
S WA % ORI S N RE P 2580, I S AH DGRt B 1R

J ) Wireshark A, FTIF— 900, 8Os, s Start #8#IT 440
10, BLAR A ZE AL 1K) 5] I F] TCP StreamGraph 32 ¥L35 F [) Time-Sequence(Stevens) T. M,
AR T RIFASEL LN ARG HE B, Mg s I 2y, et abind.

BEWE 1 TCP StreamGraph 2505 [ Time-Sequence(Stevens) T B 4t 5 B, 35
LU P BRAT

1. FEITE T D I En 2R DR A, b AN SRR T A7 5 I R B TCP K it (1 44
Pt

TERRATIR KN, RET R TCP FIERM, LRIEA KRG,
S Rk, fEiZXIAEFSEE, ik TCP StreamGraph T HA kg5 8
Q [N, BEETE 7 (S SO G ROER 1 1P ). HeJr i, BEiE TCP
StreamGraph T H A HTTP FE AT S ge i3 B st iZik 4%
EOE TR CRIEERE A RIUE 1P Mk A 2 R ke[ 15—k 80],
F {5 1P M btk oy 3k

2. ILFF Statistics LN TCP StreamGraph S&#I, gididi# ) Time-Sequence
Graph (Stevens) 73 ¥.J5, TCP Graph % 143750, Kl 5.16 Fizs.

Time-Sequence Graph (Stevens) - BLIGUT AF B0 B TR S B b S R A2, FEERAZ I TR P, 52
WS TCP AT RAN T BT A BE 00 715 5. HIAEI 5.16 e — 4 BEAR I M sl e, X

@ ##HE: 530 “You can always click on 10 Graph, and it will bring you to the reference packet in the packet pane” .
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Bt T R B SO R 3AT A

BT(PGuph& D | OFDE-45€3: "m-csmii&{] 9L165.206.240:8000 -> 10.0.0.3:59346 ] @] B
E= } |
1| (Tcp) e
= “?ﬁ)ﬁ” ?iﬁpﬁ (TCP) K
—_— HEHEERS |
2000000 —
1500000 =
1 S8 |
1000000 (EAR ML)
500000 —|
BfE) (BRALRAD)
_)
L] T I L L L} | L] ' L L I T T L L] I L) T Ll T
50 10 150 200
Time{s]
| — n— — — -

&l5.16

BRI X RS A R8T by 58, HURE VS IS TR PN BT AR S A A ) R L TR R
& 5.17.

il (PR D)

12: | =N1==N N o] Il 1Q7240n 44\ A= [Tt S ]
(5] Fr T LIXRENSURE(T03 1900092 T) S = IH S EEnIX
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& 5.17 Al4N, ST FARSCHE R AL, AF 100 B R AT 1,200,000 FH R E. T, 1
DAV S AR S S 800 v i i oA 12KBYs B, 96 Kbit/s.

3. AWK TCP Graph &1 1P A AT A I, 7 FH SRR PR 2 1 T e D Bk B0
BN ORI R, 5“5

A BB A B L LT T A, AT 3 10 9 B 6 9102 X S o 31 5 LA
ol R R £

5. ZALHHE TCP Graph & HWAIK W RS HL, Alfe 3R /N e 1 P REa T,
4 5.18 s

[l Graph 2 - Control - Wire... islo=l i S
Zoom Magnifyl Origin] Cvossl Graph type
Zoom

9 iin out
Horizontal: | 1.000
Vertical:  1.000
Horizontal step: 12
Vertical step: 1.2

Keep them the same

Preserve their ratio

Zoom lock:
9 none horizontal vertical
[t

&5.18

TRREE RS TCP Bdliint, Zevk CRATIIT ) FEFAN R @ 7 1) b A% A (0 5 0. 1 5
H, W R AR L) TCP Sk M F 5115 7Bl . TCP StreamGraph SZHLI )
Time-Sequence Graph (Stevens) T HATAE [l XN D, Ho&LETE 77 A £ ANid
EFEGETT R I e Se b b HAHE TAEREAN T ) ARG (228 TCP Skl 2emy) W
Frfd CRLE N AR SR8, HANE 1P A3k & TCP LD,

JE 1L TCP StreamGraph 3z .10 [¥] Time-Sequence Graph (Stevens) T L BT 4= il 1 <,

@ ¥HHE: 50 “Right-clicking on a point in the graph will take us to the packet pane in the captured file” . e, Bk
LAR, HaeRZcst, PR30

————————————— PSR Kensuket 1831906642 D) = EEEIRIR [127-
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AT (BT TCP () MR FP B2 S R A # e Oafitl, RG340, HTid, — 48484
WT AR AL TS 5 1 SR AR A, T ARHER B IS IR 88, ISR SCAF AR A7 7 1) s R
FAPGBOR, RS SRR R ey, ez, IR SR ezt (48R, Bl Xo Y Bl
MIZIBE T 5E ) o

FI Bl b 22 ity BT P — A i IR E DIV B 1 A8 (471 3 X 0 A7 31 5 HAR R Y
et . WAt i, B E S AT SE I (1, SRS AT AT DLE SR P % 1, k3
A BE I B T .

TEME EITEIT,  — i B2 28 e & B0 R —Fh s AP AR . ] TCP StreamGraph ¢
HLIjiH Time-Sequence Graph (Stevens) T BB AHFI I ETE, T A N HFLF K 30T e 2 1E
WY, AHR B IR RS AR 1A

5.6 TCP StreamGraphREIGIfTime-Sequence

(tcp-trace) RPN AE

TCP StreamGraph ¢ ¥.35 1 [f] Time-Sequence(tcp-trace) 132 FLIR I REME G T UNIX
tepdump T H, A4 AF ISR TCP M Z VEAIE B . X485 Bl sk #r 51k TCP
HERAT ORI RN ), AWHE TCP #fiiA. TCP Hifk, LA TCP & 1 K/NEE .

Ja8)) Wireshark #F, $THF— MRG0, skse—dm &, rid Start A F A6 .
AR FTAEINAL )[R ISAfE H] TCP StreamGraph 2 .3 H ) Time-Sequence(tcp-trace) T, {Hi%
THIFASIEL IR ARG R, SR BAEMAH I Z 7, e i,

BN A 1 TCP StreamGraph 2535 F Time-Sequence(tcp-trace) I B A A4 5 &,
WL NP BT

1. FEME T D s a1 3R DR, 2B b — AN SRR T 5 S 2 O B TCP K i (1 £k
it

2. EF% Statistics 3L N [¥) TCP StreamGraph 328037, i 244 N ) Time-Sequence




o5&
(tcp-trace) 3£ LI, TCP Graph & & izl , WK 5.19 Fix.

ERIATI RN, RETHEK TCP MM a, wREAKREE.
Ry ik, 7EkBEEdEA, il TCP StreamGraph T R4S iHE BN, HE
Ql WiOT T CEGVE SR AL R P ekl Wy . EEiE TCP
StreamGraph T HA 5 HTTP T A MFiHE 8, s iZik & T
EE TR CRIEERERUE 1P HhE A 2 R bk [ Sk 80],
H g 1P stk >4 Y stk .

3 £
2] TCP Graph 2 Example 080 -~ HSUPA nm.mapul 1521749 22:44832 -> 95.35.100216:20293
N

Sequence
number{8]
B Bl n —
] TCP J4 Y il s
(IEAEM 1) TCP #%4%) | ’
J sl
) - " !
1009000 — = A r‘
o
- E— "
' i b |
4 , -
N

4 e

= o ¢
] .-
wom—| [ B /415 i

T T T T T T T T T I T T T T T T T T

Time{s]

&5.19

5.19 7 FE R (1 B0l 2 R R (R 7R B I )Y, 52 AR I TCP s He e 3EAN 7
) b A e (T E A A K (R R (AR SR R TCP
WICBLH) TCP Bl o 4 ik 2 I 28 (s ki, s GO EHL) AT 2847
Al TCP ARt sdl; W iE-FHES, WE/R TCP & L (window -full), ANREgkalfé
LIEAET T

3. [ 5.20 s HAEIR] 5.19 HiE DI kel B, BORZ IR KR T

E RN 4
j=—lf—/l)/’|‘j__Ei\ClIbui’\c\1831900U421) <TF B ’|‘)2 129
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Sequence
numberE]
110020 —

10500 — : . ‘ /

1000000 —

00000 —

T P T T B TIIIIII‘: Tl[[lrrl:ll]]l[ ‘l"r

1000 1050 100 150 120 1250 1300 1350 1400 1450

Timels]

[&15.20

4. 1&15.21 s g3 S R R0 A A R X 3 5511 5.20 7 DXSAT R I R e £ o

|l Example 020 - usuuommuq":‘m (SVN Rev 5
Ele Edit View Go Capture Analyze Satistics Telephony T
oO® 4 m

Filter:  tcp.stream eq v | Expression...  Clea

Destin

95 35 100.216 FTP DATA FTP Data: 1398 bytes
2235 1272 88204 95 35.100.216 15.217. 49.22 TCP 20293 > 44832 [AcK]

2238 1273.464842 1.217.49.22 95.35.100.216 FTP-DATA FTP Da: 1398 bytes
== L
e P

2336 1386 236423 95.35. 100 216 15 217 49 22 20293 > 44832 [ACK]

2386 1499.617876 95.35.100.216 15.217.49.22 TCP 20293 > 44832 [AcCK]

&5.21

& 5.21 7%, Wireshark ZEJN 24454 2239 [#) TCP difu 2 5 CHRELU ] 4 B FFEIN
BRI 5 1273.464888 #0), AL&dWr; ZEINEIG 5k 2338 FHH L2 )5, A4 W .
5 W B0 % 48 TCP Graph % 1+ ) Time-Sequence (I Ia)/F415) HiZkEh—H T4,

BT ARSI T 0 1 A B A SR Db, 5 7 250 B - 6 B i Bt A, A0 25 1 A%

TCP StreamGraph 5.3 K] Time-Sequence(tcp-trace) 1~ 3Z H IR ThAE B IE T UNIX




BoE

tepdump @74, B FZEE IR AL, ml2ril Wireshark it (RpoE TCP Hdl i Aeds & 77 17 )
i TCP 27 Tl 2 1) TCP % K/ (TCP 007 7 licgs TCP SR R A fr 4 /) FiAk
S £ DL RO BT B A CACKD & 345 .

i Time-Sequence(tcp-trace) ¥~ B0 T E A Al 1 R 2 16 BT I e HE 5 B B L2, o]
Sy W 2 HEREE 2 TP A B R 2R 2R o X R h 2 I RERRAR G0 A6 b s e TCP Bl A% i f
K2 %, b, TCP % 3 784 i T U A KA TCP TAL I .

{8t Time-Sequence(tcp-trace) T F A B ETETEAHBOR, ol 30 i) TCP ki fanid %
A, WKl 5.22 TR,

FANEEH
FoR MR ;‘}

3

/ TCP &Ef&
, 1

I

TCP @&
A

5,22
(LRI 2k B RS /N B 4 3R s 45 iy B F 2 450l 1 TCP s, 3L TCP ii2
WHIPH) S &P 8 S (BIFTAEN D AR5 44485 (sequence number) b IECFAHXT Y. . K]
5.22 TS T OB BA I AN FE (/N IR A 3RO — IR TCP FiAk, AN AR i) /N I 4 W s T 52
Wiik. AT 9 Tk i TCP AL M E E A2 2K TCP itk

5.7 TCP StreamGraphiRENHAThroughput Graph+3%
BN AE

f&BhF TCP StreamGraph 32 ¥ 30 7 [f) Throughput Graph =2 HININGE, ANMEAE T iR
W4 TCP R sk, 1 HIBBEHIMT TCP EFH A E

— =i EeKensukef 183190664 D TS A SRR 131
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5.7.1 (ERAES

Ja8)) Wireshark #F, $THF— MRG0, skse—dm -, rid Start A F AN .
HARATEHTAL B[R] N8 H TCP StreamGraph SZ 5155 H1f¥] Throughput Graph T-H, {Hi% T H
AR A G S, e e 27, se s I an.

5.7.2 {ER%AE

BN A H TCP StreamGraph 3535 F Throughput Graph T BA KA THE A, 1%
BT R
1. 7EPME 0 D B AR X IR, B — AR e T s Ak TCP A i n & (.

2. ¢ Statistics ¥R TCP StreamGraph S H30, 5344 F# Throughput
Graph T3¢ .0, TCP Graph & & Lz #H, Wik 5.23 iR,
12:4483 )5.35.100.216:20293 -

{4 TCP Graph 4: Example 080 -— HSUPA Download.pcap 92244832 -> 9535100216202
Throughput
| B ESSIIN
Bls (45 /%)
-
= e
20000 | / )
15000 3 I! : § ; i
- : , : 1 :
S I | 3 .
; Bl FOL B
) CBLpLh RD)
5000 A , — ) (SLALsy
.' T = .IJ.I _I -T.'.'I“.’.I T ..ls. .l....;l I.: T _ T -:l. o I.. ..l.... .I.
500 1000 1500
Time[s]
&5.23

Wit K 523, ATLLMERRIX 4 TCP EH AR LA (Frnk i) AT E, HEih 6
X F] 20000 “F1/FE, AHEBAKKIEAE] 1000 F0/FE . X FEDL, BEA T BEAL T Internet 128
ERT RS2 S 1P Hukl, & WL BE 1P stk L% B i S35, Al he & Hb 5 A,
ean, 305 ARt o

5.7.3 HRERE

TCP StreamGraph 32535 F () Throughput Graph T Zitl AR ) R348

—|132 — - = ERIR




BoE

ST ] EARS BRI 7R, BT I R AR TCP Sk e85 v BUE, RJa
PRI T A0mM L 2B PRk, BAgevh HoR ki (Rl R by EIGRAERA
JrT ARG (2 TCP Sk W AR P8 (& MR SRE8, A% 1P sk
TCP k) A, A4 7 1R (Bls).

 TCP LB AL d R AL H FoE, W) Throughput Graph B JLF ARl — 4552 4k,
& 5.24 iR,

Theoughput

(8] Treoughput Graph
Fnkg
I i -CRE S22 )
AR (ke e,
5% 1MB/s 8, 8Mbit/s

TN V% WS S GMR | AAYm WM WA WS W GE Y ¢ Wme e P 4 N } oW,
o B e L e L o I L L i s s L i i L
2 3 4 s [ 7 8 9 10 12 13 4 15 |

R
1 16 17 18 19 20 2 2 23

.............

W] (ALK D)

&5.24

5.8 TCP StreamGraph R B Iith Round Trip Time

Graph+RBEMMNAE

&) TCP StreamGraph & #3751 () Round Trip Time Graph TSI ThAE, 68 T filt
FHI% TCP MR P HRFE J7 10 B PITAT TCP ROCBUKATRIN T (RTT). FrifHE TCP iR 3B
PRI )45, AT 5 2 e 915 - BB TCP RSB & H . A I 2005 1 TCP #fiiA 4R
BT IR o 3 %% Round Trip Time Graph LB/ s B, v LUK T il fs &
TCP IEFE T RE

JA 8l Wireshark 848, FTHF— AN, skse—Bm &, s Start $28 TFAA9NE.
AR AT AEHEL [ [H] I A TCP StreamGraph 32 515577 [ Round Trip Time Graph T H, {Hi%
TRIFASELLIN ARG 5 B, SR 20T, Jete 4.

—————————————— =i BeKensuke( 1831906642 - = R EHRIR [133}
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5.8.2 (E@EAE

BWA H TCP StreamGraph 2 ¥.55 F Round Trip Time Graph T B4R KIgE 5 5, i
UL TP BRAT .

1. FEIE T D s 3R DR, B b AN SR TAT 15 I % O B TCP K i (1 £k
Pt

2. EF% Statistics A R ) TCP StreamGraph 3535, fAidi H4 N Round Trip Time
Graph T2 H30, TCP Graph % HI4rZ#f i, Wikl 5.25 i,

1 7CP Graph L Exampte 080 — HSUPA Dowriond pcap 15217452244812 -> 95.33.100.216.2029)
e RN RTT
1| RTT (FEEI) l
(AL D) |
200
sl FRaEHY RTT
| AR ny RTT l
xoo-: 1
] . Tt RTT
. l
Rasfg RTT *
' ®F . Jy A
PV —
_ s
Cequence Numbert]

A&5.25

&l 5.25 A4, X4k TCP & #:r 0K 2251 TCP 4RC By, MK H B A W 24507 56 A I i
FER IS T EB RS 2 M. 248K, fEBGR st Rt , WRAET JLIR TCP 4R B I fal £ A3
AT CHIAT T TCP LB RTT (HA H ) o

5.8.3 RERE

i TCP StreamGraph 5.5 N Round Trip Time Graph T BA MM E KSR B (%
TCP &4 it TCP R SCE TCP ki) JP o5 B S GBCRIHIAAHRN. TCP LB

—134] R = 1%
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FoO IR AR Wt v, ZE sl i TCP Mkrh (FEfaE b)) ALk hE
— TCP RICBU At 1 W R RO IR DA BT FE AR I 1] o

¥4£ Round Trip Time Graph T FUE s 3 TCP 40U RTT AR AR, B
JERAE TINS5 R T 0, R P AT o e FL A R 32 4 7 s

5.9 TCP StreamGraph ¥ 2 Ii th Window Scaling

GraphFR|MMMAE

Hi )T TCP StreamGraph ¢ H.30 /) Window Scaling Graph [ HIDfRE, fig T fiF
FE TCP ERALEEIRT, IOy il T 1K/ ST —4% TCP &z, 48
W77 3% TCP R SCBEAN BN A N, 25 DAE TCP kbt A BHUEIMIER, 1 KI% Ty
T8 5 AT R R RE ) . T EE Window Scaling Graph (L B A kK, Al LUR I T
fifds 2 TCP &Ik RE

i3l Wireshark #AF, FTHF—ANIMNESCHE, Bk R, ridi Start JFGEHME. BA
AIZEHNELI A48 H TCP StreamGraph 515 1] Window Scaling Graph TH, {Hix A
HASTEL S ARG TS B, MO EE L2 A/, Jefs bana.

B H TCP StreamGraph 35155 F Window Scaling Graph . B4 kIS5 &, i
UL RSP BRAT .

1. PRIV A L B R DA, kbR TA R IR TCP B ddatl.

2. M #% Statistics 3 . T ) TCP StreamGraph 3z ¥, 55344 F i) Window Scaling
Graph {2 J0, TCP Graph & H2x %5 i, Wil&] 5.26 fras.

@ PEHTE: JEICEAT %] “You can see that it took time to acknowledge a packet because there is a problem, or because a server is
waiting for a response, or because a client is browsing a web server and the user is waiting between clicks on new links” . & IA K
AR IR L, B AR,

@ FHE: JR3CE “The Window Scaling Graph of the TCP stream graph enables us to look at the window size published by the
receiving side” . PEICHZ T BRIV, (HPER UM RSCGRIEIFARG G, PR 2800 LARERE . 0T TCP & “IP Hull A:
Ui 145 80> 1P Mtk B: 3 15 10267, HIIILAE 126 LB AR B PR vh 1y i 11 DR/ LS i R 3% D7 I FR/D, BT IP bk
AT E FERAN.
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EE N T R R L

AN

¥ WPy

. hee i aean
- —..- oot
cSTRANG

e e
- e - mi—- .
.

i

RN RE RFCCEY S
: .: :E:
20000 — . e L)
> ¥ T!
7 FRRARRE BB AR RE
W CREDE)
—
RN EEE B EEE B N B T A )
10 2 0 0 %0 L] » &0 %0 100 10

Time [s)

[%15.26

H1P 5.26 AI%N,  H s e P 15 R B TR /Do SXRos Sl it e b, 3k
T TR BB ) e, TR DL w K, S EIET T A CERIRE I A
B, AR AR,

5.9.3 BERE

TCP StreamGraph 5.5 F () Window Scaling Graph I B4t 5678 TCP 5 & 7
) AL B TCP S BE (TCP Sk i) & M Bl , AR5 FF LA 1 7 00 DL 2
5 TCP & A KRMANA, TEWH 9%,

5.9.4 BiEtMR

4 TCP W75 Bl o () o AR 7= N, AHSC R AR (A R th 2 AR B TCP i 1K
NTEASEAE TN TCP MK AN il CIRRIUIR 55 8 1% /7 3 ), TCP B K/ RIAZ A5 M 2%
CASKD PR R.

@ PEFFE: 50 10.10.108.100 “4517” 10.10.108.20: AN B EAFAT I, 1T 1263 Hod .
@ #HE: 530 “The software here simply watches the window size on the connection and draws it” .
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Expert InfoLEBMRE

AR EE W i AR
> WA Expert Info TH, $ATHERAT45;
» LN Errors i
» A iH Warnings 4
4

A iH Notes F1f

6.1 &N

Expert Info T H /& N & T Wireshark HAF b s ss K T HZ —, &% TAEAMEREEI
A N7 Mg b R AR SRS, BRGNS R W IE U AR R . AR A
44 Expert Info THEHE. ABECESHR UTRZ TR S TRAHZ S, RRIIHE
VCE- T

6.2 T - AUV EFE R [ 2% R N A Expert Info TR, Bl 5 JLT5 2 Rl Aner i 152 th i
TRARKHE R,

6.2 UNfAfERMExpert InfoLAMITHIISES

1T Expert Info T H., A[3k&1H Wireshark %t (ZEIMALERE D P50 H 4%k o 2%
HAEF R HE . Wireshark 234 TR 51 H 0 4442 H WO iR (1 =i AiG, af ek Expert Info T 1.,
DA 7 ek LU 7, RN TR SRS LA 4y

F4bttXKensuke(18319066421) H= iSEEARIN
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FAG ] Expert Info T2, i ¢E 9N 3 % 1 A EHE Analyze 325, i 24 R Expert Info
SEHLIL, Expert Infos & LIz, a0l 6.1 s

Errors: 0 (0) |Warnings: 9 (186) | Notes: 144 (1174) | Chats: 530 (1797) | Details: 3157 | Packet Comments: 0 |
Group 4 Protocel 4 Summary 4 Count 4
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> Errors: i Wireshark 7EATE] 104t i B s O 17 S A0EE R, B, K
N TP (RER) SPOOLSS st GTP WSt tu4%) miiUnl Hy 1 3484
AL R CK F O RE L8 7 B AR PO AT (B, 1Pva i i) 1P Ak A
I BAERTUIE AT [1Pv4 Bl il A A AR 2 D

& 6.2 iz A Wireshark E] T B () TCP Al SSL #idlitu i,  Expert Infos % 1117 Errors
PR 5 R

M Wireshark: 3253 =

Errors: 2 (5) |Warnings: 1 (1) | Notes: 6 (309) | Chats: 598 (2938) | Details: 3253 | Packet Comments: 0 |

Group 4 Protocol ¢ Summary 4 Count N

= Malformed SSL Malformed Packet (Exception occurred) 2
Packet: 36 1
Packet: 41 1

= Malformed TCP New fragment overlaps old data (retransmission?) 3
Packet: 2 Errors fifkHi4F 6 “Malformed TCP”] 1
backet e TR ER AL .
Packet: 7007

&6.2
6.3 [T/~ A Wireshark 02 7758 Errors SE4Fr 53 48 A7 S A-REAE 0 258 1, Expert
Infos % I FF Errors AR5k BLEIMS B HIEIRT 40, Wireshark ZEJNEI G EHE G, HAIH T# T

BDEEAS (B BRI BL¥) BOOTP/DHCP ##ii e (i k(i 5 B CL7E Summary £ 1
EWD.

Errors: 2(6) |Warnings: 0 (0) | Notes: 0 (0) | Chats: 2 2) | Details: 8 [ Packet 0

Group 4 Protocol 4 Summary 4 Count —

=) Protocol BOOTP/DHCP file overload end option missing 3
Packet: 3500 1
Packet: 3750 1
Packet: 3988 1

= Protocol  BOOTP/DHCP sname overload end option missing 3
Packet: 3500 1
Packet: 3750 1
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Warnings: 7~ Wireshark ZEFIE 1A A0 Hoan 2SR 7 — ek s, ted,
N3 T AELE TCP zero window. TCP window full. TCP 0Bk /7>, TCP B E
RAEILG, BRI TR G I 25 AR IS AR I R H A B I 9 A 5 IR I DA —
o Pl B i LT 0 N A5 () L B ) . &1 6.4 BTy Wireshark 41
BT 754 Warnings S AE B (N, Expert Infos % 11 Warnings #2542 B
fE .

| [l Wireshark: 21692 Expert Infos

.Enors:O (0) | Warnings: 7 (8621) ‘No(es: 28 (10947) | Chats: 10 (2124) | Details: 21692 | Packet Comments: 0 l

Group
[ Reassemble TDS
[# Sequence TCP
[# Reassemble COTP
[# Reassemble T125
[= Sequence TCP

Packet:
Packet:

[# Sequence TCP

4 Protocol

4 Summary
Unreassembled Packet (Exception occurred)
Previous segment not captured (common at capture start)
Unreassembled Packet (Exception occurred)
Unreassembled Packet (Exception occurred)
Window is full

Packet: 54491

59575
62004

Zero window

4 Count

Help
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Notes: %7~ Wireshark 7EFM R E L, BANE T nT RS 5l R MbE ) i g,
n, JEENF T TCP HAL . HAMNALL A PUR AL SIS . BR BRG] RESs 0T M
g, (HE T TCP MIEH AT A . Wireshark f3ELE 55045 69254 Notes
o, JURBHREBE P, X Hin f AT 5 800 80 e

Chats: HILFEIRbR AL 1 2287 S 44 N B EAR QAR RT & i M B REIE . IXREI
T H{44E TCP connection establish request (SYN). TCP connection finish (FIN).
TCP connection reset (RST) LA AL & PR AT Fh HTTP Fi415%.

Details: bR LIS Be LIRS & 5P 7R vEN . 2RO Wireshark
AT ZAR B D B H% 2246 E Analyze SEHAIHZ N,

Packet Comments: ] ZEHIUEL 3= & 11 PR 08 £ 51 3 DX 35 P 25 AN B0 A v vl A5

KL, Packet Comments Fr&5 A2 240 SRS AR — e R EXR.

BB AL AR IR L T ST eI, 3 T AR 1) 2 DX e b K £, PR A e
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Comments 7 -1 P45 BT B8 0 R RAE L .
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COANME BRXZ AP DTFL Qeen #Bm% a8
Filter: E]Exprusion... Clear Apply Save
No. e e e v eae R fioforolLength e e e e
B 0.030086 199.47.216.149 85.250.147.185 T P 00 ©
6 0.039936 85.250.147.185 82.166.210.6 Jonore Packet (toggie) rce port: avt-pr
7 0.042617 82.166.210.6 85.250.147.185 | © SetTime Reference (toggle) rce port: 24716
8 0.060028 85.250.147.185 82.166.210.6 O Time shift.. rce port: avt-r
i 0.062806 82.166.210.6 85025 0N 751 5N |LE Packet Commient.. ce port: 247"

T atTENE 522500147185 82.166.210.6 Manually Resolve Address rce port: av

TTT A7 ARK | applyasFilter rvirca nar+
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Al
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Wireshark H &

AN B BERN R RR IR AR B ik, UL P IBAT R .
TR AIVE 5T R e B0 41 2R X k1 5 1) Expression.. $& 4] .

ZES LK) Filter expression % 111 213k 21 Expert-Expert Info 74, 485 8oy i
“+7 5, XK FEH expert.message. expert.group fl expert.severity
=R ES L WK 6.6 Fs.

1.

2.

Bedaew BEXE Aer»0 T2 BElaaanm *
Filter: i I;\eav Apply
Ne. Time Source Prot:
1 0.000000000  192.168.200.5 192.168.200 * -
2 S
Field name Relation
B Expert - Expert Info is present
expert.message - Message (Wireshark expert information) as
expert.group - Group (Wireshark expert group) I=
expert.severity - Severity level (Wireshark expert severity level) >
® 104apci - IEC 60870-5-104-Apci <
#) 104asdu - IEC 60870-5-104-Asdu >=
+ 2dparityfec - Pro-MPEG Code of Practice #3 release 2 FEC Protocol <z
@ 3COMXNS - 3Com XNS Encapsulation contains
S P e ~ = matches
&6.6
>

expert.group: Jfi 4 Expert Infos T H A% 501 5. (expert message) (#1441
()0 M ERIIER T %S T, Wireshark 24 L 505 B AR AL (L
Wi, BRI S, TCP JFAI5 bl LA K e A E I %), Skilkridig. K 6.7 finh
Expert Infos - B A 5l & 50 B 73 A 00«

N2 X expert.group 4 N SR LR BN H

Checksum CEZBAIZE): VT A b A5 56 RS 725 o B 4

Sequence (JFF538): VLECTH 54T 1) TCP #ditd.
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Field name Relation Value (Unsigned integer, 4 bytes)

ETV-AM DDB - ETV-AM DDB Section o is present

ETV-AM DII - ETV-AM DII Section

| ETV-AM EISS - ETV-AM EISS Section
EVENTLOG - Event Logger

| EVRC - Enhanced Variable Rate Codec
EXEC - Remote Process Execution

Predefined values:

Checksum
Sequence
Response

Request

m

=l Expert - Expert Info

Undecoded

[ expert.group - Group (Wireshark expert group)

Reassemble
expert.message - Message (Wireshark expert ir Malformed
expert.severity - Severity level (Wireshark exper Debug

[# FB/IB GDS DB - Firebird SQL Database Remote Prc Protocol

FC-dNS - Fibre Channel Name Server

3 EC.ECC . EC Eahrire Canfinurstinn Canvar

Range (offset:length)

1 »

[ ok ][ conce |

&6.7
Request GENRZE): VCHEAEF0 Y FRE R F KA T AR G Sk Th BE R B 40 .
Undecoded CREEIRAIZE): VLA Wireshark WS b 22 AN BER M CTCyk i)
AR A o
Reassemble (FEHRIEIS): VUBLA EA (Lead A Eda o) i kA n) f
FIBE AL (R TR0 R T R B 3 —4r s
Malformed (BRI VLHCHEE L, B[R Wireshark Bhis g HT &%
R T 2% L E AT PO B L
Debug: 7& Wireshark & i bz - A 1 H DG i (e A 1) 500 1.

Protocol (B3 DLACHE: TS PR SCHTE Al o Chbdm, st rb iy 3 Befi
AibRE, B> T I U N AZAF AR (R B, Wireshark BRSUFHT &35 7T
RE S ZRELAF AT B .

Comment (EHEREREE): ML SERG LB G, 2T Hdk
BIRINARE, ACOBod 21, R INTEE

> expert.message: Fifiiy Expert Infos T EA R BRI LR E . 24 BoRidig
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P EZSHUYT, Wireshark 25 1L 500 B bR 7 H (35K & i Lrelation ]
i contaiins, WAL EREE 7 H s 478K T8 matches, WA PEECHE & 17 H43),
ke “ak” HdE.

> expert.severity: JJifii’y Wireshark 2 dif 42 th sl bR (1 G, Jld
Expert Infos T-H 2L S48 . n % S50k R 41644 error, warning., note
25, FAERRLIIER TP iZ S, W Wireshark 7EATRLJETHAENT, Bl i 4 1F
A A HH L KRR A 5 R B R IR SR80

L E Wireshark, 4 HAE Expert Infos % I8 AR A2 N LIRS AH N B ) LED, Al
LR

1. ST % D r Edit 3250 1) Preferences... 32500 .
2. (EFRHY Preferences.... & 0 st User Interface it & % I

3. mikAq ik F 7 Display LEDs in the Expert Infos dialog tab labels & EHE,
Wk 6.8 e

[ Display LEDs in the Expert Infos dialog tab labels: V] ]

o J[ sy || conca |

6.8
4. fiidi OK 34l .
5. FHi T Expert Infos % 1, A28k Nyl S AN EUE R LED T (WK 6.9).

:Gtoup 4 Protocol 4 Summary
B Sequence TCP Duplicate ACK (#1) n
|® Sequence TCP Retransmission (suspected) 134 ~‘

B Sequence TCP Duplicate ACK (2) 2 :‘

¥ Sequence TCP Duplicate ACK (23) 4|

& Sequence TCP Duplicate ACK (=4) 1

+ Sequence TCP Duplicate ACK (=5) 8

# Sequence TCP Duplicate ACK (26) 4
|@ Sequence TCP Duplicate ACK (=7) 2

i Sequence TCP Duplicate ACK (=8) 2

Hep |
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6. M, IR O, HEEAER AR DI E T TR IE EVLRCR -SSR
Hynt, o DRARRS iR AU ) LED oy BB M B .

> B9,
6.3 iAHErrorsEH

ARG 51 4 25N IR B Wireshark 78 JIUEL B BT 8k 4 21 8 U330 H A 44 F Error 44

JR 5l Wireshark 21, J54TIF— M S (BREFE— B, iy Start 24T R IR,

1. A 3 b Analyze S50 R ) Expert Info 2935, Expert Infos % 14337 %
M.

2. i Errors FRZEFE (LSRR AR AN sishi, Errors FREEFIEBINTRIMEFRZERD,
1K 6.10 .

| @ Errors: 5 (140665) (O Warnings: 12 (1178) | Notes: 36 (3542) |@ Chats: 31 (3192) | Details: 148577 | Packet Comments: 0 |
|Group 4 Protocol 4 Summary 1 Count h
# Checksum IPwd Bad checksum 140648

# Malformed SPOOLSS Malformed Packet (Exception occurred)

# Malformed BROWSER Malformed Packet (Exception occurred]
# Malformed MBMS Malformed Packet (Exception cccurred)
[# Checksum Ethernet Bad checksum

Help

&16.10
1 6.10 T %, Wireshark JE%n2 T 5 AN12K10 Error Fi4F, 2 AL FPAE Lo
> REFEER: Ethernet & IP K6 FIAR R, IXEEAT Al fig /& Ethernet Mink IP i {0 B 11
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WA K R A PR, BT RE 2 checksum offload 37 1 (AL & ) 5,

> DhEMBERA MR XA S BRI N E Y. 48R, BRI REN, A
T] fESE Wireshark F 10U HT 2% 1] 751

BB LA — R R AT L], FH A U 5 (o A A S R rh 2 5 R AR T Bk . BLLA
1P 250 AT S UG L SR B A i 1P 50l (o 1) 182 4% ST A Bl A3 16 1740 ity T 5540, T
TR — S50 1) 1 S RS A, AR VB R S i ) S, Bt AR, ST A,
R R 1) A 2 RN S it o B 28 M5 B AR N 1% 1P Bl L AR B A B, el IP
A A R & S PAT D BAH R T (BATTER, 228 SRR A BED, W i
KRR H 00 F5ARN 0, WIEER 1P Bl et fE b & A 74000 . R A pLifl
BE T ASE T s B 0 Al Aok AT, i mT DA TSGR AT, B—F P (Ethernet. 1P,
TCP. UDP) #H H O — 4 A AL

TSR R G Fl 44 4 checksum offload CRSIGAITHEL TR0 (IThAE, XWE R T
4 CPU %, MmlEit, #AERGHIAT IP. TCP. UDP KU FITHSX AL ML ThhE T s
T NIC (D, ik NIC BUEAF 7 AT AR TS (45 NIC B3R5 SCRF ), ANFE I TCP/IP )
W TE M. AT T Hish 7 1] (TX) _Ef#) checksum offload ZhfE, NIC {5 £x 78 #s tL R b
L2, SERUAH AL I AU 1T Wireshark ZEMEUAHLAE e s ey, S7E3L “255” NIC
Z AT R AL BRI IP. TCP. UDP Sk#BHIRI A7 BEIEAS IR O
TANERE AR, H P, TCP. UDP Sk A5 Al BUE M IH S AF 550 NIC 7150, T2,
Wireshark il 23 B0 25 A 50 A 1 2 2K 1) Error S5 4%

BRI Rttt BV Wireshark 3833 Expert Infos T e e 3] 1V 22 856 R0 H A 1 B
fl, (B K X SR s 4 PR 1P kb AN 1P, IS m A # A AT RS FEI T checksum offload
Bl PIHBCE Wireshark, A H A2 M s (i IP 8 TCP &4 .

> EOCH 1P RIS FIIRS A, 1 s T Y Edit 325N 1Y) Preferences SE LI,
ZEmAH ) Preferences.... %, A Protocol BIE “+7 2, 33y 1PV4 i,
HUH /2] 3% Validate the 1Pv4 checksum if possible: 5 ZEHE .

> FESCH] TCP BCH AR £, 1 i 9 3 % D Edit 3250 R 1) Preferences % HLIi,
e 1K) Preferences.... % I, itk Protocol i “+” 5, @i TCP i,

@ VFATE: JRICE “these can be in Ethernet, IP, or other protocols. In this case, it can be because of real errors or offload” . J§i3C
TCHE, PRE) T AR
@ ##vE: JESCRE “These are usually in the application protocols” o fEZI, 4% il G5 AN BE W ff w5067 2
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WU /5) 3% Validate the TCP checksum if possible: 5 i HE .

X Wireshark [ FRANE W TEH QX FII- L, B—0 0 ok E R, HILXME L, BEA
Al RE AL Wireshark $E] T B WHEEIE (L, AT n] g & FE Wireshark 2 4F B 511 bug T, 1t
B, AT LA T H R e 67 ) @, T i) Wireshark B M, R 1Z 844 T BEAFAE ) bugo

4 Wireshark RIS T AW 1 50 6, 000 7R o 56 RS 45 1 M
S N, KA T g L AE checksum offload HLHIEE Wireshark st fiiht & I
Q . ST AT S, 58 TP SRR RS A2 CiE
BEZ D (HIEL% Error AL MR (D), AL S8 isg (o,
E & BETCP L), i HIEA A RER T FO. B, U R4 sk
S{IEH, Wireshark S8 ] AT E1IE 2 2 FL A BE L 6.

> Foi,

6.4 iAIBWarningsE#

WIFT TR, 24 Wireshark 7EHTE ¥ Zcs b sen 21 T — etk [l @, (8251850 Expert Infos
T H A% Warning FHEAE B, 17 5T 18 00— 0Pk ) 380 LF-# 0 B FH AR T il RS0 A5 ). AR5 4%
A4t 4 Warnings S04

JA 5l Wireshark 21, S54TIF NSO (BRESE B, iy Start $2H1 TR IR .

1. S35 D Analyze 250 R 1 Expert Info 2530, Expert Infos 2 1143 23 H

2. s Warnings bR, G0k 6.11 Fior (BT Warnings ZE0E44 R O FTA 725001
e 2D .

N RTE 6.11 s ) Warnings S0 ) LR34 1 fai a4

> 7 Reassembly “FFERJLFIF3Ff: K2 2R Wireshark 2 T A BE F 41 H 0.
— IS, XA Wireshark B g AT 2% ) 72,
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[l Wireshark: 148577 Expert Info i B =R

@ Errors: 5 (140665) @] Warnings: 12 (1178) Ie MNotes: 36 (3542) Io Chats: 31 (3192) | Details: 148577 | Packet Comments: 0 l

Group 4 Protocol 4 Summary 4 Count 1

B Reassemble SMB Unreassembled Packet (Exception occurred) 728
Protocol  TCP Acknowledgment number: Broken TCP. The acknowledge field is nonzerc 7
[+ Reassemble KRBS Unreassembled Packet (Exception occurred) 2
[+ Reassemble LDAP Unreassembled Packet (Exception occurred) 4
# Malfoermed LDAP BER Error: Sequence expected 1
[ Sequence TCP Previous segment not captured (common at capture start) 378
# Sequence TCP ACKed segment that wasn't captured (common at capture start) 10
# Sequence TCP Zero window 2
Reassemble LANMAN Unreassembled Packet (Exception occurred) 1
# Sequence TCP Out-Of-Order segment 39
[ Sequence TCP Window is full 4
# Malfoermed SPNEGO BER Error: Wrong tag in tagged type 2

&6.11

5 TCP % A =W 134t (£F Summary —£2H.5% Window FHER F3FH4E): L
S-S5 Wireshark 241131 T (2% 1 477 TCP zero window 5§, window full i) &, — %
M, #REHES TCPERKM & (B o RS 2% A K ATE

5 TCP B R BUR A R ) = Fh 4 (7 Summary —4= 5% Segment “#HE 1
THE): Wireshark A2 TCP U B RFAME K, 2RI ARIN 4R e T 5% TCP
HAR VAT TCP R 3CB: A TCP 4RSCBUR A5 L, J2 BRI AN 3] 1 TCP 4R
SCBAR AR JE FNUR H T R L X =R e T TCP ks, —M
St 2 B i g 1 %

6.4.3 HRERE

Wireshark fie 20 21 H By i (0 (R AREAE , Bl

>

Wireshark 2> 5y Hdl 0 TCP Sk rb i i 1 K /INT-BARL,  FE2 I Z% 7~ B AR A2 15 4 Uk
30, [RINHE#IER Expert Infos T H A4 A 5645 B

Wireshark feRIH TCP RSCBET (FEfEimig ) K7, 4t Expert Infos
Iﬁiﬁf‘c*ﬁ?@%%); FITE P2 da TCP R SCBEAR & ik F AU H BRI 2 IA FE i
FHL;

Wireshark fig 4 tH W ERLEES TCP W B Bl < Ja, it THiA, Jfaiid
Expert Infos T H2E sAH A5 B

I=NI-CNN

cwal} LafiQ410N0 VTR —L— Cow]
FroTLIXKENSuRe(ToI 130002 T = 155 T



$6E

Fefl Wireshark P2t bl EAER, &G HAME R, CRAMOES TCP A3 KA.
AATER 9 T AR U HERR K TCP (R .

VR, Warnings JHPF LU Wireshark (1A LB B J0F, MR ARG . LT VR
47 Wireshark A BEAI4 G B AL Sl R b (0D P Eoils 69, WIFLh 2542 i Warnings =544,
RIS R )L 7T A SUR AT I HLIE SR AR

> P9,

6.5 JAiBNotesE#H

WIATHTIA, 4 Wireshark £EHNEEH AL, FUB RN 21 sl b0 H T B2 5 850 i ) S
WM (TCP HEAL. HEEMHNLL LR EAALEINS) I, {[H4id Expert Infos T A2 k% Notes
FAE R . BARX L S IR ] RE S AR E, (HAE I H)ET TCP MIEHW1T A,

JE 5l Wireshark 81, S54T TF— MG S (BREFE—BMe, riil Start L8 TR .

1. A= v Analyze SE5UR ) Expert Info SE8%,  Expert Infos 7 4337 Z5H o

2. miii Notes #5254, Wil 6.12 fizs (& Bz Notes FHEA NPT T34 R AR
20D

XS 6.12 s Notes FA4 () UFF-F AR fif B4

>  TCP AL, HEHE AL PRI EAL X =B F 4 (Bl Summary — 2 5L 5%
Retransmissions. Fast Retransmission. Duplicate ACK “FkE[ ¥ F4f): 3% # iR
HWHg . ZsiEd TCP A F L (NHFEF) AT k.

> 5 TCP keep-alive 5 <) 1=k (Bl Summary — #4257 Keep-Alive FFER 7 Fi4F):
T TURAG TCP 8L (5T TCP (1)) LT [l i

> 1P R ) FEE (BRI Summary —£2 B Time to live “FRERF34F): W
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TN A i Eh )
e ey

|@ Errors: 5 (140665) | O Warnings: 12 (1178) | © Notes: 36 (3542) (@ Chats: 31 (3192) | Details: 148577 | Packet Comments: 0 |
Group 4 Protocol 4 Summary 4C =
Undecoded DCERPC No bind info for interface Context ID:0

Sequence TCP Duplicate ACK (#1) £
Sequence IPw4 "Time To Live" != 1 for a packet sent to the Local Netwerk Control Block (see RFC 3171)

Sequence TCP Keep-Alive

Sequence TCP Keep-Alive ACK

Sequence No request record found.
Sequence TCP Retransmission (suspected)
Sequence TCP Duplicate ACK (#2)

Sequence TCP Fast retransmission (suspected)
Sequence TCP Duplicate ACK (#3)

Sequence TCP Duplicate ACK (24)
<

&6.12
5“
Q 559 T 12 TS Notes F4E4 R KIAR LK T34k,
E E

6.5.3 HERIE

Wireshark G /%1 21 3L JTUCECH 60 I FPRRF il . XS T TCP $iiis £, Wireshark fie i i 6 #
H TCP S #h 1 FE 515 7 BERI RN S, oK KDL TCP AL ol Hofth 55 TCP 541543 ) i) {1
IEAk, Wireshark i G 1A H A L K 1 & IS5 AT ) @) TCP keep-alive 2 0. % T IP %%
i, Wireshark FE bk 2 HL 1P A3k i TTL P B, RAIWHE & R4 T B th 3R i, 24
W, BN ZLN A, Wireshark BEHEEN 21T A K 55, H Expert Infos T-H [ 4 A
AR(REi

Eff Wireshark Rty bl BAEE, a6 HAME R, € e R8ue 5 M e PEaef K
(1) i o

6.5.4 RiEtMR

AEAGA) Notes FHFA T HRE— Bl Fi0F, IFARZ H T PR Fh IS 199 44 s pr
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BeE

o DL TCP BALIG MBI, i BaX MG A v Be 2 Z T S8, AR
WERASZE Gie sl (BB w151 R AR R RRdZ i A T 23, A T RE R FE RS 2 Bk
P s 1 N B . Wireshark £33 i Expert Infos T B /R F74E TCP SALXFEI B S, &
Tl 52 A7 JRU R A R ) L, GRAFEERRATTE e B O FENG AN T 7 HRAH G ) 245 i

W9 AN AWM YE TCP YEREA RATHI . %55 A HT: 202 TCP FAL Atk
FAEIG, R SRARREIS: 140 TCP HAME LML {14 TCP zero window;
TCP & FR/NMRSc, LU TCP s B i A"

@ ¥FHHE: JFECE “what are ACKs and duplicate ACKs, zero window, window changes and other TCP sliding windows issues, and
more” . JEICUISL, BEAED, MSEERGT, RESRAFET R,

———————————— S5 RKensuket1831906642 ) L= HEEIRIR (151
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Ethernet. LANSZIR B FZELAN

ARFA R LU 8
> RILTE A X (broadcast and error storms);
> AR BT
» VLAN /& VLAN tagging a4 #7
4

T4 (WIFiD) [ 84 .

7.1 @R

AT WG SR Q] R I AR S R MR, B A A 4 Ethernet A G (Ebdn,
I B , PAS ] e A e 2 YRSk bAh, AZEIE AU R 2N
A, A . VLAN £R &% 64 LAN K.

H1 58 R AR ANE S M SR PRS0 IR 2 A e 2 DSR4 R AT P
L, AR O R 2 by, U SE M R 2 (0 5 28 i ot A4k a s = IR
W, B, HAESE R A RABS, WS B8 TCP CGRINR IO AL, (Hig
RIRGAG R N R BB T Bs T2 1% .

7.2 RUIBREENER

A 2 X o LA I 0% v R e AR R PRt R — T S BUSRER R R RIR 2t
n, BB JRIAEE . B RS MRS (MR ke, BN R CRER L
FRRAIRSS ) FREAWAE M 2% h R

F4bttXKensuke(18319066421) H= iSEEARIN



B1E

AW HILN KIS 73 IS GRS B (R Bl e o

~\|

] RS ARAE M LRI R B SR R R B T Ty B 0T
: & M, JHREREZH, MR .
{- B34

ML T )RR, BV A BIAE A A LA E, RSN “ R AT AT
E” B “Z I 2R . PRI, BEARRE I AR IR IR, DR R R AA U

> BmE AR R .

> A VLAN #&—ANpff ) #38, VLAN Z ARS8 e, Llii—A4
VLAN HBRR KN #E8.

AEAT— 5 LAN AZHANLHBAN 23 S At L (/I B TR 1Y) LAN AZ LA I AT 96)
ERARATRFIRICE, 1500 LAN AZHL 2 R 11 LA i A3 i 1 e A 2 H i
ATV IR 2 ki th Sh e h 2 4 2 Fe R 2 ki i

FERF—/> Ethernet (LAN) 1, #RAFEfiCE S BN fR 8, &ARast, 1AL
ZIHMEABEIE WA BG4 AR I BOE R 2, Uit 2R 32 5% i 9 45 1) 1E
Wistr.

YV V VY V

1
< IR RSR I 2R AR g TR 2 (e, =T

AN g 1 G4, (B LA S BRI X 2 1A AR5, i)™
& EXARNSIR BN .

LEYIFHEU R () MR, 55N P BRIT
1. i S o it 9 18 s By X 1) 17 s 2 TP, i AR 1 g T AT T 0 LA i it
> R LT L, I S R 4 AN 7 SR A AT T 2

> CE UK AR BRI SR, ABEtdkalin)) 23S CREE SZHAA)
WL AT ), IS A A RS VILAN AT )

AR, AEW AT I T 7 AN AR VAN IR Llanlils,  F P T AN 2%

= Kensukef 1831906642 B LS A E TR [153]-



Ethernet. LAN 3Z# R F 4 LAN

B ) SR A T RO R, 6 e T TR 44 B, SR SE/ R
CESINCE LN

. FE—NEHMI I ZEH, VLAN G SR TRA G5 #0084 (35
~ T B X B Ek AT B AR AR B s e, BEnT LA EEA N HIE
RV 5 ER ) PC EA— VLAN, W] BB AT R — 2V &5 8 PC
BEA—A VLAN. IEFE—3, R — TR TEA R T, s il
B KA AN, R4 /MRS T

*=E

2. B AENAZLF R EPTAS MEE A SCHN IR ERANBEH] T, IR A AT
KR ? FRAETHNE, MESREARFZR, ERZHEINT, S
KN IR P s st ikis AR . B 7 b, RN B3N A )

> AR R ) g 2
> REEWEME T X2
> TR Y CAP S 8 FE M R IR AR IR B ) ) FD) 2

U5 R I T 2R VA TR . 3E EFEATIO M, DA P2t 3 4
o ey
(3 i ASEEETER MM T, ORI 1~2 AT BE (2R
L 4~5 A NEEEEL, B, M VLAN B 100 6% %,
EE R BN L R E 9~10 A (5 4 HEALX100 £ K 4/60
B. MBI Tix—3, NIRRT, I FR A 5 A
PRI HIAL, B AE B 4 177 B

& A 1) =

B S SO A, 785 TS i) iR B R IS B BT BT (A
N7 3N G S W DX S B N AT S W 1 R S DD S UESR7E TN N VDR 1k P B 7/ R N ]
Wireshark #cff, LA 2B BN REAR 2 “ RAE7. BHUE LM, HA ek ik i
Wireshark F=ALHMELIN AR ML, A &Ll Wireshark 1E% s MBI B0 . 85, T58_A8
Bl Aots STP AHOCHCE, & STP IS PIRE & H &%,

@ #FHE: JFICiE “Close Wireshark, disconnect cables to isolate the problem, and check the STP configuration in the switches” .

IO




B1E

HARE (EH) MRTI B
RN M CENLD ProlEn, Gl BAT DUR SRR
> )RRRERN S TR ETANED ¢

> EHRZHAEIUN, IR T Uk, (RIS ERA G4 M 2 S
AR RERIE T 240D

> iR RN 2, JRR) Wireshark BTyt O 4% D Edli iz 8] i s 1] 18] B JL-F 58 42
PR

BUE, FLLE 7.0 2P 7.3 0410, ORUFE AT bk = MR L, JE A 2t G B
Jtfi R ) 4 X B o

t P 7.1 A%, Wireshark IS T H) #6400, | #EAAIE MAC Hihb#— 4 (2R
HP M-EFF ), HE MAC Hulik [ 4R 2 ffFfffff: ff Ff,

13 Test OLpeapng [Wireshack 1100 [SUN { froe
) B suatistics  Telephol By !lﬂfﬂﬁ P iﬂ’ﬂ:
A | #2172.30.121.1

[ R IPsmaER 172.30.121.1 |
4L _EIB217H SMB mail
slot JRFAR T ) AE

RS

Yol T

Filter: v | Expression... Clear Apply Save

Destination Protocol Length  lnfo

67 0.000001000 172 303215 1 172.30.121.255 SMB Mailslot 268 Wri te Ma1'| Slot
68 0.000002000 172.30.121. 172.30.121.255 SMB Mailslot 277 Write Mail Slot
69 0.000001000 172.30.121. 172.30.121.255 sSMB Mailslot 268 Wwrite Mail slot
70 0.000985000 172.30.121. 172.30.121.255 sSMB Mailslot 277 write Mail Slot
71 0.000002000 172.30.121. 172.30.121.255 sSMB Mailslot 268 write Mail Slot
72 0.000001000 172.30.121. 172.30.121.255 sMB Mailslot 277 write Mail Slot
73 0.000000000 172.30.121. 172.30.121.255 SMB Mailslot 268 write Mail Slot
74 0.000001000 172.30.121. 172.30.121.255 smB Mailslot 277 write Mail slot
75 0.000001000 172.30.121. 172.30.121.255 SMB Mailslot 268 write Mail Slot
76 0.001004000 172.30.121. 172.30.121.255 smB Mailslot 277 write Mail slot

s Frame 67: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface 1

# Ethernet II, |[Src: Hewlett-_2b:5d:e3|(f4:ce:46:2b:5d:e3), |Dst: Broadcast |(ff:ff:ff:ff:ff:ff)

s Internet Protocol Version 4,|Src: 172.30.121.1 [(172.30.121.1),|Dst: 172.30.121.255](172.30.121.255)
s User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm (138)

7 NetBIOS Datagram Service

1 SMB_(Server Message Block Protocol)
+[SMB Mailsiot Protoco]

Noawxa 7CC boee

PRI I RPN |

E7.1

Bl 7.1 AL = 1 Time J& PEA BT i A IR ) o« i 5 Wireshark Jir s H 9 L
i TE) BRI IR RN TRI R CPAf7 h #8) 7 (seconds since the previous displayed packet). A ZEHN
A5 T View SZ ALK Time Display Format =I5 1, 85 A4 Time J&@ AL BT S 30
AR IS T A 2

Kl 7.2 flro itk Wireshark 10 Graphs T H A skt EE, HEIRT AT, H K MAC Hiik

@ PEFE: JFCE “Significant number of broadcasts per second (thousands and more)” . AHia) FAEF, IXAEE L « LI 4E,
M FH A DR T ST AR R A SRR AR AE ?

EFE’I‘J_Ei\CIIDU:’\C\183190UU421) _’7_; ‘ﬁ-@- H}S:L’T‘)_'( 155



Ethernet. LAN 3R £ LAN

AR () 3R R 2L 2 T 5000 N4,

Ml Wireshark 10 Graphs: Tel Hashomer station warm 1-JAN-2013 Test O pcapng

AR DA o0 R B .
r PRt IE
« — |
Graphs X Axis ,
@ Cclor- eth dst== AEAAEA4F Style: Line [ [ Smooth | Tickinterval 1 sec -

Pixels per tick: 5 |m
[7] View as time of day

- Color | Filter:
(Graph 4| Coler Fitr: Unit = Packets/Tick |v|
- Coler - Style: Line B V] Smooth | Scale:  Auto v

Smooth: | No filter
Help opy

Y i Unit 2 BB B
b (T =1

{al

&7.2

7.3 iz K i Statistics 3£ 244 R [#) Conversation - 242 [#) Conversations % [, 1833
1% 1 Ethernet B¢ IPv4 FREEAFE N IS SARRER H: W& 78 v KB HFEdnE (R
P HAH 18 )0

lashomer station warm 1-JAN I-2013 Test 01 peapng

Jore Channel | FO0| 3] 16 | x| 174 | nce| rsve| scTp| e Token Ring | uDe:4] usa | wian]
Ethernet Conversations
Address A v Address B 4 Packets ¢ Bytes ¢ Packets A—B ¢ Bytes A—B ¢ Packets A—B ¢ Bytes A-B 4

I Hewlett-_2b:5d:e3 Broadcast l 746195 87142 23746195 0

Wistronl_ae-77:68 Broadcast 21 1032 0
Pvdmcast 7ffffa Wistronl_ae:7769
Cisco_6eB0:44  Spanning-tree-(for-bridges) 00 7E 18 FhRGREL BT R, HMZ
T 87142 4 (J6 MAC Hiht
AR TR

[ Ethernet: 4 Fibre channel | sf1| 1Pvi: 3 [1PY5 | [ xra] g rsve [ scrp] 7cp [ Token Ring | R 4] use [ wian
S —— 1 p
onversations
Address A 4 AddressB 4 Packets 4 Byt € Packets A~B ¢ Bytes A~B ¢ Packets A—B ¢ Bytes A-B ¢ Rel Start

172301211 172.30.121.255 87142 |* 23746195 87142 23746195 0 0 0.000000

1723012110  239.255.255.250 2 9542 2 9542 0 0 0255212
1723012110  17230121.255 3 276 3 276 0 0 11097158

BE7.3

156 N N 1
A FTUT = 1B~ T



B1E

FEAGI R, SEURERER R R 52— 6 %20 T 48 SMB Mailslot I 55 1 341 £ MAC
HohEAN 1P Mk CANRIIE DL R, WAZAR PR BES B & A0 FR ) L, R B A%
ML, AERZATT3L 11 SMB Mailslot 5%, {5 AT AR p) ™ 1% KU 8 T .

~"Q EEREFMAET -6 T ENENRS (FAERBT INRERS

RS ) 81, NBZ8N, £#FEB2E, BESFFREET —RINEZ

AR AR TR BRR
AT )RR IAEE, FURAR B TR IR, A AR I 1) ) B th L ORFFIEE , R

&
g

15 P 1) [

I | I

T E R T X8 r

PR LK)

Graphs

LAY R 1T I8

tyle: Line

lGrlph ZI Color IFther.

eth.addr == fRfEAFEAAf

(Graph 3] 1o Fitter |

arp.opcode ==1

Graph 4] Color |Filter
(c!cr Filter: |

SRR
1 4
X Axis

Tick interval: 1 min

Pixels per tick: 3—
[] View as time of day
Y Axis

Unit: Packets/Tick
Scale  Auto
Smooth: lglo f]lter

Style: |Line
PRI ARP ji5R €
By R WA

®7.4
i 7.4 7750, 78 10 Graphs THPTA B S, X B8t hy (Tick interval)
W T 1538, HeAh, i&%EXT Graph 2 Al Graph 3 23 IS H T R X A o it g s .

> EPXF Graph 2 (AR EEBE L, JEARA Kb [impulse]) A T 2o id dE 4y
eth.addr == FF:FF-FF:FF:FF-FF, /000 Ta LUK FE 588 40 .

Copy

= PR 4
S et eKensuke 18319066421 B 5SS T ARIT [157]-




Ethernet. LAN 3Z# R F 4 LAN

> A%t Graph 3 (FTA I EIE U Mgkt , TR 0 fiR[dot]) A T R ik vk 2%
arp.opcode ==1, FELEIHLH A ARP iR EHE .

il 10 Graphs i HEJE s It L, S A EE, nTLURE S G H, ARP il
KRB EERE 5 73 Btk — RO A o i N BB B RIS — () /i,
AL RELE TR 3 7 1 A it QB R X e L RIAH N ) CARP 35K Hiditd. ¥ 7.5 o %t 5
SMEPIER — ) ARP IR, 7E Wireshark $IUE 3 7 111 £ 40, 412 X sk LR A1«

| Home network 2011-10-19 0001.pcap. Wi (SVN Rev 510

Eile Edit View Go Capture Anslyze Statistics Telephony Tools Intemals Help

coAm EREXRXR Acs>»oTL [EF QD EB88% B

Fitter. B&pmsmnm Ciear Apply Save

o, Time Source Destination Protocol Length |info

55656 50 R D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.13?| Tell 10.0.0.138
55657 50| DLinki%#| o inkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.14?| Tel1 10.0.0.138
55658 5065.39 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.15?| Tell 10.0.0.138
55659 5065.394140™ D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.167?| Tell 10.0.0.138
55660 5065.400402 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.17?| Tell 10.0.0.138
55661 5065.415423 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.187| Tell 10.0.0.138
55662 5065.430599 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.19?| Tell 10.0.0.138
55663 5065.445484 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.207?| Tell 10.0.0.138
55664 5065.460512 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.21?| Tell 10.0.0.138
55665 5065.475497 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.227?| Tell 10.0.0.138
55666 5065.490491 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.23?| Tell 10.0.0.138
55667 5065.594474 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.247| Tell 10.0.0.138
55668 5065.595355 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.25?| Tell 10.0.0.138
55669 5065.596241 D-LinkIn_f4:7b:a2 Broadcast ARP 42 |who has 10.0.0.267| Tell 10.0.0.138

&7.5

HHPE 7.5 Al %0, Pl ARP i SR & M n) @, JE K& D-Link i B asF1 45 A 9 B 2.
XG2S ) LIRSS R U R IRIE AU FIWT, 2 14 FE 4R S5 EE R N 2. BN 8- X 2%
B IPE, EATATE DL R #RAS 3R

{E Ethernet 1, 55 )3 1P TSl AAEARAE L BTS2 B TR0 55 R UK MM X117 1Pv4
HE RO B A TR RO 1P TR A AL H A IP I, 2 /b J 1A 45 D 4 L[ 3B
BEHH A LRI H i MAC Ml ssE 4 1 (D

LR ok JURAE 1P 199 25 b i HLER T R

> Blty TCPAP BRSUsAT i) 6L, thln, ARP WEREEM. DHCP i REdn A%,

> RSN E PR R, Eeln, NetBIOS 447 iKk%5 (NetBIOS Name Service,
NBNS) #rifj$idlifl. NetBIOS li4-#57H 5 (NetBIOS Server Message Block, SMB)
TS ER A, DL 2 ISR L (Network Time Protocol, NTP) ##ifus,




B1E

> UL R (Hhn, Dropbox. Microsoft Network Load Balancing ot 2641k 35 #H 57 25
M) W) #,

IPv6 JL7r gk, ZRENULHE, Jo) 6 il DA, IPve PR EAKAE 2 HKkAT 1 1PV PMY
) HORGE I Z ThfE, tn, ABJERILThEE CHIE T 1PvA [FMLBE AT Dhfie) . Mtk B 2)
SECIRE (DHCP). 5 IA SC N BRI AEA R ST 4

TEAEE AL I AR 2 R L, 2 el B[R] e/, st A& T P LAN A2 3L L
ARl R IREF HIRFE (£E Cisco 28 ##L I, 25# 1) storm-control broadcast /multicast
level & Kz et

WA, AR NAERCE 230/ 3 ABAR TR PRI, #) # (B2 46D Bl tm
HAHCE A 50, 100 B 200 MY, SIS . HEAEM S P EE TIET TR (SR
N R, T i (B8 Wimshd skt FIRIEE. Xk, B SEECHL
) A R4 3% trap T8, H A4 B3 shutdown 2235 508 40 3 588 B K 1 o A HebL B s 2>
Wi A7, W EE AL 2 R R KB R R I E S 4k W (Cisco A R HLAK S
storm-control action{shutdown | trap}iy4 K4 E &K% trap 45, &2 shutdown
AR )

sz, R 8 (B8 Kot iR B {5 28 1) i sl T DU i el 10 2
JE BRI, g R AR T R LR BT DG, 8RR (B Bt
(13 5 R B A D 1000~2000, DB AT LA 1) 22 A 47 )RR, AN 200 L 199 25 45 A2
I SR AEAT S o

> 8 Hi,

7.3 ERBHNN

B NOAZ AR S B (STP) FTEACE, Sl B B IXM . 1EH 2 P A A
WL AR T 24, R UZ A LU =R AR A .

> CEHED A (Spanning Tree Protocol, STP): T 1998 4E#iAli i) IEEE
802.1D ¥x¥fE (JRFR 802.1D-1998).

> BUEA Y (Rapid Spanning Tree Protocol, RSTP): T 2001 4E4iAii ) IEEE

— =i EeKensukef 183190664 D TS A SRR (159}



Ethernet. LAN 3Z# R F 4 LAN

802.1W krfE, JEHZiENA 802.1D ArifE (802.1D-2004).

> KM (Multiple Spanning Tree, MST): 4], & X T IEEE 802.1S #5#, J5k
JEN T IEEE 802.1Q Frifk.

B LAEZH I =A> STP A Z 41, Cisco e HAB R 48 e 8 ) i thIF AL JLAS STP [KIAAAT it
Ao AATIGREET STP ARUERAS STP/RSTP/MST,  H i Oy WAl HEBR 15 A7 G b

Y STP Wb (I de IR 203 2 5 5% LAN AC#L, #4047 (LAN ZZ#eHL) | R A G2 (L
41, Cisco 10S B JUNOS CLI) RNl £ 4E LAN A8 #HL )i 7 SNMP Zhfig,
WA P 5 AT s U 2 55 STP 457 95K SNMP traps 15 L.

AT B = R B Wireshark S HER: STP ks .
WHTIF2ER A, J33) Wireshark, JFE57E LAN B4,

L vk STP fighs, SEAHRIZ ML h L STP A K LLT AN A

> IS AT KRNI STP?

> (EHE BBLRIRIN, ARl W 4 3 h A B i 2
Wi {TH RN RA R STP

T8 5 A K BT (Bridge Protocol Data Unit, BPDU) ffi##T, Wireshark fEiR
i 2% TR AT R AN RAS ) STP. BPDU & —Fh7EJT 8 STP ZhAEHIAZ bl 2 Il 35 £
i, BLCGEZ)R) 2807 UkI%.

> BATHI STP FIAZ #HL4 K B I SUlRAS ID F-B{E 5 0 /Y BPDU.
> 1247 RSTPIMST HIAZ M2 K WA 1D 7B 4 3 1) BPDU.,

’
)

-~

‘ 1658 X STP WIAHICARME SR h, MRAFEA I switch (A2l
AW FER, HBEE W bridge (M) B8 multiport bridge (2 H M)
& ZRMESGE . AR S R Al BRI A S LI A AR .

@ ¥HE: JH3CE “The best way to find out STP problems is to log in to the LAN switches and use the vendor's commands (for
example, Cisco 10S or Juniper JUNOS CLI) to find and fix the problem” . JESCARZA R, P30 H %o




B1E

A MR EE R
itk STP MBI, NH ROCHE ML R B 2 U EIRIME . MR A EA et
FEN B, A RAEIIREOR 2, WIS P PERE ™ A5 .

AR AN AR T S0 HE LAN 58S . LAN WA ISl E2izir2s . B 7.6 ik
Wireshark #2267 & A= 90 $M A2 B 544 () BPDU™.

D v Unied e R I — —  TR A— =0

s et 182 o o et R N o

Bl [dt View Go Copture Ansde Statutics Telephony ook Intemale Mep
oo aAma ax@a¢s»0oTF2 @E Qeaan @B % @

e
. TC + Root = 49152/1/(
—

< Frame 16: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
« IEEE 802.3 Ethernet
« Logical-Link control
Sspanning Tree Protocol
Protocol Identifier: Spanning Tree Protocol (0x0000)
Protocol Version Identifier: Spanning Tree
BPDU Type: configuration (0x00)
BPDU flags: 0x01 (Topology Change)
L ETET = Topelteq hange—acknowledgment: No
“Root Identy 49 00:0f:8f:99:50:c0
Root Path Cost: 3019
«Bridge Identifier: 49152 / 1 / 00:0f:8f:a5:64:80
Port identifier: Ox8018
Message Age: 1
Max Age: 20
Hello Time: 2
Forward Delay: 15

© # Frame trame). 8 bytes Packets: 122 Diplayed: 322 (00.0%) - Load time... | Profie: Defoukt

&7.6

T Wireshark JEG1HE 2 (¥ 5 40 S AR BEFAE (AR di P AT 5C PC S 1),
THESK LAN AZHHL, AERDREIETHL (BIASORE STP (i) (13 11 _E3GE portfast Gt
FD etk (Cisco AZHALIIAAA R, AR 4538 i A R E,  HRARFRIB S &0 %
J R BEHLICRS ) o

W T84T H 0 STP (IEEE 802.1D) (] Cisco A ¥MLIN &, 24 FHIEAR,

3 SMARSELY 1 438l A BEFFUG IEH WOR B (. fELIAN, ZENA LS

Q AT HA M 48 Ve 20 5 o BT LB IR BLR R A2, Cisco XML SE RE—H

% & 20 portfast [FE,  HEAE FUE BN D FB0m e, 3241
T FEIERCR B A L TR ) G 8~10 B %,

A AEIAT LR ERAEZ 5, SRR AR IR SR8 A, HSt it 2T e SR = IR R
B TAE

© B B 7.6 PHTRIN BPDU O TC (M) briddr i 1 10iCE BPDU, HAEHR4HRIZCIHL MAC Ml %% MAC
M bR A

@ ##HE: 50 “Inthe old STP (IEEE 802.1d), after connecting a device to a switch port, it takes the switch around a minute to
start and forward packets. This can be a problem when a client tries to log in to the network servers during this period of time. The
portfast feature forces the port to start forwarding within a few seconds (usually 8 to 10), in order to prevent these kinds of problems”.

JR SO ST S, P SOR 7 I D3
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TR LSS PRI H B, 2 220 R LAN HOCEE R308RI 7.7 o iliie i 2
BRI 65 BN G DU ERAZHAUELE S, LAN Hofg 2™ A 30

swi SW2 wa
. L
» =1
3 1 2 3 IR B
I
| \X<3 SW3
Y8
[ =i 2— _1 > >
TR A
&®7.7

BUHERE — T LAN )k XUZR 2 o] DI B TR 1

1.

TAESE A0 R RILEE LAN. 1X—) # ] LU ARP i, NetBIOS %k fu s L
HAFATT H B MAC Hihik A4 1 LU R

FH A AL 2 1) e ity 11 LA BT ity I 6 R 360, IRIE M 11 1 e s i
Ja, SW1 M 2, 3 4k,

BT RA Y G, SW2 FIl SW3 24y Rl i 1 2 AR 4 SWA4.
. SW4 S Nty 11 2 Fhu 1 3 RIS FR AL, R M 11 3 Rl 1 2 bk
COBUAE, YRR T 2 AR RR AL, O RR I R ) SW _E R 1 1 Al

3 WK A E] A,

- SW1 2R M3 13 Al 11 1 AhA, HRAZHpL & e et =) 3, et By

AR OAR PR BB LAN. 98R, BURA 20, W TR IL & AL A
I

JA T A SR AS L T AR Z T A SRR CEARTT), AT g 21
TR B RO . Bt U, ASHLZ RIF5be 2 A7 1 A O B SO PELIRT (TG AR B, o 7 P i
KRB AR PR RE RSN, 23 A LA LT G R FHIT A U AR R

7.8 TR HAE—A IR BER (Y LAN Py, STP & /EFEQIEERRRI M 85111 o
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