RS CEDE

JEHith:

———— STP ks Sowg) 2l
————— STP HLSE R
BB

B1E

&7.8

IZ4T STP ) LAN 2T #bL 2 1) 2> LA 2 3% 7 20k —FRil 4 BPDU f45 4 it

H I 7.9 7] %11, PBDU [ H 1] MAC #iuhik 2 LUK M 22 #& Hihk, P58 MAC bk >4 A4 s 1 LAN

THHLI MAC Hidik .

Filter: stp ]bpmmn Clear Apply Save

C TtuLsuos %ﬁ?NeLuo,LL:aa:eo >pann|ng tree-(ror-nriages)_Uu SIP
BayNetwo_1ll:aa:eb
6 6.046489 BayNetwo_ll:aa:eb
«Frame 5: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
- IEEE 802.3 Ethernet
Destination: FESpann'ing—tree—(for—br'idges)_OO (01:80:¢2:00:00:00) H & MAC Jisfi-:
Address Spanmng -tree-(for-bridges)_00 (01:80:c2:00:00:00) Z#% MAC #idik
...... P o0 Rl B LG bit: Globally unique address (factory default)
....... .. = IG bit: Group address (multicast/broadcast)

|: source: BayNetwo 1l:aa: eb (OO e0:7b:11:aa:eb)
[ TV MAC Hithl: 2 #efLAG MAC Hidik

Protocol Info
--bridg [
Spanning-tree-(for-bridges)_00 STP Conf. Root =

Address: IBayNetwo ll:aa:eb (00 e0:7b:1l:aa:eb)
i ¢ s S = LG bit: Globally unique address (factory default)

= IG bit: Individual address (unicast)

Length: 38

padding: 0000000000000000
+ Logical-Link control
© Spanning Tree Protocol

CONT. ROOT = 3Z/0b&5/VU/vuev

32768/0/00:e0

&7.9

@ PFvE: JRICE “BPDUSs are update frames that are sent by multicast between the LAN switches” .

LES Lz Il 1Q7240n 44 e el [Tt S ]
ZPTLIANCIDURE(IGOIIU00TZ1 ) T = IBE=. NIXTX

163]—
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BPDU £ 3% 7F 802.3 Ethernet iy &%, HA%: (HIfd'E BPDU f#%:) il 7.10

i
kS S S = LS 8 2%dy 2ZA 2% 2%Y 2%
70 WA THE L WO | W8 | K | Hello | 4%
D Ec D | 1D | A | A | W | R
8021d 4 T 8021w
[le[s]4[312]2[o 7le[s[4[3]2]1]o]
iz [
7 htbMEE (TC) 7 IntbEE (TC)
6 REH 6
5 RigH 4-5 JROTIRE:
4 RigH 00: A1
3 RKiEH 01: R 0
2 KM 10: ¥ H
1 REH 1 e 0
0 #HIMEFEHIA (TCA) 3 EIRE
2 HERE
1 thERsEs
0 thiMEFEHIA (TCA)
®7.10
X} BPDU &A™ B IR RIS WL T 3K o
K Wireshark f1 3k 35|
FHZ (B3 _— ik & BiZFRIE T
NAFT) P
iYL 1D 2 SRR IR AF WHEH 0 stp.protocol
HWH STP=0
hRAS 1 STP [k A RSTP=2 stp.version
MST =3
WL STP=0
HEHR 1 BPDU [fj2 RSTP=2 stp.type
MST =2
FRiE 1 [ GRT! LK 7.10 stp.flags
MR AR AT, AR PIAT | MRMAT AL {E | stp-root.prio
RMHF 1D 8 DL 58 L FAR )M 1 B8 A | +HAR MR MAC HE | stp.root.ext
(MAC) i, hk stp.root.hw
HAE H STP 511
B E AR AT P B Wi R BRI | A AEARPIRE
BT 4 s ff BPDU iy | STP-TOOt-cost
M0
CRHA BPDU ) MM | (& H A BPDU _ B}
1 . FRRAE, BRI | ) TR0 S z:gz::gggz;f
FAEFEELE (MAC) Hhhk | 18+ M ) MAC - .
e ol stp.bridge.hw




B1E

K Wireshark f1 &3]
FHRE o f gt fiik 18 A% FRINE R E
(BLAFET) P
J (A BPDU f))
i%0 1D 2 Uity bR RAF < ML B bR | stp.port
W
PR D B 2 i 1) 4
A~ BPDU (134 &%
HEHE 247 BPDU “HIB” | ar - BE#H I 0,
HEES 2 LB EhRR M 2 B RO R | BPDU R R HA | stp.msg_age
#5"BPDU (175 fir W B o 4k B ok —
W, HEFTB
{2 n—
BPDU ( [ B A7 A ji .
BKEw 2 IS, ) ATFEMI 2 “AEE 7 | =20 stp.max_age
1) 5 K B 7]
Hello Rtg] 2 I%:Jﬁ‘ﬁliﬂﬁii BPDU 1] =2 stp.hello
L)
N AU VAEMIERIZE ] | o )
BALIIR 2 KA W H=15 B stp.forward

HAEMZEHiztT MSTP, WIAIMK) BPDU WU SNt S LN, LUKELY MSTP

EPRE
HOM STP KA

XFIBATH R STP A B =, Foiim 2 S LR JURR STPOIRZS.

> ZEA (Disabled): AbT-iZARE T AR HM L I R AN 23 Fe R AT A Kiedfi ot

BPDU.

A\

i, tEANREFRAI MAC Hull.

I

1felt. & BPDU, BEARESE R EdE

WA

FHZE (Blocking): b TR A5 I AC A Lty AN 2 e AT il oit, {H 25 (i BPDU.
fliWr (Listening): AbT 2R T RS e p L 1 5

> %3] (Learning): AT ZRA AT HA Lt 11 BLARANRERL R Edniot, (H n] fbT I 21 )
Hffami, ARSI MAC il #yE MAC Hulib3 .
> ¥K (Forwarding): AbTZARERASHu D REE IR, & BPDU, 1E%H#H# MAC
kb, 1E R B
BN LAN AZ ML, A b Lo D STP RSS2 LU R 4RIT
> MEERPIRSIE 200k, EAE 20 BRI TE .
FEE = EEEIRR [165]—
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> MBIWPIRE T B4 PIRA, B 15 B[]

> PRSI R RS, #4E 15 BRI .

X247 RSTPIMSTP HIAZH#HLIMN &, oo 2 S RU R JLFP STP AR

> £ (Discarding): AT RN A HeALum 1 2 Z 570 AT 2k i o

> %3] (Learning): AC TR A HN i 1 AN BERE A Bdlamit, (B wT g AFr e 2 1) el
i, H ARG IR R 21 MAC ik i4d MAC bk .

> ¥R (Forwarding): AT iZeRE&RIAS G DR IEH L. & BPDU, 1EH A% MAC M
Bk, I R i

1247 RSTP/MSTP HJ LAN AZ ML A0 0 N E TR 28 RO A — R R H e LR,
FLARIHC AN LAN ()0 0 25 0 I AR R 11 5 .

HERR: STP MREny, if & EEE5 LAN il a g HHE. BEEMSTILHESR SNMP
MRS, WS HT LAN AZHM LK1 SNMP trap 15 5L, 2wk i .

oK, KELA=A STP A BPDU WUAH, kil AR IS H S 7 B

> & 7.11 Fios o STP () BPDU i, it i% BPDU KU MAC Ml BE AR, A b
& 1% BPDU [HAZ L — & Nortel A #ebl; BRI ID BRI ID 7
BUE AT BUEAL S MAC ittt — 88D, Al Al I &5 Nortel s #edLit /2 LAN
HRARAZ L, S RL L1 1D 7B (0x8003), wJ HIWTHJ& A4 Nortel 28 Hbl 405
3 By R H T 1% BPDU.

- Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
IEEE 802.3 Ethernet
«Destination: Spanning-tree-(for-bridges)_00 (01:80:c2:00:00:00)

" ig:;iﬁ h;grte]_43:44:00 (00:1d:42:43:44:00) 1% BPDU %
padding: 0000000000000000 WALy MAC Hiht:

s Logical-Link control

- Spanning Tree Protocol
Protocol Identifier: Spanning Tree Protocol (0x0000)
Protocol Version Identifier: Spanning Tree (0)

BPDU Type: Configuration (0x00) AR R 1D 7 BRE 1A% 1D ?&{EJ
+BPDU flags: 0x00 } AR, S8 1 AR AT B B AR T4 O

+ Root Identifier: 32768 / 0 / 00:1d:42:43:44:00
Root Path Cost: 0
+Bridge Identifier: 32768 / 0 / 00:1d:42:43:44:00

port identifier: 0x8003
Message Age: 0
Max Age: 20 ¥R 1D B

Hello Time: 2
Forward Delay: 15

E7.11




B1E

> & 7.12 Jirs o RSTP [#) BPDU i J8 it i 1D FBHE (2), bl AWK H 1% BPDU iz
47 RSTP fAs L s JB i bnic 7Bl (0x3c, B 2. 3. 4. 5A7% 1), al AW
1%k 1% BPDU HIAZ MLt 1 24 STP 45 5 i [ o

Filter: | stp [+] Expression... Clear pply Save sTP
No.  Time Source Destination Protocel  Info

PVST+ STP RST. Root

TANnACs AT ANAN s o = Y= = e
m

= Frame 1795: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
« IEEE 802.3 Ethernet
= Logical-Link control
= Spanning Tree Protocol
Protocol Identifier: Spanning Tree Protocol (0x0000)
Protocol Version Identifier:|Rapid Spanning Tree (2)
BPDU Type: Rapid/Multiple Spanning Tree (0x02)
= BPDU flags: Ox3c |(Forwarding, Learning, Port Role:
2 Root Identifier: 9 00:11:5d:98:3c:00
Root Path Cost: 0
= Bridge Identifier: 8192 / 2133 / 00:11:5d:98:3c:00
port identifier: 0x810c
Message Age: O
Max Age: 20
Hello Time: 2
Forward Delay: 15
version 1 Length: 0

PR 2z A

Designated)

0

%1% BPD UMY &
PRl L) A3 LIRS

®7.12
> 7.13 i/~ MSTP ) BPDU i, a4, fEARUER BPDU 2 58kl T MST
¥EAE R

Cisco_05:a8:92 Spanning-tree-STP

P — Y s

< Ethernet II, Src: Cisco_05:a8:92 (00:1e:f7:05:55:a8), Dst: Spanning-tree-(for-bridges)_00

»Logical-Link control
- Spanning Tree Protocol S0
Protocol Identifier: Spanning Tree Protocol (0x0000)
protocol version Identifier:|Multiple Spanning Tree (3)
2 % BPD UM ) 82
bl 11 33 1 4R A

BPDU Type: Rapid/Multiple Spanning Tree (0x02)
« BPDU flags: 0x38|(Forwarding, Learning, Port Role: Root)
< Root Identifier: U / O / 00:1f:2/7:b4:b>:10

Root Path cost: 200000
2 Bridge Identifier: 32768 / 0 / 00:16:46:b5:8c:80

port identifier: 0x8012

Message Age: 1

Max Age: 20

Hello Time: 2

Forward Delay: 15

version 1 Length: 0
version 3 Length: 96 JEAb IMSTY 7 B

&7.13

10

= A M cwal ) 1
FrU T L IXRKENStRe(To

e 1671
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7.4 VLANFIVLAN tagging#fE9 ik

VLAN =il (Virtual) LAN & JREARE SR 5 U 5 S BASALI AR, JLH 1
FEE GBI A 2R B LAN, B8 LAN g “ Rl B iE Rk
T IEY . AN A4 VLAN I 1 4% 7575

AT H 2 2k S AR WA Wiresshak, SK4-#7 5 VLAN 3Gk 9%,
R PAT OGRS (R B FLAR I R W AL, AT AR P i R w2 o

VLAN it 42 23 4 LU A

> TR PELE R VLAN AR SR (o

> el s aE i Trunk s AR R VLAN ARIC R .

WFEAERAS VLAN WAL R s A e, HOEEANVERC B B A SE B, BIAER I R —
W W2 VLAN ARiC 3 & .

i i Wireshark FREGE I Trunk St FUESR R0 BN, A& WATAEWSE %R 1 H 19 VLAN fr

ic. Wireshark fig 5 o B LA VLAN Fric, TZEE R T 2285 Wireshark HIER1E RS, S
B SR I IR (NIC) LA R ERZHFR T o

S HAE RGN R A5 SRR VLAN brid R ER, ZE5e I T
Q YERGIT R BRI AR ISR . ARV U &P B R G MR T

A 3 M, 84T Google #% .

Kl 7.15 Fros 45 1 aF LA VLAN 415, JARFM Sy gl . B — S0 248
Bl (SW1) Zpiililfid—4 Trunk 556 (FTIE Trunk 458%, J2d6 kAL VLAN FRicrI LUK
M EERS ) R S BN ZAC AL (SW2 Al SW3) AHIE. i%MZH VLAN 10, 20. 30
X =N VLAN 48, %4 VLAN BN AN BEAR L8 A .

LU 5 72530 Wireshark AL 51K 7.14 v TR~ a8 Sl LA E
EiREREAN VLAN RAEBHEE
1. 0 Wireshark =L 5100 Z A8 el ) AN g T AHE .

© PHE: JH 0 “VLAN, or Virtual LAN, is a mechanism that divides a LAN into separate LANs without any connectivity
between them, and this is where the name virtual comes from” . #3151 # 45 VLAN R R RI%, 0L SRR




B1E

®7.14

2. 7F SW1 _FRCE i 4518, 258 VLAN [ B8 48343 T Wireshark =ML i
Ho &%, ZAHWEYS VLAN 10 WALRR I E, 1 Wireshark EHLEFER & SW1
AR 4, BAAE Cisco AZHML E N HAT AN R T4

Switch(config)#monitor session 1 source vlan 10
Switch(config)#monitor session 1 destination interface fastethernet 0/4

k4, Wireshark {5 7] DAFNE i SW1 % 1) VLAN 10 [ T o
TR A A QR —EEE N 1 B R A A TR, B eI
J MIE LR et 7 T4 SPAN (Cisco); port mirror X port
@ mirroring (HP. DELL. Juniper K JUAl) 7). 7677 F MRk 45 2 HLAE HLBh
ATV M, — i BE M B B D (W R s £ B T IR A i (T
& & Iy, Cisco Nexus 1000V BAHHL), T LLMFES TT H 1745 S A LA 2 i

B2 Trunk 3% O£ BMH VLAN fRiCRRE

o P Trunk S LSRR VLAN FRic T2 BRGUG L BRAEHH 72 SEBR SRR
W LU R BB RE P X VLAN ARG 1.

A3 R A R EG AR Wireshark FEALATHC 2% A0 W 45 2 75 SCRFMEGHT VLAN Frid B8R4 .

1. ZEACHML LT o 54 068, ik Wireshark =4 BB T 2 17 i Sk 14 Trunk 3 11
FIEHEAL, BEETIEET VLAN brid. A2, Ui Wireshark HLHTHEC & 1M+
SHEFTECE VLAN A0 5 £,

2. F, WFERE Wireshark EHLFTECS MR, 1% Wireshark EALRIEAE RSN
Windows XP, iy “FFaR” — “BE” — CWEIERE” — CARMER”, EHHT

————————————— PSR Kensuket 1831906642 D) = EEEIRIR [169]—
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CARMIER: IR B IR 7.15 Pron B BT S
mnmm@ [=3=)

e /| Value:
Connect using: /
& Reatek PCle GBE Famdy Contoler /’ IE!% ity & VLAN Enabled "'l
[i) oty 4 VAN Desbied (1
Priority & VLAN Enabled

odv.'m\ nagl] Advanced "‘“‘IDM-IDud-lr e Priority Enabled

¥ 2. iemet Protfcol Version| | | The following properties are avalable for this network adapter. O VLAN Enabled
p: 4. Lnk-Layer Thoology Diec Muﬁ‘«ymwnmd\mmcmm and salect i V2

Jumbo

Large Send Offload v2 (Pvé)
Large Send Offioad v2 (Pv6)
Network Address

&7.15

3. &4 T Priority & VLAN Disabled 2 Ji7, Fi i “ffie”, M85 b i VLAN
brid k4 WinPcap BK 2% /7 Al Wireshark #1477

P7.155E LIRS B — S AR (Lenovo) 2504 [ 4 AIRealtek b < k24491, #L
M AR WEAR, FE AR, (A ECE SR ARA [ L
Q s, FEMR EARH AR A VLANERCHIBRIIEE, kMR A VLANKRID
& MEROREAS % 4 WinPeap R a) . Witk il it Wireshark i ff:,
HAEE WA (BURMmk D FIVLANFRIL T .

7.4.3 wiERE

FTiE VLAN FRic, A Emimi sk py -3 4 75 i, JErhad sk 7z JE 1) VLAN
ID VAR HAdAE & . VLAN FRid Bg B 7.16 fros.

KRR 5, REBIN R ML P & IR AN sh A 45 2 A B BRI A T X
W 1 =ML 2228E Wireshark 244, ZEPIGRIE G B H K35 VLAN ID (WL 7.17).

RIS — L L& 0T Ref M CHetn, Intel 1 Broadcom T ELAS S 4L KD, 7E 4%
B BRI & S 00T, B H SRS P ) VLAN 1D, BER, ZEAHLE VLAN 1D ££ Wireshark

17c =M1W N v Il 1024100 VTR —L— Cow]
FroTLIXKENSuRe(ToI 130002 T = 155 T




B1E

PRI Bt A p g, L 20 SO SR M R (U BRA B, A5 AT 3L A6 VLAN ID [ )R -

6 745 6 74 255 255 255 46~1500 45 4 ¥y

PN

FREEEIX 1D FBHE: 802.1Q 0x8100
802.1ad 0x8a88

802.10Q

TR LSRG W (0)

FIFRih - B2E 0
16 4 sfr i 12 VLAN D Bl 0 - A8 FEf
—/~VLAN
BN ID BT B 1 - Native

VLAN 5
2 - 4096 frifE

VLAN &

Z5PAKRMIEFT b VLAN FRIGHY J5 %
&7.16

MR B

®7.17

7.18 AR 4T T VLAN Frad i AR MM, iZMi#ar i VLAN A#ic % 20 (VLAN

ID=20),

Ele fdt Yiew o Copture Analyze Statotcs Telephony Jools Intemals Help
coama BeXR ANeroT2([EE D 0B % &
Faer [2] epresion... ciese sppty sove

Time Seurce Destnation Protocel L Infe
ttp [sm] seq-o wm 819’ L€
n L % b n n £l

“Frame 51: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

= Ethernet II, Src: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73), Dst: Netgear_40:ac:46 (2c:b0:5d:40|
©802.1Q virtual LAN, PRI: 0, CFI: 0, ID: 20
0005 oon i s = Priority: Best Effort (default) (0)
ol s vene WS = CFI: canonical (0)
. 0000 0001 0100 = ID: 20
Type: IP (0x0800)
= Internet Protocol Version 4, Src:

(10.0.0.110), Dst: 81.218.31.178 (81.218.31.17|

&7.18

bt bt Kensuke( 1831906642 1) S AT IRIR -
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A, ATRELSAREE A VLAN ARIc i BUK R, X454 IEEE 802.1ad ArifE. I2EELK
R FR R A VLAN BRI A S #7ic (S-Tag) C(IEEE 802.1ad), HifIR 25 H 4t i (1) A st 4
FET: A VLAN #3244 4 C hxid (C-Tag) (IEEE 802.1Q), 1 (IRSHRABERT I &/ 1)
WATITAT o 1K —25 UK T AN LIOK I b ic I HL AL FR O Q-in-Q HLHI.

> ARG £ 5 WinPcap 13 <5 B, 11515 [ WinPcap 1 11: http - //www . winpcap .org/.

> ARHIEEZ 5 UNIX/Linux tepdump EAT JCHI{E S, 1515 1) tepdump 32708
http://www.tcpdump.org/.

7.5 FXRLAN (WiFi) 82

I HAERLK, To2k LAN BORBSZ AATTIWGH, HobrdEts 21 802.11b & 5] 1 802.11g,
T 21 58T 10 S i Jo 245 11 802.11n.

WU IEEE 802.11ac Z MM IITC 4k LAN FRUE, DUACRF 551X Lebr vl (197 bt i) tHAE R
AN, ToZk LAN kst AT i kb 156 2 i 802.11ad.

AN W RIS LAN Wl R 5 Rl SGHE W i A Wireshark 41U WiFi o,
PASAAT FEA T 20 BT o

A7 P IR TG 6 10 25 A58 0 HEAT BEVRIN 5 58— I ) #5217 C AT TG 22 9 1) 28 X AL L T P i
FEALE G A R M 25 R 7 O 8 ), IR IR JCZe K s v i .

7.19 Fizn oA Windows #:4F 2240 BL A K A7 WIFi #iba (i kriic T, a#idi% T Ay Lk
RICLR 4 (11 DL T HEAE
> 55U @I Win 7 #:4E R4 B0 Received Signal Strength Indicator (RSSI)
T H, W TR M (45 508 . 1% T IS RE Bon 445 5 B I3k (e,
7.19 P Good), A2y o R AT dBm .

> TZkPil A 1D, B SSID (Service Set Identification).




B1E

| Currently connected to: * |

Bezeq-NGN_160978
h Internet access

| Dial-up and VPN ~

Internet 3G g

Wireless Network Connection

Bezeq-NGN_160978 Conned‘

3:54 DimA_2 45445
L E] Name: Bezeq- NGN_160978 {5500
Bezeq Free 60978 Signal Strength: Good 7
b Security Type: Unsecured LR
bondy Radio Type: 80211n S FAY
SSID: Bezeq-NGN_160978 Fe ki 1A s 1D

Open Network and Sharing Center

&®7.19
> Jogk M Z Tl FH e i
> PR (] 7.19 Frs WIFD 282 s H NS 802.11n To2k &%)

WA UMER LTI CRZ SR St ik ft, Horb Ao 2 Bl A i) vt 40,
KA R WIFi W 4 e 3 T AR S 720 JioR ok — K4k WIFi Locator (¥ % {1
(http://tcpmonitor.altervista.org/) MR ILLMNEIIE: MR, HIFE LA
WA B A To 2 M 2% 3 R D fie

2, L Mac Address: 34-08-04-16-09-79 SSID: Bezeq-NGN_160978 0= 0
1 Networks List | % Find Location | @ About|

Network SSID Freq. (Khz) Channel Rssi (dBm) LinkQuality (%) Mac Address Dot11PhyType  Network type

1 bondy 2437000 6 -86 18 C8BE-19-10-23FE 7 Infrastructure

1 Bezeq-NGN_160978 2437000 3 £0 70 340204160979 7 Infrastructure

1 Bezeq Free 160978 2437000 3 £5 60 34020416097C 7 Infrastructure

{ DimA_2 2437000 6 73 44 FC-7516530088 7 Infrastructure

&7.20

TEEE M BUAER] 7.20 il Resi - #4 FIOKCT, By, SRS AR N 0Lk M 2%
.

S = EEEIRIT 173
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-60dBm K LA E: FoRTofE 5 i .
-80dBm F|-60dBm: KR Ik 5 FUR I T .
-80 dBm 2-90dBm: K8 oLk 51555
-90 dBm K LAF: &R TLRAE TS

BRI T pRAE TP AELL B, (HAL S IB AR, N AZE B ARSI T
BLARS BT

vV V VY V

31

X KA T A Bk TELk PR (02800 B L TE 2k P48 AR AR ) £l 1
MR, 55 MEARET-75dBm; ZALH VoIP Jiis Ak, 5550
E &  ERNfE-65dBm Ll L.

LA AR 5 TR, 7 LR PR AT, RIS € A N I o2 M 45 45 5
BEo AT—aKA N inSSIDer (AT AABENE R & J I N BAATSE 5 ) m R4 5 558, IR BEI]
TEm 77 XN A B 11 7.20 TRl A SRR

NETWORKS

X Networks Table keyboard shortcuts: j=down, ke=up, s=star, c=clear all
X inSSIDer has starred the network you are connected to. To optimize a different one, star it in the Networks fist below

e 34:08:04:16:09:7(

Bezeq Fr 78 e ) 04:16:09:7 n
—dV ___WPAI-Pmscml _c BE:19:10:23:FE _
Dim, —e <73 6410 WEP F n

it A 43 Y T2k W 4
Rl it ER S 1A A T
2 R e

BT THIE 6
LR TEL 2%

E7.21

© BFE: BOCAAEIT I B RN, FEubAi.
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1. K& e BAAAELL T i) i,
> AEFA—XIRN RS AE K AP BT TR {FIE.
> PFTEXIEE T R A AL (RSSIEET-90dBm).

2. AFHIBOE BT SCRE B A R SO S AEAE S 5 TS, TR TR AEE: Wi, i
M3 4245, Fluke Networks. Agilent PLAz Anritsu #5223 (ARG 2> BT A7~ 7
3. H Wireshark #IUEUH-2>HT WiFi 5 H0i. 5%, N A AP & AeIEH ) #% beacon (fF
Fr) Wit K 7.22 Bz Wireshark JIUER () beacon Wi 1Mt 45 4
KT RIMIER AP, (BCATEL M R 1D B TAEu 2k i beacon probe request (R
KD M.

Filter: .:J&pmsion.,, Clest Apply' Save STP

No. Time Source Destination Protocol Info

3.174400 cCisco-Li1_03:30:53 Broadcast Beacon

3.276800 cCisco-L1_03:30:53 Broadcast &802.11 Beacon frame, SN=563, FN=0, Flags=.
41 3.370200 cCisco-Li_03:30:53 Broadcast 802.11 Beacon frame, SN=564, FN=0, Flags=.

3.478602 Cisco-Li_03:30:53 Broadcast 802.11 Beacon frame, SN=565, FN=0, Flags=.

3.584060 Cisco-Li_03:30:53 Broadcast 802.11 Beacon frame, SN=566, FN=0, Flags=.

3.666400 Cisco-Li_03:30:53 Broadcast ‘802.11 Beacon frame,,SN=567, FN=0, Flags=.

: Y
+ Frame 39: 78 bytes on wire (624 bits), 78 bytes capty-= 4_las
IEEE 802.11 Beacon frame, Flags: ........ AP H! b
Type/Subtype: Beacon frame (0x08) AP th Hjbeaconl

« Frame Control: 0x0080 (Normal)
puration: 0
Destination address: Broadcast (ff:ff:ff:ff:ff.ff)
Source address: Cisco-Li_03:30:53 (00:14:bf:03:30:53)
BSS Id: Cisco-Li_03:30:53 (00:14:bf:03:30:53)

Fragment number: 0
Sequence number: 562 BSS-#¥% (ID)
IEEE 802.11 wireless LAN management frame

» Fixed parameters (12 bytes)
: Taaaed parameters (42 bvtes)

&7.22

s\l
Q BRI — WIFT VA SR U L, o - v P P O T A
B, B3 TAE 4K H probe request Ii®.
E &
Ji T 1 AP VEME, A3 TAES TR A T AP % i) beacon 1.

4. PO beacon Wiz J5, Bah TAFEE R ARHER) DHCP R FESRHUIL 1P il ARG
24, 5 DHCP AT RNV WATEER 8

@ ¥FHE: 50 “A probe request frame is sent by a station when it wants to obtain information from another Wi-Fi device, for
example, to determine the access points within the range” . 13 3C4% Ji 307 1fi 72 L 1

St BEkensuket 1831966642 D E = HEEIRIR 175}




Ethernet. LAN 3Z# R F 4 LAN

B, DNESZLEMERE. a5 HEEk. SSID kS AP £
ﬁm%ﬁif\éﬂz %yz}u{’hmd%ﬂ’]%?ﬁlﬂ%t‘\ﬁ S ATA 802.11 4t
AMEIE, I9T beacon Mil, DLUEREIAEEAN, 5Kk,

.\'Q AP 2x5E {1 i beacon i, J%CEEEP@/&‘L%;LET%{M‘JTDE% W24 A SR

EE

TG4k LAN [FAr#EH IEEE 802.11 A s Bt . s Gk LAN Friftid 802.11a,
£ 802.11b. 802.11g. 802.11n, . 2|5 FF s 5i 1) 802.11ac F1 802.11ad.

il 7.23 Fias, Jok LAN i E B NS B4 A AP, DLRS 2 ME I T % i

802.11n JEun4- ki WITCZE LAN Frd, RAZEREMZ 32 (Multiple Input Multiple
Output, MIMO) 7k, L RERA RE I 4 M) LUSREE HAD R ARG I 5 .

802.11 LAN 502,15
- = T STA2
Bss‘ /' STAL k@ STA- B3 LA
BSS- HAM 548
DS (LAN) AP- R
@ DS- 4H1 B4k
ESS ESS - #RI%5H
BSS1
11 e
802.11 LAN STA3

&7.23




%8%

ARPHIIPEIFE iR

AT LA 38

55 ARP 5 I I8 P b 53 B+

P 3t o3 AT LA ¥

F GeolP T_H 2 if 1P ki) s b ;
B Eh PRI 53 HT 5

RO IP Huhik e s

DHCP #7347

ATEREA 01T H Wireshark 2304 IP AT ARP BIMS, #RUF Wi fivke IP. ARP. DHCP DL i i
TP, RIS o M AE FE R LA WS R i by b I B TR I O ) R . 152G, B4 ik
WHAHEVEN I IER 250, B Rk, SUMRIX Lo T RE S s ity , LA an T HERg e .

RS, ARSI, BB AR e B, AR B S T ITRIEDLR, N
JE AR SRR IR e

vV v v v v Vv

@ ¥EFHE: JRICE “In this chapter we will learn how to analyze Layer 3 (IP) and Layer 3 to Layer 2 resolution (ARP). We will
discuss the Internet Protocol (IP), Address Resolution Protocol (ARP), Dynamic Host Configuration Protocol (DHCP), routing issues
and others, and the problems that you might face while troubleshooting these protocols.” Jii3r il AARFEMIEE, 230k .

@ ¥EFHE: JR3CE “In general, when we analyze a network problem, we will go bottom up: if you cannot get connectivity, look for
the problem in the following order” .

F4bttXKensuke(18319066421) H= iSEEARIN
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1. YEE (LD: MERSGrEEEN. AL B0 LED fTHPIRA . PC 2 FHLEE.
R A - INGEYIE Sy

2. BEEERRE (L2): fifr ARP RN /215 5 . A @ By S vk i), 1A & s i
RV AR ELE Y S B A L2 JEIE M. 1% B L Ay 4T TR OR SR

(HARNZEVEN 8.2 1),

3. WKE (L3): 4 ping HEH A IP Hukilk, 25 ping AN3E, FHUAT traceroute #:4F . %
WIRT BRI Ay AT T RS, AR RE R 245 Bh T Wireshark (241U ping %
traceroute #FE A B RED o

4. FERIE (LA): MEE T Xy GERE) 98 BASERE IR S GE R N, AT Z0 BB,
T ST Wireshark

5. MHAE (L5-7): Kt CLIELEmfETrm LD NHREF A W,

7 EOSNE T IHERE . T2 (L1, L2) MR, Aoyt HER 5 —
2 UP) LU = ZE2Z a4 HE (ARP BhSHED  55 9 A BT U HERR L i E (UDP/
TCP) L&k, 25 10 B35 14 Z2 M2 AR Al HERR B0 K FLAR Y R e 1 0 2% it s

8.2 EARPHXMIEEMEMEIPE2

DAIK I A ) 1P E ML T AR AR, B T ZEA0E X 7 AL 1P ki CHE 1P ki)
PAAh, AF3RRIL MAC Hihl, ARP FIAT@EE S O H M AL 1P dudik, T H 53000
M) MAC M3k, i, 78 H A ENLE IP kil C4n. MAC Huhb R Ao F, HAR
FURE P Bdlif, 135647 k0% ARP WRER AL,  LASRAENT H H 1 EHLK MAC Hbtik. s H
(BN U ARP Wi B 80540, $RA0H MAC Hiuhk 2 J5, A fEm H R 1P ke (SRR A
B 1P His f B R A R LUK A e/ LUK A% D

ARP K440 H 0 MAC Hihit ) HEHb0E, Dk ARP Uiy 1 i3

M gAML LAN. AR A IP P (MAC #idik R0, 1P bk 240D (1)

Q LR 1P B, AL AT Rk ARP HRECHE, ATt AT AL

. fl) MAC Hiklo S48 A 1P 71002 b WL % 1P S, (b fokhT

E R g% ARP WREGELL, MENT A TR BB (O ) [
MAC Hik:,

@ VFATE: JRCE “ARP is used by IP to resolve the destination MAC address out of the IP address of the device that we wish to
communicate with” o {EF K IG—KHE, EHAR ST F, BECHIK.




H8E

A LR = b Ig 20 R A RE A (R A 1 e

> RARAER AT AT TR G T Windows XP &48, Al “IFMR” — “is177, 1k “is
177 ERRRAR NN omd, 0 “BE”; X UNIX/Linux 3248, AT AT —
Ay FH ) ShelD

> I Wireshark $14.

ok LAN BB 28, AT %5 show @4 (Cisco Be4%), R TGS B

\ FEHLLAN AZHL B b s al A ) 25 1 45 (R T VAR 22, B AT DU

‘Q LS (Cisco WA H IS —FlE B nm T4, Waf bl el
Bl & —A IP Huhil, #RJ5i8id Telnet. HTTP = SNMP K&, i L

s & LAFOIE, #ATCLT BN 4B IR S B TR R DL
5B

AR 2 JUASTESE PSR )5, RIS DR R AR R HERE I8 B 15 B 8.1 s i 4%
P 288 [ 4 41 5 R W SR T SR o BRAE, R DS 4% v v R £ b A 1A A P W e o

WANE
R

J#{E Internet IP Hah:
PC1: 10.1.1.101/24

PC2:10.1.1.102/24
Server: 10.1.1.1/24
Router: 10.1.1.254/24
FW: 10.1.1.253/24

EESIRER

124 R T FHES
255.255.255.0

I 8.1 A4, PG AT HAL IS5 1 16 Fil 20 &% H: T —& PC (PC1 fl PC2); it I
24 ¥ T — 6 RASEE (SL); D 3R T — M ldy, ZHidy (Gl WAN 855D 1E#3
TOEFER A w5 R T — BBk, X G KEEEIEA M S Internet EREAE T s B

—FSitRkensuketiB319066R ) T I EERIR (179}
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G435 T Wireshark i) AL 5 0 2 AHE
ERATRIE T — T EE TP s Mg R a] GE 4 KA, DL B i i) 7 7% .
W 1 MR T PC #ORNAEDT R IR S5 2% (SDD.
1. #£ PC1 #1PC2 I ping S1.
2. 45 ping AN, TEREAMAATE D, A4 ARP—a, 7~ PCL Al PC2 [¥) ARP Z2473%,
FHAEREARE KDL S1 (1 IP Huhl- AT MAC Hidik .
3. WRERIL, WIFEF S1, MEHLEREIE A TR k%, TA-p KSR T e
4 ping 14 (ICMP request $ctfiti) . 76 S1 154578 kh4k 4, %I PC1 fil PC2 I ping S1.
N\l
GRET EHL L RIBT KBE VPN 2 o 85 7 AR AT RE 2 FEEY ICMP
55 request HOHEAL . IS T I % I Pk ) SN, T R T X
b B
4. s ping M, HNHKADAGEIE AN, 1HSH 9 =,

5. i ping AN, 185k LAN 2L, $ATHGHE S, SRt MAC HilibsR, I0uEsg#
HLAETS MIE R 35 112245 PC1. PC2 11 S1 [¥) MAC Huhil:.

Q BRI, BT S MAC HUL 2064 . MAC 3l
L5 PN A 1 MAC ISR
E B

6. #7E PC1 1 PC2 [f] ARP 24 E A S1 1) IP HubilFl MAC Huhil, 5K A E A
S CLhlnn, R AP A ST . ALty S EAL R WD . U, iR
PR T-Bos . ek . AT el FdERE PC FIRSS g it)ui 11, B — S a8 bl
BTk, A4 T f B Wireshark S g i ib 288 3 P iz

7. BHARIGEA L GRIETH— LAN KD FHRre i BN ORS8. FTEIRNLD |, 2
8 Bh Tt D852 ThRE, H Wireshark $EE A AEH 0 MU I, B ILi%

THUR I T#EZ ARP I REG, EEARIM TN (RS2 FTTEPD [E KT
] ARP N2 840", & 8.2 B by Bl R 5 FE I, 5 ] Wireshark $TCHR 21 () 5608 £ o

@ PEFVE: JRICE “When clients complain about connectivity problems to a specific device (server, printer,and so on), you connect
Wireshark to the port (with port mirror), and you see many ARP requests and no answer” .




H8E

file fdt View Go Copture Anshyze Statistics Telephony Tooks Intemals Help

coamg xR a¢s0720F acan a0® % @
Fiter | bpresion..  Clr Apply Sme Broadan
No. Time Source Destination Protocel wo [ 172.30.116.100 IEZ£IAMREHT
34Y 443,04y WISTroni_ae://:ioy  Broaacast ARF Wno(172.30.116.254 ftj MAC Hizh: f+3V: 440,100
330 444,547  172.30.116.100 239.255,255.250  SSDP M-S

331 444,890 [wistronI_ae://:69 Broadcast ARP Who has 172.30.116.2547 Tell 172.30.116.100 |
332 445.545  WistronI_ae:77:69 Broadcast ARP Who has 172.30.116.254? Tell 172.30.116,100
333  445.659 |ThomsonT_66:84:7d Broadcast ARP Who has 172.30.116.254? Tell 172.30.116.253
334  445.659 ThomsonT_66:84:7d Broadcast ARP who has ? 6.253
335  445.659  G-ProCom_24:39:eb ThomsonT_66:84:7d aRp  172.30.1 172.30.116.253 iES%iAMAT
336 445.660  ThomsonT_66:84:7d  Broadcast ARP  who has 1172.30.116.254 &y MAC 3tk )16, 253
2997 AAE HED 199 A 11£ AN 920 9CE IEEC IEAN fenn w o erans & siwwn /1 1

&8.2

8. &l 8.2 A4, IP Hulik ok 172.30.116.100 F1 172.30.116.253 [ EHL A H T ARP ik %k
Pofl, RN IP 41 172.30.116.254 ] MAC Hiik, (R EUFATZE .

9. UL, FF& LANZZHAL, H&EH w243 T IP EHL 172.30.116.254 ] MAC Mt
TSR], AR YR,

ARP & fidh A A ( Man-in-the-Middle ) ¥

Woiki B H BRI R MAC ik, Ry 3z 5ok 0L ARP 247, F&binl N Bt i)
—MFB. ARP Z2f7— H 2RI Ys, 62K EHU S A& s, HLrgmeEes
e Bk FAUITEE . Bk BN BUR B2 )5, B LIRS SRR 0 H I EL.

Z P LA AT T B g rh ) N Bk, S R R S A R AT B 5 82 B W A I IE A
BARZ 8. b, T RS I ) FEHLRE R A RS SoRTE Y2 Bl EHLE ARP 2847, Rkl
NPT B O ARP

K 8.3 P Ak I ANl (K7 o

“@/ﬁ:’ &‘d’q AR
K A » P/ﬁ.\
e ﬁ%g?,%’&\ * \%M\;g%fﬁ@' o
Weiteg®® &5 Mgy
A,
s s 192 1679 1p
0P 0% 00ty
Bl 702 g0
=2 192.168.1.102 s

&8.3

@ PEFHE: JE 30 “In this case, check in the switch if the MAC address has been learned, and if not, check for physical problems” .
YEFTI, PRG SR AN AR MAC il R AT RN 2 ANSE&F ARP &, /RN IP 4 172.30.116.254 (¥ MAC Huhil @44 052

:f—;’i‘J_Ei\CI IDU}\C\183190UU421} _‘5; \ﬁ-r_,- I]:|l}S:L’|+‘)_'( 181
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Kl 8.4 TR AT NN T i) NIy, Wireshark [T 9IEIK) ARP R4 Hdi 40,

File Edit View Go Capture Analyze Statistics Telephony Tooks [ntemals Help ]&ﬂiimmﬁa% MAC ﬂﬁiﬂ:’
0@ 4 W o BuhEpa MAC L | [E[E] @ @ @ B @ WM | SRERERRE P Hhk 10.0.0.111
(P) ae:77:69 4ifE) #110.0.0.100 fi§ ARP i3k

e apopcodens? [+] Bpresion..  Clewr S

INo. Time Source Destination Protocol

72 13.707605  WistronI_ae:77:69 AsustekC_37:3d:84 ARP 10.0.0.101 1s at t0:de:tl:ae:77:69
89  12.280901  wistronI_ae:77:69 AsustekC_6d:94:d3 ARP 10.0.0.100 is at f0:de:fl:ae:77:69
145  30.496627  WistronI_ae:77:69 AsustekC_6d:94:d3 ARP 10.0.0.100 is at f0:de:fl:ae:77:69
156  8.501596  WistronI_ae:77:69 AsustekC_37:3d:84 ARP 10.0.0.101 is at f0:de:fl:ae:77:69
175  9.575341  WistronI_ae:77:69 AsustekC_6d:94:d3 ARP 10.0.0.100 is at f0:de:fl:ae:77:69
190  6.928713 WistronI_ae:77:69 AsustekC_6d:94:d3 ArP 10.0.0.100 is at f0:de:fl:ae:77:69

&8.4
%% ARP

M EHUARKAE L 1P Huhk 2 15 5 HAb LRSI, (52 & H— Pl kI ARP 3l o ——
a2 ARP Hdifl . 7EIXFh ARP Hlturr, Ik J7 P Mk P B S H AR 1P Huhil v B AE AH H)
(WL 85), MZETfEAE 2t ARP Hidlty, HFARRKAET miiihil. ALei&as skt
a2 ARP B4, Lhlun, KR RIS 96 B R s A R e P ARP B4, H K22
FillET 9 WL ARP 2847, A LIRS 18 52 ARP B 2t o

Destnation Pretocol Info
Asustekc 6d:94:d3 Broadcast ARP who has 10.0.0.7? Tell 10.0.0.1
D-LinkIn_f4:7b:a2 HonHaiPr_c7:8e:7ARP  Who has 10.0.0.6? Tell 10.0.0.138
HonHa1Pr c? 8e 73 D L1nkIn f4 7b aARP 10 0 0.6 is at 60:d8:19:c7:8e:73

Ansins - an A A rA -

925 7.271417
926 0.000020

«are Aa - im- A A A ann

=

: Frame 173: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
: Ethernet II, Src: AsustekC_6d:94:d3 (14:da:e9:6d:94:d3), Dst: Broadcast (ff:ff:ff:ff.ff.ff)
- Address Resolution Protocol

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: AsustekC_6d:94:d3 (14:da:e9:6d:94:d3)

| Sender IP address: 10.0.0.1 (10.0.0.1) |

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

|Target IP address: 10.0.0.1 (10.0.0.1) |

8.5

ARP 131 ( ARP sweep )

ARP HHi 2 e & EHLLAUK S F ARP Zdls e ) 75, SRR ML, BAEGTEUE R
R BB
MIHIG ARP F4 I, 75O
> ARP HRALITE MAC Hilik 2114 2 ARP Bl (o it BAR KR A4, J& ARP ik it
& ARP N & i, 2
—{182] S B Kenstke(1831906642 5= HiAR




H8E

>  ARP ¥t g AR B Rr) R/
ARP iR H9E MAC ittt 2447 2 ARP i5KiER ARP MEHIEE?
LAN 7 IP W4 I IE 24T B A TF ARP 5K T ARP NA B . LA BT A 4 /F 4 XX
Fl ARP $di 4o i L 5 vk
> 47 ARP i REHE ALY T 2 N AR MAC Hidik CHPYSE MAC Hiik 2 ANED, W8T
IEHE I ——ARP 15 SREE A2 LAN T 1P Y4 T A FLEAS (K S0, (RT3 5 A

el %,
> 2 ARP IER BRI H T2 — MAC #ihil, WIS UFA % MAC [ 2% 14 4% 3
JEC A 1«

o

B ERE G IEAE A S0 R4 1 R B
o EAMREE BRI P ARP TEREE I tias (Wl 8.5 F);

o BEURICIEMERA MAC HUIEVTHERTAT, W R4 25 AR AT AT R LE T 1 55 05 ERL 75
B ARP a1 45 f 4l A R A !

> R RZLHIE ARP NSRS T ML (Bl ARP N2 HdR It 2 b “lidE”
() ARP 5 KA A B fi ), DU [R)RE T AT 4 2 4k S5 A

ARP HiRE B E R

7E LAN W, IP EHLZ [HFEH IRASIZ T, 258K ARP Bl L, SK3REGJ7 1) MAC ikt
CREE I DL )0 RSN — AW AR 2 7= 4 2 /A ARP il Ak R e, (H ] 42 B
DU BLBERAS TS KA
> G IP EARSEAERN 1~2 A ARP Bl tuai g S F . i, BRI s gk
23 100, WARESEhEEAE 200~300 AR AR EPHEA: 3~4 A~ ARP it /2 A5 2 .

> BIEAFRRATHEAE ) ARP Bk 2 T 3~4 4> (Heln, 5~104y), tARDmif b,
{H A AR5 A

925011 ARP S0 BRI T 02 S P LG
S BT AL AL (Lo, AR B 2
FESE ML), ] ARP MR LR R AR E ., AT, £
O G U AR B IS A VS ARP B
B g LR, SRS, A A B — A
S O
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£ LAN AT TR 0 1P Bl Al 2 B LUK Mz - CILIE] 8.6).

FEFHL 192.168.1.1 | ping 192.168.1.3
(FAH1192.168.1.1 [} FHL 192.168.1.3 k3% ICMP echo request $#i41)
192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.4
AA-C1-23-DC-B8-C9 BB-C1-23-A1-B8-C9 (CC-C1-23-F5-B8-C9 DD-C1-23-65-B8-C9

‘ A A A

¥ ARP R EdR

ARP R ¥t

&l8.6

Z&—A~ ping [A-— LAN W IP EHLIEI . #F 41 192.168.1.1 I ping 192.168.1.3. % AH
ping i 192.168.1.3 (R pi o i) H: & 3% ICMP echo request %#545,), -H1 192.168.1.1 it 7522 411
5 H ) 1P Hihik 192.168.1.3 AHXFN ) H A MAC Hidik .

M, T 192.168.1.1 2x ALUKK #8772, Kl ARP W RE AL, 17 LAN NI
FEHUME: ERA 1P Mkl 192.168.1.3. HERAIX— IP Ml ENLEL, ZFEHESEE
ARP MEHH M, HhaE A K MAC ik,

&, T4 192.168.1.1 i H N7 1) ARP 2Z474 (cache) HLitlsk T IP Mkl 192.168.1.3
5iX— MAC il (B R OC R . HILLAG, 5 192.168.1.3 1% IP Ay, F:41 192.168.1.1
AR AT Lk ARP fEHTERME T -

X NEE ARP A7 A — 4k id s CRTTI4 201% 1P #hhil 192.168.1.3 55 ARP W& % di
AL I MAC MUl ] (0T R OCR, ESAE IP 3241 192.168.1.1 1) ARP S22 LK) — 4%l
), TG EWA SRR BT GRAE BRI R gme). |
192.168.1.3 fieJri — IRV Z )5, TREEAT4080, 41 192.168.1.1 ¥4 1E ARP B4R NitFR 5
IP Hbdik 192.168.1.3 A AIC % .

ARP KB A LU TR, B 8.7 B

ARP N 2B A0k LR 7 20k Y, HH ) MAC Hiuhik g i sk kg b i S AL MAC
Hk, Y5 MAC Hdik 24 H bR BHLK MAC #Hilik. 164, 768 ARP NAHHE L+, I8 8H LTI 7B,
FHkSE% H AR EHLA 1P Hodik &2 MAC il . ARP R 2 s a1 % =t 1% 8.8 .

BRI T AR 3 (IR 2 1 2 S 9% ARP i 40« B H 2 AT ARP 148 I i 2 14
ARP Hffi 135, #RR AT 50 A LA
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File Edit Yiew Go Capture Analyze Statistics Telephony Jools [ntemals Help

coaNs EAXE AeveT 2 @TE aaQ ARP i#KHEREL (HE)) ]
Fiter E}W e Apoky Seve
¢ Time Source Destination Protocol Info

34 1.808618 HonHaiPr_c7:8e:73 Broadcast ARP who has 10.0.0.1387 Tel

35 0.004470 D-LinkIn_f4:7b:a2 HonWaiPr_c7:8e:7ARP  10.0.0.138 is at 14:d6:4d:F4:7bia2

+ Frame 34: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0

: Ethernet II, Src: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73), Dst: Broadcast (ff ff.ff.ff.ff: ff),

- Address Resolutwn Protocol (request)
Hardware type: Ethernet (1) WJ(IW“J%
Protocol type: IP (0x0800)

Hardware size: 6
Protocol size: 4 (Fiiy 1P sskEC I, H i MAC sissikR 41|

Opcode: request (1)
Sender MAC address: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73)
Sender IP address: 10.0.0.2 (10.0. 0 2)

oY Ama BN AeveTL (A0 DB E @

Fiter: [+] expression... Cleae 0%,
p— —— o U ARP MASRER. (BR)
59287 147.01249 HonHaiPr_c7:8e:73 Broadcast ARP 42 who has 10.0.0.1387 Tell 10.0.0.6

59288 147. 01570 D-L‘lnk 16:09: 78 HonHa1Pr_c7:8e:73 ARP 42 10.0.0.138 1s at 34:08:04:16:09:78

“Frame 59288: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0

+ Ethernet II, Src: D-Link_16:09:78 (34:08:04:16:09:78), Dst: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73)
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)

Protocol type: IP (0x0800) HARFEHL (10.0.0.138)
Hardware size: 6 iy MAC iz
Protocol size: 4

Opcode: reply (2)

[Sender MAC address: D-Link_16:09:78 (34:08:04:16:09:78) |
Sender IP address: 10.0.0.138 (10.0.0.138)

Target MAC address: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73)
Target IP address: 10.0.0.6 (10.0.0.6)

8.2.4 IRER

zE— m%ﬁ’]ﬁﬂ?ﬂé%% ARP [{iZ/EEHE . 1 8.9 Frnh— AT B4 T
& EMITE — LAN, {H5% H TR K 1P Huhb#H1 5 EASFE 1P 7, RIS 3 1) 1P Huhkid
%ﬁuﬁﬂﬁﬂ%ﬁv)ﬂa&ﬁ@ IP Hiuhik o 385 1) IS & ML AT LA B ping 38 CE R 7 204 ) e 2

E8.8

FEFEAL 192.168.1.10 | ping 192.168.2.20
(FHL 192.168.1.10 [ FEHL 192.168.2.20 %1% ICMP echo request $#fi41)

‘D 192.168.1.10

255.255.255.0
——— DG: 192.168.1.10

192.168.2.20
—===— 255.255.255.0
——— DG: 192.168.2.20

&8.9

N == 41
f'-g/‘rj'_zl\u|>ur\c(18319000421) <= B~ (8 @_
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BN BRAATTHE ping 3, BUGIRH & LK 1P b7y Jm AR 1P 7/, 2R
LA, AR T B has AW o HIFRB I, AEERALRF A — T

> fEFEHL192.168.1.10 |- ping 192.168.2.20 CHI & HH H i IP Mtk >4 192.168.2.20 ) ICMP
echo request 40D . 1T 4L 192.168.1.10 B IA M S AN IP Huhl, RIE2iA
o H 1P 3241 192.168.2.20 PR CLALARF— LAN, T2kt T ARP IR EHkE 1,
DU AT R 1P Mtk 192.168.2.20 B2 MAC Hbdik.

> HTFAVGEE . HENUILEE-— LAN, R H 5L 192.168.2.20 gl 2 1=
Bl 192.168.1.10 & i ARP iR ¥t (VIZEAE, ARP KRB 75Uk
). WeE ARP B SR B J5, 192.168.2.20 24 [ Ui MAC M d5 33t ARP [
LR, &K 192.168.1.107,

> ILFE, YR 192.168.1.10 B8 4miE T H ML 192.168.2.20 1) MAC Huhl. T /27
Fwthe 5 & H ICMP echo request #8517, Ja# a2 5 taElI & ICMP echo
reply Zedatd, WRIEPA G EVLE IP HhEAREE— IP FM,

52 ARP(Proxy ARP)AT I Il 8 tHAH 15 5 fi ik — R o VB ML A0k 5L i AR 2 (Proxy )
AR R A, IR A% BE AR At v A AT RS B A AR EE ARP NI HR — Bl BR
FThEE, JF)E TiXMIhEEm & GEH N M) AN 5% &NE ARP iF k]
P o

REEARP N GHIRE, WFFTR.

> fFE S ATEEE T WAN IR % & — ELB X R WAN ISk % £ i &
HMFE (80 ERRUZTT, RS U e N2 ARP I SREE L.

> AEIRSS B2 R T LAE R B AT IR KB . WAF BLE HA % £

> IBAT T MR A X PR R S e R B IR SRS L, (BT A2 A
AT ARG 20 1P HuhE®,

8.3 IPREMIAMNAE

IP B TCPAP P sk (M 44 2008, AT R AR, HTTP. MU, 1P H if sl A
ey BN FHED Bl . ATEA9)URRETS B 2087 1P 3 & ) Wireshark T H .

@ EHE: 1% ARP N AEURALIT H (1) MAC Hubik % SEHL 192.168.1.10 (¥ MAC Hulik, BT & 4134 R — LAN, [Hitk ARP
MR B LR AR, EHL 192.168.1.10 L AEHAT ]
@ PEHTE: JEICE “In case of a software that requires an IP address in addition to the IP of the server it is installed on” .




H8E

8.3.1 BHIE

U Wireshark AL, LEACHNL TR im DV BERIhhE, Brgk. A nt ek ks o
MU S [7) 42 Wireshark =41, JH 2l Wireshark B, JEH—He&, fidh Start #2241 PN e

8.3.2 fEMAE

PAF Wireshark T H AT 3B 7341 IP Ui -

> IP Statistics - H;

» IP Name Resolution T-H..

AT A T Wireshark (97T R0 L H, SR AL HE I HICECH (L (050 1P kA H ) 1P ik
FERRA G PR B Y 1P Mk A F Y 1P ik, 1542 LU R BRI T 5.

1. #EA View 3£, kP Name Resolution = #.37%  [f] Enable for the Network layer -3
AT AN LA AT T, WA % oI J5, f mitdi Reload 158, iz
Joi s AEHTA B R EC (A 2R D3y, A s G0 O U5ERT E (R 1P b bk #0045 e AH RV )
A e, el 8.10 FiR”s

— ;mﬂ;q'ﬂul‘hmmﬁ telp Jilgi~ [ DNS 4%

Anese ¥ HEQQas A1 BuRE. A IP ik

[+] Expression..

Source Destination Protocol ualh Info
SuU. il .avasL. Ll YurasmTidi . nuiie wr o HULLY &~ 71220 LoV,

9 yorasm-ndi.Home su.ff.avast.com TCP 54 7958 > http [Ack] §
249 61. 962500000 yorasm nd1 Home su ff avast com HTTP 281 GET /R/AzSKEHdelE

251 62 090601000 yorasm-nd1 Home star clOr facebook com TCP 7959 > https [ACK]
252 62 091607000 yorasm nd1 Home star. clOr facebook com Tstl 223 c’hent He'l‘lo N

< Frame 192: 54 bytes on wire (43[ #DNS ziﬁﬁﬂﬁ IP ik japtured (47 1) DNS # FA1H i 1P Hihik | o
« Ethernet II, Src: 10.0.0.2 (60:d8:19 :8e:73), Dst: 10.0.0.138 Fow:04:16:09:78

« Internet Protoco'l version 4, 'src: yorasm-nd'a Home (10.0.0.2)", g
* Transmission control Protoco'l src Port: 7957 (7957), Dst Port: https (443), seq 210, Ack: 2861,

&8.10

2. BMHERIMEIHORE. H DNS ZANC RS TE R, 155 Statistics 32571
Conversations 32 5.0, 7E# H [ Conversations % 7% /7 25 K 1 (4 Name resolution
SRIEHE, Wil 8.11 fion.

@ PFVE: JRICE “When you monitor a communication line, connectivity to a server, traffic to the Internet, or any other type of
traffic, there are several tools for monitoring the source and destination IPs” .
@ BFHE: XU BRI H K DNS £ 8K, 18 42002 P shht, HEEEER.

L = EEERIR (187}
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Ethemet:5 | Fibre Channel | 70D)| 1Pva: 88 |1y | 1px [ sx7a [ nee | Reve | scre | vep: 202 voken Ring | uDP: 180 use [ waan
1Pvd Conversations

Address A 4 Address B sl Packets ¥ Bytes ¢ Packets A~B ¢ Bytes A—B ¢ Packets A—B ¢ BytesA-B ¢ -
€2094.b.akamaiedge.net yorasm-ndi 824 772542 531 732520 293 40022
dgdsbygeémp3h.cloudfrontinet d 780 7168M L 690 835 89 26000 |
2774 dscb.akamaiedge.net yorasm-ndi 662 607431 a2 589343 240 18088
€144 dscb.akamaiedge.net yorasm-ndi 558 241 80 548
yorasm-ndi cdn.cnn.com.cfootprint.net 503 P %iﬁ 280 367 207
192168431 yorasm-ndi 193 15593
cisco-tags.cisco.com yorasm-ndi 3 85341 140 52429 173 32912
news-tags.cisco.com yorasm-ndi ™= 77 8932 124 59 560 153 29782
groups.l.google.com yorasm-ndi 245 148053 140 129016 105 19037
yorasm-ndi cdn.cnn.com.c.footprint.net 204 117155 105 13308 L) 103847
orig-10001.nrg.cotedn.net yorasm-ndi 202 65878 95 43023 107 22855
talk.L.google.com yorasm-ndi 166 46820 91 36215 5 10605
al22.gl.akamai.net yorasm-ndi 152 37157 7% 1521 76 21886
star.cl0r.facebook.com yorasm-ndi 138 31654 73 23417 65 8237
il et s st gl = s esnes < rein ce e

,',Y_' »

Herhi% S HERE, Y LNTHE 10 crptay Ties
| Hep || copy | | HLUISSTRHTIIE tiow stream | [__Glose ]
8.11

8.3.3 FRERE

Wireshark B2 f5 ] Czz35300) EHUITECE ) DNS RS 2%, kAT 1P Huhik Al 4 2
M) R RSt LR, AR Y . HOIP My ARk s, BER T RN
PR S i . B ut, TTCLR IR

> U7 Web S B e, AR A F I, % Web sl 5SS SUVEV ) 5

> AT AR RO R, Beln, U R EE AR Web 3t 51 B Microsoft update 3 £
H . AL Internet 4% 15 2 78 4RI H, AIE — G iR g4 L1195 Internet
TEEFFA, T A PC #MIX G k555 T AN 7 208

> LR N R AL NS 0 T A R ok X O B S RS A H] N Y L
HIAE— & EHLBR T 5 MM LW E 2 4h, P4 50~100 4% 3% $2 B fil & (1) 15 1)
Internet (K EIE D @,

8.3.4 RBEIMR

FAER G BN M SE 2235 T Conduit toolbar difl, EIEAT %G 1EMRIWS, Af
Wireshark 160, H45F ILiZ EALR 24 Web 3b &£, X856 Web i 5 BEAT 3l TR, AT

@ #¥FHE: IR 302 Toolbar traffic can cause a huge amount of traffic if installed on organization devices (think about 50-100 opened
connections on every device in your company in addition to regular traffic” .

—{188} b S EEEIRR



$8E

PAIAGER) .t 8.12 7] Wireshark #5057 7T 411, “22%¢ Conduit toolbar i £ ML IELE )
Conduit fil Content Delivery Network (CDN) Web 3 /5 & £1.

8 442 T;‘:.’UOUJLUW £yI::t‘!lrl'lLLJ.J.!J.\I\.I."!I. = ie;‘;?a\l}c.’!u. 2 s\I:thl“:‘l |
146 52.168236000 10.0.0.5 Conduit fa-in-f125.1e100.net TCP
147 53.346941000 component.usage.toolba toolbar 5 10.0.0.5 TCP

148 53,347008000 10.0.0,5
149 53.347385000 10.0.0.5

component . usage. toolbar, conduit-services.com TCP
component.usage. toolbar, conduit-services.com HTTP

150 53.505912000 component.usage.toolbar.conduit-services.com 10.0.0.5 HTTP
151 53.506134000 10.0.0.5 corponent. usage. toolbar, condmt-ser\nces com TCP
152 53.514323000 10.0.0.5 component. usagy -services,com TCP
153 53.667798000 component.usage.toolbar.conduit-services.com 10.0.0.5 Cotendo TCP
154 54.105292000 10.0.0.5 L8140, TELA, CO CDN TP
155 54.105434000 10.0.0.5 L8260, TELA, COTR TCP
156 54.122334000 LB140.TELA.COTENDO.net 10.0.0.5 TP
157 54.122451000 10.0.0.5 L8140, TELA, COTENDO. net TCP
158 54.123039000  LB260.TELA. COTENDO. net 10.0.0.5 Tee
159 54123119000 10.0.0.5 L8260, TELA. COTENDO, net Tcp
160 54.123206000 10.0.0.5 L8140, TELA. COTENDD . net HTTP

&8.12

BT it 222%% Conduit toolbar J 14t SE AL ELA& U 1) T WIRLE Web i s, 1 ik WR L 1T 1,
A& Bh T Statistics S R HTTP {5 8400 TH (FRCAANE IP Bonilig4%) .

LR B 470 Ay e 28008 P 0] 6 s T R i P R

> AR AT B2 T R SO e e T B ARSE AR VA, RSN VAT, 4
P 22 AN SEVRAE T 0 B A A

> X Internet R UEAT VR L AAS, R T RAR A A T A A B B4R A I I

8.4 FIAGeolPRERIPHbLATEHY

Wireshark 1.1.2 & UL FRRASZHAT ] GeolP  (FiMVAR) FI GeoLite (#2450 ¥l Sk
LTS A B 1P M bR B M S CEbd, % 1P bk ysi TN 5. WAk T
WA AS 25,

1. Vil Web 3 5i: http://dev._maxmind.com/geoip/legacy/geolite/.
2. TFELUTF I CZRESD,
o GeoLite Country (IPv4 [E5)

o GeoLite City C(IPv4 J§il7)

=i =S S0 189}
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o GeoLite ASN (IPv4 IR % 5)
s GeoLite Country (IPv6 [E55)
o GeoLite City C(IPv6 3§ 1li)

o GeoLite ASN (IPv6 HIG &4 5)

M8 %4 (Autonomous System, AS) & XA e (Exterior
Gateway Protocols, EGP) bR I AF H IAE, Pris =T
[ — M i S NI T A i g . BB EGP 5AH K Internet fik
FARULRT (ISP @A KR, EMEEN Internet, 20k ATy W 2%
HiE AS 5, 1M ISP A HAK AS 5. WH MK LA 4 (BGP4)
& EGP 152 b bk

i :l,

W
i

8.4.2 BRAE

e LR G, RN BT
L. A S RRAE TR Ha (TR BCE TANRIR R, (B RS e A @,

2. il: Wireshark %113 iR SCOEf) 22 5 H ko ik, 3 fdi Edit S50 [ Preferences i
i, fEg Y Preferences % [1171i%& " Name Resolution 3, 1 /i GeolP database
directories 5% 1) Edit %4 ..

3. TEFHY GeolP database path % H R E FIRSCHE 28 Hak, Wil 8.13 s,

[l GeolP Database Paths - Profile: Wireless

GeolP Database Directory
C:\Program Files\Wireshark\GeolP

GeolP
SO

&8.13

© BEFE: BRI

_@ Eabslnr ! 10n10ncc AN FmE el
Fro T LIXRKENSURE(Too TI90005 2T ) S = 155 T



H8E

4. i OK #%4ll, %M1 GeolP database path % 11, i)F Wireshark 2 1F .

5. FFITFAIE (BT — MBS, 285 Al Statistics ST ) Endpoints SZERLIT,
7E# H (1) Endpoints 7 1 IERE IPvA bRZEARE. FEZARZERE T, N0 LG WL GeolP {5
BT LA 8.14).

— — ==
I. Endpoints: Mcxosoft: \Devi
Eshermet: 3 P Chamoet| 00| 19va:90 [12vs [ 12 [ 7 e e [ sc7 | 3R] Token Ricg | woesas3] wse [ v
A Endponts
Address o Packetr % Bytes © TuPackets ¢ TeBytes ¢ RePackets ¢ RxBytes ¢ Country o AS Nember . Cay « Latkude ¢ Longlude ¢ »
1731947095 4 Bus % 50w 15 1139 United States AS15159 Google Inc. Mounten View, CA 37419201 122057304
static-B.gusm.co ubc footpant net n 1154 13 9355 " 2139 United States AS3356 Level 3 Communications. -« 38000000 97000000
static-B.guim.co ub ¢ footprnt net 53 w0 N8 W6ET ns 34641 United States. 453356 Level 3 Commumications - 38000000  -97.000000
ssh-pasteup q.nﬂ\m wh.c footprrtnet n 16 16 16 438 15 1827 United Seates AS3355 Level 3 Communications - JA000000 97000000
skadnines % 25m 6 ox 10 1650 United Sstes  AS7281 Quantcast Corporation - WONXON  -97.000000

YR 2 Bxe » 12 1114 UndedStates  ASI6H0013 Netvimon Led. Combrdge MA 423625  -TLOBINT ¢
Hatic Bgum.coukc footpartnet 19 eaors ®  sems 73 10400 Unitedfuates  AS3ISE Level 3 Communications 000 -97.000000
log china.cn ®  swe 1 s 9 785 Ching ASI491 Computer Network Inform Beymng, 22 998902 116388298
Asscrtes com T 2me 3 104 4 1462 France AS44788 Crites SA 46000000 2000000
comments china com.cn 2 s 6 28 6 €4 China 457497 Computer Network Inform Bejing. 22 WRON 116388298
my.chins.org.cn 1 2134 5 1487 & €57 China AST49] Computer Network Inform Begng. 22 3902002 11638824
westher.chna.omg.n 2 1M bi ] um 1% 2331 China 457490 Computer Network Inform Besing. 22 30008902 118384208 *

) . A -

oo e Lt e— T

GeolP 5 ) GeolP fZ8 [ gee ]

&8.14

6. FEHNEL FH D REER g XN, el BUE I GeolP {58 (WL 8.15). Ait,
P 5 Edit 2 ) Preferences 32 5100, 763 H 11 Preferences & I H 45 Protocol
Bl B LAY )+, FRES IPv4 B3, “a11% Enable GeolP lookup 5% [ & IEAE .

000 0 d d2n6ol ge oudfro 2 cP 1 80

2 Internei Pruto:o-l. Version i. Src: yorasm-nd (192,168, : Vbdhsltqe.ta.clrwﬁ;ronf.net. (&
version: 4
sasdar lanarh: 20 bytes IP 3 1lF DNS {5 &

di (192 168 43 191) GeolP {Z 5 -
Destinat‘ion dZnSoOni.’hqeta cloudfront.net (54.240.162. 90)]

[Destination GeoIP: unﬂ:ed States, AS16509 Amazon.com, Inc., Seattle, wA, 47.634399, -122,342201]
[pestination GeoIP Country: United States)
[Destination GeoIP AS Number: AS16509 Amazon.com, Inc.]
[pestination GeoIP City: Seattle, wA]
[Destination GeoIP Latitude: 47.634399)
P

i =122.3422011
Transmissinn fantrnl Bratnrnl  &rr Bart: SG780 (GSIRON  Net Bark: httn (RON Gan: 1 4ck: 1 ian: 0

E8.15
8.4.3 HRiERE

IP Mtttk i Internet ArifEALZHZR (1ISO) R Internet 45 0 FCHLA (TANA) f 5740 Aic .
IANA 235640 1P Huhk 73 Bl 25 %S XS () Internet 7 HHLFS (RIPE-NCC. APNIC. AFRINIC.
LACNIC FI ARIN %5), Ja# x4k Bigs &AM E K ISP. diJa, B ISP M4 & AN F
GoelP &AM 1P HuhkfR A A5 S 8 i, Wireshark 23 56 T2 8 72, KARHT TN
B A0 b 1P Mk U e

S = ESEIRR (191
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maxmind.com/geoip/geolite#1P_Geolocation-1,
i GeolP [yl 4k

GeolL.ite SCIF/Z 1P U A5l 178 (14 B 2 Wi AR , A4S H BRIk, R 30 http://dev

> k.

> AT CUEHTH AN A Internet S5 5 1P k11 U1 i
8.5 RIMPESF o
1P B A K R T R R Y MTU (BN, fERIEZ T, e AL . — ki
T IPEHRAL Ry AR IEWARE A IE R, (HEIE A e PR RE ™ A= 520
FFEEIAL . IP B4 B 5

> RTLAT R P R AR D i 152 Web 3 5

Ny

10 Wireshark EHIEEAMLS, EACHML EIT R ai VEi G ohie, Kk, A Al i B 1Eg
=
I FH R L T A e R

MR 2SS0 BT n) 2 Wireshark =41, 5 3) Wireshark 2 ff, EH—EmM <, Ay Start %40

Wi A AN RE Y CHRAnBe AN D IITERE, W% AR 28

P AL TR, FEAE ] Wireshark BFITAL, ZEPNA % DA W5
fragmented 1P Protocol ‘7 ()4t t, [FII it 2 4 I TCP 5 UDP %4 tu, wils] 8.16 s
258 o7 55 X 4 BN R e P AT D s (BT, B8 e 2 iy 5 R 25 s e 2 i) PR e S
W) W, WHAT LN BRI IR B AR IP W LS.

1. KA E e 7 i 55 IR G5 4 i TA) 0 1P SRR, DA DR oI JH A ) 246 J2 1 11 )

2. 11 Wireshark HTUBCECH 172 %5 ) i 55 i 55 # i L TRIRURE, R B0 R AFAE IP B LR .
4 8.16 firzs i Wireshark U281t 70 1 (0 1P Eedla BLIN (5045

3. WPRBEVERE RS 1P oy ATk, Tk ALMAT 1 DBA A8 5 R B A E S e e
MRS5S E S, RS SAEL ) 1) 1P 4RI 2 M 2%




H8E

Filter: ip.addr ¢q 10121192 and ip.addv ¢q 132169221 vas&m\ Clear Apg Save
Time Source Destination Protocel Length Info _
"191651 10, "1.69, 221
48150.193294 10.121.19. 4o,
48250193209 10, 121,19, A MIPE
48350.194925 10.121.19.7,, .77 3 om oo
484'50,104928  10.121.19, L5 WIPE

489 50.196288 10.121.19. i/ iL or1D
49050196201 10.121.19, Z34HH HIPE

IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=b397)
upP 226 Source port: 45835 Destination port: 45835
IPv4 1514 Fragmented IP protocol (proto=upP 17, off=0, 1D=b398)
upp 226 source port: 45835 pestination port: 45835
IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=b399)
UDpP 226 source port: 45835 Destination port: 45835

# Frame 478: 226 bytes on wire (1808 bits), 226 bytes captured (1808 bits)
+ Ethernet II, Src: Fujitsus_7a:2d:e7 (00:30:05:7a:2d:e7), Dst: 10.121.19.254 (00:1b:54:42:eb:40)
- Internet Protocol Version 4, Src: 10.121.19.2 (10.121.19.2), Dst: 132.1.69.221 (132.1.69.221)
Version: 4
Header length: 20 bytes
« Differentiated Services Field: 0x00 (DSCP O0x00: Default; ECN: O0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 212
Identification: Oxb396 (45974)
« Flags: Ox00
Fragment offset: 1480
Time to Tive: 128
Protocol: uoP (17)
« Header checksum: 0x9e70 [correct] B2y Fr 4015
source: 10.121.19.2 (10.121.19.2)
Destination: 132.1.69.221 (132.1.69.221)

|~ [2 IPv4 Fragments (1672 bytes): #477(1480), #478(192)] |
« User Datagram Protocol, Src Port: , Dst Port: 45835 (45835)

- pata (1664 bytes) '

&8.16

4. — i, ERAILUR I 2 S0 I 2t BRI, BhheEREA 1P i (o b i Bed v dk (£
5 TCP SKEFAE) AREBELE 1480 715, Kk, BHEEsA TCP BN, it
R4S 2 A E A R A AN B B TG ) K AN R b 1460 7157
# 1P AWMLY BCLTE <7 R (R, )8 T SRR AL Ll
T B TCP S & BELL iR U BEID ), 1% 550 DBA, ik kBRI E 23k A~ TCP RSB
HP R B BTG IR K B o A TR e B A A R B B T IR R K FE I, Rk DBA R
g5, EERVAAE A TCP ROSCBL 1P Bdls NI AN o o

8.5.3 wiERE

BRI RS 1P S0 60 1 0 BE i) 8, 75 SE AR T T AN e s T K RE (DL
& 8.17).

> BRI (MTUD: 23R H 1P AL S ANEU 43 2H ¥ 1P Bdfs IR e

> BB KD (MMS): 245 TCP RSB A i a8 i s KK, B EJE MY
AT & TCP IR Edl ST M B KK

Kl 8.18 JiE/n T 1Pv4 Eii A ¥ 73wl

@ ¥ JRICE “The recommended packet size in Ethernet is not greater than 1460 bytes minus the TCP header size. Thus, the
segments coming out of the interface should have a size of 1420-1440 byte”., ¥ 5.

@ PEFE: JRICIE “This is the size of the IP packet including the header and the data”. % SC47 il & BHTE, (HIRE A, 1F
AWML BRI VUK T 22, gy MTU R e SORE R

el = x 4
7=—If—/l)/’|‘ Ei\ul:ui\v:\18319000421) <TF B ’|‘)2 193
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HamsEg)E | IP (583 )2) | TCP/UDP FCS
2B 3| kB (H4R) 2R
I |
MSS
MTU
&8.17
TSI A3 oL
[T wm [0 sppawic ] | ) ke P
=4000|=x| =0 = ®|  HdRE
1P £L3 ) “ID CRFAD)”
BRI
X4} 0 1P iR
IP BB ARG 43 1 K NGEZEZIRE
" [=1500 =1|=0] =0 | &
IP Hdm AL 4 2 K NRERZEEIRE
" [=1500 =1[=0|=1480 || | &
Pyt s [k [0 [ [VF[oF el |
“|_[=1040 =0|=0[=2960 | | | ¥
[&18.18

1. JRIAHIK IP B A NIC B i (1D, % IP Bl 1, FHE0 hkik,

2. K P B AL BTN 1P B K% LS LA, BRLK 1P B i
BB K BT ).

3. 1P B LIS 7 SR IE, 1P AL LA R B R EVER .
o FRRMF (ID) FBUE: ST IRBEIE AL 1D 7B,
o FRCFBHRAL0 (bit0): MAEE 0.

o PREFEHIAL L (DFAL): B0, £aAIPHIm A 1, £
AP F I AABEY 2 o

o FREFECFRINL 2 (MFAD): B 0, RonA IPHIRUERE 40 &1,
BRI EICEREZ 22—, ARG D).

o ARBEB: Ao 1P B B B, A TR 1P KR




H8E

AL RO IP 3R TR B0 2 1 M IS 45
T 1PV B, A 0 R LA S R I T DR E AT 4

XHFIPve i, HATAERCE M ENUA REXT EREAT 20 J1, 1Pve Kot Ak Rid v ik i 2%
WITERBO L0 Fr o 1PVE Bt Wi 70 Fr L 1A 70 g A SR 4%

TERAREE H I 2% vis, —A 1P Hdis g 2 00 b, B H RN RE R4l
.

LA 8.19 iz g, Bl BT o g — R R I 286 (1) s B o 122 KR I 28 F 00 P NI 7R 4
SCHUR I 286 FH— A it e (R 250l o Lo I 28 R e, I8 )L BT A 23 SRR I 48 il e B8 e e SP (RS
FEAERT) P26 I IPSec/GRE i i 122 21 5 vhooa M %

PC1  PC2 B <7

E] 000 §| Ea

RS S Bl
(W4 DB & i Epl) (WA DB it 554%)

IPSec /GRE %18

P

#8.19

B SR 25 R R4 5~10 62235 7 DB %/ i PC, 75 )7 in) Hks Hho 4% Y 1)
DB k%5 %8 .

SRS F 5 ST QUL 10 44 1P SR (0K ) 1800 51,
TR 101 SRR

> HAG, RN R PC L, NIC ZUEAURE K IP WMl A I 1P Eefin e
NI 1500 7T, AN 300 FHY), AREMCE ML KA

> R, Ty SCHUR M g8 A E T i 2% 2 )3 1 IPSec/GRE B#1E H.I%, PRILAES)

@ ¥HE: JRIE “The problem was that in some of the database applications, the database created frames of 1800 bytes that were
fragmented” . XM EF3C, VER AR YA, BEOCHI.

——————————————— RS R Kensukef 1831906642 D) E = e EARIR 195
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immﬂ%%mu%mﬁi,%%%W&wo?%%ﬁﬂnpﬁﬁ@M%:&ﬁﬁ(ﬁﬁlﬂo
TR 80 FATH IP FrdE ).

Bt di, 1 PC AR DA, 207 DB IRFTaviX B Ak T =4 DGR
P e MR S5 &0 PC SEAER 2, T e IR 5% #s AL B A R I, 2 i A3 FALB A LAY ) 7
AORR M H AL, Py DAR 22 7 #8 S iz B R e A FH A2 K 2218

4 8.20 Frz~ i Wireshark 2T 1 PC & H A7 0] DB RS 25 IP Fedin . b 8o
ER I ORISR S5 O 443 1 IP B A, X JE PC R IE AN A IP Fidiafl,

Fragmented IP protocol (proto=upP 17, off=0, 1D=89a8) [Reassembled in #444]

444 UDP  Source port: 45835 Destination port: 45835 packet (1
445 1Pvd4 Fragmented IP protocol (proto=uppP 17, off=0, 10=89a9) [Reassembled in #446] |Fragmented
446 uUDP  Source port: 45835 Destination port: 45835 packet

R ¥ - CR—— S —— = FE A e b mAN ro CRE T naamn

«Frame 443: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
» Ethernet II, Src: Fujitsus_7a:27:5e (00:30:05:7a:27:5e), Dst: Cisco_42:eb:40 (00:1b:54:42:eb:
Internet Protocol Version 4, Src: 10.121.19.1 (10.121.19.1), Dst: 132.1.69.200 (132.1.69.200)
Version: 4
Header length: 20 bytes

- pifferentiated enres Field: 0x00 (pscPp 0x00: pefault; ECN: Ox00: Not-eCT (Not ECN-cCapable
Total Length: (15007
1dentification:
Flags: 0x01 (More Fragments ©,
0

Reserved bit: Not set

.0.. .... =Don't fragment: Not set
=t = More fragments: set é‘
[ Fragment “offset: 0 O

&8.20

F 1 8.20 WI 4N, 45 ok 443 1 444 15O J5UUE 1P F0da 0L 2 N o i o 443
1 IP F s R K A 1500 £5Q); FRiRFF A BAE A (0x89a8) ®); MF fiE 1@, Kyl
JAERBETE 20 s o mEE T BAE N 08, R HONREA 1P Bds Ao b.

8.21 Frur NN A g5 444 1) IP Bl Bl —— sl IP Bl L 156 — AN Ao

o, Protocol Infe
443 1pPv4 Fragmented IP protocol (proto=upp 17, off=0, 1D=89a8) [Reassembled in #444] FmgmeMeJ
Source port: 45835 Destination port: 5

445 1IPv4 Fragmented IP protocol (proto=upP 17, off=0, ID=89a9) [Reassembled 1 #446] | Fragmented

446 UDP source port 45835 Dest1nat1on port 4§§35 _ . . 2 packet

< Frame 444: 226 bytes on wire (1808 bits), 226 bytes captured (1808 bits)

<« Ethernet II, Src: Fujitsus_7a:27:5e (00: 30 05:7a:27:5e), Dst: Cisco_42:eb:40 (00:1b:54:42:eb:4|

- Internet Protocol Version 4, Src: 10.121.19.1 (10.121.19.1), Dst: 132.1.69.200 (132.1.69.200)
version: 4

Header length: 20 bytes

- Differentiated es Field: Ox00 (pscp 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable
Total Length: (3
Identification: [0x89%9a8 (35240)

Flags: 0x00
0 Reserved bit: Not set
pon't fragment: Not set
+0s [More fragments: not set€:>
[Fragment oFFset: 1480 d:) 4

¥

I

&8.21

10: | =N1==N N o] Il 1Q7240n 44\ A= Chwl
Jo Fr U T LIRRENSURE( Too 150002 T ) T = 1565 X




$8E

diPd 8.21 A4, 4’5 A 444 1) 1P Bn KBl 212 FH1@°; il 7Bk (0x89a8)
@), ToRH5%5 K 443 (EFEA LR DIREE 1P EBIE AP0 H: MFALE 0@, Rk
9 J5s 1P B ARG — N s o B mis - BUIE A 14808, mTHERT L A JRian 1P Hids (L ) 5

AN

8.6 IRHAEIFSBS T

e PR AP R e T OGP 4 R o e PR PR R A B Pl PR AR H 01X 2% (1 1
KA. s, HERRE ik pelhs, o T Wireshark. 7ERZAUELLT, HEOELE

e P U BEAN IS LE R £ 1, LTSS AR S5 1o AT A ) Wireshark HEER 1P
e h L PR I FE A BT

5E, EHEIE ping. tracert (5 traceroute) ZEIEAHERE A4 VL. EAEX P
S, TGRS I (BATHDE show 674D, — (1914 H 126 56 M Fis 0 e e

AT S A R R A e PR R I, R RE S AE Wireshark #IVE 5 B F1 b B BL) T 22

ARATASAGAE T RE S Fnse g HAR PR E 77k, e el (FE Wireshark PG SC4FEH)
S SER D LY

AP % FOE R IS, 7E Wireshark $0VE SO A 75 B2 55 I 7 10 R BTz

> LT 575 Time To Live exceeded ‘FFER) IP Hidlitl. 77 IP Bda kN, 5
— /N AEAFITE] (Time To Live) FI7Br. 4 Wireshark #E] TTL Bk 0 1 IP
BN, W R RN kA T B RIS, AR kIR 2 TR
PR EE TG . 5 2B 0, Wireshark il TTL FEAE A 0 ) IP BEE 51 Time To
Live exceeded FFF.

> A ST LU AR ICMP Edl .

o Destination network unreachable: 4 Wireshark #Il 3| & ¥ Destination
network unreachable F-#£#) ICMP £ (i), 8 5 #3R ~ &% 1% ICMP $dE

@ BE#E: WA OR300 FATE, BA— FEAET?

———————————————— = PeKensuke 1831906642 D L= R EIRIR [197}-



ARP Fn IP ¥ BE 5 H

LR b g 25Ok T AR H 2 B

o Destination host unreachable: 4 Wireshark #11%l £ 7 Destination host unrea
chable “FFEHT ICMP Fedinfun), 15 AR H RIS i EVLR L 2kizqT,
e BB TR T EARK,

15 1P FE A ask N, AN NELENTE (Time To Live, TTL) B, %7 BUEM
g IEapr 1M NI

> R IP BRI BN IP AUk TTL B E MGG, W h 64, 128 Y
256, HAREC7BE EHLEAE RS

> P RSB gs, HTTL PRI Sk —. a5, TLL FBAEN 128
1P Bdin 55 10 & hgs 2 Jn, % 7B 4 118,

> R TTL FBAEN 1A IP B, B s bz 7 BUER 2 0, R M EFEALRE,
[E1ISF )% 1P B A AU 1P Hhik %% ) ICMP TTL #B IV &

SEAE 1P Skt TTL 2B, RUREAIWT 1P Bn A e AT HE R v 2
M A EE. ARt I, T WIS ok, BEVEST
KY THE Internet - &IEMT IP Hds 60, HpT o o th#s i & 2t A & s T 30;
UK, A 1P B A ) AL AT BERE 1P Al k) TTL F B %
w5 AN64, 1288256 X SfHZ o tmtE YR, o 1P HE I TTL 7R
&% 1k 110, WTTHEZ IP S AETHEE T DA F T 18 A Bk T2
(128-110), KA E AT HEEE K 146 G H A% (256-110), XA S E

T4 B0 2 — TP 4t

8.22 R W L% EBL T AU itk i P b St RN, A AN E
Btk sl AN ISR T3 SRR 3t i B o h 138 5K 23 SR by )RS AR ke ) B £
JUARYE, BT R WAN B 25 DORAR 7 U

TE&AN K WAN B4 |, T 3473843 Internet [ERATESER UGN, FFIE T 34K
MY EIGRP. & 8.23 it/ AAHIE WAN 1% a4 11 i e R I (A3 AT i R 00

© ##HE: JRICE “The network was built this way in order to provide redundancy from the remote offices to the central data

center” o {EFER T REAL T RIS “Repior ", RUPHBANT




H8E

EE AT
COUMRE 55 B A G AEL D)

%45 10.50.0.0/16

. P
X
000

F4510.20.0.0/16

Ve

s1
000
®8.22
B Eﬁﬁa
-
10.10.0.0/16 5 EIGRP
10.20.0.0/16 R, 5 EIGRP
0.0.0.0/0 w1 Static
Ry  10.50.0.0/16 Ry 5 EIGRP
0.0.0.0/0 Roc 1 Static
R,  10.50.0.0/16 Rpc 5 EIGRP
0.0.0.0/0 Roc 1 Static
FW  10.10.0.0/16 RDC 1 Static
10.20.0.0/16 RDC 1 Static
0.0.0.0/0 ISP 1 Static
®8.23

PECHBRE ) R A LU BTG : A RDC 2 R1 M R2 & Sl — S HEH LTI T .

RS EU SO A 1M 2 S22 S H e bt R L T CBRRT, HIEEUE: il
£ PC A RLEERMES (AL TR Lol ) MRRARG AL, 7EVi ) Internet I T2
1813 ik .

VR RIBLIAZ )5, #5223 T Wireshark (2B 10 AT NAZ A W) SRR 2 AZ A HbL, 15
BhTui D BERThRE, T A VLAN . Sl framies, fE& sk Rl T i i R
Heo ALFATRE BB EZEARLEN.

SR Kensuke( 18319066421 L= THE TR 199}




ARP 1 IP i &2 47

1. Hdaboteut s HORIES 70 SCHUR G )1 2 2% L gt du HLUE T, RDC 5 R1. R2 [f)

EIGRP 4B J& = AP KT o
2. &40 B H 4%k 10.10.0.0/16 5% 10.20.0.0/16 HI%hAL, 235648 i [ BRI
¢ RDC # K .

3. WeH H A4k 10.10.0.0/16 5% 10.20.0.0/16 KL 5, RDC &4kalit k258 k
W, XAFH4T RDC bR B M4 BRNFR B B . 9 SARPIAN H 1 9 25 FH X B 1)
EIGRP W4 % i 7E % fH & HUB AL 2 5, RDC 2B ERA S A ER (1, S0 H I 453
BEARAN CORUCECBHNER HD IR R 4y T Bk B

4. ) H AR M4 4 10.10.0.0/16 =% 10.20.0.0/16 KX dE 02 J5, By kBi< bl k%
RDC, XZEFFEP; KB b B A s A B AS B 19 2% 1 55 A 2% 1t e e B i b
T I A% A I AR R, R SIHLM 1R 2 V5] Internet g [BI R 5
5% RDC.

5. REMAIRIE, BodlrboLout sl RSSO VA D o3 SCRLR st s 1 A0 2 (KB AT Bt

i, GIeERIFEAE RDC FI5 kB 2 8] “RRIBRER ™, M2 w5 W9 2% P 4 P
il Internet 7748 T 540 .

8.7 RINIPHlLxhER

IP btk 0 doe R T R P 4 o2 —, B E00E S 200 1P kb i S (25 i AT B4 13
TR s i R RN B AN

A IREE NS AFAE 1P Ml 5E, BN A N E T ENEAE RS (1 MS Windows)
) ping fl arp fiv4. B ANREME WAL IP bbb prsk, WFk s T
Wireshark [ EHLEA LAN ZZHedl, SRJ55 LAN (VLAN) #ANTHL .

1P Hbhikph SR B O M4 B A I, TR I IR A S RS AR vr AR S .
HEEARNS . T A ping AN 4%
1. MG RS 2S5 1) 12 0] AR IRy, H 1P kbR ) () B A P o SR IR 2 . BEESK
X, NAERE ping — FiX— IP M.




H8E

N 3 T R VR RGN EHLIT S, 24 1P Mk R 50 B 4 kAR P R R
~ HMRIKNFR PSR (G EVRIRAE RS Windows, 755 R4
Q AP —ANORHE) . BRI, WRET AAN—LERE RS ENIAE IP
M hE SR 25 R AR PRI, MR IRSh RE R AR R R & sk, i H Al
NG E AT R G B, XA — L5 R MbEn T RER.

2. fEMAAT FPATHA arp -a (Windows #:1ERSE), A2 5 H 3N ping
0 H i 1P Mkt 5 AASE I MAC Motk 4, W26 BAEAE 1P Huhkppse,

3. 47 Google 82, BHHIHEN MAC Hubik: (K7 HT =A - 5 ERIIEAS R 205 F il i A IS
XA B RS 5 R 1P kb ph S e X

4, ARSI TP MAC Huhik (1) 0000 50 BRAS B AL RN sty A, 17578 a8 e bl
CHER, ATHALL L A] AT ML), HEAE AR B MAC Ml ke ) by o

1

y B 2 K AR T 2k SR A P & v T IE WA L (LR R
MAC Hudib. IP Hisik. DNS ##5%). WI7E Google % switch port
7 &  Mapper X switch port mapping tools, k& FF#IX4L4ft .

e

P2

5. #LE ping Al arp XE 5 FAEAHEAFT LUK, 15 Wireshark EAH1H: N LAN A2
Bl A DR ThhE, IMEGHE VLAN 7 H . Wireshark AEFALT £ 5 1P Hihik
MRARMLER,

6. & 8.24 a2k Wireshark 245 B FG 5% 1P ik i o8 i3~ 1 B

Bile [t Yew Qo Copture Anabyge fltitics Telephony Took jntemsh  Help

0. 9SU03Y §.2.96.67 - J HTTP HTTP F1
14 1.016369 172.17.5.8 224 0. G 127 UDP 262 saurca port: filenet-pa Dest1nat1un port: 8044

« Frame 12: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: LannetDa_Ba:74:bd (00:40:0d:8a:74:bd), Dst: Broadcast (ff:Ff:ff:ff:ff:ff)

[ouplicate IP address detected for 149.49.32.134 (00:40:0d:8a:74:bd) - also in use by 00:40:0d:8a:74:d7 (frame 1)]
[Frame showing earlier use of IP address: 1 [\_&

[Expert Info (Warn/§ encu) puplicate IP address configured (149.49.32.134)
Rty et 54— AL (MACHEHE K 7 3 7
[Group: Sequen B IP HudikiioR ) HBAGIPHIAE149.49.32.134

[saconds since aa
» address Resolution Protocol (reply/gratuitous ARFP)

&8.24

A LAN WHH G (EHE LR SR 1P #uhki, #57E—& 3:H1L ping
X 1P Hidk, SN ARP SfE P HERE % IP HUbEI P4 (502 4) ARP 22454 H,
— 54T S AR TR MAC kAR

St BKensuke( 18319666421 S 2 H TR 201}~




ARP 1 IP i &2 47

X T2 TR R GE (Eetn, Windows FR40) HIEALIM S, A4 1P Huhib B0 oo
S, WIEAESHE L, S0P Huhkphse, i HIR ik MR IKEHFE PR3 (b, 2% T

Windows #:/E R ZE M FHL .

XS T 225 T i Ah e BAE RGN BN, A7 1P MBI &, WA AT
k. B, A ping Al arp fr XU T .

EPATINVEAT S50, K WL Wireshark 112 T &35 duplicate IP “AFEFIEHE L, —EANRE

AR ETI

IP bk SR0E AR TR — LAN AP B I AR B AR 1P ik, (H g A i 1 0
ST =GB A BCA A F ) 1P k.

DUERCKR R B IX At 1P Huhbph RIS, 755 K 8.25 Fros iy &b .

10.10.10.200/24 (*)

(*) fskiy 1P Huhk

&8.25

7EK 8.25 TR M rh 4545 150 & EHLEIE LB KBS 1) Internet. #BEBl % e, LR

NS 75 B itz
M A5 5

LR A8 I E W W EHL L ping 22 W EHL Cping AT — & 2 W EHIG D (% .

Reply from 173.194.35.148:

Request timed out.

Reply from 173.194.35.148:

Request timed out.

Reply from 173.194.35.148:

Request timed out.

Reply from 173.194.35.148:

Request timed out.

bytes=32 time=98ms TTL=51
bytes=32 time=124ms TTL=51
bytes=32 time=134ms TTL=51

bytes=32 time=582ms TTL=51




H8E

fEER (5] Internet) AN 2 5, AZMIZEHIRE N AR MEEBEAT T HG, (HERLLS,

RGN, BUR PSR G W L ping 7] & 2 B LIS

Reply from 173.194.35.148: bytes=32 time=98ms TTL=51

Request timed out.
Request timed out.

Reply from 173.194.35.148: bytes=32 time=124ms TTL=51

Request timed out.
Request timed out.

Reply from 173.194.35.148: bytes=32 time=134ms TTL=51

Request timed out
Request timed out

YVEE TR Z LS, Bt R EMENLE ping AN, REFHRITH S
arp —a, MEHHN. fFE KB, B IP Hilik 10.10.10.200 AR K] MAC Hihik &S84 3 4,
W, LR T IP IS, MRS IERIEF G . /EEMERK, 527K 8.26

P i) W 26 40 B o

T I 172.16.1.1/30
10.10.10.200/24

172.16.1.2/30

[18.26

i 8.26 AT, P EHLAIER A SCILSZIB AN LB kK%, 142 8 65 JEAE BT K BS% RIS e dL
2 8] Web 13845, o IP HuhlJ& 10.10.10.200. |95 K B4 F11 Web ik 31815 £ 22 18] () B 3% 7 1)

B¢l 172.16.1.0/30.
WAE, ibEERBRE R,

1. MR ML L DHCP J5 X A Zh3REL IP Hudik, {0 DHCP 4% #5704 L 1P Hbdik it H
SEHERR T 1P Huhl Y ] 10.10.10.201~254, P I EALHT ¢ ERIA M S 1P Hihil 10.10.10.200

ATERF

2. M IEA R GAZHNL, WA GOCHIE TG, 5w E o DS 7 e 1T

5 = Tt Gl
Eaxid iE <enstt (3(18313666 21) 5? [ﬁﬂg%ﬂl)ﬂ)ﬁ

203



ARP 1 IP i &2 47

XEFAS WML FE 1P Mokt g fid & 4 PL DHCP 520 Hh3k B, BRI HI, ‘U imimak
HUCE) T 2RI 1P Hihik 10.10.10.200, IR, X G HACHAMLATE B 1P Huhik SR ZRIA K
K (Web 1984 1) IP Hidikphge.

3. IPHhEPPSE UL )G, b IR N AN, % 4 IR N SRS A2 Web a8 5 £ AT 1)
e THE, (EWTHL T B KRR Web i B B IR, TR0 8 9 942 11 1P ik ot
W% 10.10.10.200, P EH 4% SAHMUAHIE . WHIEME, WA L HEER: Web 1 )8
B AN I g ik 1, A0S T s R g 2, H 1P #idik 10.10.10.200
R T .

4. pt—k, EX—/NN LAN WTHILT =& W44 RI3A 1P Huhk 10.10.10.200 )
Ja, Wik 8.27 Fram.

172.16.1.2/30

g\ﬁl \i\/ 10.10.10.200/24 ;/ /
\ = ; S&%— FAEFWIIE

172464436
10.10.10.200/24

JB1E ISP
'

W42 10.20.0.0/24 10.10.10.200/24

&8.27

I EBIEL AR AL PR S, T LU S N ERAE R e RN R A O
YES I 28 4R b R 1

8.8 DHCPHE2#h

A TEHUECE PHY (Dynamic Host Configuration Protocol, DHCP) J&—FhAgig il %
TEFE N2 I8 B ZERE 1P Hhik (RISl o AR A 2F o] 5 7 A 0 WL 1Y) DHCP b o

1 DHCP a4 4 CAE M &8 i, EAMZE) PC ANGE B 83k H 1P Hhbikiy, FH4E
Wireshark EHLEE N LAN 22#eAL, [FI S F i VB ThAg, KAl DG 1 &8 T ANEE A 33k
IP Hihkf¥) PC [R5 1) i 35 ) 4% Wireshark 4. 485, AEANRE H IR IP Huhk(¥) PC I,
4T ipconfig /release #l ipconfig /Zrenew @4 (U Z ML MR JITI%E W 2 561k




H8E

B, HAERED. &G, 204t Wireshark 41U £ ) DHCP i & .

N /NATEA T DHCP MBS RS, B LR EHESAT IP kR e,
T TS TR, EARTRESRIAS 2. U, 3% LUT AR AR R bt .

1. EHLEC K DHCP Discover %fifu?
2. FHoki, WERRINL (DHCP %/ i) 1E% .
3. FARKM, WFE.
o KA LR TCPAP FLESHL, NAE LM 1P bk HOT UL & A H 3R
o KA TN HEERGE . SN WIFT BN RIZEI, 4 AN ),
W FCi% % H DHCP Discover i fi.

4. 57 (fEBF Wireshark £5:40) EH17E & 1) DHCP Discover itz J5, W3] 7 —4 DHCP
JIR 45 4% A i) DHCP Offer s, MR RIEOLIES, TR4ketiig,

5. 5 (&) T Wireshark £3471) F#1% 4 DHCP Discover $#ifu2 5, ] 7 4 DHCP
k%5 %% & Hi () DHCP Offer £idfif, NI HiZ LAN WA74E— LL L% DHCP fl%#%,
WA EHLAT eI 242 1Ptk NOCHIL I —6 (B2 &) DHCP ks, 20
P E—G (B2 6) WS LITE I DHCP RS .

6. # (f& BT Wireshark 7541 A1 T DHCP Offer $idfi 4, 4% 5 & i T DHCP Request
it (i) DHCP R4S 28 R 2 IP Huhib), He#| 77 1P Mtk Z44) DHCP Ack %%
Pidd, WIEIRIGOLIER: 45 CUERD EHRREN S DHCP 45 % & ¥ DHCP Ack
Hitu, HPF ki DHCP Request £#iit, (FARIEIEATRIR, WIZ7R DHCP k%5
WOARIEWIBIE, WhEZ.

7. & (EB)T Wireshark 15401) EHL7E R HH DHCP Request ¥iflitu 2 &, Y| T DHCP
Decline %4l £, WIZ/R DHCP Jlx 45 ds e it 1P Huhil{5 8., AT Re 0 Js =~ i 47l

o DHCP %54 LG I L4 LI 1P Sk

o DHCP IR %528 UK 1% ENLZ BUsRICEI Y IP Mk 3l ds 75— 6 %4 F 80X
I F5 P Ji ] 2 , DHCP 45 2% CUp il &4 1) B — & DHCP %% 7 i 3 A i AL
SE7 P IP bk, B TR A DHCP R4S 4% HIBLE -

————————————— bR Kensuke(1831906642 D) 5= EEEEIRIR [205}-



ARP 1 IP # &5 47

DHCP WhisE R faj i, HESzHE AR I, LU TS 4 DHCP iiR4s 231 DHCP % /7 i ¢
2% Z A A L
1. DHCP K ¥L: DHCP % F' iy e 45 X e FAN A 1P PSR BEAT W1 4a 4k, TR CAT 4% 7
R & 11 DHCP Discover %ﬁzi}?ﬁ’a FHA LAN ) DHCP k4545 . DHCP Discover ¥
£k UDP $diite, s, Hut D545 5%4 68 F1 67,

2. DHCP FHA#RML: 424t DHCP /IR DHCP JIRZ- 242 0filT UDP 67 %11, £ F] DHCP
Discover 4 fd, M2 A5 DHCP Offer 4y, XKIHANRS 23 E =20t IP il “Fi
7 s

3. DHCP #A#ER: Y3 DHCP Offer #4522 J5, DHCP % )ik #-<x[01 &2 DHCP
Request Hdli 4, %>k DHCP R &5 2 it 5 AN IP e &5 M5 2.

4. DHCP fLFMIA: W3 DHCP Request il 2 J5, DHCP Ji45 237152 DHCP Ack %
Pofh, Hh2sfuds i DHCP RG2S HL (K] 1P Hudik . 7 HERD . BRIARSC IP Hudi. DNS
45 4% 1P Hudil %% IP FC B A B

8.28 i/ i —% DHCP JilR4s 2% 55— DHCP %) it B 45 AH L AS T I, Wireshark FIEL K]
47 DHCP 3¢,

Eile [de Yew Go Capture Anahae Statistics Telephony Tooks Wunl Help
ow 4 W mRa 5 ! 3l iETHQDHCPﬁ‘?’EQDHCPﬁ%E
ot bty E‘J$%IP$F%E%“‘MHH
o Time Source <ol Length  Info
235 22.191805 0.0.0.0 255. 255 255.255 DHCP 342 DHCP Discover - Transaction ID Ox3ce2l374
237 22.212148 10 114.30.5 10.114.30.180 DHCP 360 DHCP Offer - Transaction ID Ox3ce21374
238 22.212400 0.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID Ox3ce2l374
239 22.217302 10.114.30.5 10.114.30.180 DMCF 360 DHCP ACK = Transaction ID Ox3ce2l374
me 235: 342 bytes on wire (2736 bits), 34 ME‘% 6
Ethernet IT, Src: 10.114.30.180 (00:09:6b:42 DHCP: -J- r)
« Internet Protocol Version 4, Src: 0.0.0.0 (0 A— e .255)
7 User Datagram Protocoal, Src Port: hootpe (68 DHCP DHCP*EH%%{# DHCP
i Bootstrap Protocol FHLA > _DHCP*EH::W%P

&8.28

8 DHCP % /7 5t AL N W Z8 I, 25 3RO 1) 1P Hudik ANk ¢, ) — 52 AT A T M ZE LAN
WAL DHCP %545 1X 55 DHCP HRSS s — Ml s 5 (1) 58 v i o o AR IR — FAE 98

@ BEHTE: RSOk a2 JEis g —Hf) “The request will be, for example, the IP address that we requested before (because we had it
before), for our MAC address so that the server will recognize us as a prior client with a saved IP address and other parameters” .
TR IR L, LA




B8E
it A AT, TR R PR T

1. fEENLEHAT ipconfig @4, MEILH, #7 R ENUERECE] R 1P Mkl “AX i,
N7~ NFA DHCP JIR4s 2% .

2. HAMEEIX & DHCP IS w20 NARLAE ) 58 717 % th 2%, 1576 ML ping 1# i DHCP “41
7 HIERIAR R 1P Huhik . AZERIN M S 1P kAR AT Ak S T A B i 2% (DHCP ik
%&4%) HGH P Hibil.

3. EENL EPAT arp —a fird, i A HRSRICERIA I G (Tl Bk B8 ) 1) MAC Mt
Bk FEAHIX— MAC Hiuhik, BEAp ]l AT 3X — MAC Huhik (1 99 26 8 46 il p o XA —
e, AT A A A BB (D-Link. TP-Link. Netgear 25). thAb, ifn] L&
LAN AL, sl MAC s, HR4EE MAC Hihik & i Py AR5 vE 217 it
AN AHE . AR, AIEAS ML AR A i 11, iEIIR & ALY DHCP il %545 G

AR L B IR 55
4. 48k, f5BhT Wireshark #EEFIAS Bt Lo I BE R B, K& DHCP fili4s #%1) MAC
WA S .

————————————— bR Kensuke(1831906642 D) 5= EEEEIRIR 2071




%9%

UDP/TCPIEER T

ARFEM T UL F R
» [ic & Wireshark Preferences % 1N Protocol 3ETi T ) UDP il TCP W ZSH, MHERR
TCP/UDP AH I e i i 5 5

TCP 4% ] i ;

TCP FiAL fr) i——U WL, PR s

AT AT R H T A ) L

TCP 3L BUR )T Fihs

5 TCP % 45 %18 (zero window. window full, 7 K /NSUAR S5 44 )

TCP F & KR A .

PR L (UDP) A& bl Pl (TCP) I S /e A i B FH AR 2 18] CEb
Web fil 2% 25 i Fl Web 25 /i 2 [A] . Email JIl 55 #% i F Email 25 - i 2 7)) AL %ds . Vr 2 N H
2 7B o] LIS X PR SOR AL 1 5, AN [ 10 S R 7 s o 15K X 4o RS H o 5
SIS HOIP SRR SR R T TS A A58 (socket) . 8] 9.1 BTz ok Web 30U 28 2 fuifa] F1) FH TCP
5 Web JIi 25 2% g L% 1 . Web JIr 452 25 W A JEL &N TCP 80 % 11, >4 Web 31 B 25 U i)
Web Il 25 45 I] , S0 Wi BT 4 B (R B4 R x B2 — AN K T 8055 T 1024 3 5, /£ 4 TCP
BRI S CHen, 1024 511,

vV v v v v v

F4bttXKensuke(18319066421) H= iSEEARIN



B9E

HTTP % /3

HTTP fR454%

%9.1
W3 TCP ¥R it sk 5, il TCP 80 i I [ Web IR &5 #5234t TCP 1024 it A TR
TCP & J& T v % [ FDER R P T UDP ASSZEFml Sk, AR miE 8 il

Q AT G ARV 0L, 44 A AL T (SCTP) . iZ WM A
" TCP Mt As, 2 MAEMRS Pt 4 . A4 ke SCTP.
xR
A FRGH G R TCP WisfE T 30, 522 R &Rt ba, DAL Ay 4 1) Wireshark i€ 47
TR LR L 2

9.2 fEiHPreferencesElMAprotocoliflii FAIUDPF

TCPIRSE, FHHIRHIRSMN &

E— BT, Wk Wireshark 43 7 UDP/TCP s i), JC 3 i Preferences % I
7 Protocol TR R [ UDP F1 TCP W I BRIABCE, {HIFA RN A TR EE .

1. fA3h Wireshark ik, i Edit 28R 1) Preferences 2RI .

2. {E9fH %) Preferences % I, i Protocol Bt B ik IR R +5, 7EH rhik$: UDP 8§
TCP tps AT & -

AT LA H T L B UDP 58 TCP WMl 44 T K& 5S40 .
UDP &#

A B A B 9.2 BT/ 4 T UDP S 40U R IR HE, #2X Wireshark $TER (% 2 71%)
UDP % ds62 1977 20 A5

e BKensuke( 18319066421 ST e AT [209}-



UDP/TCP ¥4

MR 9.2 B DY I UDP 2 fif R .

iwims
T

g s

m | Val:date the UDP checksum if possible:  [7]
€

UA User Datagram Protocol

s Show UDP summary in protocol i

ucp Try heuristic sub-dissectors |
|

Collect process flow information: |

9.2

Show UDP summary in protocol tree: 5i%Z 5 OCHM & IEHE &A% (BRINAIE),
TEPNEL E 5 O e g 4e) (bR ) X4y, LA UDP %idfif, Wireshark %7-F
T4Vl user datagrame protocol “‘FHERFRIIILIES 2 4h, b2 BoRdi. H UDP
Ui 5y A HUH AR EHE, AT 5 DR gt (B IR A AL
27 UDP Bl (i, Hui a5,

Try heuristic sub-dissectors first: 51%ZHOCH N FikHE—Z 21k, Wireshark 7E1
FH T 82 00, 222R 58] dissectors fi#HT sk ity UDP %dfi 1.

Validate the UDP checksum if possible: #5213k 5% HOCH M ZIEHE, ) Wireshark
¥4I UE UDP A5

Collect process flow information: #7/2)ik 5iZZHOCHE M IEHE, ] Wireshark #4£3
KAEE CAPIIEA) R UDP M5 .

ERZHEIEDR, RFFEOAES L T .
TCP &%}
AN 9.3 W TR A% T TCP it & S Ui RE

i wi Preferences - : Wireless 5|
o Transmission Control Protecol
T8 Show TCP summary in protocol tree: (V] ‘
TACACS+
il TAU Validate the TCP checksum if possible: [~ I
i U
TCAP Allow subdissector to reassemble TCP streams: V]
[EE— '
| Analyze TCP. b e
TCPENCAP
T0S Relative sequence numbers: V]
N
Teredo Track number of bytes in flight: (¥
tetra
TFTP Calculate conversation timestamps: [
TIME Try heuristic sub-dissectors first: i
TIPC
Ignore TCP Timestamps in summary: i
TNS
Token-Ring Da not call subdissectors for error packets: ]

&9.3

— . el

—{210

= AN cwad } L 10Q240N 44\ A=
FroTLIXKENSuRe(ToI 130002 T = 155 T
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> Show TCP summary in protocol tree: 5i%SHOHK R EHE L5 2)0% CERINAIIE),
FEAMAD -0 B A M (U [IXdskeb, L& TCP #idiifl, Wireshark BB
T4 H transmission control protocol “FHEREFIIILIEG 24, S WE R
ANAHDE TCP @, beamdil. H TCP s 15 TCP /3415 . TCP ROCBLK A #HUH
RIEAZSLIEAE, WA E DR A R (ORI H 2 R trans-
mission control protocol #f.

> Validate the TCP checksum if possible: 51%ZZH MR IEHE—2/A1%, Wireshark
AT RBAT RS WE T, RGO T LT AL CHESHUR R RN,
1.9.2 1),

>  Allow subdissector to reassemble TCP streams: FE#4T TCP ¥ #r (BRINAIE).

> Analyze TCP sequence numbers: S5iZZSHOCHN R IEMNE —SLA1E (BRIANAIE),
Wireshark il 23 LA 8 BTN TCP #iis (b 341 5 - BUE I 7 20, R ERERAEAL i F2
B RN TCP AL UL M EE WA IS . Analyze TCP sequence numbers Thfg &
Wireshark g B2 (1 ThREZ —

> Relative sequence numbers: XZZAMFREE N 1.9.2 75,

> Track number of bytes in flight: S5iZSHOCHEENE LAk (BRINAIE),
Wireshark il 23 ¢ v L 3% 42 9 28 (H G R R A3 B A K TCP R SCB ) 7 148

> Calculate conversation timestamps: X% Z 3R EIL 1.9.2 15,

> Try heuristic sub-dissectors first: 5i%SHOCHN R IENE — 22 1%, Wireshark 14l
TEVIH “H” fRMTas 2 0T, Sl dissectors f#fT s K ARID TCP Al .

> Ignore TCP Timestamps in summary: S5iZZ IR IEHE &A1k, EIEEH
PR EC 51 6 X 3y, TCP s A 1y I [ BRI A A 2= B 1

> Do not call subdissector for error packets: #7721k 5 %S B EELHE, W
Wireshark H4 A2 1 HIAFATT — T i A7 #5 A AR B A% 5GP 1K) TCP S Bt

M2 LAY Lk TCP il & S50 X i6 .
X+ Wireshark Tl TCP Als it h 55— A~ TCP R SC B, M (TCP kb i) 515+
BUEEAELL 0 /RN, Ja8E TCP R SCBUN A 5 FBAEKE MK R 1Y, It T il IR AR X 17 51
(relative sequence number). UitLAHXT, SERCHTEIXEE —A TCP RSB TCP L, 7

bR Kensuke(1831906642 D = TS EIRIR 1l
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HI5 7 B S BRE A A 0~ 2% Z I 4, th TCP MEREBENLIEHE, 11 Wireshark by il 1 HLER,
B2 BRI LR 0o TCP ARMEIF AN IfT ik (TCP KA 1) Fral 5 7B (K4)iR) {H
AT AT REE R E -

Lj Calculating conversations timestamps Z5UAH G RIEHE— & /A 1k, EPEI%E N
AR AL X IR, ML TCP £, #B4E transmission control protocol # 2 H—/
Timestamps 4514, sETIHE) “+” 5, e 2 Wireshark 1 5% (1)1% TCP Fils o /e H )&
(¥) TCP s it Hh 1) 5 I TR BRAT 6 K45 80 £E TCP $idinAuf¥) TCP Sk, 2 ANTEI (ik
B, HoAg — AU e, s SR &l 9.4 iTs®.

BIK | e > it )% echo retry
&%{UE%S B =10 ifja] 8% value (Tsval) (Tsecr)

N —
129 1%% 4 7y 4 74

&9.4

AlE T M EE TCP Eidiint Hh %A TCP 4R SCB s ) ke 10+ 11 Tsval Al Tseer F-BAH, K T
RIS A RRURE T TCP N F AR PR AE B IR T THI A4k . AR BTk RFC 1323 03 /1) TCP sk it
V1) B2 32 T F1) FH 95

> RIETTTER H TCP RICB, I 7EH: TCP Skl i MIERE i Tsval F-BeN, A
—> 32 AR

> MO R R TCP B2 ), Kttt ACK TCP i SCEGEATH A, 75 #EH: TCP
SEBH Tsval 7B A, st NS TRAS 32 (7 {H

KFE—2K, A&IE 7 R CE] i #07 & I ACK TCP B W TR 1% T7 k H )
B TCP R CBO I, ] LIRS o1 550t B AR IR IN R (RTTD 1o SXAERIHLEIEFR
SRR EALH] (Round Trip Time Measurement, RTTM).

UDP & —FhARH R A B, HOSR R R, BT 4 A7 B i 5 7B H I
g 1S B B AR T BLUL RIS A B W E] UDP Edla i, oy ARG S
AP BUE, RAWE E TR AL . UDP ARE 0 Fodls (L 78 ALy id v I B A2 e, SR BESL

@ ¥#HE: JR3CE “The calculating conversations timestamps refers to the timestamp option of the TCP packet” .
@ PHVE: TCP Skl i Al RkE I, AN &%)k Calculating conversations timestamps &2 %EHE 5, 76405 10 45 1 X sk 1
transmission control protocol # %% ! [¥] Timestamps 4544 .




$9E
ATAr FAL B AR EALH], (B LET UDP BN E P C(Lban, DNS #hi80) HEHF mEAL
EHUH

5 UDP #iLt, TCP EEIRNZ, ©it—Fi M ] S B L s b i, W EAT P35
BLAL AEBLH AR HFERE L] AR 2% TCP sl i) EIRHLHBIIR A LRS-

SCTP th P Al SE M FER RPN, SR SR 2 HR i ifedm i, b nr Lk
K2 2R I STt > SCTP Hidlatd o BbAh, iZEMSUE N B AT cookie. 21 1 L HLABMLA .
JT SCTP BRSSP HEAE e I 206 Hh AR T R T R A et o 28 3 i e
(¥4 Han J2= AL o

9.3 TCPEEME

% TCP AR MLIEAF N, 235G 37 TCP M4%, 1lid TCP MR AL HHE, Budh kit e
BEZ R PRORH] TCP &4 . DN 8 s W I T . e ek mS A5 7 i e MBI 25 4% R Telnet
TR M das, BT TCP LM N RPN, #Fs e [ Rk R

HENT TCP HEFLIN, %7 diivex I TCP sy 1 i JIe 55 4 3 TCPH A3 11 5 e S Sk e

RN E G TCP &R, wfgs R AEFLEE S, A1) 32 H hr a2 A
Wireshark, K73 87 H-fift ph 1 6 ) 18

X R HMT—#k, #Ba] LU Bh T Wireshark K43 # FEC A .

> BT REA GET TCP i) NARY, HHRALEE T, i, 3%
BITIF M T, (H—TEHT3R

> REIH Email 257 s BB, (HEEAR I Email k55257,

> SRR AT REAR AT CEetn, RS R L. RS LA OGRS AR Bl ) IR

Z s A 1P IS R, WalRg R A% (b, DNS #fE. 1P Huhkphse.
JIR 45 2% PUAF DRI AS 2 1T TS VR4 52 75 2 it BT RIS R E 255 )

@ #HE: 530 “When TCP opens the connection, it sends a request for open connection from the source port to destination
port” o JRICHE L.

@ BHVE: S0 “Some problems can occur during the establishment or closing of the application” . X Ffi Sz Y& AE 5 A5l ik
T,

@ ¥HE: JRA30E “You try to run an application and it does not work. You try to browse the Internet and you don't get any respon
se” o fEEAT AT B

@ FHE XS LTSN I R GO ST o X0 2

— =i EeKensukef 183190664 D TS A SRR 213
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A B A T Al B Wireshark Sifig vk b ik ik

AN SOV ] Wireshark 12 W7 TCP JERE M, NREE o HER: %, TCP
W i A 4 S O e Y R 8 AT

TR PR 10 7 A (R, B PR3 i A E-mail ) i B F SRR 4%
BRI AN EIIRSS AR, N LU P R AR R B

1. BE CEReRS5 aevmBrr i) UM S5 & P2 5 A e 1 W8 1T

2. WAFR KA R IE R IBAT, M CBR D AU E M E R, &
L ENLR 1P Huhb & S ECE A R S, EALE 1P Mkl & 4r F 1 & A DHCP
H 3 BEP D o
3. 7E CRESR AN 1ML L ping RS ENL, W0UE 1P WM RET 1L 57,
TEHLEIE DR, N H R IR 2% 7 s R0 i 1 TR B L IR 45 38 o, (HL %2
Y $ER ) S AT (R EHLAD ping ANIE 22 e IR 55 245 i B A 10 =ML IXARAT W]
Q fie A A A B KB N SL, AE RS A di b IR 22 4 SR W v R 25 35 8
- % ICMP s, BalE B, ping AN LRSS A AR EHL, I AROR
E " NHBRFEREIERIET. Frimp ks, B R G 1T AR
Kk, AR RIS AT N BB ki

4. (EIBATE AR RN, JE 3 Wireshark JRARHELMHT. 2758, MATAIMSRAEHT (L
T CHEE A R X I R IR TCP i, BHE G/ P,

v B EHEER =R SYN ALE 11 TCP ST B, B RSS2 i E AR EAF
fA[[A] 3

o ZPUmENAH T SYN 2B 1 /) TCP IR )G, W3 T RST A& 11
TCP “HfilN” R CEL.

HEORBLT LA LD LG P AT — A, B AN IR E A SR8 CEean, R
(K1 25 s R AE B R B0, A B K PSR, BB T ARG

& 9.5 ATz ) Wireshark $IVEL 3= % 11 A9 vl 40, 1P Huhik >4 10.0.0.3 B W ENLTCIEVT
i) 1P Hidik >l 81.218.31.171 1) Web RS 8% (PE 4w 5k 61~63 a1, iX 3 Mkt
A MM 10.0.0.3 i, A#E SYN A7E 1) TCP RSB X BEAT vl fiE 2 K K 3 B K k%

@ ¥HE: JEICE “When you try to run an application, for example, a database client, a mail client, watching cameras servers, and
so on, and you don't get any output, follow these steps” .




BIE

MAPESS, A AT RE 2 Web IR55#% i T ke JERL e e AR, A — & AL RUE
H Ui 53 5h— 6 1P Hulik g 108.160. 163 .43 1) Web JIii 45 4 (P Wi 5l 65~ 67 K% (3).
AR AT LA H 458, 1P Hidik ok 10.0.0.3 1 9 I EHLIFANE Fr A7 Wl #8 AN Re 7 ), FURANRE U7 1)
IP Hbhil 2k 81.218.31.171 [ .

Jevkvim 1P sk 81.218.31.171
I3, 3% TCP SESHSEIA T

b0 4.994/51000  10.0.0.138 (SYN/SYN/SYN) ] d ponse Uxbd3s PT
615.088214000 10.0.0.3 81.218.31.171 62 51910 > http [SYN] Seq=0 Win=8192
62 5.090244000 10.0.0.3 81.218.31.171 62 51909 > http [SYN]| Seq=0 win=8192
63 5.178158000 10.0.0.3 81.218.31.171 62 51912 > http [SYN] Seq-O wWin=8192
64 6.247500000 10.0.0.3 173.194.78.125 -3 oiiiy - Seq=0 wi
65 6.449442000 10.0.0.3 108.160.163.43 66 51921 > http [SYN] Seq- win=8192

66 6.480809000 108.160.163.43 10.0.0.3 Seq=0 Ack=
67 6.480936000 10.0.0.3 108.160.163.43 54 51921 > http [ACK] seq= Ack=1l Win
68 6.481512000 10.0.0.3 108.160.163.43 340855826&

70 6.512988000 108.160.163.4 pypish (Wireshark 5ik TCP jdznrp) p HTTP/1.1 200 oK  (text/html)
1IEF#EE, SYN/SYN-ACK/ACK)

69 6.512241000 108.160.153.:{3'[9}‘1[‘:#%"5] 1P Mkl 1084160.163443} http > 51921 [ACK] Seq-l Ack=290 w

9.5

AN TCP bR B, XA B IR 4%, HPFHEG% 6 IP M
B4 135.82.12. 1 MR I e 55 4, LI Rt v MOS0 . F P AE Y I AL
10.0.0.3 1901 Y 24 P4 A0 A\ A2 R A ik 47 e 25 4 1) IP Mk 135.82.12.1 i, nJ LLE 2 &k 5t
7, AR TG % S 1k 22 45« 1) 9.6 i 75 Wireshark 06 32 % 11 (048 57 7T %0, 14 199 3291 10.0.0.3
Oy T HK IP #ihlk 135.82.12.1 TCP 80 (HTTP) i L ({34, AR BATAT]
i) o

ﬁh +| Expression... Clear Apply Save

No. Time Source Destination Protocol Len, Info

2113 17.665372 10.0.0.3 135.82.12.1 TCP 66 62423 > http [SYN] Seq=0 Win=8:

2120 17.746627 135.82.12.1 10.0.0.3 TCP 66 http > 62423 [SYN, ACK] Seq=0 ,

2121 17.746693 10.0.0.3 135.82.12.1 TCP 54 62423 > http [AcK] Seq=1 Ack=1

2122 17.747085 10.0.0.3 13582121 316 GET / HTTP/1.1

2130 17.862143 I35.82.12.1 10.0~== 4 http > 62423 [ACK] Seq=1 Ack=2I

2189 18.736301 135.82.12.1 T gﬁ%g'gg:m@rﬂ) [TCP segment of a reassembled |

2191 18.767301 135.82.12.1 10.0 ST b [TCP segment of a reassembled |
E9.6

] B A I SO P e Y H ) IP Mk 135.82.12.1 (MU IR SS-2% ) HIST
Hiw, @aflgIL, AR ENL 10.0.0.3 b fE SRl 4 H A IP Miik 135.82.12.1 TCP
6036 ¥fif 11134 4% .

t &l 9.6 7~ Wireshark FIVEL 3= 7 H 9 #BE T &0, P FEHL 10.0.0.3 7R Ll AT H (1)
IP #ii: 135.82.12.1 TCP 6036 ¥ [ [P, AL E (1P Hidikoh 135.82.12.1 [ 414
R 454 IRI )& RST A7 A ACK A7 [’ P& 1 [ TCP LB . Tk, T84 MU 4 ik 454 1
JUAPERE D) RE 2L TCP 6036 3ifi RS, 1M W9 26 rh 5 T By hi 11 22 4 SRm BT 17

FEE = EEEIRR [215]-
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TCP H i 1524 6036 M=, (HEIBE K TCP H i 054 80 Kt &

AP0, WA ATRES SEZM, Al e & WL 2l ol o D k8 3 (PAT),
A REVT 1) BB A AT 42 IS5 8% 5 (B Rl sl th 2% ) #l i B o HUA H s 1154 TCP 80
u I E, AN H 5 H -5k TCP 6036 ¥ H e (WK 9.7).

Ne. Time Source Destination Protocel Length Info .
2620 36.423135 10.0.0.3 135.82.12.1 54 624 p 5

T G315y
036 114 TCP j&4%:

E.‘ 1] JEE !

&

* SYN ik
RST/ACK i ¥ -

TS 2, A5 k3L T TCP/UDP s I N H A Tk IE A, I R S Pz A &
Fii M RS 2SI AE I AZ AT IR T AT TCP/UDP i 11, AT B AT (] W9 258 4% (LS kB % i 2% 45)
AR N HFR Y Candm it . 360 25) 4.

S W TR BT, BRI (23 % (R
A RURSEE GRS M9RHLL 5 %% Wireshark, 4457 %%
Q FHU PP A2 7 09747 TCPIUDP 38 I T s 4. IUAT e, A4t
5 VDB YUR AR A, SAPITRA SR 2
B R R TR G, A0 O AT R R
.

9.3.3 wiERIE

FEST TCP By, B4 = WIR T, Wik 9.8 s,

R i : i35 25 -
10.0.0.7 SYN, SEQ=0, Ws-g10, £8.221.152.170

TCP 3 ¥efr: 4

SYN/JACK — TCPARIL SyNJACK, SEQ=0/ACK=1, WS5= 14600 TCPH L, 75 -

SEQ-FFF 5 MSS — %ki&iﬁﬁkd\iﬂiﬁl
ACK — ik ACK, SEQ=1/acK=1, ws-g e WS — 51 1975 IN T i

WS -TCP 0 R/ SACK_PERM — JEFEPERA S i 10

Source Destination Protocel Length  Info
10.0.0.7 88.221.152.170 TcP 66 63535 > http [[SYN]|[Seq=0]lin=8197] Len=0 pERM=1
88,221.152.170 10.0.0.7 TCP 66 http > 63535 [[SYN, ACK 52 SACK_PERM=1 W5=2
10.0.0.7 88.221.152.170 TCP 54 63535 > http[[AcK] [seq=1 Ac
10.0.0.7 88.221.152.170 HTTP 911 GET /web/offers/images/home/f_CIN.jpg HTTP/1.1
88.221.152.170 10.0.0.7 TCP 54 http > 63535 [ACK] Seq=1 Ack=858 Win=16314 Len=0
88.221.152.170 10.0.0.7 TCP 1506 [TCP segment of a reassembled PDU]
88.221.152.170 10.0.0.7 TCP 1506 [TCP segment of a reassembled PDU]
88.221.152.170 10.0.0.7 TCP 1506 [TCP segment of a reassembled PDU]
10.0.0.7 88.221.152.170 TcP 54 63535 > http [ACK] Seq=858 Ack=4357 Win=66792 Len=0
&9.8
216 :e—g’i‘iti\u|DUKC\18319000421) _5; ‘ﬁ-\_f T‘)z
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1. TCP /7 & Hi SYN Fricd 7 & 1 () TCP 3B, LA, TCP 2. bl e B
o SPRHIATT TCP WItHITHS, B TCP & Fifi k4l TCP R4 4Lt i -4 I
i s
o SFRUIATTE RN, B P E RS0 BLes TCP HEREMIZE 47 K/ (NAF
22 00));
o 2 (i TCP ki) #Earitdbyt i, b, MSS Bk HFrEaf kI,
2. WeB TCP %/ om k HiIH) TCP B R LB G, TCP Ikss#s ek SYN A1 ACK Fx
CALIFIE 1 TCP ) SCBE, HHATHIIA . 76 bR SCBe
o SFRWIATT TCP WIGEITHS, B TCP IRZ-42 k1 TCP & | i i 4 1
YT s
o SPREIATTE RN, RIS g i RG s TCP #ERERIZE A7 /N (K
A,
o SRR TCP 2 Pk sl SR i (TCP SkEsrh ) 1EIR, ¥'E A M TCP L
BB AN LT
3. W3 TCP IRSs 28 & i SYN Al ACK Aric A7 Rl & 1 () TCP R B 5, TCP %/ b
2R H ACK Frid 7 & 1 1) TCP B, TN 7SI B
o SERIIATTE DN, RIS i lE R HCYs TCP BRI ZBAE Ko RS
CAE A (SYN Fricfrs 1) TCP B il st iZ a4, HiZsHnt
RS2 BT, RG2S AN S SR & P i 1 i RN, R Z IR
BN =R TR T, &% 2AE TCP Sk rh &8 T L T R Fré) .
> BKIMCB (Maximum Segment Size, MSS): 37 TCP M, &5 i FR S 4%
Uil AR AE (AR R ) SYN FRicfr s 1 IR SCB P& k30, [ 7 &
ORI TCP R B K. BTl “TCP OB i KK EE”, (MSS
i) HARET TCP #¥ui 7y, AHE IP AL TCP kY.

> HHOY 3K (Windows Scale, WSOPT) ©: & T WSOPT &1, stz X—AMEMAT 16
7w RN FB “YIREET” (scale factor), DGR EKIESEE “ & AN FB

@ VFHE: JRICE “This is the maximum size of the TCP datagram, that is, the number of bytes from the beginning of the TCP
header to the end of the entire packet” . XJFJf3C, ¥ HAgd “mfw]” 7,
@ HHVE: JESCE “Windows Size (WSopt)” o SHEH ik .

bR Kensuke(1831906642 D = TS EIRIR 2171
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PR E Y. RIS T 8 shift count 7B, HUETEIE Y 0~14. WSOPT i%
WU BETE SYN ARICATE 1 A TCP R ICBU PRI, 47 shift count “FBLEy 3, W “Af 1
TN YR R 25, XIS RN B AR 8 £

> EHEMEFINZE (SACK-Permitted) FLEFEMAIN (SACK):  SACK-Permitted i%
T kK oR TCP R SCBEII A% 7 215 32 FF SACK Ihag, HAYE TCP =BT HIHT ™
A TCP B % 1. SACK ZEIUI kil &1 TCP ik U7, A7 e Wotgefr 174k
SRR, ROETT AT SACK JEIH (945 Bk AW T 7 2 MBS (28 ety
o NI EALAH N £ s e o
> HHEER (Timestamps options , TSopt): A& RS0 O & TGS PE41 41
=R TLERIE, TCP % i Al TCP R4S #s
> BRI S TCP &
> RESRBXT ITAREHR D WILET 518
> REAS A 5 ] H R B A I e A7 75 5 (TCP & H R/
BN TCP RN, = WAR TFH TR —IK, TCP AR E T,
M XAHE: Z e RS —A (SYN FRICAIE 111D TCP B2 5,
Q WA B iR 25 25 3 Kt SYN BT ACK AR i A [l i 8 1 () TCP 4R S,
BORCE T IR SS A8 & 0 RST A28 1% TCP RSB ZERT M R4R T 1%

E 2 n, W BUOREI% PR 0 ACK BRI 1 1 TCP MBS
IR

DLR BAEE HEG: TCP AH S i 2560 45

» M TCP &/ umA&H SYN bRichrE 1 0 TCP 4R CE,, ifsKE . TCP &Egan, A
T RST Arichr 1 0 TCP 3R SCBL, Tk i & AN e B kB dsb b 7% TCP &/ ity T B 0%
P20 TCP H K3 1 o

> TCP & FumfE A TCP EFEN, #71% K& =X SYN Fricdfi'E 1 i) TCP R SCBHA AT
BB, AN E N HFE IR 45 28t CRRAFaR =ML REEIE R IE/E, HE R kR
T % TCP %/ i fr B FL I TCP H i 1@,

> YIS DY, TS A S g b R B JT R T NAT 8k PAT IhRg

@ ¥HE: 30t “Triple SYN without any answer occurs either due to an application that didn't respond,or a firewall that blocks
the request on a specific port” .
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[P es, XL L] Ress T4 UDP 2¢ TCP I IE W 51,

9.4 TCPEENS—FLRFH

2 TCP RIX Ty K — B TCP L BE, (H43 M55 TCP FM 77 R AH SR ST B 11

N B EAKBIAR LB, TCP RIE BT HL%. Bius W, 37 TCP ki dpifkik

(BRI TCPRCE, WK BIFHR K TCP RSCB A Y TCP £l 7 ali, 11 TCP

T R R AR SC B AR . P8 TCP FALIIRFIR 2, KIN TCP T £ BRI ] 17 i K A
AT L.

2 W e R B LI TCP (N R P R A T B W] R AR 1 I, TCP AL AT fig
SRR E 2 SR, AEBY T DB EREOR, HI Wireshark IR OGN HI R ) i 2 e
S5 s i T BE B LR, R TR R

AT AR A% Wireshark K35 By & 07 Mg 1k TCP HA% ] il .

1. JA3) Wireshark =471, 3248 1A ¥ 9 R U o
2. piili Analyze SEH R ) Expert Info S 5LI5

3. 7 Expert Infos % I, fitdi Notes k525, &% Wireshark 5 % 4 %1% TCP
FAEG (WEAZEEIS Retransmissions “ZFE 1314

4. FA7, ih N5 Retransmissions EREAH SCHEM T FHA 2w +S, PR EH LA
N HEE AT, AT PUAE R A 1R O A ) 36 DX 3 A B AH N Y TCP EE A4 4%
it

5. IE, VEFEN: TCP Ffk & PRl i e e ?

J FH Wireshark M I 2538 15 S i sl i 25 2 b A S i R AR B, Filigk
Q BRI IARZ P Huhl, 2238 2PN R, HERE—MNH

- 5 PP IRV B Chbim, W—8dE EERA R AR AL e, &E
E R R ERSIR A TCP TALBIL MR TCP MRV .

@ PEHAE: JECE “When you see that the network becomes slow, one of the reasons for this can be retransmissions” . {34 3% 7]
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tep.analysis.duplicate_ack_num | Style: Impulse |~ || [] Yiew as time of day
[Gasha) ot s e[| (Y8
Graph S | Color |Filter: Style: = Line ||| Unit: Packets/Tick v
Scale; Auto v
e e ] [ I o= ]
&9.21

@ VAT IR “ A duplicate ACK happens if a packet is detected as missing (the expected sequence number was not received), or
when an unexpected sequence number was received” o JXFE ST B H A28 .

© #FHTE: B “On the sender side, when it receives three identical ACKs (the original ACK and two duplicate ACKs) with the
same value, it assumes there is a packet loss and it resends the missing packet, regardless of whether the RTO is expired or not” , X
1 TCP/IP lllustrated,Volume(Second Edition)—45 frik 5e 4 AN, 44 B,

————————————— PSR Kensuket 1831906642 D) = EEEIRIR [231]-
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K 9.21 AT4n, W T 51 TCP DUP ACK “ZHE() TCP 4/ Bt (DupACK) 2
Ja, RILETTHAE TCP AL R %3] T 2 Wi 60%, 7EHAT TCP FAL MR, fLEnm R gz T
A A,

AL OHURIBRR A PRIEW R Y. AR, 4 T HTH TCP fEM IR . widtah s
G RIS WA HPIIsAT e, AATHER T 5828 =20 TCP A . SIEH] TCP fi
AAHEL, XL g TCP RRUAAE AL 7 AT A L7 s Ay 7 et (et SCrRf R
HAREALEISE), (7 TCP HEA R AN 4R AL

9.6 TCPIRXEIXFINS:

Fr 1) Wireshark $HAT W 2% i i R 44T 45 I, LA 0 V48 S5 PR 28 TCP Hdls A7 7E
previous segment loss (_F-—/™ TCP k3¢ Bt 2Kk Fil out-of-order segments (TCP i 3CB K 7)
MG . ULEPMILEHAY (B3 TCP RSB I 1P £dli ) PHA MO 1708, AR
ARG H®

4 Wireshark J&J1 £ TCP 3L BUR FPARIAIRCT N, BEAT R e K SR OL 3, AT
AR T A AR AT T TCP R SCBUR P ARIE HOTT IR R o

8 Wireshark = HL# NAZ L, 05 AC B ML i 1 B2 15 ThRE, KA A5 W15 102 # b1 it
)3 B ] 2 Wireshark EAL. AT E SAH i Wireshark BAFIRGHE LT =Fh
Mm%,

» Previous segment lost: % Wireshark 721 TCP i vt rhsesn 1) 7 2807 B2 i)
FA TCP BTN 5 7 B THUW, st e 3 i 1 1 s s e X dg
iliZ TCP # B 81 Previous segment lost FAf, EAERBENEANL: #£5
L) TCP LB 2T, IH —HEZA P 5 F BTG TCP Bk
REHCIA BT

@ PEHTE: JEICE “The mechanism that is used in duplicate ACKs is called fast recovery” .

@ ¥EHE: JR3CE “Another phenomenon that you will see in networks is previous segment loss and out-of-order segments. Both
relate to packets arriving out of order, and in some cases indicate a problem” . 1E# LAY, PRSI

@ ¥HE: J530E “This occurs when a packet arrives with a sequence number higher than the next expected sequence number on
that connection, indicating that one or more packets prior to the flagged packet did not arrive” . %I,




BIE

> Out-of-order packet: ™4 Wireshark £ 5= i TCP Zdin it Hhssn 217 515 BHEAK Y TCP
WCBOE KGR, S EIN E A& D AR A R X ik 5 ke 2 TCP RSB
51 out-of-order packet 7FF, LRI A G,

> Previous segment not captured (Wireshark 1.8 fA & LA 1) : 15 Previous segment
lost 2411

Wireshark S/ AEAT A DL 2 A3 LA E =R 2
LR 5145 00, Wireshark #4Fif l AE 2N 21X = Fh B % .
> FFEEINE.Z ] 76 )55 Wireshark JTUAHTEL I [R5 A5 P20 TCP 3 Bt NIy 2t 57,

Wireshark 7] RE Ml 75 A 4> FH ok @ 37 TCP & 3 19 = k48 T4 SC & (SYN/SYN-
ACK/ACK), fEIXFE LT, Wireshark 4345 sliAH SCHE R M5 B, $2BEH P AT # R R Y.

> HGFAEEEREN: B, Wireshark £xik3E2t TCP R SCBAEIN 3 & 1 FI 3 (4]
RX A EEHR, 875 TCP Previous segment not captured. TCP Dup ACK
SETERE, SRR N DA LIS (LR 9.22).

Source Destination Protocol

Length Info $5Q
i/ LILF SeymenL Ul A feasdemuied Fuuy Jletul

g 1420 <74
5680 7
[ e e S

] 62.9 X J 7% 9 1420 7
62.90.90.210 10.0.0.6 1474 [TcP segment of a reassembled PDU] 328021

1474 [Tcp egment f a reassmb]ed Pu] 320921

4260 745
(3*1820 %45 )

&9.22

9.22 Jir7 ¥y Wireshark #5Eis 2 4R 7 T W28 P AE /R ™ LI . - mT o0, %
JHL 10.0.0.6 IEZAKVT A7 ik fE Web 55 4% 62.90.90.210 ERHEIE CLbln, 3%k
45 BRI O . RSB, Web 4545 1E 1 % P HLR L 24> 1420 151 TCP B (%%
PN B S ES IEAE I TR o AMERIL, {45k 334 F1 336 ARz ], MWizfk %
T 34 TCPIRCBL; fE4u 5 ok 338 Al 340 w2 1], MWiZ e T 24 TCP 4Rk,
I, Wireshark il-4w*5 >4 336 1 340 [%#lifu¥s5 7 TCP previous segment is not cap
tured ) 7FE.

@ V¥FHE: TR0 “Atthe beginning of capture: This event occurs when you start a capture during an open connection. In this case,
you will see packets on a connection without the SYN/ SYN-ACK/ACK, therefore, Wireshark thinks something went wrong”. 13
SR, B
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> FEIRZER (BFh): 7 TCP B GRIE T4 TCP &R M EHLI H ML
MRS ARl AR, RS TCP T IP Bt E R FMLE (B, A hEs
RTINS 7 BAEAGH) TCP LB “Jek a2 mthil, B4 1P Hls i fid 2
FEIIERA—. W) T traceroute L H KR IIX — )8 T-H1.4¢ TCP JEHN TCP i
SCB o AN R 2 B (I 0 o %o T BT BAR D ) PSS R %, DU AT DUAE B i L
SNMP trap, kM B A shRE.

> YA TCP LB br IS, HA Wireshark A Ged4:fr A Hdi o (RN
AAEPTED, Wa7Eda 3% 1 R a8 R X 8k 230 TCP previous segment
is not captured FFf. FEIXMEHLMEE L Al

o PRI R R AL 150Mbit/s UL ), LLE T Wireshark #f: CAAN4: .
FEE IR PP, E A R T A

o 22 4% Wireshark 1)TFE LA E KL (CPU TAGI AR A AFA 2D, T3
Wireshark X S 5 200 81 5% . L] Wireshark $hA T4 45 19 A4
PRI T, gl Y 12 i B8 9 58 X P Do

o LAN AZHpLIf G 2847 (buffer) 285 K/0N, & S Wireshark SN T
Wk, AIESE LAN Al GEid console FEZEER Telnet J7:0), FATHI ISy
L, MR O R,

o BN TCE R RN, T2 A 380 Wireshark HAFITIAN 2T AT R
o HARIEDNVEILER 7 %,

FAETT BT A IBE A TCP RICBUAAT B g UPF1%5), X455 TCP
B ERCE . P, H2E TCP R SCBORBEL AT, Wireshark Bl HEUS KNI E AN AR
i . Wireshark £ TCP 4R ICBURIFP A A RMRE R, TARLL R oAt R .

> TCP B EKIRFHGAENTT . (EXFMEHL T, 76 Wireshark HIU40 32 & F1 i #dli f1
FIRXIH, BRTSHIET TCP previous segment is not captured %55
FERY TCP #RCB:, fFHIffE, BB ST TCP Dup ACK Fl retransmission
FREM TCP R SCB . HAKJR K PE WL TCP/IP Hllustrated,Volumel (Second Edition).

> YA IR AE L, #E Wireshark HIVEL 3 % F1 A A £ Kb, A
575 TCP previous segment is not captured FF£[) TCP R 0B, fEH T,
AN HPLE TS TCP Dup ACK Fll retransmission “FFE) TCP 3B




B9E

9.7 TCP Zero Window. Window Full, Window

ChangeRIREH i@ EWindowFHNIER(ER

W ahE H o (Sliding Window) ALiil& TCP & B2 —IidLii], X—yifs (Flow Control)
MU VE I, 350 TCP 1 B2 A AN v 25 8 B2 AL 1 250 1t

AATRE IR WA R P 5 TCP & A G 145 Tl 1] 8

2 Wireshark EHE AN, SIEAZHMLR 0 IV BRThRE, KA GERR S %%
() A e Lo )90 b 5 5 /) 52 Wireshark 4L, [A) I SEAT 9100 32 5 10 A B0 A0 4 96 X 4, A0
SR 5154 Window FAER TCP 3R CEX#21H

T R A0 5 1 LU LR Window “EARE[) TCP 3R B4 X
5% TCP Zero Window. Zero Window Probe #1 Zero Window Violation R ##)
TCP R3CEX

TCP Zero Window s F5 U 3| 7 &% 77 K i TCP 4R LB 5, #e oy 76 3E47T 7 A It
R T RN FBAE A 0 ) TCP ik (ACK) B, BT Z e tnbir 5, &
R AIRIE T . AT TCP AP FER, 18 5 K2 E . 24 Wireshark U2 & H K /N7
BH M 0 1Y) TCP 4R LB, ik 5 75 TCP Zero Window 7 #f . H % Wireshark #IE] T
51§ TCP Zero Window “FFE1) TCP R SCE, 1l i — i # H Bt #2077, mT RER L IR dn
Fri%).

>l TCP Bl ) ML & ARAR, ok A SR 4 L A2 88 B A7

> IBATTER RO 1 N R TCVE A R GG B R IR AT, N e R H B RN

BYEh 0 1) TCP 4R, ih%ds ik 7815 Kk Bl
> BATERIE T N R P RER N AE R 2, B R Gont AR T B YRR .
W& DN BUE A 0 7 TCP # 0 IR SCB L I, Bl kit 7 45k H — P ik i) TCP )

@ V¥FHE: JRCE “One of the most important mechanisms of TCP is the Sliding Window mechanism, and the Flow Control
mechanism that uses it in order to control the amount of data that a TCP end node is willing to accept on the connection” . {334
FHCEAMM,  HIARTE AR L 5 2k (1) TCP & v
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SCBE PRMEAR FAOTT () TCP HAC T 2 ARk 00 X R PRI TCP R SCBL PR A TCP Zero
Window Probe #i 3L Bt - Wireshark H s 23X Fl TCP 4 SC B, 25 ik H 5 15 TCP Zero Window
Probe “#Ff. ] £ 1¥ TCP Zero Window Probe ““#£ 11 TCP LBtz J5, Hdliizily /st
ATHRIN, AERAIN TCP R SCB A 2338 &5 A5 i & 1 K/ . TCP Zero Window Probe $i SCBt 1) &
IEBAZ 3T —Fh A TCP Persist ITHI 2% B0 Ak 7 76 58 — BRI 2 7, 755 TCP
Persist THI &5 2111, LU BEERERI, 85455 (1) I [R] #00RE 2 b — R Iw s, 11 308 By
ff) TCP M % AR FE 2l 0. TCP Zero Window Probe i SCBUR S (IR RIEITF 1) 1
TR, BRSO BN BN IX AN 1, B A O TCP R R A 1 E R
JETE"

TEWCE T & HORNFBAE R 0 (1) TCP AR LB 2 G, 5 BAREOTT IRANE AL, 4%
SRS 1A O FEA R TG IR s, X — 253t B Bk A TCP Zero Window Violation.
Wireshark 75 [t s G A 21 1 2005 AR T7 IIX —253)), {25 ibAH ¢ TCP B 5 i TCP
Zero Window Violation “7#f. H I TCP Zero Window Violation I{ %, — &SR A0 H TR P
(1) TCP 5B J5 0 A7 AEFCE®

7 Wireshark #1121 7 & 75 TCP Zero Window. Zero Window Probe LA & Zero Window Violation
FRE TCP 4R OCE, fE78TE FRIR R Z A, FJet ] Fik TCP 4RSCB i it

> AW ARE BN (TCP MRk gs asim BB i BHLD, R ENAEAE
> Al AR NIRRT, Rl R A7 A ] L

> AEPATERN N AR IR (e, FTOTRRE R R AR . FTER SO, G dR
REFRAE) B, ik T AL TCP R SCEL, W — 5 &z N R P i A Th R ot ff
1E )
% TCP Window Update £# ) TCP 3 E&

TCP JEFM—J5 CRH TCP #RICEY 1% 7t &5 A7 N A7 A5 5t I, W LB e 7
B RN, DA S 3 00 75 3 T BB AR Bl (0 Rk e o 2 I DL P R L
Wireshark 23 ikAHC TCP R SCEL & 5 TCP Window Update “7-£f
> BT TCP Zero Window R A&k 52, ik J7 Kt i AN H RN FBUEA A
0 (1) TCP #fi kR SC By, Wireshark £xil:i% TCP #f SC Bt 5 7§ TCP Window Update

@ ¥HHE: 530 “TCP Zero Window Probe is a message that is sent by the sender in order to see if the receiver's Zero Window
condition still exists. This message works by sending the next byte of data to the receiver. If the receiver answers with window that is
still zero, the sender doubles his timer before probing again” .

@ ¥FHE: JF3CE “The sender ignores the Zero Window condition of the receiver and sends additional bytes of data. TCP Zero
Window Violation can indicate a TCP error or bug in the protocol stack” .
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FHE. E Wireshark VAL & O AR XK 0, #7RIT 7% TCP Window
Update “FFEf) TCP R SCEL, L REUTAT1T8), WA A HIL TCP Zero
Window L% .

> YRR T AR [ ORI R A /NI, Wireshark t 23 il AH5E TCP B 5
7§ TCP Window Update “FA¥. BUEF, MK AT A R RSB ki3, mlfg
PR DR LG e N R 1) 8, P A7 43 1) 8 At 5 1 e A 5 1 1) 8

F7iE I Wireshark W8] 7 FiAII%, ASHHHL, TCP & ABEMY.
53 TCP Window Full S2##) TCP 1R ER

>4 Wireshark P H &% J7 & K TCP R SCEL, ¥ o B O M AF I i e —
TCP RSB, fH4xiki% TCP LB S 1Y TCP Window Full “FAf. FEMCE] A 3% 7k H K
IWHRSCE GBS A OB 200, X571 TCP Window Full ‘£ TCP 3B, %
SR RIE T R I B Je — AN i 1 TCP RSBt

W FX— 575 TCP Window Full “FFE[) TCP 2 5, &N HFEFAGEM TCP Bl 2
1A R BGEA T 508, B 5 E 4 & H 515 TCP Zero Window FFEI TCP 8 B, &k &)y
B R ILE .

TCP Window Full 1 TCP Zero Window I (3 RN ZAH [F] . AN s 47 N H A2 1 E AU
N R A S NS, B 9.23 iT/n A Wireshark JEn 21 iR () #7875 491

Ne. Source 77.¥.AJ» = = = — -
192.168.1.58 590 [TCP segment of a reassembled PDU]
590 [TcP segment of a reassembled PDU]
54 http >

Protecol Length  Info

189877 192.168.2.138 192.168.1.58 T(EP 50 47185 > http [RST, ACK] Seq=131828 Ack=1 |
&9.23

BT 9.23 AT LA H Rl

@ PEHAE: JEICE “If you see this kind of phenomena, there is nothing to worry about. This is how TCP works” . 13 % )5 3 7
=Y SNER=N
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1.

Wireshark iR%H T 4% 5 4 183816 1) TCP i B2 ¥ #:r 341 192.168.1.58 [1)
TCP $C il D W 2 A, BT RERRUR I B — M S5 B ) TCP 4R SCBE.

. Wireshark [AJFEU5IH T F—/ TCP & B (45N 183828) J& Hudiu i £ ML

192.168.1.58 K HKE O K/NFEAEA 0 1) TCP B, HH M 1B &1k 4L
192.168.1.138 15 A& L Kk

. [, Wireshark S H5H T =41 192.168.1.138 F1 192.168.1.58 HAHAS ¥ T £ A TCP

Zero Window 1 Zero Window Probe 8 3B .

. B R E E— MR 2 L 192.168.1.138 & HL Y RST A28 1 1 TCP#RCE:, H

2T E TCP &H:.

#71% TCP 4L Re N\ TCP Zero Window IR IR E, A EE, W Wireshark #Aabh 21K
S AL 192.168.1.58 & Hi &Y TCP Window Update “FAEf) TCP R By, HH )2
ik ML 192.168.1.138 Zk&k: s ik i di .

LAR g TCP i ah & LI Ke 117 5.

1.

3.

TCP MR Z I KAL T3 TR M5 A 38 A5 i 1) TCP RSB, Ja & S A%
AT (B SRATFT

e TR A TCP B G, By & & H TCP ik (ACK) #R3CEE, k%
RN CCBHE 775 . B0 R TCP SR SC B, MR H 2247 (& 1) B H
THIN 238

RALT7 R AL E B 1) TCP R SCB, By & TCP B SCBL, Bl (B,
[ NSRRI A D s, R A I s ). X — R — H s, B2
fRI%5EEE,

M3 R TCP iR SCBERf A 2y, 2 3 BB T TCP ki
(T VRN BRI ARG 32 T I AH I B8 oy Bl AR A 63 R, AR5
AWK 9.24 s (AT RESBEAN R TCP WAN I & AR HE L6 AR 4

© PEFEE: R “ After several packets, the receiver sends an ACK to the sender, confirming the acceptance of the bytes sent by it.
Sending the ACK empties the receiver window” . ¥k, 7 TCP #2007, #5 FHRR AN 2535 2 BRI #E TCP #2471 %
P, R TCP i RS BUR AN gL TCP B B A7 I = Wi A, 1R BLPARABAMAT 4 2% TCP W3l CILH, 2l
22 1% TCP/IP Nlustrated,Volumel(Second Edition)—3(# 15.5 i,
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Throughput [ 45 /# ] =

Window Size [ 2 ]

RIT[# ]

v Throughput —fETCP ¥ A& ) 7 AR 5 S0 Y A 14 1l =R

v Window Size — 451§ J7 it 5t TCPR AR SCBOE & B O RN (5B

v RTT-Z34T7 FZ i 2 A SR 2E IR

[&9.24

W] US4 E T Wireshark 1) 10 Graph A1 Time-Sequence(tcp-trace) I, kg7 5 TCP
A M . [ 9.25 Firzn by i Time-Sequence(tep-trace) T E A IEIE, Bd . TH
T 2 2 ) (1) 70 [R) e B a R R DN A P 4 T 5 I s W s 1 0 (Zero Window) . 8
b TR TE AR B R AT R

76 TCP A&t e, 5 b FPEZ 2 (R P B e 2 Orae [ g, HER A BRI A (Clan
K1 9.25 o), WIZRBAROTT WA E M 4 by N PREGZ s ko), W R$0
TR A % . N B IE AN R AT S, RILTTh GE 4k S 17 BT 1k s »

[l 1G5 Graph 2 Cap on bne 1o BELG -—- 24-04-2012 - 003 paap 100108213020 -> 152168.11.170:3068 e (oo et
Sequence
Aumber(B)]
100000 —{
e 0 RN
(BLAb Sy 64K “745)
o
0000 —4
______________________________________________ S -
o -~
~
1
;
i
“
LB | L | | T | LB B B | BE
0 X 0 » [ & % 10 :1:/ 160 1
Tiemels)
B9.25

@ PFvE: JRICE “You can also use the TCP throughput graphs and the 10 graphs to view these problems. In the TCP throughput
graphs, use the TCP trace graph, where the upper line indicates the window size, and its distance from the lower line indicates what is

on the left-hand side of the window.No distance between them indicates a Zero Window” .

HAAZ, WIRIE.

VT

FEH AN 3L, FCRS. W

Tt Gl
= IB=ENXTX

239}
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9.8 TCPER (reset) RIFH

FEIEHAEOUT, fA7 TCP RN B — AR T-1d A, X TCP MEHIN U 2228 i DY 48
TR AR, AR AR BRI SK RS DL R, TCP SCRFLLBUNEHE L (reset) J5 3k,
KO ARSI o IX A T RS IR N 2

2 Wireshark FEHLIEAAZHAL, WEEACHAL G BRI RE, FrAfrin s GEZIRS 2%
() A A Lty 11 7490 B T 1) 42 Wireshark =L, (7] S AT 406 3 o 11 A 85as e o) R X s, W
%< Wireshark J2 5902 1 515 reset “FAEM L. TCP BE vl gesx N 2 MR, A7 H
ANib 2N AR P TCP WM IE R AT A, A5 I U5 190 48 sl 3 FH RS P B A % . AT RIS
H|TCP FE I EAN R, [FIISF I, AL B2 il B .

TCP HH &4 TCP EL T HI— 75—k RST bidfr'® 1 1) TCP B, X4
SZ TCP IEFZ P KT
KETCPEE, BHIEHMESIZMIER

PATIUVAR T, A5 TCP JEREIH UM . kUi, ZIEH OCH] TCP &R, #iri
PR H K FINJACK A7 [RS8 1 A1 ACK A7 '8 1 ) TCP i SCB & kil W as 47 T —
AN Web BRI, TTHgs @ JLFak)LE 4 TCP 8 (HRALL 0. K. | a4 &
PO, T E T O IX L TCP i&H:, ot EJoE FIN/ACK AZ[FIE 1 Al ACK A7 1
() TCP AR LB . A T HIBEX A IS OL, 12 Web RS S8 # o oL 16528 HTTP 2%/ Uit 32 R4 1)
WIRZ 5, VAEE RS IT TCP 4%, mtbflk i) TCP B L%, wt)a TN AR I I
T H.
HEESI A TCPEENR

FERLURENUR, TCP M 2 s CRLHES B W) 51k,

> HBAEESH TCP EE: YNGR %, HEASERA LN, fH
Wireshark #MU6, #7 &I TCP iEH: SRR L 2 WIHE S, A ml B2 By K oE FL i
9. 1B 9.26 Frnit) Wireshark #BE(E st 7 Lkt ad, mlE w40, fE# . TCP
R EA SYN AE 1 TCP RSB R LU, BadesfT—A RST {7 & 1) TCP i
SRR R N




BIE

No. Source Destination Protocol  Length Info
4 > o = B k o

.168.1.141  192.168.1.123 39020 > ftp [SYN] Seq=0 Win=5840 Len=0

168.1.141 ftp > 39020 [RST, ACK] Seq=1 Ack=1l Win
168.1.123
168.1.141 ssh > 56045 [RST, ACK] Seg=1l Ack=1 Win

192.168.1.123 T } 47648 > telnet [SYN] Seq=0 Win=5840 Le
168.1.141 telnet > 47648 [RST, ACK] Seq=1 Ack=l |
168.1.123 44370 > 24 [SYN] Seq=0 win=5840 Len=0
168.1.141 24 > 44370 [RST, ACK] Seq=1 Ack=1l Win=|

192.168.1.123 48264 > smtp [SYN] Seq=0 Win=5840 Lens=
168.1.141 smtp > 48264 [RST, ACK] Seq=1 Ack=1 wi
168.1.123 49404 > 26 [SYN] Seq=0 Win=5840 Len=0
168.1.141 26 > 49404 [RST, ACK] Seq=1 Ack=1l win=

192.168.1.123 °F 7 46880 > nsw-fe [SYN] Seq=0 Win=5840 Le|
168.1.141 nsw-fe > 46880 [RST, ACK] Seq=1 Ack=1 |
168.1.123 41799 > 28 [SYN] Seq=0 wWin=5840 Len=0
168.1.141 28 > 41799 [RST, ACK] Seq=1 Ack=l Win=

B9.26
> TCP ui sl R I 3 TCP EE: 5 20 TCP i sl &2 F 3 TCP &,

T2 P MG o

o B RIE ARSI R TAL 5 IR G 47 AR E IR TT 1) TCP AfiA ik
B, R RST A& 11 TCPIRCEL, TfFRi% TCP s,

o fETCP &AL T, #7EREE KW ik CHARRH
YERGERIN), T TFEREN— TS & H RST AL & 1 /) TCP 4R CEL,
PRbk TCP iEH:, (HIFHER 2 Wt.

TCP HEJEd7 TCP &b ) — 7 75— K RST bridfi & 1 1) TCP B, X
0% TCP R Pd P T AL 2, A7 L8N RS P AE TCP IR 2 R “TE " Jial,
T 55— LE SRR AR, SREGEHE VY A THLE . A, RST dxidfr'E 1 1 TCP i B
Wireshark #VEL SO T, A RFP RIS AR N Z . Mok, X TP SO i T 1)
A RST Fic A28 1 1 TCP B, R NAT-40 A 4R IR A

FEE = EEEIRR 2a1]-



2] O=

HTTP#IDNS

ANFE R o AR

i 1% DNS i &

53 HT DNS (¥ BE AEHL

DNS b 34 :

WHEE HTTP Bl A7 551 Wireshark Bt & 244
HTTP ks34t

S HTTP 44,

HTTP £dfa it 3475

HTTPS Jiis 40T (SSL/TLS JEfkATTED.

10.1 @&

DNS (A4 AR50 WhiSUe—RHIRAEL AR (A%, M4 AP Huhk 2 TR ELARHT R 3L
4300 % Internet Web 3t i, AJUH ZEH] DNS BSCRE Web 3 f{ig 44 0% (342 ) fetf 1P Hiuhk. &
A AR, ED I SRS SR I, B 2] DNS PSCR RS54 44 e e 1P Mtk

HTTP F1 HTTPS (Secured HTTP) B3 #R A& 7E L W phyR I 28 5 4 B0 . HTTPS Bl

vV v v v v v v v

@ V¥FATE: JRI0E “Hyper Text Transfer Protocol (HTTP) and Secured HTTP (HTTPS) are both used for browsing the Internet, or
connecting to other software that are hosted inside your organization or in the cloud” . {E& %} HTTP F1 HTTPS Pl )€ X 73 1
[/3=0

F4bttXKensuke(18319066421) H= iSEEARIN
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#& HTTP Fll SSLITLS f&s &k, FSRIGALEAE T2 Dh g LA AN UE 2 ik 55 25 R D fiE. HTTPS
W T RAL SRS R, SR R S5, Web A Gl % 2847 IF Google B hotmail
MAE ) Bl oAt 22 4 N FH s

AT HUE =BG BT ENTHEEEYLE], RN 22800 4 Wireshark k&L
FHIC A

10.2 ﬁﬁDNsm E

DNS (4% %) WS Pl SRAE L AR 1P Huhik 2 (A0 M ELARHT I BB . AT & A4t
it & Wireshark oRid JE45, Ktk DNS HE".

4 Wireshark LA LAN AZHeHL, PG #ALM o B4 Dhae, HEARHREN GF
PRS2 1)) AWML 119 & 55 1) &5 Wireshark 2L 1547 Wireshark #cff, 1EREIERAT
+, FFERIAL.

AIFIH Wireshark o Rt ygas, KB ENI S DNS MMM, FHA LAESE g4
W2 FH B Wireshark 53 € 2875491
> Ll Wireshark HUZ78 DNS yiis, A HEAEE % O 1) Filter AL %I dns,
i Apply 24 .
o Fil Wireshark H 78 DNS &E#IHE, BRI iEHRMSEN: dns.
flags.response ==0.
o B4l Wireshark H 47k DNS Wiy B B, Wonil dES K554 dns.
flags.response ==1 (/LK 10.1).
> il Wireshark H &R ALH, (Response Code, RCODE) “yBffi b4 — FAKME K
DNS Wi R, SRt dEss it 5k 4. dns.Flags.rcode == x®, %8R, tnalLd
W e Sk Ry, ik 10.2 .

@ #HE: JF 30 “Inthis recipe, we will learn how to filter important parameters that are related to the DNS service” . {F# 1,
FEARNKERE T, ELFHE A,
© HH7E: JESCE “For filtering error codes, we have the following filters” . 30,

— =i EeKensukef 183190664 D TS A SRR 243
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ifw‘ueshar; Filter Expression -
‘\

Field name

Relation

(=) DNS - Domain Name Service 5 present

dns.length - Length (Length of DNS-over-TCP request or resg -

dns.flags - Flags

| dns.flags.response - Response (Is the message a response?)

dns.flags.opcode - Opcode (Operation code)
dns.flags.authoritative - Authoritative (Is the server is an auth

dns.flags.conflict - Conflict (Did we receive multiple response ~
< il ] *

Value (Boolean)
1
Predefined values:

Message is a response

Message is a query

Range (offset:length)

Field name Relation

dns.flags.response - Response (Is the message is present
dns.flags.opcode - Opcode (Operation code)
dns.flags.authoritative - Authoritative (Is the s¢

dns.flags.conflict - Conflict (Did we receive mi'

dns.flags.truncated - Truncated (Is the messag
dns.flags.recdesired - Recursion desired (Do qt
dns.flags.tentative - Tentative (Is the responde

dns.flags.recavail - Recursion available (Can th
dns.flags.z - Z (Z flag)

dns.flags.authenticated - Answer authenticate
sthenticated d:

dns flags.checkdisable - Non-
dns.flags.rcode - Reply code
dns.id - Transaction ID (Identification of transz
dns.qry.type - Type (Query Type)
dns.qry.class - Class (Query Class)

Ane ans s "OLY avarbian (0L ilaA)
1

&10.2

Value (Unsigned integer, 2 bytes)
0
Predefined valu

Format error

Server failure

No such name

Not implemented
Refused

Name exists

RRset exists

RRset does not exist
Not authoritative
Name out of zone

i J P

Range (offset:length)

OK

J [ gomcer |

o FLi| Wireshark H {7~ RCODE FEfEH A 0 (NoError) ) DNS W& R, F

{* dns. flags.rcode

x ) x B 0,

o Zil: Wireshark 2 i7x RCODE FEfH A 3 (NXDomain, R84 N FAE)

ff) DNS W& 5, 774l dns.flags.rcode

244

2

X PR X N 3.

40

™

-



B10E

> Bl Wireshark JL 57w query section H11f query name B VL AL ER AL % 5 & URL 1)
DNS %0, {sid iig &8 105 v R s

o 2Ll Wireshark H 27 query section 1) query name B UL LR & URL )
DNS #flify, Bailigsefi 5y h: dns.gry.name == "URL Name".

o FEik Wireshark 2 527K query section HH) query name F-BAEA&TRE URL ¥
DNS #fi 0, Wonid g 8854 : dns . gry .name contains ""URL Name™'.

> Zil Wireshark H 7~ B3 ¥5 % OpCode (PEEARAS) B DNS $dity, Borid
ﬁ%%z&@?%ﬂo

o %l Wireshark H %7k OpCode “Btfti*h 0 1) DNS #Hidfstd, (HIil: Wireshark
MR DNS LA W E,  BAAAHMY) DNS W R D, Bosid JE g ms
4. dns.flags.opcode == 0 (JLI& 10.3).

[ s e Expression - roe wieless W B [ ]
Field name Relation Value (Unsigned integer, 2 bytes)
¥ DNP 3.0 - Distributed Network Protocol 3.0 . is present 0

DNS - Domain Name Service Predefined values:
dns.length - Length (Length of DNS-over-TCP

dns.flags - Flags

Inverse query
dns flags.response - Response (Is the message

Server status request

dns.flags.opcode - Opcode (Operation code) Zone change notification

dns.flags.authornitative - Authontative (Is the s <= Dynamic update
dns.flags.conflict - Conflict (Did we receive mu
dns flags.truncated - Truncated (Is the messag

dns.flags.recdesired - Recursion desired (Do at ™
m ’

L Q:K J | Cancel

&10.3

o %l Wireshark H %7k OpCode “Btfti*h 1 1) DNS Hidfstd, (HIil: Wireshark
MR DNS W A gis 5, BAAAHNY) DNS Wi R D, osid JEE s
i£0: dns.flags.opcode ==1.

o ZEil Wireshark } 7~ OpCode ‘7B A 2 i) DNS il (RlIil: Wireshark
JUE 7R DNS Rk 55 SR AT R AW R, LAY DNS ik 55 23 DR 25 0 .
B, BoRidJER S dns. Flags.opcode ==2,

@ PE#E: 53k “For search problems, we have the following filters” o i85, 3t & ik Wireshark 3 i rfay T 5/ g
1844 117 DNS 25 1 3l i B 4 L o

N NN "
ﬁ;ﬁ'_[i\m|:u'r\v:\18319000421) E=E e TEhRiR 245|—
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o %Ll Wireshark H 127~ OpCode “#Bifii’h 4 1¥) DNS s o (Rllil: Wireshark
SRR DNS X380 Bl An A v 5D, B s 1515 : dns. Flags.
opcode == 4.

o %Ll Wireshark H 1275 OpCode “#Btfiti’h 5 ¥ DNS #i#fla o (Rllil: Wireshark
HU7R DNS SR a i &, PLAAHRY ) DNS Shas S vl 5D, &
RILE S Sk dns. Flags.opcode == 5,

»  FEil Wireshark 2 27~ RD (Recursion Desire) Fridfi & 0 Bi& 1 ) DNS #iify, 5
INELYE S SR R T A
o BEik Wireshark 27~ RD Fricfz s 1 ) DNS Zrif] Sl s (RD Fricfrs 1

¥] DNS A & Oy EHU L, H R ZEREA0Z KUK DNS Jss S ihdTid:
VAEEH)), BonidiERs 5. dns.Flags.recdesired==1 (/.X10.4).

I v i orsien i Wi I s i = = =8

Field name Relation Value (Boolean) |

+ DNP 3.0 - Distributed Network Protocol 3.0 A is present i

= DNS - Domain Name Service Predefined values:
dns.length - Length (Length of DNS-over-TCP request or response {= Do query recursively
dns.flags - Flags Don't do query recursively

dns.flags.response - Response (Is the message a response?)

dns.flags.opcode - Opcode (Operation code)

dns.flags.authori - h (Is the server is an authority
dns.flags.conflict - Conflict (Did we receive multiple responses to

dns.flags.truncated - Truncated (Is the message truncated?)

I dns.flags.recdesired - Recursion desired (Do query recursively?) I—'

dns.flags.tentative - Tentative (Is the responder authoritative for th

dns.flags.recavail - Recursion available (Can the server do recursive
dns.flags.z - Z (Z flag) = Range (offset:length
m »

&10.4

o Zil Wireshark H 7% RD FRic A7 & 0 ff DNS #rif) &g B, il iEes
f'5ikE: dns.Flags.recdesired == 0.

W] I % R Expression #4241, ESH Filter Expression i 1A= $2 21
DNS thill, midiiifi+5, PLETEALK T s G & DNS BoRid i .

10.2.3 REFHE

AA5H 3 W CAVER T o dEE I MRS E DT, I E Ak DNS iR 1 Wonid
JERRIN, BT AIX =AUk, SR .

N — .

248 = II—“J_I_l ! 1024100 41 F= Cow]
FroTLIXKENSuRe(ToI 130002 T = 155 T
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> BT RN e E . S O rp ol jE s T H 4 F I Expression 144,
TEFH Y Filter Expression % {25 M$k 21 DNS tpil, st Larmm “+” %, &P
T R I IR S HOR M i R I RS

> ARV A O B i g A THACR) Filter Sy AR L B AL vEiR A

> TR A DA BoR s, A DNS it r 3B M b il g
L IDBUR)F SIS

DNS BN, AT S AEH 2 BB iR 5 % SN L SE AT SRR WL, PR
A28 FH T DNS it it 658, Wireshark DNS ¥ i s i e B KU 52 58 26175 AL
http://www._wireshark.org/docs/dfref/d/dns_html.

10.3 SHDNSHHNRMIEIENF

AN DA WA DNS PRsGE i IER ek, 2D 5061, KFAEE DNS Hrilst
T S LE ]

$ Wireshark LA LAN AL, Bad s b L s D BB IhRE, K47 fr iz i ac i
B 1 GZERE DNS IRk 554 5ty ZEEH] DNS 9 EHUA S D[R9 B HE 7] 2 Wireshark 141; 12
4T Wireshark #ft, JEFEIEFRIM R, TTHAIE.

#7 DNS #fs HAAAEFASHH P 0L, AETFRS LAN A 8L i D Big ohRe s, HF5kiE
PEiZ ML AS B Lo K 3R & ) & Wireshark EALY,
# DNS Ml f74E T e, T LAN ZZHA LR 5G DB G Thaer)s, W 75K DNS
JI 45 % (A3 B 52 [7) & Wireshark 41,
> APl DNS MR 4525 8B E N N CRIZEFT A P I =AU TCP/IP BCE H, “DNS i
27 WCE TR R IR Mk, 7E TS LAN &S #e ML S LV BSR D eIy, oK%
T MM DNS il 55 25 11 28 #e AL v 119 9 & 5 ] 2 Wireshark 4L,

@ #HE: JFI0E “ In case of user complains, configure the port mirror for monitoring the user device” , BEi¥A4 “widH #
W, FoE GBS, WM RE” o (EETHR SIS AR . B Ak, BB BRI, N e TR KT
AR R 4R, SRE A BRRAT AR I HERR 34, BT DA 5 S ST e B .

—————————————— =i BeKensuke( 1831906642 - = R EHRIR [247}-



HTTP %1 DNS

> EAEI) DNS 4% s il B e Sh s 2% CRIZE T I =ML TCPIP FLE F, “DNS
AR 4527 Tic B IR 2 AR P Mk, e, ISP ) DNS iRk 4548 1P Huhik), #6775 LAN
ACHAL 3 BB TRy, MK IEE Tl m B G 4 DNS Ik 25 #5169 ISP 4 1% 1)
A AL i 119 R O 9] & Wireshark 4L

WA B A FRAENT & DNS WM EZEINfEZ —, 76 LRI SR, AR, 753 ffy
I ER I 25, DNS PMRRE R B EERER . 762 X DNS Br AniE SCrRd
DNS [{IhEEIA4N 4 LLR =T,

> WAZMHE: &X' T DNS LRI AT

> BAAEM. TN DNS #Fk, DLAGETE DNS [Ieds & k45 4%3% DNS 4 AR
Jitke

> AT € ST TR A AR AT 1P ML

AT T A4 DNS X2 T ThRE, Joie 2 LMpRIR, @R IEAE,  BE U ) Y M
R45%, #2x %) DNS (X —Ihhs. DNS P L AIsENL & 10.5 iR

DNS 1l B9 £ A E{EHLHI

LT (Web 3T gs FIIRAR 2 P i 45 ) 2l Rk Py B THRE R MRNT 45 5 DNS 5545
VI . AR BS540 DNS RS s IP Mk, A g2yl OX— IP HuhkBE AT LU
P, AT ELESM D o A i) DNS i 5528 107 U AR RGeS . @A 2541 DNS k55
w2 B A AT DNS 15K AT DNS mi v 5 (I 10.5),

FEAS BN FET LATE [ O P9 30 R0 2% oh 35558 DNS IRSS 2%, 1% 45 2% 75 22 15 ISP (1) DNS fiR%%
PACH . KT RSN AN, BERT LLFIER: Internet (19517 % 25 784 DNS JiR%s
a5, WA LA AT ISP 1) DNS k4548 . At il, 752etEE FHLK TCP/IP FLE H, 15
Ty i A 1P HihikEY ISP 1Y) DNS RSS2 1) 1P sl SN “DNS 45 #s B 1 7.

> AHEH TEAT M 28 78 29 DNS RS54, TP M =LA HE G DNS Ayl B, 2 Je bl ety
B A% L DNS RS s AL B, #51% DNS IR45 28 ik FE (A RANRIF SR A ), %
I 2] ISP 1) DNS JIRSS 2% & A i sk o

> A EBAEH ISP ) DNS Arg5#s, WA R LA HIK) DNS 2 ity &, & H s ISP
' DNS R4 28 AbBE,




B10E

B
: I
I DNS #if) DNS ﬁi@ﬂ%}a: I :
1 >
| e — ' | stwons | !
|| FISLFRRRS | DNS 45 g DNS IR, | 525 :
| < .
l ] I |
: I
' 4l DNS ! :
: g Wi DNS %17 | ! |
| | !
| 1 | 1
B Y ; \ ._ﬂ%ifﬁ;%ﬁ 5 } |
|
LB R TR DNS %4 | !
: I
_________________________ L e e |
10.5
DNS ZFZF[A

DNS # P 25[BFE T2 R M TE G K, dnBd 10.6 o, DATR st 45 Ky i fif 24 o

root “*E” B:

org net edu com il uk TLDs #1 ccTLDs

harvard ucb berkeley bu mit  ac co }QLDS 441 :

haas coe bcnm bnrc }3LD5 &?Lgf%ﬁ;mmw

nLD-n 234 (n AHEF)

#10.6
> HTRA TS (http://www. iana.org/domains/root/servers).

> i TIigids (Top Level Domain, TLDs) ##Hk%#% (http://www.iana.org/
domains/ root/db).

> AT T A LIRS B AT R AT A,

> MRZE 28 (Second Level Domains, SLDs), €5 35 & T~ % ZH SN UL sl [ 5¢ 1) o stk
o SRJET HURIIEAL HHR E AL SR B SORE B

LA 10.7 M, X5 ILASTEELR DNS Al R e Lo

@ VPFHE: JRICEAT—5] “TLDs are the highest-level servers, for example, country servers as illustrated in the next diagram” .
MK “TLDs RTINS, i, IR 10.6 hIHERMRE S « FHINAECE R, RBELFINIEL. EFEF
K, AEF X DNS Ppsl b B g 2 AWK, I fE A T BN 2 DNS MES 1A R # A2E HT R 11

=i =S S0 {249}
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ndi-com

(mar.ndi-com.com [ |

dev.ndi-com.com [X

na emea aspal| (na emea aspa

&10.7

> 3k (Domain): —ANEUE R A 25 0] b T A A0 R I — BB, SR A4 R (4440
BRI TR ) S AR, B 10.7 Fios 443 ndi-com. com.

> X (Zone): A HITHAIREL K ARZ — 2% (BfIRZ HAHTLL “#AL” (delegation) )
J7a Wy T M A S A B T Cunit), IXRERRITHRRO X . B
% 13 DNS 5548 K L T 1A S s PR BN DR R I A 344 £ R

DNS fi##hid 2
FELUR PRI DL T 2 H 21 DNS AR5 45 o

> HALHAATENLESE: DNS RS2 2B NN LS, H R A M4 f# T A
S 1P Hiuhl.

> EERMEAE: /R ETT. WOk Email 20T, @ 24D T DNS IREEE, A MIEA
AT A 2~ 1P Sk

AN, B2y IR P ES 28 Hh iK) FHLFAE B) DNS ARS5 4, [RIINF7 1) P D9 R 23 4 1)
TOLe AT RXAEAL, 7 EERAT N A RIS, P L H ) DNS A B2 H A 19
DNS 45 %5 FLEAL B T ZEPAT A WA MR, A DNS kg5 88 240N M ALK H 1
DNS i &L, #6384y ISP 1) DNS AR5 #s b B

ZEFEE AP FHLEL PC EFCE DNS IRF-45 00 1P Hukibwe 2 ghiem s, #HEAT k
PIPFIR, RS EATAT— G 524t DNS T IR 55 1K) DNS JIRG545 00 1P il (Eblur, Google
ff) DNS R 45 %% 8.8.8.8), Mt & A AHLAH HI ) DNS AR %5 25 . {HI 5 AAI#SAE AL DNS R4S
S TP ENE B O DNS RS Es i 1P Hudik CEbdn, $R6E EMZRER A ISP () DNS fii
G54 0 1P Mk o 575 (RIS U5 o) Y ORT A 19, TIPSR A 19 DNS k452 A1 ISP (1) DNS Ik 55 2% 7>
AIBCE A “E L DNS fkgsds” 1“2 H DNS JIR%54 7.
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AR 2 S LA AT R RA DU ACH L &L 1K) DNS JIRS5 23 KN BOR, W sl

> Google i) Namebench (http://code.google.com/p/namebench/downloads
/detail? name =namebench-1_3.1-Windows.exe&can=2&q=)-

» GRC #] DNS Benchmark (https://www.grc.com/dns/benchmark.htm).

FUTANIRCE ) DNS 55 NARER “AME”, wViZH—> DNS Jrd5as ) 1P Hhikiti.

YIEAT T EH N HFE PR R SR (BURSE4D 1 1P Hisikh, 54
HUBAT 3 AS HL, T ASH LT 2% 0 5 AH UL E ) DNS R4S 4548 H. . 24 DNS 45 %8 80 7 %
R A O SE, oLl (recursive) Bt Citerative) XMz —, Skmpy
AR

Wik 10.8 s, 4 P AR ) Web 34 45 www . packtpub.com CELAn, 7630 b B A
http: //www.packtpub.com, X5 FIEIZE) I, & FHAHEX A0 1P Hikl, W)
AT 852> T A Hh DNS 4545 (ML TCP/IP L E 1) DNS AR 45 it & I L 42 NIX &5 DNS
RS540 1P Hidil) & DNS Z g (& 10.8 ISR 1), 53K 1% DNS R4 2% 5 41 44

www . packtpub . com [¥] IP Hudil:.
2 \\J‘f}
3

% ._—1’ \34’4 % TLD %5 M 55 %
8 \\a '

2 [ R

«“

2 DNS IR %523

5 I

EH
AcHl DNS 6
MR %545
7 % packtpub.com

\ / AU 2 TR 5

E10.8

A ML DNS IRk 45 % th AN 40 38 44 www. packtpub.com [ 1P Mkl , H %)
packtpub.com iz COM TLD ¥4 7 Ik 55 4% 1) 1P Mk FAEANAR T &0, )20 ML H
DNS &yl B k45 51— 6 DNS k454, DUNAFFAHN 1P Hikibe XFFA4E], AHs DNS

@© BFEVE: B XT DNS 38 IR AT AL R ST IR S HOCRFRR 6, 3 0 RS0 T KR, W ANz, IR IE,

bR Kensuke(1831906642 D = TS EIRIR [251]-
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R4S 2K SRR A TR 82— (R A IR S5 25 10 1P ikt A B 4D (P 10.8 sl &L 2),
R4 T IRE 252 1% ] DNS Wi By v &L, Hh 2485 COM TLD f 44 7R 45237 IP Hiuhk (& 10.8
PR 3D,

BT ERERZ )G, A DNS R4S 24k S48 COM TLD 14 7% 28 (FE 10.8 i
. 4), COM TLD W4 7 s as 231 In] packtpub . com 14 7 RS 2e i 1P Huki (5] 10.8
HTEE 5.

] packtpub.com k14 7 k4 # ki DNS Ay E (K 108 TR 6),
packtpub . com 1 114 7RSS 2 TV (K 10.8 FINE 7D 2 A, Al DNS R4 g i
HITE T Web 3 55 www . packtpub .. com [ IP Mk,

UL, Aih DNS R4 2 i EHLA 1 DNS mvig e (B 10.8 HiE 8), 5t
Web 3 1 www . packtpub . com 1] IP bk, IXFE-—2k, PR LE F ML RIh v il iZ% Web
YR T .

76 & DNS Eify/gpr it firh, MR HI 2 DNS 880 A )ik, ZRAH DNS R4 4%
R [EURE B A A 344 1 1P Mk (BIGR [BIH AN BEHHD . Al DNS 2% #5471 /2 DNS i VA fig A
Bl [RIRHEFHAAT DNS & A R E—— LR 11K DNS &7 B I A2k packtpub.
com 35, COM TLD 144 7R 25 25 45 ORI 58 o & Ui, A5 Hh DNS IR 4525 [ I 7E 44T DNS
S AL AT HRE BT AT, TR A% 7 AR 45 2 5k COM TLD (44 7R 45 S AT /& ) DNS 2 & fif
MrigedE. —5 Lhillcz, Yes DNS A& #E B (RD Ax1d 7 & 1 1) DNS & 5D I, DNS
IR 55 % CF 32 FF DNS B8 AfRMTIh e ) — & ZERS B 4h A 218 4% 1 1P ik (ol [ HR A 1A D 5
W% DNS 328 1 52 531 & (RD Fric A7 & 0 () DNS A ) I, DNS R 45 % H s (it i 5
TR A I FTEX. (zone) 47 IRES 25 1P HuhERI AT . MR G 74548 TLD 474
A LA LG SLD 44 - 55 45 U SCRE I S ARBTERAE, 1M1 ISP 1¥] DNS JIR 45 % — M8 S 4k U i
HrsAf:

10.4 DNSIPED IR

AR AT DNS PR SEASB VRN . AR A S I DNS e J i AR st

T LW, b SEAE A R R g N HTRE S, SUEAT DNS ks, iy ik N efs
PR o A 2 21 e ] B ) AR N S 7 D] DNS B T, R I 2> S 1A v DNS i e
5%
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