®12E
A PR SE TR TR ANV A R SRR TS R, i DA S SR oL 1)
A ping ik T UA Z 18] R 245 SEIRAR DL -

o FTRIGEIRE S, WERIAE TR UA TRIE S RER TG 1 55 R (12.4.4
BT AP B A P ISR AED -

o A, LHCRHUTMIATE). WIER IP HLIE K& PBX )/, ikefifitk A A

-

e
o FA, W6 PCHEAMEZE, 4300 ping /4 UA, W% ping &%t rh
HREIR 1 I

o AAE ping JEA UA I, BT BEe ISER ,  FLI vy 3 A5 BE G T [ A7 (1 1 WY
WEIR, WA A BEAETEAE I UA 1RE— Beik BT ping fiv &, BH& =
JETRF & HHAEME— B L

o [AlI, FHfEhT Wireshark P4 & () 10 Graph T H, 46785 38 5 5 % (1) S 80RO o
TERZHUIGOUR, eI = 5 SR B 5 LB IR A = 81 5

2. LUR TG 2 A0 15 0 2% 7 A v B3R [ B 48 JEL A
o BEPRPHEE: WfHH Wireshark P4'E 1) 10 Graph 1, KA Ak & i .

o BB/ HHABOS R T SNMP AR )R A I LR sl i
AT R TR 88 AL 73 (CPU K N7 B3R5 ) IRDL.

o PR EHBACHABEE T RHAEIR A R R T T 5
A IRSE M 2% T AETE PR IS, DL R R A )
1. T FH A R A o e A R W 1 S, K 7 ek 0l
2. LUFBRFIA S AR 25 A i B B I % i E e SR R
o SEPRPHEE. W8 Wireshark & 1) 10 Graph T H., kA &4k & INZE.,
[, AITEREH SREAT ping fird, oK TIREER LR koL,

o BB/ HIABIE R T SNMP AR TR A M LR s
AT R T kit th 88 A ML 738 (CPU K7 11855 IRDL.

HVBEM L8 T AEE WIS, THZ LT B2 AL 17

@ BFE: JESCE “Check the line with a ping command to see if you have any problems here” .
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1. BT ping 14, THE UA 22 GAEEBEINS .
2. PAFAEEAING:, TR UA )45 —BURERR IO AR .
3. A LILE Wireshark #1603 & 8 7 R X 3ot se e rp — A RTP £l fe, 15 540

4.

344

i Telephony ¢, #E# RTP SZHIIH ) Stream Analysis 5.5, RTP Stream
Analysis & 2322050, W& 12.18 iR

[l Wiresharkc RTP Stream Am [E=TROE=x"=

Forward Direction | Reversed Direction

Analysing stream from 192.168.13048 port 4020 to 192.168.131.50 port 4010 SSRC = 0x48490528

Packet » Sequence ¢ Delta(ms) ¢ Filtered Jitter(ms) 4 Skew(ms) 4 IPBW(kbps ¢ Marker ¢ Status 4 .
42636 57156 2003 019 -4.28 80.00 [Ok]
42639 57157 2028 019 -4.56 80.00 [0k]
42641 57158 1988 019 444 80.00 [0k]
42643 57159 1982 019 -4.26 80.00 [Ok]
42645 57160 2001 018 428 £80.00 [Ok]
42648 57161 2003 017 -431 80.00 [0k]
42652 57162 19.96 0.16 -4.27 80.00 [Ok]
42654 57163 2001 015 -4.28 80.00 [Ok]
42657 57164 2001 014 -4.28 80.00 [Ok]

Max skew = -16.72 ms.
Total RTP packets = 12024 (expected 12024) Lost RTP packets = 0 (0.00%) Sequence errors =0

Max delta = 35.37 ms at packet no. 43717
N . Max jitter = 2.89 ms. Mean jitter = 0.21 ms.
LA R
Duration 24046 s (-617 ms cleck drift, corresponding to 7979 Hz (-0.26%)

| save payload.. | SaveasCsV.. | Refresh ; lumpto | Graph 7vli7Pbyev : Next non-Ok. | Close
_=-=—= —
12.18

Wit 12.18 FiaR i RTP Stream Analysis 7 111, R LL T #2984 plik b i) RTP $cdis
BT E 1) RTP MM OCAE e DU @0 1 RS F T3 R

Packet: £/~ RTP G AAINE AP RIS .

Sequence: F7x RTP J¥41%5 .

Delta (ms): #/RA RTP HdliAu 57— RTP st fE[m— RTP WA 19 (INBO W2,
BT N R

Filtered Jitter (ms): K7 RTP Hl A ) SEBrFRUl s (0] 5 RTP I TR 8RS 400 i 22,
PN Ry LA N ARG, A 0.

Skew (ms): o RTP Hodli ity S Fr B ik I ] 55 P00t B N W) 2 22 Cfl - s i),
PRy e ih o LETT U, A RTP i (i A AR N BERD 20 />, A3 [B]BE I 1) 2% 50
R, FERXAEOLT, B A RTP A aik 2 )5, o T 49 =10, % 4> RTP
Bk, WS K Skew (AP A-1 Z8 (ms) ().

| =N1==N N o] Il 1Q7240n A4\ F— [Tt S ]
Fr U T L IRRENSURE( Too T5000%2T) T 152 RTX
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> IPBW (kbps): F#/x (Lflt) RTP Zdi B i #EIAY e, Wireshark 78 V&I &40
A RTP B EH) 1P L FEBAEN .

> Marker: X/5 RTP 204l (51 RTP L4 ) M (Marker) {7/ /2% 062 1. M
7 H R bRiC RTP R I B Z i, totn, nl7eds a8 — A RTP Bl WK i%
f7E 1,

> Status: 7~ RTP B PR ST IEH .

5. & 12.18 Fi/r ¥ RTP Stream Analysis & 19 70 s B304, T LT i3] (FEAL 4

X4 RTP Jiih), Wireshark #: H #) & =$EFs) (maximum Jltter) 73 2.89 =,
FHRBhART 2%, I AEIX S RTP IR A% Hrid R A AN 248 21 5] R4

6. it RTP Stream Analysis & )i [ (1) Graph #%4ll, RTP Stream Analysis % 14>
SEZF, e 12.19 Bk
1 RTP Graoh Analysis Forward: 192.168.130484020 to 192168 131504010 Reverse: NONEQ o NONED" It ] [ESSmEy——
| 5000ms
|
2500ms
——_— [T m“ln [ “\In. |In.l|n. RN [T 1RO T
- t - . . ‘ S %
950 mn xoso 11005
Graphs X Avis
|| (Graph ] Fuvd sitrer: 102.168.130.48:4020 1o 192.168.131.50:4010 (SSRC=0:48490528) Tick intervat 01sec  [3]
Graph 2| Fwd Difference: 192.168.130.48:4020 10 192.168.131.50:4010 (SSRC=0x48400528) Phieks per tick: s_i=lf
B
Graph's Scale: Ao [7]
Graph 6 Rvr Delta: NONED to NONEO (SSRC=0:0)
I Labet x= Wrong Seq. number  m = Mark set
Save Clos !
E12.19
7. MK 12,29 WG, RMARRGUIER R4, FHahu I 2.500 Z R LLA CEUE HARR S}

PRt W T %4 Graph 1, [RIIEFTA HoAl Graph $2 477D .

8. &ut iR Wireshark MRS 4T, H AR KIUATAT M) #T, v Z 24054 H P Bl & 040
Iﬁ% R, TE R AT A5 2% A 1 A7 B L 1R

9. FJE{E RTP Stream Analysis % I Status —#4% & UL T Wrong sequences I Wrong
timestamps %57 FF (W11 12.20 i), MR RTEAL X4 RTP Wk, Wireshark £l
H T R IR R LB .

————————————— PSR Kensuket 1831906642 D) = EEEIRIR [345]—
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W Wireshark: RTP Stream Analysis

Il Forward Direction |_Reversed Direction ‘

Packet « %ggsn(c 4 Delta(ms) ¢ Filtered Jitter(ms) ¢ Skew(ms) ‘ l_P_g}l_V_gkhps 4 Marker ¢ Sllgt_p‘s < -

7198 2157 0.00 0.00 0.00 402.53 Wrong sequence nr.

7203 29159 0.00 0.00 0.00 40141 Wrong sequence nr.

7204 20160 0.00 0.00 0.00 40238 SET Incorrect timestamp

7208 2161 0.00 0.00 0.00 402.25 [Ok]

7210 2163 0.00 0.00 0.00 40189 Wrong sequence nr.

7215 29165 0.00 0.00 0.00 40175 Wrong sequence nr.

7225 29166 0.00 0.00 0.00 40169 [Ok]

7229 2177 0.00 0.00 0.00 40167 Wrona sequence nr. >
Max delta = 0.00 ms at packet no. 0
m::ﬁ::i%%:iMeanjmer: 0.00 ms. 'ﬁ?’:%*?}iﬂ‘]’{ﬁﬁﬁﬁ

Analysing stream from 172.18.200.220 port 12030 to 192.168.140.5 port 6000 SSRC = 0x467EDBAL

Total RTP packets = 9865 (expected 9866) Lost RTP packets = 4866 (46.71%) Sequence errors = 1166
Duration 106.26 s (0 ms clock drift, corresponding to 1 Hz (+0.00%)

savepayioad...| [ SaveascsV. | [ Refresh | [ wmpto | [ Gepn | [ Peye | [ Netnom-ok | [ close

&12.20

12.4.3 EEHFE

RTP 135 RTCP s m 1 2 da AN B A2 G SCX PR B U 28— bt SRS 5 RFC 35500,
RTP %4 40, FH AL 4 Sz bR A4 GEES B0 Wi, RTCP Wl 7 sedefit RTP ¥ & 7E L4
TR P T S S RTP 0 A 95N H st 5 S e A AL, 15 2 X4 N I RTCP s
AL FJERN H R 15 D) s o R R — AN 8.

RTP WMl S 3 S . B A IE . B3O FR N, DL AR [R5 2 ML

RTCP Bl a4 4t5c T UA Z 1A RTP $Emimgiit 5 8, goits Bads: SkIEm
RTP-PDU %= . RTP-PDU f)Z K%, LA RTP-PDU HIHI )R HF o055 . 15 AN
FE 7 AT AR IX L G V145 8, R Y 20U 7 A a5 sl A T R 12
RTP {ihil 0= {E R 1E

RTP £t e R IE I EE ) UDP Sk rds, SRJE LU IP Ak, K] 12.21 sk RTP
o rAs .

TR RTP S i & % B il R

> BAE (V) FB: HEAKER RTP IRl RA 5 .
> IR (P) AL %A7E LI, £oRk RTP B MK BEART S E A8 T il
AT T
> TR OO AL EAE LR, R RTP ARUESLIBZ 5 b B IRAE D kil .
> SCRC M FB: A T RTP [ k2 J5 SCRC ‘7B £ .
346 FHb iR Kensuke( 1831906642 - =15 HERIR
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F2lks

o [P

2 (SSRC) Ariffs

=

B CR R

AR
IIIIIIIIIlIlIIIIlIIllllll_
T
32 fip
&12.21
> Marker (M) f7: HKbric RTP Wb AIEE S, i, nlHZAE 1, KiriRAl

SILINB U
> HERRBITB: HKIEY RTP B iR o, DRI I T AR

> FIISER: KKK A RTP B, (EaiZ v BAiin 1, #0s al i
W RTP Hrfls e 22k

> EREBRFB: JHEIR T RTP A b i 715 (R e I ]

> [FB¥E (SSRC) FB: HALABENIIERE, HkFril RTP s, LMER-—4 RTP
ST AT AN [ SR AT AH A SSRC AT .

> TERREFRIRFFFIR (CSRC) FBt: HATH KA5HXT RTP Hdi A rh i 38 s vamk i)
TrEkIE (JREN RTP AR A 5D

12.22 Fion A P50 - BRI [R]85 7 B AE RTP Bl A it (4 H

HIFE 12.22 [0, ROEJr AR A RTP B, SR Po0 5 BN Ls 1M 17
BN RTP el A rh v 88008 O 1 7 A9 BRI ] o I B B B B s B I ) 2 8

e [Ba7-




SIP, ZIF{EFIP BiE

B, B AR B B i N SO RSB R R S it . )T RTP #diadu 1, P85 7B
ELRT )8R 7 B E T2 15 4T RTP #i . 2, ASMASZBAE 3 0 2 R 12 (12 $5 9] T %f RTP
PR 2 (AR 1 T I SRFR IS 0] 5 A IR 28 HE o 20807 AR I 17 81 5 7 BAER P By RTP
Bl i R B, PRI 1) B 7 BB K 3R 2B RTP 5ot A0 8 7326 7 1IN i) o W50 o7 P
JFIE A RTP Skl i AN 7 B ke (B8 2 AR AL ) o
Pkt 1 Pkt 2 Pkt 3 Pkt 4

¥ ¥ ¥ ¥
[SEQ=1] [SEQ=2] [SEQ=3] [SEQ=4]--¢| [ | | |

oy 5 3 7 5 5

TS=1] [1S=12] [1S=26] [TS=37]ece | | | |

1 10 20 30 40 50 60 70 80 90 100 Time

F12.22
RTCP il B9iE{E /R 38

RTCP hil St i B RIER: (RTP) ACMZEH e, i, ey i o
RTP Mdlstu . RTP Hfa i ZA s, WARIIRIEh GOl BLERONR 2% (ARG DL55 . K
1L RO 2 LLE K RTCP Hodl A i1 75 SN A #e 3 f5 B il i 18] 12.23 Pris () Wireshark
DR, T LA TR B AR R M S A 1 A% A R e S R A B0 1 R DLRI TR RS S

| Ele Edt Yiew Go Capture Anshze Statistics Telephony Iooks [ntemals Help

coama s acs*972 ([EE QA F0B% B
i [ o Cow o
13014 89 845598 212 179.237.161 37 26.146.90 RTCP Sender Report  Source

« Frame 13014: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
« Ethernet II, Src: AcmePack_fa:60:80 (00:08:25:fa:60:80), Dst: Al1-HSRP-routers_1f
« Internet Protocol Version 4, Src: 212.179.237.161 (212.179.237.161), Dst: 37.26.14
«User Datagram Protocol, Src Port: 60131 (60131), Dst Port: 43555 (43555)
Real-time Transport Control Protocol (Sender Report)

< [stream setup by spP (frame 12022)]

A0z5. ‘#55s = Version: RFC 1889 version (2)

e = Paddxng False
0 0001 = Reception report count: 1

Packet type: Sender Report (200)

Length: 12 (52 bytes)

Sender SSRC: 0x49424f58 (1229082456)

Timestamp, MSW: 3550373021 (Oxd39e649d) \ ae

T'imestamg, LSw: 1766374618 (O>(6948bcda)]’Hihﬂ]gﬁfgla

[MSw and LSW as NTP timestamp: Jul 4, 2012 06:43:41.411266000 UTC]

RTP timestamp: 87538356

Sender's packet count: 246

Sender's octet count: 4920} SILE e C ek M Gl e

“Source 1
#Real-time Transport Control Protocol (Source description)
<Real-time Transport Control Protocol (Goodbve)

&12.23

LR T4 At RTP st iy, WS J5 W] g x5 I AAEIR .
> GRMRTEIEIR . BB S BUNAEIR .
> KCEFEIR 4TE” EIR): (M) M RTP s I FREES AILE s AL

348 I =N1_ENN ] ! 10Q24an A4\ S [Tt S ]
o FroTLIAKENSURE(TooT5000%2T ) S = 1B E=nRTX
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PR SEIR o

> BATIER: RTP Hdli Gl s g bAOR T EREIR, FAARHKIR T RTP £l
ALK AN SRR B (11 98 CEEAN RN ZE M OL S, Bk Folad 5 S 10 o3 4T SR I
KA 5E D

PAF 81 & Mo A5 e AL 2D BT (0 SR AT AR, BPYEE A5 R s —om i 4L B
ping X7 i FALIS, ping 74 I H 27 H 1) time 1B

> LAN 8. EiRET 1 27,

>  WAN 855 [RIMBEMAIEIR N 1~2 28, KIgHERIIGEIR Ay 15~20 /0. 478
P TR 4kl X.25 BERG, IEIRBS R 100 =Rkl [,

> KA W (LLin, xDSL 5 CaTV #El): Wik 15~20 &b,
> ERFKEEER. BN 100~200 =),

> BEEEEER. o T2 256 M4 (GPRS 5{ CDMA 1X), %EiR % 300~600 ZF);
T 3G Mg (UMTS % EVDO), #EiRA 120~150 =£Fb; XF-T HSDPA. HSUPA Ll
N HSPA+M%%, $EIRJ 60~100 ZFP; X+ LTE W45, iRy 20~50 ZF).

> TDEBEEMY.: iRk 500~600 Zfb.

Bl AR R b CRO%) PIABRIN K55 TRk IR A Ab BEAE IR
\ PR IEIR 2R (B0 555 B AR BB AR I 1 AR BIEIR
N Uy 3O B 38 T AT 3B B A% AL e i e B TR . AR
Q BEALHILIOR, AR 2388 R # A 0] S B 55 1R 9 46 rh 8 T it
s & MARECZHAL, FRRSRATEIEAR (Heln, MPLS R LU KD, ok
SEBLHO LR R IRAE IR, (R AT AN DS 1) I 245 A7 0 TH 2 47 1
ATM sl 4k AR, e G 3 b e e i 2 AR (S 3R

12.5 WHRPSNEIZRARIRSS

FERLAER) 10~12 4R M), 22 O S WA 4 2 48 BT A2 B U e AE S 4 P 2 (T 7K 33
BRI PR Y WA TR R ISR, FEARLE (R R S A
PRGBSI E D P2 b, 3 2 D 9 AN AL T B 5 - S B B A 1)
. AR AR T LR R G I 2% b nT e Bl 21 (K 25 Pl A 0 ) R, ARG A ok ) i
751

@ #HHE: J5OCE “Inthe last 10 to 12 years, security and surveillance systems have taken on a larger and more important role in
communications networks” . YEHFARIER, BEXHIK.

———————————————— bR Kensuke(1831906642 D =R E IR [349]—
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TERE T 2R SR 72 R G K W 2% v, [ 8 RN DA 8 i 2 L T A e P s e
FER 12,24 Prosigpgs, fgge Lk sy, w(EB) T D g hRe, H Wireshark 41U 1
B A TR (O) AR 7 YU 8 5 BER R (@), BRI S5 4 A 1
R (@). X8R, WATLE OREEZREHELKD bt iU OB R (@),
FO B won il s, IRTE Y IR STH UM 19 2% A8 HL AR 2«

BHESE T — fk i

_ MRS iR
( Wireshark @ =
EHL
= S —
: 3

SP w4
—1” IP
@ 007 Wtk
S e
J;\f
E12.24

TR LB s 2 v AL P2 T R A B )i, T 4% LU AP AT

1. &5, NS T 85 A, B Wireshark JTHUIF 43 #T Viewer (RS E 44 5
ERILEIEM 1P Bk 2 M r & (RIZE Viewer R IP ML ILHF2 A LAN
BEE LANE) . WidkAT 3, sl ek B #2 BAG DUAE — Bl 3 ok A, BT iy 22
ki

S

o

M MR SR FEIN W R 2 Hec ooy CHetn, BRI HE A
Q (R R MR, I o6k 128 kbit/s; 77 SR 43 H A4 B 1 P 11 2R
L BEMG, TIPTE N 0.5~ 1Mbitlss X T i B, PR sk &
E " ik 6~8Mbitls.

@ #FHE: Ji3cSE “Usually, you will be called to solve problems that users experience when watching security cameras” . 3CAS

i, B
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2. TRAHRERAELY.

> YIS IS, NAE ] Wireshark PE ) 10 Graph (1B, Sk v
FH o T ERAT 08 107 S SRAL S A P T o, () A 75 CRAIE B 1% A DR B oAt
A B T B 2E

> B RS i PR B P R 25 d AR B i T 2 i 9, 15 E 10 Graphs
I

1 1 Filter f AR P, SN UK s 17 IR 55 48 1 1P uUhkAT 24 S 80 osid
JES o
A\l

Q MBI AE AL A BE T LASE T UDP,  th i AL T TCP, UDP 3l Jil T5¢
HLAMBN A, M7 TCP I 2 ¥z fE LA 42 B«

3

3. FRAE ML B B AR SE R A B B LR .

> ERUHEMZ TR TR UG, SRR TS (show) el LT
SNMP [FIFERRAE, K TREER

> AU M PR AR B IR SR SIS, AT AT ping v ali i BTSSP A
M2 1T H X T H KL #E A m#eE, i, Colasoft) >k T i AR B,

4. TEVE R I 1 R e A (Rl R AL 42 P AR T 8 IR 1) R &, 15 A 2
A3 1¥) TCP Graph 1 H (7F Wireshark $IUVEL 3= % L1 £ (51 3R X 3k oy, S ik —
AR TR TCP £diifu, 7 57 Statistics S5, 4% TCP Stream Graph
IR Y Time Sequence (Stevens) FSEHLIND, Wik 12.25 fiw. 40800 ¥t
G HALILNT, AHR. TCP Graph & 1197 H (T | iR P (10 42 05 I 1) i) o
TRFEAA,

5. £ 12.25 B % ol i, WSSk AR I M 8 77 B oA 16 4 — B PO RS
&, XGRS S SR B AR B KR4GS G IS . &l 12.25 AT AN, i TR
G5 AR HEIR I T HELE P i, DRI AE WL A0 e 4 PR ) ] LA i 1987 (1 R %
Zodtr, BRARMEIR G MRS 4 b B MR A )

6. 7SI E MR IR Ss 45 CEIAUE BER G0 I, HEg Rty O hri, &
HORe G AM X AR RAETT IS S, (A rE ol . ZALRE
B A TCP (UDP) i 2 S HE R, I AT L F A,

@ VFHTE: R0 “For  packet losses, log in to the communications equipment or use SNMP” . 35 SEAETLIAHEA TR T .

= Kensukef 1831906642 B LS A E TR 3511
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Time/Sequence Graph (Stevens)

Time/Sequence Graph (Stevens)
o
! 4
Il
\\{$ l' v'
( ERF
; 35
P 1
1400 r n :
N> i R
't EH
| KRN
p it T RS
&12.25
> AN G A RS 2% 2 TR B AT B KBS, TER S NS, BTSNl T2

B o

> i Wireshark VL 734, FEANSC TCP JERL (AN AR R A ML
TCP &) HTEHEm =i TRl g AT, W% TCP JEH—E /&
PE R “BHE

7. W& 12.26 o) Wireshark 58 AT 41, 78 A 7023 B 3241 10.0.0.3 12 WA Hh 42 ik
%4 82.82.182.182 ({rSifkH, W T/ AT F IR 55 d AR BR fE AW 2 I, bk
JURN T2 Z R T —4 HTTP 8 (@O, toh, ERLIEH, AMIEHL
10.0.0.3 [ AT 2 iR 45 4% 82.82.182.182 & Hi T H (13 [1°5 4y 6036, SYN Aric /v & 1
(1) TCP R 3CE: (CHdls g5 0 2614), LIMIES. Ji4h—4& TCP i&EH:, (H2, J5& g
T RST FRicd A& 1 1) TCP M SCB (Bt 5o 2615), JH4E THI#HMEE (@).

AT I N ELETEL THXK (@M@, Wahddl, WE AL M EAEEE H b
DvﬁAmﬂmiﬁ H3 14528 B ¥ TCP 42 A 0 BERS 1 D 37

8. SEFRTHULAE, EEHAN M EHL 10.0.0.3 M4 I 7E G s AR #5 Ik 45 4% 82.82.182.182
(WEH RS I, GEWEF] Web 2 B AL <mf£ﬁﬂ HTTP &E#em LAgsr), {HEE
Web T 8T AN P 4150, RSB RGEN, & N7 A4 H i H 5

i ik 55 A 1)
BN S YN




$£12

L

73 6036 1) TCP #%EHz. T TCP &4 by kAW, EME A M EN L, Hegds
P8 BT TR 2 B R SE 1K) Web B BRFLTHT, BINGEE 5. T s,
A5 AN 2 IR R AR R A T

P

he Time Dustruten Bretoc ko

2606 36.078818 10.0.0.3 82.82.182.182 TR 62438 > http [ACK] Seq=915 Ack=41863 win=66792 Len=0

2607  36.099347 82.82.182.182 10.0.0.3 TCP [TcP segment of a reassembled POU]

2608 36.120189 82.82.182.182 10.0.0.3 TR [TCP segment of a reassembled POU]

2609 36.120284 10.0.0.3 82.82.182.182 TC? ® 62438 > http [ACK] Seq=915 Ack=44687 win=66792 Len=0
10.0.0.3 TP

2610 36.193607 82.82.182.182
2611  36.214472 82.82.182.182 10

[TcP segment of a reassembled PoU]
TP [TcP segment of a reassembled PDU]

2612 36.214566 10.0.0.3 82 TcP 62438 > hrtp [Ack] seq=915 Ack=47511 win=66792 Len=0
12613 36.223803 82,82.182.182 10.0.0. HTTP/OL |unknonn (Oxef)

10. 3 82.82.182.182 TP &) 62442 > 6036 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
10.0.0.3 6036 > 62442 [RST, ACK] Seq=l Ack=i Win=0 Len=0
82.82.182.182 62438 > http [ACK] Seq=915 Ack=48444 win=65856 Len=0
82.82.182.182 © 62442 > 6036 [SYN] Seg=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
10.0.0.3 6036 > 62442 [RST, ACK] Seg=l Ack=1 Win=0 Len=0

.0.0.3
.82.182.182
0.0.3

.......

1 FF02::c M-SEARCH * HWTTP/L.1
82.82.182.182 62442 > 6036 [SYN] Seg=0 Win=8192 Len=0 MSS5=1460 SACK_PERM=1

. 10.
2627  37.369547 2.82.182.182  10.0.0.3 5 06036 > 62442 [RST, ACK seq=l Ack=1 win=0 Len=0

&12.26

AT At 1 i CIntra-coded frames, N #B4wiZMmi). P i (Predicted frames, wJ Fiiljiyi) Al
B i (Bi-predictive frames, XU "] FIMGD A plo | il FE A A i T roots P it iy 22 5o,
AN S A 1 TH S, L S P 1 TR 2 ) B o P SR R A i et 2203

K HH TCP ABSAISIANT, —A 1y P IiEk B miios 470 #14 AT T4~ TCP Bk .
I, A ME AL TCP PERER I (Pbln, TCP FALSEIRED, #tes FHSH I B 1144 o

RU AR B B A S D IR T 2 AR 3R, IR BRI R0 S TR I m AR 4% . R0 A%
(o B Mozl () B IR TR], DL M PR Sk OB 428 I 55 4 (0 45 R B 5 B BUARE B
AR T, TR ORI AT 2 4000 B iR

12.6 IPTVERBHIERS

R UAER, IPTV N AR Pt 32 Wit , 8 H 06 9 A AR 2% 1) FE AL &5t DT I8 %2
bR, &RET IR R TLEE (E-learning) [ FH 1R Ko R 2 4 GE Tk .

IPTV N HIEAR E#GZIET TCP, HiZMN AT R M K 2 402 TCP #iks (thlur, TCP
AL, ANTSH LA TG 1.

8 Wireshark -EHLEE AN NLS, FEASHNL_ETF A i IV BEAZ ThRE, ORI T 52 I & 1 i 1]
AR 37 L 5E ) 4 Wireshark 4L,

bt =S S0 1353}
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JFi#)) Wireshark #cft, JFARIEL, RN LUT S H8AT 5.

1. 7E Wireshark $IVEL 3= 7 11 i $¢ Statistics 2L 10 Graph 2500, )53 10 Graph
TH, &F IPTV RERZMEEI, Wi 12.27 s,

= = —_— T R W TR —— | s
[Tl Wireshark 10 Graph: Realtex PCie GBE Family Conboller DeviceWioe CIFIEIELAFDST) e R
oA R AL T LR g PR E I e -
L - 20000000
h\ f ! \ !
J‘ “ | | |
J | , ‘ | ‘ J | [ 10000000
i
| \ / i | k | | I .
B 7J>_ Sk J\ / f _ JLA 5
(5 ) A o ) e Tl Ty T | CRNLANEE RS R | A T T o
40 1605 180 2005 2206 240 205 280 3005
Graphs X Ans
Graph 1| Color | Filter: Style: Line |+ | Tickinterval:1 sec [=]
\Graphé (olor‘Fjli:n Style: Line f\‘ Pixels per tick: 5 |=f
; View a¢ time of day
(Graph3 Filter: Style |line | v
s = = Y Ais
|Greph4 Color [ Fiter: Sylelline ||| unie: | BirwTick  [+]
|Graph 5 | Filter: Style: Line | Scale —_
Smooth: Nofiter ||
Hep || Copy Save Close |

&12.27

2. #7 CInternet) B % AL, 1/O Graph 7 1 H BT Wl 7 X35 1) 35 TR 2 7 T ity 95 785 DT o
BERS, FRUREE IPTV 3R, FRAR IPTV B3GR 5t (— M IPTV FR3ES #2767
i AN R AR E B R 2D

3. K& Wireshark 25 9ME] T A2 57 TCP retransmissions. duplicate ACK LL A TCP
window Full & FEREHE L, 72, Wit f 2 TCP ik,

MR EERE, IPTV Al e —Fhdt§ TCP [faj fmH] o

IPTV M 4R #6 2 TCP #f&, TCP b (HERE R Ve WA 5 9 &

12.7 SN ERHRES

PUA 22 WO AT VoIP N HIFEIZAT I i S i) W 2 Wil e A Al R], ABE R A S i 7572 L
HA D 14T 1P LRI, SAEREAN T ) B AR AL RS RS, A




B12E

BAEREANTT 1) BB AR 4TSI, B TR 2 AR S M . B {ES SIS U 2
dit LS, K INE] 4 5L 4% 2 I 2 i A 45 o vty 18 46 VB SRURIEATIIA » 3 &R i 4% 1)
JE 0 Ui TR 4% R R (R U T AR

A — AR R, AL BN A IH ST H.323 ThisUige . PRIk, 7EHERRAE 2P
VOB, U SIP PRl nT s B AN T, BT AR H.225 F H.245 Thill. AN, 4K 2 50
SV AL T 1ETF PR, T AAR SR R AT 1ETF Philk.

12.7.1 H#RIfE

TEAS ML TF 5 g VBEAZ D AE , HTIEHE T H In] 800 1 408 02 T30 2% b 152 4% 1140 ity 11 (1) 98 8 T 0 )
#5 Wireshark 41

12.7.2 BERE

7E Wireshark U 3% HH, 2%E$¢ Telephony =i RTP SZ 5.5 F ) Show All Stream -1
SRR, 233t RTP Streams % o XF T Wireshark F &40 £ ()5 — R A2 GE T, 78 RTP
Streams & H P2 WoR 4 50 5N N, Wl 12.28 iR,

(L

Detected & RTP streams. Choose one for forward and reverse direction for analysic
Sec IP adde 4 Srcport 4 DstIP addr 4 Ditpot ¢ SSRC 4 Payload 4 Packets v Lost 4 Max Delta (ms) 4 Max Jitter (ms) 4 Mean Jtter (ms) 1 »

53517436 253 070104185 10086 G203/ Unawgned 1MLl 64526 @24%) 000 [T [ 3
| 180.74.004.045 10086 953517436 2536 225C5103 RTPType-105 13676 -13 (-0.5%) 000 0.00 0.00 ,

074104045 10068 BN BH CRACE | RTPTypelld 1345 000% 000 0.00 [

osssimize  asu 8070104145 10088 OIBEMBA  Unmsgned 1331 0@0%) 000 000 000

=
Forward: 80.74.104.145:10090 - 95.35.174.35:2538, SSRC=0:27321C5
Select 3 reverse stream with Ctrl = left mouse button

[ If

| Umdet | FndRevene | savess | MakPackets | Preparefitter || Copy || Anabme || cose |
1P;: 95.35.174.36 1P £0.74.108.145
Port: 2536 Port: 10086
1P 80.74.104.145 1P $5.35.17436
Port: 10088 Port: 2534
12.28

1. hl 12.28 n[%0, fEREANTT ) EARSHE L T P 4 B it -
2. B PRE  SR B R A AR ] S R e )

3. WM Z VRN, TR ZEEE R, A Analyze 424 .
4. RTP Stream Analysis & 237 Z050H, ik 12.29 fiox.

5. M 12.29 mI %N, EALHIEE — SR BRI, AFAEMZE (fL iR ) AN Fae 854 1 in) @,
Wireshark #5457 LN 5.

S = EEEIRIT (355]-
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[l Wireshark: RTP Stream Analysis | R S— — p&g‘
Forward Direction | Reversed Direction
Analysing stream from 95.35.174.36 port 2536 to 80.74.104.145 port 10086 SSRC = 0x21093F80
Htiﬁt - Ee‘qvgen(e ‘ 95,'3“’"" 4 f:l&sred Jitter(ms) ¢ zl.ve\v’wms,‘x “ I‘Pj‘:‘ﬁkbps 4 Marker ¢ ?te}:af £ ba
18187 4269 0.00 0.00 0.00 42136 SET Incorrect timestamp
| 18192 4270 0.00 0.00 0.00 42198 SET [Ok]
18199 aen 0.00 0.00 0.00 42212 [Ok]
18200 4272 0.00 0.00 0.00 41764 SET Incorrect timestamp
18205 4273 0.00 0.00 0.00 40416 SET [Ok]
18212 4274 0.00 0.00 0.00 40011 [Ok]
18213 4275 0.00 0.00 0.00 41048 [Ok]
18214 4276 0.00 0.00 000 41998 SET Incorrect timestamp
18215 332 0.00 0.00 0.00 43046 SET Wrong sequence nr.
1821 an 0.00 0.00 0.00 43103 SET Payload changed to PT=105
18226 4278 0.00 0.00 0.00 44149 [Ok]
18227 4279 0.00 0.00 000 45172 SET Incorrect timestamp -
Max delta = 0.00 ms at packet no. 0 ‘ﬁ—‘ L Y J
Wireshark :::::Js‘:::,ioo%r:;ﬂw‘"n’m" A WA RE REAIR
Nl Total RTP packets = 78337 (expected 78337) Lost RTP packets = 64526 (82.37%) Sequence errors = 1010

b3 ( 1 Hz (+0.00%
AV Duration 271.38 s (0 ms clock drift, corresponding to 1 Hz (+0.00%)

Save payload... || saveascCsv.. \ Refresh Jump to Graph Player Next non-Ok " Q;n

&12.29

> “Incorrect timestamp (I [k (©) F1 “Wrong sequence number (P41 5 4515%)”
(@), AT R4 Tl M5 R AR s B B % .

>  “Payload change” (®), IR Ak 7 AL T 4t 77 2o
6. fEA FaRTEREIR U F BRI, BRI S SO T 2 FH AN E IR B B B A ) o

12.8 HIRERTSPIXENFE

RTSP & —Ff N FH 2Pl i, v FH Ryl — 4 5 2 eI ) L [RD M 2L i ik (b
W, I o SR AR R4S o SE s ), & RSTP ik R EHI& . s i g
FEIBCRAE I “ I B R T, a3 RSTP Wil wbah, &80T LUEH RSTP
BRI — BT AR 5525 2 I EAEZAT IS 1. RTSP JUR—Fhb it idl, Sk %t
ARG EH RTP MOk A& (/e i, RTP WSk Edis P bisl), 1 RTCP Wil 4 57 i 44
Mk SUNIOE

7EE X RTSP h il if bRt RFC 2326 HL, JFAR X k3 RSTP Jit i A% 4 = Wir s ) 26 4L CUDP
ok TCP) AATATEVERE, HA K25 RSTP SEILAR H TCP HhisUfE WAL 42 i« RTSP i
WARE WA IPTV 2. A 2 PHE a8 Wireshark JUIF53 81 RSTP #3071 &,
A 23 A 2R T R RSTP AH G B




B12E

B ARAE R G R B ) A e, AR RS B R Bh RE R R, BRE AT Ak
A 10 25 7 i AL A AR 45 % 22 T) 4 e Al L0 B0 1m) 80D IsF, A Wireshark Sk $TUERL
FE5y ¥ RTSP 3008 B RTSP WSt iz 4k 7 20t & 12.30 s

Ve D\ N
Web HTTP R Web
s ¢ r\\ ) Mg
7'y - ,4
‘§$F'
B e T T
ik i 1k
i o] FTPIRICP (RE, o N g
o/ J
&12.30

M2 S A AE RSO AR T B R, ) R AT RT RE HE E RTP/RTCP Bl F 1T,
WATTREHAE HTTP Wil b, ERACA RS TCP MMl iihe . AT Hy SC LA EE 9 T AEE 10
FOAANERL T W BT Wireshark SKHERR L@ UpisGHE, ATDRHE Wi HERR RTSP #ril

(Kl 12.30 ral o iniE fE k) Mk, RTSP Wil BREBEI,  [RIAE 23 52 i A s AL 1) 1
R

12.30 fIi~ Web I 452 FHUEAA A 55 25 B T LA 2814 [R1 BOAS [ i ) BERLAS |, i mT L

HE TR ERNL L. BiREAE, RTSP MMy X # WA 12.30 fior.

& Wireshark EHUA WSS, (EACHML EIT R i D BERDIRE, RROERL T H RS 20 7 o 1
HURIAZ A Uiy (0 R HE 1) A2 Wireshark AL A5 O KIS R, I RE SR K& T Web
i 55 st AR AAR e 55 s RO A e L i 11 F 97 8 B ) &2 Wireshark EHL.

1. Zil Wireshark M W78 RTSP yitte, 70k v H 1% 145 554 (1) TCP i,
BRI ESR S E N tep.port==554,

1
~ R JETER) tep. port==554 fil rtsp Z [ ZERET, WE

il Wireshark o=t 97 H (¥ 0524 554 1) TCP #dlaf, TMij5# <
s & ik Wireshark WoR il P RTSP Sk St 2 .

@ ¥HHE: 50 “RTSP monitoring should be used in cases in which you experience transmission disturbances; for example,
problems with the media player control or cases with connectivity problems to a server” . 1 3CHSC.

FEE = EEEIRR 3571
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2. ZOYA Wireshark HIEIH A RTSP Zin ol SME S, 157E Wireshark Vw2 Fiv, Aty
Telephony S5 N RTSP ST L) Packet Counter T30, %% RTSP/Packet Counter Stats
T3 f5, i Create Stat #2411, RTSP/Packet Counter with fitler % &7 Z5H, i
12.31 ffzme A% RTSP A BUIRAHD RTSP WS A1 (5 571 A 4xX i 5XXo

"M RTSP/Packet Counter with filter ip‘_iﬂw

! Topic / Item Count Rate (ms) Percent
=1 Total RTSP Packets 114  0.001726

+ RTSP Request Packets 51 0.000772 44.74%

= RTSP Response Packets 51  0.000772 44.74%
' @ 772: broken 0 0.000000 0.00%
. § 1xc Informational 0 0.000000 0.00%

| E ¥ 200 Success 51 0000772 100.00%
(0,3 3nc Redirection 0 0.000000 0.00%
E 4xc Client Error 0 0.000000 0.00%
Swoc Server Error 0 0.000000 0.00%

Other RTSP Packets 12 0.000182 10.53%

" Close =i

E12.31

3. il Wireshark H i/~ 11 RTSP A5 AMS 1 RTSP Hdl 10, if4E 9 % H 1) Filter
PN S PNITRS UR = L2y rtsp status >= 400, Ffiiili Apply #%4.

ERZAE T SIP Y VoIP i, 5% RTSP £l () & AL & A A 2] RTP PSRk
B RTP OSSR U LTI AEZIRLT HTTP B, B A BTkt ) LA .

NERPTH N LK RTSP Jiik (i), Horp C &% im, S KonliRss s

BOE Aooom| £ H
OPTIONS CtoSHEStoC Wit M 25 217 7 i T HL & (R R T e
DESCRIBE CtoS %j'éﬁlﬁ?iﬁ!l%wmﬁii
ANNOUNCE CtoSHT StoC IR — &S
SETUP CtoS (EURE e STt MU 1?5
PLAY CtoS THGEASAT IR A
RECORD CtoS ?Fﬁ RSN LN
PAUSE CtoS BFAE AT I
REDIRECT StoC ﬁm ARy — G s
TEARDOWN CtoS 15 RS, RE TS O Bt 5
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FRFTH A RTSP Wi IR AR 1) 43 2815 0 o

WA S ® = 4 X
1xx i B TR S5 2 2] RTSP 3R &, IEAESE T AL BE
o i FRMRS B O YUMIFATT T &5 Wl it RTSP 53k
B HEIA R R
3xx e I 25 24 7 s, BB Gl RTSP kit P ALIA D
" BRAEESR, IR — B 04T 5
b S FRA PR I RTSP W B AL 8 T HHR (03, sURSS
: 92 BT Sl RTSP 31 LA B VR ok
Sxx I RS SR R T 2 Bl ok RTSP 315 JE 4% i I A2

R R

12.32 itz A Wireshark #2111

M RTSP $dEii

8843
8853
8854
8858
8859
8860
8861
8862
8864
8866
8867
8875
8881

o007

Protocol

RTSP

RTSP/

RTSP
RTSP
RTSP
RTSP
RTSP
RTSP
RTSP
RTSP

RTSP/.

RTP
RTP

nrn

Fiter: tepstream eq 111 and rsp

‘ol|

®
®
®
®

@

= | Expression
Info

{Rep1y: RTSP/1.0 200 oK

SETUP rtsp://sv666.castup. net/server12/466/853/85378459-6RTSP/l.O

Reply: RTSP/1.0 200 oK

{semoe rtsp://sv666.castup.net/serverl2/468/853/85378459-6 1 wmv/videoRTSP/1.0

Reply: RTSP/1.0 200 OK

{F’LAY rtsp://sv666 .castup.net/serverl2/468/853/85378459-61. wmv?ct=IL&rg=NVv&aid=468&ts=

Reply: RTSP/1.0 200 OK

-{SET_PARAMETER rtsp://sv666.castup.net/serverl2/468/853/85378459-61. wmv?ct=IL&rg=Nv&ai

PT=DynamicRTP-Type-96,

AT Aum M ANTA_Tuma_ OC

{FT=DynamicRTP—Type-96.

DESCRIBE rtsp://sv666.castup.net/serverl2/468/853/85378459-61.wmv?ct=IL&rg=Nv&aid=468
Reply: RTSP/1.0 200 OK, wi i ipti
GET_PARAMETER rtsp://sv666.castup.net/serverl2/468/853/85378459-61. wmv?ct=IL&rg=Nv&ai

Clear Save

with session description

SSRC=0x309C1F47, Seq=18490, Time=0, Mark
SSRC=0x309C1F47, seq=18491, Time=40, mark

eeeee NUINOFAIEAT  €an_10AQY Tima_100

&12.32

BUE, A5 HEISER 12.32 SRt B2 i 55 55 4% 2 R A2 ey AR e RTSP Rt tw ity 5, %t
Pt i TR BAR BEA T I o

1. &7 ) s 4 & H 5 15 DESCRIBE FF11) RTSP i kil &, B7E MRS 23380
CEETEE R BT ) URL 4RI £ 7x (presentation) B0 SEA46 % i Hifi ik A5
Rlo IG5 2% 7% 7 i B 47 220 OK 7K (1) RTSP W Sy 3 5L, AF i %) 2 1if RTSP i
B STERSY O EIP A

2. K RS2k 1Y SET_PARAMETER “FAEM) RTSP iR &, H I i RS
PEAREH (SRR AT ) URIFRIHZR S (presentation) it iS55 H®.

@ ##HE: 50 “A DESCRIBE request is sent to the server, asking to retrieve the description of a presentation or media object

identified by the request URL from that server, and the server replies with 200 OK”

RTSP brifkrf & AR, ARAANAIIE? ARAEIE, T I AR ?

PRSI, AR VR,

“presentation” &

@ VEHATE: JECE “ASET _PARAMETER request retrieves the parameter value of a presentation or stream specified in the URI” . 1
HHEENLESR, HHR, REPTLUAR.

VT

359}
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7.

7 i ) AR 45 2% kU 5 1Y SETUP “FRE RTSP iKW &, BAEST TS, IR55 o
B2 LI5S 75 220 OK FHER RTSP iy il & .

7 i ) IR 4% 2% & U5 1Y SETUP FRER RTSP il R &, H B2 4T MR RS
252 LLE S 220 OK FFE 1 RTSP Wi [ i & .

% ) AR A5 g 5 1Y PLAY FFER RTSP 3RS, BAERR R A

&P RS 4 R S 1 SET_PARAMETER “ZAEMf RTSP ik B, H 2% &
i CEEERERME AP URI BRI~ (presentation) BLii IS5,

SRR AR BT 48 L RTP Bl A%k .

12.33 &R T Wil B T RTSP $hill,  kfs i it i 1%

Filter: | tep.stream eq 111 and risp [+ Eprassion... Clear Apply Swve

[No. Protocol Info

10096 RTP. PT=Dynam1cRTP-Type-96, SSRC=0x309C1F47, Seq=18684, Time=18983, Mark
10102 RTP PT=DynamicRTP-Type-96, SSRC=0x309C1F47, Seq=18685, Time=19099, Mark
10105 RTP PT=DynamicRTP-Type-96, SSRC=0x309C1F47, Seq=18686, Time=19355, Mark

10107 RTSP @{SET_PARAMETER rtsp://svéwm.castup.net/serverl2/468/853/85378459-61.wmv?ct=I
10108 RTSP Reply: RTSP/1.0 200 oK
10111 RTSP/G‘){ SET_PARAMETER rtsp://svéwm.castup.net/serverl2/468/853/85378459-61.wmv?ct=]
10156 RTSP Reply: RTSP/1.0 200 OK
10446 RTSP @_[TEARDOWN rtsp://svéwm.castup.net/serverl2/468/853/85378459-61.wmvZct=IL&rg=
10447 RTSP Reply: RTSP/1.0 200 oK

&12.33

LR BT R 5 IR EEAR L FE

7% 7 ] IR 45 2 kL B SET_PARAMETER “FHEM RTSP iR R, HI 2%
SRR ST RD URI R R (presentation) B 124K

P ) IR 4% g VS T4 5 7 SET_PARAMETER “ZREK) RTSP i3k & o

&P ) R 45wy & H 5 TEARDOWN F#: (47 TEARDOWN J77%) 1) RTSP
R R, H R b AR AL 1%

1.




2] 3=

HERR (R S R E IR S | R Y
-

AT LT

DA A R I S
DN AREAS FH P B A Foft 2 P B oy P ) O£ B )l 9 5
fir Bl Wireshark, SKERENGEH FEHIER K E SR
I e IR e 3 T 5 A R N R 3 b

13.1 @&

B A, BT R I T 4 AN TSR 9, IR FEL R B,
T HCR R LB AT I A SR 58, 1053 0 B IR AR S . & T B0, 452
W F T SR IS, SRR A TR R E -

ﬁﬁ#‘%ﬁﬁ#ﬁﬂﬁ[@”%ﬁfﬁ%ﬁﬁ% E':JIZ: 4 Iﬁi’?é& , A H‘J%ﬁﬂﬁﬂ{ﬂ%@ﬁﬁ@g{ EE{EET%% . _'%_ﬁ
IR SIS T O

13.2 NEBESEENDHE

AR S A L QT 0 R A AR Pl O o DM R B AT 8, 2[R IR A5 S 14 AT A A

v v Vv

@ ¥HHE: JFCR “In this chapter we will learn how to measure these parameters, how to check for network problems caused by it,
and how to solve them when possible” .

F4bttXKensuke(18319066421) H= iSEEARIN



HERR i (T SR Sl A IR P 5 | & Y& BE

TEAEBERE IO BORE, R A R L R X PR AR IR, 2 AR PR , 4550 il 5
HH S MATHER GFSED.

FEMERZ AT, i M B A AR

> BB A 4 R O 0, VAR 1AM R 153 50 0 B Pt
FIBL (AL ZEinA s BT ©,

> LB I S (R 0, 1 SR ETE ISP Cinternet IRSSHRUERT) M2 —Ml e H—&
D R 55 25

TP AR R IR Al 08, LR AT
1. [] SP B ISP ] 5 4 B Bl Internet 4 2 (1415 5 o
2. RIS BERK AT I 2 B AT IR AL

[ | -

FZECA BRI PC MMM AL, EH RIS % ame), feafbiEns

Mg T, — & %3 T Win7 OS [ PC gl it 474 TCP i #:4:

H 27 200Mbit/s [F &, HAFH R FEREGS 2, WA ] RS TS pE A

~ PERESE TP BRI, gl se e JLT-3 15 98 PRI LAN P A% 5
A, FEMRR PR RE, AR5 A BEH I 2 R SP R ISP $e k(1

s & (At AL FTP AL Bt 07 ORI B0 A5 BRI (K17 96, 375 20
WA FTP IR 28k t: (Lbdn, Filezilla). 44K, it i i+
I i 5 W e 12 4 R IEAT I &, AT AN VREX. Fluke Networks. IXIA
)R IR

o FEK 13.1 Pronig R g, SOARN P o A 0 44 )30 5 BE K 1R 4 98, 7T
FEE T OM@Z M SROM@Z LS Af . TS RER D, &
A N AERE R W T SO0 P RESCEE 1 bRl B LT, A
fREEHE A 580 10Mbit/s, Jr A& 4 (1 SO/ K/ 22 R 10Mbit X 60 A6
18=75MB?.

@ #HE: J5 3052 “When you measure a communication line between two offices: in this case connect your laptop (or any PC on the
network) to the LAN, and verify whether you have a server or another PC on the other side of the line” . 1th & S SR, 25498
KEA RT .

@ P L EPIA) RS “A file big enough should load the line for a significant amount of time, that is, a minute or more. For
example, if you want to test a 10 Mbps (Megabits per second) line, use a file of at least 10/8 = 1.25 MB (Megabytes)” . k.
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o PRI BERR K ISP — RS2 o2 L T DR R 25 4% BT Y B K 1)
g GAEERD I, SUTAEATT 2% A I LA ISP #5554 2 T (1
THIOMGZ D AL AR

W UDP. #ARHHLHIR A TCP, W] LLLE I &7 Se B, W AL 71 0 A5
w3 APETCPYERERIE. Jytb, WEAEAIE Iperf IXAFHEA L TCP 2L UDP it
" R,

.\‘Q NIRRT, AT SO A AR I, AR BpLR R R ) TCP

FEIE 13.1 Frosiggeh, RPNt S k45t SP 4R A WAN FERS BE. 78Kl el ok
MM, B G PK, %P K EERL 4% ISP SR A A TLIRC B B L AR ol T 2R

Internet,

SP g

&13.1
S 13.0 T A A R, DL AT
1. ffif] Wireshark 4/ 10 Graphs T},

Q UG SR . Wireshark AT 2 1A A {2 AT BT
fis T B Lk Omnipeek) SKIIE T % 4 200Mbit/s LL_F [F 5% i o

pE R A

ﬁ;ﬁ'_[i\m IDU}\C\183190UU421} _‘5; \ﬁ-r_,- I]:|l}S:L’|+‘)_'( 363




HERR B 4K 7 38 2 = X IR R 51 K O B
2. R E L Iperf (http://sourceforge._net/projects/iperf/) iXFfit
J% TCP & UDP Jits (% fF. LLR T4 R A Iperf I, I it iy o O 2D 9K
o TEBEHS P M AL E 222 1perf.
o VR VR g (1) I F AL 2 S TG R 1perf IR #5 A Iperf 7 v o
o il Iperf ZE Rk, RN Wireshark 471 10 Graphs T H RS2 it &AL i
“\IQ TEAGR SCAF I, AR — AN RS, ABAE R — B T2 AN

o AEAR A 2 A /NSO, BRI B2 DA S 37 G P TCP 4%,
i & MAETRBUSMOR TR AR, Rl AN SR AT IR 2Ok

240 P SR AR TR B FEAR T vE i, TR I UL N D IR TR,

7 SE By w AR T i BRI e Y 5% LAY, ELARJERE W 13.2.4 Y.

2. B AL SO T, SRR R AT %E, H 10 Graphs H i BB S8R AR, AT
] B8RS B IR AL AE AL ) B, 15 RS ET Wireshark 2593 T & 15 TCP retransmissions
SRR B, RIS TR B e SP A ) th AL, A A LA S
LICEDISH

-

R A {E#B) T Console HIZEEE T Telnet/SSH %5 /' s #0553 i F 22 /A8 462
~ Bl, BUATHISE CLI 4 (3524 Cisco 4%, NIk show interface fiv4),
AT A IR SP BERE I TR B . 4R, FHM GBI T
# &  SNMP MM HAE, FALHHSRACHHL LIS T SNMP Jrfig, it id
ARSI, AE T RS R SP BER 1 L TS A

3. FIEAE G R PR 5 10%~20%, LbJii, SP HEALAAERR T 95 100Mbit/s,
R SE B PR 56 AT 10~20Mbit/s, AR AT REE E] T X ADCEL M 8. Xf ik, K
£ 13.2.3 4iie .
BER RS2 BRAl SR T ES N 58, WA AT BEFE SP 4R B &L E AN LTI, SR IX R I
AL, FM T 58, HIRPEIATELL BFrgl, BiNZ5 SPAT4Ivam, 4 Ik
A [ O 0 28 5 A T

B B LA R IS AR 52 L, JCIL N 48 a2 T K X o
> % (Bandwidth): 57— 400 (5 HERKBEED DT REAL i 0B A LA




B13E

> AIE (Throughput): F&— 405 FEEE I P AN ity 2 (R AERD BT BEAL S 1 N FH R 5 1)
HRCEH

FRURZE Sl BERE )y o5, B T RS2 LB RE 1) SP AR, 3 v DAEAL i R SCAF T [
N, BT Wireshark [ 10 Graphs L2 3 HEAT I & .

FIBEEEE Y 100Mbit/s (BF 1000Mbit/s) LIS P EEME, L E5E 5 P it A A L% 1 e 2
I 73 B B o0 F BB RS A L00Mbit/s 4 X0 T, WI3Aunh 25 IS TASUE RS fn) /8. By, i fis %
B PRSI G 0 o o o 2 I T LR T

1 13.2 AR — G Mgt ss (PR h— S5 hEs) N LAN 2L, 2534
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D, —BEASHIR R (K 13.2 #HEPIETE 4).

P 5 A% R 1 FLE R 11 43 IR >k 100Mibit/s 42X TR A Zhh i, 58X 100Mbit/s 42X T
1 100Mbit/s =001, A2 LA ANUCEC ) R (4] 13.2 #AS P ITETE 2. 3). I, M
{5 £ 6 5 2 H DL 250 okt o3 R A 2 i) A

DTV FSP RIS BE 6 1 5 I, — RS il 2] S5 0 {7 2 s v B AIG T BRAR AFL 1Y
L. U, 5 BT B B FE N 55 0 10Mbit/s, T S0 8 12 4 1 R Al A i R 1
SDH I, SONET #iAR GiZBEikszhs LIt 5 4¢ VC-12 WARBEHAMIR TR, KL LB iS4 58 B
iy 5X2.176 Mbit/s, E[l 10.88 Mbit/s.

W52, AR M 2 2 T H R HT 10Mbit/s (1 FLIC I BERE, LA site-to-site VPN J7 X HLi%,
BIMEX P A BB T [R]— 2K ISP i, (HJEWS T VPN B 5 (s L], TR e ) s B
PRI LT 5%~ 10% 94T 1. At i, RPN R EE PRI A AR S ORI, BT I ) e e
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TEARZ GO, AMUTEEITE —F0 5 FEH (BSOS RS A HACHbling FD R, T
e BEATE SR & EAL O BT AR 1P itk W Ol 3= BT 1P dtdilk+3 5
RS T 200098 AN QAN O BT BARR 1P 01D SRR O
T EAAER AP ik 15D oy R PROAE A5 P ) 717 5

TR 25 0L, BEeT DM R HI C R (kedn, H T2 #fL) RMON1, RMONZ2
1 sFlow, JT- 25 Cisco Netflow B¢ Juniper Jflow) M W48 45 KA K g, tHayLl
FEAZ AL TT e i B35 i fit , 3 ik Wireshark Sk 35 28 2 52 W 125 B % 0 3 11 OO S 20 A1 15 0 o
AH UK F A OGHE Ja B T

TR Wireshark SKERZEIE SIS HER DT AR NT R 20 A oL, TH/E LAN AZHL B
Tt VBE R DI RE,  Re b M P2 e i 1) o 11 F) 0 B 5E ) 2 Wireshark 4L

AR R 2 I s B B B AR IR R I FEAR A T I, TR UL AT
> AT SR R A AT
1. 7£ Wireshark #1103 % Hth, s Statistics 2. N ¥) Conversations ST .

2. fE#H I Conversations 7 I1H, 2 Won i BB LUKR EES IP FEHLREERN R
A B B A B TR GHE E

3. AT DMEA % 11 B i 19 a0 Compass Z R EITEAL L T A

> WA R 10 Graphs T HE, [FECH BonctyEds, T 1P HakA/ek (TCP/UDP) i
H-5, SRT iR € 1P AL FH BT i FE A B 1y 7

1. 7 Wireshark $Mfu =% Hrf, 54l Statistics % R ) 10 Graphs 3% #.I7

2. {ESHIY 10 Graphs % FH G B IE Y FH R oR il 948, Jiik th g e 1P T HLE B AR R FH AR
ARSI R . 2B 5 S T 10 Graphs 1 H IR .

> EAH Wireshark 142205 14 5240 BER (R B A T O, W EIEL 2 /T 4G #hi i Capture
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SEHUR Y Option 37T,  ESLH ) Capture Options % 1, B 1 2 3k SR I
K LASR, 3B /A1 use multiple files F1 ring buffer with S iEHE, 245K, 3 n] LUE
Netflow 5% Jflow 34 F T 5Lk W 3 i by s 11 PRI B 2 A 15

FEN R — SRR T AR BRI 20 DU, 27 I TR Wireshark, 15255 1 %
B IEIATIRIF T o

A IEHI 7 Netflow At Iflow 55 ELE B th S RS 0 TR, Wk 2 B (R
BRI Bl AR B 225 T AN A BRI 5 B (R R 55 4% o

7K FH RMON1 Fl RMON2 X #£1 TH, HAZ A #A L SZ R A TR, T a) DL e e
X RMONI1/RMON2 MIB [1] SNMP %45 8 4 3k B 52 M 42 5% 1% I 7 280 ) L 1 1) 29 A 1 D o
RMON1 aJ$2fE55 1. 2 EH%it 5 E: RMON2 WAEFLALSE 3. 4 ERgiHE 8. & X RMON
il RFC C445: RFC 2613, 2819. 3577 fil 4502,

PETBATEE ZE U LR M8, e, Brkhs, ANRERS . WA AR RS,
WAN e 5%, #RRESR A A 5 2% 1 PR AR A A Se -5 B

BT R RTSCEE AR 2 THRAE 2 VR, 505 ) U Bk

Cisco Netflow: http://ww.cisco.com/en/US/products/ps6601/products_ios_protocol
_group_home.html

http://www.ietf.org/rfc/rfc3954.txt

Juniper Jflow:

http://www. jJuniper.net/techpubs/software/erx/junose82/swconfig-ipservices/ht
ml/ip-jflow-stats-config2.html

sFlow:

http://www.sflow.org/index.php

http://tools.ietf.org/html/rfc3176

13.4 {BRWireshark, KBS EMIEERHIRIRN

E LM ZE N, TP Ae A B A2 SEaR TR B (P 2 . BAR MR 45— 40 B % 1 SEaR RN BRI
W ERERE — im0 EA_E K ping BB a1 EHL, R EAT40 0052 ping 4 % H - 110 Wireshark
FEAN e B H i 2t ) I 4% SE IR, (HEETE i) $EIR Cinter-frame delay) PR K J ik ZEIR

@ #¥#HHE: 50 “For continuous monitoring, use Wireshark with multiple files with ring buffer, or use tools such as Netflow or
Jflow for router monitoring” . il BIXFPSCFAMER, HAEBAGIF UL
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1. i iz A -
o fE Wireshark P40 5% 8 HE o X sk py e b — /N SR8 1%l TCP X
UDP % it ) £ £

o i, SR A B kS Follow TCP Stream I Follow UDP
Stream SZ I,

o JE7E Wireshark $1VEL 3% H ¥ Filter % A2 A B 3 A2 i) o id 9 ik 2 ¢
133 AL EQ®) KX

2. il Wireshark $Ufs 3= % 11 b Statistics 52 5. R 1) 10 Graph 32 I,

3. {EFAHE 10 Graph &, i Y BIX A Unit FAUSER, %4% Advanced... 52 B
(] 13.3 AL E@D.

4. FEBESRIYRI 10 Graph & 1, K L HIREZ M X I om i i RE S, Rl Graph 1
FANATI Filter K (B 13.3 AL EG®)D.

5. sii Filter iy ARAT LK Cale TR, 8 AVG(*)sHal (K 13.3 T E@).

6. 7 Calc FHREHABMBAL (K 133 THMES) TN Wit g fisX
frame.time_delta _displayed.

7. 4% T Graph #%4H, £ 10 Graph % [ E2E3020 (BB B X kb (& 13.3 hiIfr E®),
B2 s H A BB v v 8- B A 2 0] P A S IR ) ) CPRAS 2280 ) o
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9. &l 13.4 A740, sBJE TSR0 TCP S fu ) RTT i) 10 =/, K| 200~
300 Z b

10. BAGRA KR TT R TCP R SCBL BT 27 BT e 2 (1IN 18] CRIAL 4 2 4
RARBL), 157E 10 Graph % N 2/Rid IR tep.analysis.ack_rtt %k
frame.time_ delta_displayed.

Wireshark i FUZ S5 M AL, SRJ5 FHCIF (REBIARIRII( D Bosth GEJER
D HHR A MR RS F5 2T A2, i Wireshark JAL 704, 7T LUAEIL R 48 A7 4E
e R B R B ILG, AHEIAN S AR S R T Tk

FEIR (delay) s Fadsiom EHLN A H B E] CH R EHUR B AH R 1) B4
FLFTAE TR AN TR), X T8 WA R R RTTY . AT ping iy 42 2800 TR, 3 a] A& H )
4 CEE%) MR . WEREAa] LLEFD ., R Eiidb s

7 1P M2, FL3h Qitter) EFRMERRALWREE. Wi, EFENLA L ping F41 B 100
Y CHIREFAL A 1 3L B %&3% 100 4> ICMP echo request Eidli£1,), #74F ping — R ZEIE H [
JE 4 100 240, WIRTELA Mgt CiERRD) B #1380 47 ping 100 P 4EiR 2 100 255, {H
ping — X AEE NN 80~120 =P ASE, WA LAUL (FEAIK ping #RAEIHIED, M4 CRERD
El R GERNAR) miss] T 20%”,

bR T ping fiv & LAAR, A VFZ EITEAGI ping TH, AT MAHSCM s 9% T4k, i http://
www. colasoft.com/download/products/download_ping_tool.php.

13.5 RUMEREER/BHENHSIRNEBEFRE

H LML, # “1” SERFELEN. XF3ET TCP WM M S, mttil 4 B R AL
W, MmN S8 EaE TCP Bk, YT RTP (izfT T UDP 2 ) (2 BHAARN
M5, IR SR a2 i AR ) 7™ R .

AR T OO S B IR R B TCP WS sgm, LA 36T TCP [N H [R50 . = 4E

@ VFATE: R “Delay is the time that it takes a packet to get from one end of the network to the other. It is usually referred to as
RTT” . H3CHIEK.

@ ¥FHE: JFOC “Jitter in IP networks measure the variations in delay. For example, if we have an average delay of 100 ms, and it
varies between 80 ms and 120 ms, the jitter is 20 percent” . P3N AZ:, HIIE .
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B/ B E LT UDP 1) RTP PRsl (RS20 L AE 12 2,

BURTE ping TEFESG 2 A 1) EALINE, 7F ping dr 2 g ol s 2] “time” i
M5 FE N, Wireshark 313 712 5 75 retransmissions ‘F#Ef) TCP Hidlifu, B4 ML
WA T REATAE 5 A B S N R AR B R R e IR IS B R, il )
Uity 1BEAR T RE, KR AC AL iy “OCHE” i 11 ¥ T 1) 4 Wireshark 241,

g P E I TCP HAL & TCP A NI Z N (R Wireshark 2] T 2 & 15
retransmissions 1 duplicate Acks ““#F IIZLHR AL, W R AR 12 75 ok Ry (B IR 5l ) 3l je AR
TP O ) A

47 Wireshark #2718 %2 575 TCP retransmissions FAEFIERAL, 1542 LU S - 57
LA BT A5 A IR B = R B .

1. f & 51 TCP retransmissions 7 FF 1 E0 P 0 02 5 #6890 A i — 1P ik o [\ —Fh 3
FEIP o A7, SRR B 1R AT AT S %Y FRE 7 I IR 45 2 ity 25 2 i X1 e, B3
JE B RS A 25 i KA SENUANGS 1, ST e R (IR /)

475 TCP retransmissions 7 FE KB & 2 A 1P bk sl 2 F N HFE P, W22t
FE AR B Sh 1) TG, B, DR WAN 5% ST B AR T 5 | 16 i 4B 3R = B 5 o) J

2. f£ Wireshark #IV E % 14 Filter AR, AN BoRil K0 tep.analysis.
retrans missions (] 135 ML E®), At Apply #%4, LT %15 TCP
retransmissions 7 150 4L B R TH]

3. 7F Wireshark #0378 L BRI RN, stikh— 53 TCP retransmissions “4F
FIECIR AL,  FIBR 45 Ry X ek b 55 transmission control protocol 2 {i [+, k%
SEQ/ACK analysis #84), iz i+, HERIE 135 P E®. @FirfE M.

o 13.5 A BE@FT s B e (TCP Kk i) )54k TCP Bk

2 (HFEARRECT R, X7 ) 0.225003000 FF, HHT AKX T A
TCP B .

@ #HHE: 50 “When you ping a remote site and get high delays, and in the Wireshark you see many retransmissions, it can be
because of high network or applications delay” . JRSCA NG, HHEAE T, WHAZ, WHRIE.
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rma{ tep.analysis.retransmission T] pcession,, Clear Apply Save
o.

Timne Source Destination Prol ocol Info

1818 70.421409 92.123.203.139 10.0.0.103 _ FWTTP | [7CP Retransmission]|

¢« Ethernet II, Src: Netgear_40:ac:46 (Zc b0:5d:40:ac:46), Dst: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:7]
« Internet Protoco'l Version 4, Src: 92.123.203.139 (92.123.203.139), Dst: 10.0.0.103 (10.0.0.103)
Transmission Control Protoco'l, src Port: http (80), Dst Port: orbix-cfg-ss1 (3078), Seq: 1, Ack:
Source port: http (80)
Destination port: orbix-cfg-ss1 (3078)
[Sstream index: 102]

Sequence number: 1 (relative sequence number)
[Next sequence number: 658 (relative sequence number)]
Acknowledgment number: 303 (relative ack number)

Header length: 20 bytes
@ Flags: 0x010 (ACK)
Window size value: 7836
[calculated window size: 15672]
[window size scaling factor: 2]
= Checksum: 0xd592 [correct]
[SEQ/ACK analysis]
[Bytes in flight: 657]
[TcP Analysis Flags]
o+ [This frame is a (suspected) retransmission]
[[The RTO for this segment was: 0.225003000 seconds]l‘@
|[RTO based on delta from frame: 17791}
. Hypertext Transfer Protocol
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FALN AR5, %V VAT AE Jacobson VLRI M. Karels T 1998 4 & £ 118 ¢
“Congestion Avoidance and Control” ', RFC 1122 7f 2000 44 % 3§i & RFC 2998, #| T 2011
T, CHICE BTN 2T I ) RFC 6298.

TR S SRR T 4% TCP Bt 1) %% TCP S BLRAH M (ML (ACKD $SCBEZ Ta] 11
JEIBAZAAF DL, 5 /E Wireshark 1UEL 3 7 F1 ) E0 41 R DB ek b —> SR & 1% TCP %l
WML, A5 Statistics 2 i TCP Stream Graph %5135 R [#) Round Trip Time Grap
TSEIIN, P4 ) TCP Graph & 1T SR (K1 457

B  hAAE BAEIR, A B AL R R S . LU AS TCP SR
R A B 52 5L

FL R [T/ =TCP & 0 K/NFWRTT [#

MR FIA A, TS HIZFE— A58 IR (RTT {H) Mim, TCP NHFETFMEd 14
e A . RPN B IR B (bhtun, ZoMsTi i . TR BERG ol E PR i %) 1
IR 2 R T, AT L U7 V2 RS i B FH R P B A e o X R Al SRR
RN R T TCP MR, W] LLBaii & 341 OS ) TCP/IP Bl & 244, Hhn
TCP % H K/ (Window Vista A 5 &1 A ) Windows OS, #MiiZ FiR A LINUX OS #BER
B REEE TCP & /MO E T H) @,

@ ##vE: A 1) “For delay variations, you can also navigate to Statistics | TCP Stream Graph | Round Trip Time Graph” .
VRS SC I TRV M R FE 3 T A8

@ BHE: BRI “From here we can see that the higher the delay is, the lower the throughput becomes. In networks with high
delays, for example, old cellular networks, satellite lines, and long distance international lines, we have several methods to improve
the application's throughput. Among these methods are applications that use multiple connections per application, usage of the TCP
increases the window size (comes as default in Window Vista and the higher versions,along with various Linux versions)”, 3 ‘7 AN,
FEIAANZ, R IE.
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A EE W DL 3

RIS A

RILHET MAC HuhEFIIE T ARP S
KB ICMP F135H1 TCP SYN 3 L34
JERT g TCP Bt

DIV RS SR 2 ML 2 ) B o

vV v v v VY

14.1 &R

R B A 1T YU A, R E A TINE B KE R RS, i hE
XHHR A A BN BT (R By o AIREER F A B BRA B A By, AR AR I P 4 oK A8,
TAERIE T WM E, IR RE AT A Wireshark (B G4 A IR A 1D sk

TG M2 B B R L, B e E N A IE R . e, A RERUN
U T DR A R R R T RES TR RS (S B F R A ARPL P B TCP
FAREVRE, FITIIK) DNS WA A, TCP Arid i A7 77 A0t B TCP s, s/ H i 1P ik
B/ H 1) (TCP/UDP) i 5 B IR 46

RETMF AL B o e ax il i, [FIRET2) 2. LUyt A MZh Bl T ICMP 94
170, WA W RER BRI, AT T RER WA A AE IR R 2B A N R 2 2%, T TCP
AT WA R ARG SR REA RES A, 44T bug [RIFERT LAl . ASEE XTI RRIFR A SR o

F4bttXKensuke(18319066421) H= iSEEARIN
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AT E X IRIER RS 2R EZ W ZEN, KRB TBL Bk
Doy e BT Al 1 X 2 T

14.2 RPREEEERR

AN PRI IE R PR, SR,

=

I S P ] (225 o

H5e, N2 EI Wireshark =41, BLLLE 14.1 K], SkA-Eie] 22 & Wireshark F#HL.

“

E14.1

1. FMRBEI TR A T HIEM, 50 Wireshark EHLE T8 kis 2 i (& 14.1 F iR
PrE@); #REER AT EECM A B I e OB KRS T, 1 Wireshark EALE T
B kR 5 (B 141 fiRfrEgE®) @,

2. AMSEEG IR KRR TR s A (SR M4, 35K Wireshark EHLE T 14.1
BTV B @EAT B @Ab (g AE T 0k 5 X 2 AZ O AT ML T I i I B AR ThRE D » 22 L UT
Wireshark AL )5, TR/ FC 45 - Bt i) 1P PIZ% 5okl e Wil jEgs, &—
b R 5T A Rl S M I, DASK e A H S v 1 R U

3. FFHIM R R E R T BRI Bl A, 15 Wireshark EALE T8 14.1 iR

@ ¥HE: JF30E “When you suspect an attack that comes from the Internet, locate Wireshark after the firewall (1), and when you
suspect that it crosses the firewall, locate it before (2)” . #F#IN /EH T (before) J5 (after) R4y, ¥ CHIE.
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(B QU BEOAL Gl 1 0 45 IR O AZHAL LT R i R D RE D, JRRTIZERE
uhi i WAN % 123 K] WAN il LAN .

. A MEEBGER R R IE TR S PC HLEIRSS 48, WK Wireshark EHLR T K 14.1 Frosfs

BHOA, [AITE GERE Wireshark T:HLLLK FTHE ™ A SR PC HLEUR S 851D 22
UL TT R S I BEAR D RE, A Y3 1497 B ) 2 Wireshark EHL

FLR, AT ARSI R A2, SIS IR i, MR RS G R i

FESRAT FIB AT 200, TR IR TSR BEAT U B (X P 28 S0 Fh SR PRI, XA W 484 1 1
BT A,

>

>

>

[uy

2.

IP gl Ve CEblon, IRGSESAY 1P Hiudilk . &b A LAN ) IP R4 548),
ML (B hgs . AL M EIEE &) 1 IP Huhl K dh sh R

W2 4 (Bik B, IPS/IDS. WAF. Bdli 2R kbl N B kb, Bk 35 R 40
DL R Rl BE Bl kit i i A P 2 22 A v 46D 11 1P Mkl J2 3 Fh Btk

W28 T AR IR N PR P28 2R L 4R R P T A T () UDP/TC g 115, DL R 223 4%
SN IR i 55 i S S K e 2545 ML) 1P kb 25 o

MEEG R AU T AR, 0 R AT BTN, NESGHE T 41 S .

WEBY. HIP Hib 2 & RH#HY,
o IEE: WENEEH K P hEAESRR P B EZ N GRE T O R
B IIP Mk D
o BE: WU H P IP HHEAYESVER IP b ER 2N C AFEE T O
TC TP Y 1P kb3 D o
WEMIUE. H TCP/UDP 3 M5 215 e,

o IE¥: WEMIE. B S 5187 T Ma b N EBUHICES, i, 45
76N R I AT N E 4 HTTP. NetBIOS. RDP. FTP. POP3. SMTP.
DNS %, U Wireshark Fr3l#f#J5. H (TCP/UDP) iiii 15> 80, 137/138/139.
3389, 20/21. 25. 110 . 53 [t EH#LE T I i .

@ HEYE: JEE “Traffic that is generated from known addresses (in the organization)” . EZ LGB VIATI AT I, O,

———————— bR Kensukef 1831906642 D) L EIRIR [379-



o BW: eI, Hin S 5N HERSCRILES, B, 35S Web RS g
BB R TF R R T RS, (HELE RS L M 3] RTP Wi, WIAEZ
45 2511 RTP i &l Jd T 530 i &
3. TCP ¥t Hbsic A 1 B A 5 e 7 .
o IEW. R TCP &N, Wireshark NAMFEIAHCH = k3BT TCP R LB
(SYN {7 1/SYN F1 ACK 47 [A] & 1/ACK A7 5 1); fEPRIESFI: TCP i
I, Wireshark NATEIAHMN ) RST {78 1 /) TCP B 7EKM] TCP &

N, Wireshark NHRE] PR FHSCEE (A7 B AW FIN A2 1/FIN A7 A
ACK 7[Rl E 1 ) TCP 4R 3CED.

o FW. Ak Wireshark HIVEL TS, H K& SYN ALE 1 (1) TCP 4 ALy
W—u 2 4 ENL, 1 HIXEE TCP A AU 1P b T3 i e, XatE T
SRR GEY, XEWEA AERIT TCP i 433, IS WG 0. Ik
A, Ao BA TSR (Htn, RST BE FIN fi7 5 URG 47 [R5 & 1) ) TCP
MR T R R
4. ¥E (WHILE) TH L. FAFREREREE R EAL.
o EF: S, SHEW—G BNk, RN B RIS R
W% A [ S AR, IS PRk S R 2 R4 T A SR AEANME AR . 8
e PSR T BRI A Sz R S TR A I P A A e R 5 S ANAH 7]
o SE. RIS ENAVERR B MR EHCR BEFEE AL, WHEH =
WU P ASELE B A, B e P2P ak, e AL THH . I,
TR . 18] 14.2 fizs Ay Wireshark 10 Graph T E W23k S i i
5. IR E AT R
T MRS IR E I TR B R ) R e Nz A Va2
B RS EYUEER R A BOa BT R

6. DNS g2/ Ao

s}

F

a

5o

o IEW W THATFRME DNS Bl EHOK G, A2 th A 24 L+~ DNS
EERTEEITRT

o RBE: A EF DNS Eifyal i N EE e 2z il Wireshark 312 TR %
DNS Wi 3 B e, (HEIRINE] “HiE” 1) DNS 25t .
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Ml Wireshark I0 Graphs: Tel Hashomer station warm 1-JAN-2013 Test 02— LS3Bcast-EXEpcapng L2 i ey
_lm []

| —f=

T T T T T T
34.0s 36.0s 38.0s 40.0s 420s 44.0s

o

|
' m
' Graphs X Axis
l Color Style: Line E| V| Smooth | Tick interval: 0.1 sec E
| Graph 2| Color |Filter: | Style: Line EI 7] Smooth F:ifels per tick: 5 E
1 Vi S
' K Style: Line B 7| Smooth vai‘M Elimedidy
(Guaphd] olorFiten Stle | Line  [=] 9] Smooth | e [packets/Tick (=]
Graph 5 | Color Style: Line B 7] Smooth | Scale:  Auto E
Smooth: [Nofilter ||
{ Help ] [ Copy ] Save ] [ Close }
&14.2

14.2.3 BERE

WA 248 U FELRRLEEL R P H IR (103 5 BB R SR ABL e W23 TR S, 2 S d “ 4
E7 PR, FHRIE AR (MG, WETTHREH “SRI0” B T ka2 i,

AFZAAET, EEEA RN AR B FREON DNA, i 94 4 T REIT I 2 5 i
RSN, MR T RAT RAE. (B0,

S
AT ERNES PP 25 Bk T B, (R I2 fds 22 X 465 08 52 Dk oy 2 H IR ) S R O o
BEAh, IR VR W] R B B

LR B s U o A 5 UL FD I 2 T ok - B o
> REE: RN TR BRSO N R o AREEA R I B R .

> MEH R FRAE A TR HIH A SR R RAR N R . i R, S SRSy
PRI THEAL CPU BUS IR EI AE « LB AR T %1, B DR X TR o

> DoS (#E#R%) M DDoS (SNBSS ) Wii: KENXWMEHIHET, #Bkt
B AR P TV I D7 ) B R W . T AR S (R N, Iz R Eh s
AR, RIAMBIRA S KB, DX H R &

il

E RN 4
7=—If—/l)/’|‘j__Ei\ClIbukc\1831900U421) <TF B ’|‘)2 381



AR ES
> RIRLABGE: RN ZAUTETmT, P A TR,
AR5, THEBAT . ZAUTHAT N

> FHE: Wi ICMP 4 (ReE#h DoS 1% DDoS ¥ ). TCP i 494l (Hetm, &
K& SYN 7 E 1. H 1 -5 AW TCP Hdhif) 4.

> NHABXTE: MM iE 85 6 R4 & L pris 47 19 500 N FH B2 7 BT W 0T 1)
TCP/UDP i 1, BAELLRES SRS, il OS/N HFR Y oz AT 15 W ThiE .

TR, SN EIREE T B

MRS IR, 5% AT RS As. PC. ISR E b o544 HAbH AR S, AR,

> MRS A IRARIGIT, [T AR AR AT BN s 2 A, A e
CAEA A E T2 Wt

> Al A R % R SR LRG0 2% 0] 1) LR R S8 ORAR NS, BV IR O BERS (ZEAE
IR ERD P2, WA RS NIEAEKS) DOS/IDDoS Hiddi, 7E#EM FALIXEI
W, PEEESAY.

> 471 PC RS, BV EPAT R AT S, HEAREHRR O, (BRI
AAERRE DPAT R T IERIFR % .

AECE R Y] (iR, BB R GELAAE M 4% 5032 Tt

> Bk FR R IE RGP REE . IR E ML X8, 774 BALE Internet 141 7.
W RSS2 2 R~ PN IX k2 Ta],  FEA RE LA T e e H P i PC I,

> NAC (M5 EHD RE: Mg EBEREFAUGH P ek & A4,

> IDS/IPS (NBRI/ANRBERS): Mg g dedy @ ki &, A s a0
SR IR Ee R DA (MECE T E) ©. IDS/PS BEA] DL — & Sy i # ik 45,
HRE T B K BEA Internet BEM A NAS WML 0], 0 A] DAL A o Th REAR B (1) T 2 0 BY
TRELER KBS Z o

@ EHHE: JRICE “These are attacks in which the attacker intercepts messages and then retransmits them. In this way, the attacker
can eavesdrop on the traffic or change it before it gets to the destination” . P& k.

@ P JE A —5) “When connecting an unauthorized device to the network, you will see that the link on the device will be
turned on and immediately off, and the unauthorized device will be blocked on the MAC layer” . ttfj it 4hfE, Hiud A%,

® PFHVE: JBSCE “These systems can identify intrusion patterns and block them” . #h#E 254, WLk J5 it —1) “There are
usually two lines of defense here—one at the ISP network and one at the customer premises” , [RIFE4NAE, L AE .
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>

B14E
Web REFBG ki (WAF). NFIBE K5« 088 e B K 5% DL R At B R Bl 4P B 3K 4
57 R AT BB A AE, BERT LEET XN YR IS

Web 1 Email 1EJE5e. a3 #5400 HTTP F1 Email MBI 2, FEAREA I 25 R,
KR8 AT

KRGO AT L — 7 £ AR B 4t T B B LR T St AL (VM)
b AT LU BRI 7 SR — £ B A

14.34 W TILM M S 2 RS0, Bl o) ™ shiik.

>

Bl -k3%: Checkpoint(www.checkpoint.com). Juniper SSG &% k% (http://
www . juniper .net/us/en/products-services/security/ssg-series/)
. Cisco ASA Z %1l k% (http://www.cisco.com/en/US/prod ucts/ps5708
/Products_Sub_Categor y Home.html) %,

NAC: Forescout(http://www. Forescout.com/solutions/network-access-
control/). Enterasys(http://www.enterasys.com/company/literature/
nac-ds.pdf).

IDS/IPS: Juniper IDP %% (http://www.juniper.net/us/en/products-
services/secur ity/idpseries/). Check IPS Software Blade (http://www.
checkpoint.com/products/ ips-software-blade/).

WAF: Imperva Chttp://www. imperva.com/products/wsc_web-applica tion
firewall. html). F5 (http://www.f5.com/glossary/web-application
firewall/).

AR FERG K B%: Imperva (http://ww. imperva.com/products/dsc_database-
firewall. html). Oracle (http://www.oracle.com/us/products/database/
security/audit-vault- database-firewall/overview/index. html),

Web F1 E-mail TJ828: McAfee (http://www.mcafee.com/au/products/
E-mail-and- web-security/index.aspx). Blue Coat(http://www.blue
coat.com/security-policy- enforcement-center). Websense (http:

@ #¥HE: JR 30 The features mentioned above can come as different devices, software on Virtual Machines (VMs), or features on
the same device” .
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//www .websense . com/content/Home.aspx) .

14.3 RUWEBFMACHHLIHETFARPHILE

0T Wireshark, A LUEZE 50 R BLEE T MAC #ilik (55 2 ) FJET ARP (T4 2.
3220 . R LB (PEWASTY) sb ) A B (PEILEE 8 #) 1)

ARP TSRHCR LM T WK, SAEEI DKL & T AL MAC
MBI, A LAN AL TF R 0 DBt 44 AE G 137 B 52 % Wireshark :HL,
HEFATEL5 07

AR ILEE T MAC HulibFIE T ARP (X, %L N BT,

1. #H WS ARRI AT VLAN, 55 Wireshark EHUZER ] LAN AZHBL AT 1,
THRIRAL ST o

2. Mg Wireshark I L% 11, HA ARP Hdatl 2 B2 AT . thT ARP W REH A
R, RITE 2R K2 VLAN BIRTER T, AT4E Wireshark EHLIERES] LAN 2 #epl
ATt 1, HIEHIF R 855 e, B 14.3 iR i) Wireshark #5178 2 HUE R T
— R ARP HIHAT A . TR, ARP HEB AT LA SR ES . thln, B
Lo T SNMP & B E LAl ARP 393, SRR BLE— LAN PY R 255 45
SRR AR T A 2k YR (LAN 1) Asib R 2% % 3% (gratuitous) ARP i
£, R AT ARP B R B AN IE, U REAT 41 25 B 5L [

3. L 14.3 Fros it ARP it wlHI 4% ] BEAAAE LR Bk AT o

o Wireshark M3 FTH ARP Hi ks T H—& T, A0 TN IP H
NN iZ A2 192.168.43.191, {HIH (it ARP it A N H 4R IP
FREE 10.0.0.024°, Z FrLAa HBUX AN, JRIRZ —~IXE EHLHIE

@ VFATE: R SCE“ When viewing too many ARP requests on a network or when seeing non-standard MAC addresses in the network,
connect Wireshark with port mirror to their source and start the capture” . Al {E#, VREAT AR ZRAEETS41 ARP B4z I il ¢,
AR R B MW P, Wireshark ZLIF X AR FH S 2

@ ##vE: JESCE “Connect Wireshark to any port on the network” , ik “ Wireshark 3442 319 2% o0 AR 3 1”7 o i
il VES, 4 Wireshark EHUERE SRR #% . B Sl LAl ANATLL?

® H#HvE: T HA —f) “Two identical MAC addresses with different IP addresses” . 30,




B14E

IR BATEA 1P bk, XAESER AR WL ST AN EBE, AT
BT MG RS 251 MAC Hutik (B TR ARP 2034 1995 MAC Hb
HED Z 5, K A QT ENL CRRR D MAC Hihik sk 1 8 4 IR 25 23 19 MAC
Hhl CBREHe R ) MAC Hishlk %62 AT U 5D

Filter: - | Expressioy
T T 19_. E."f”'.i":i‘.“j;i): PR W o N.V.v..fg_ .
0.000217 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2397 | Tell 192.168.43.191
0.000194 HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2427 | Tell 192.168.43.191
0.000184 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2437 | Tell 192.168.43.191
0.000194 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2467 | Tell 192.168.43.191
0.000183 HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2477 | Tell 192.168.43.191
0.000412 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.240? | Tell 192.168.43.191
0.000067 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.241? | Tell 192.168.43.191
0.000116 HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2447 | Tell 192.168.43.191
0.000385 HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2507? | Tell 192.168.43.191
0.000092 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.245? | Tell 192.168.43.191
0.000044 HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2487 | Tell 192.168.43.191
0.000264 HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.2497 | Tell 192.168.43.191
0.496923 |HonHaiPr_c7:8e:73| |Broadcast ARP who has 10.0.0.212? | Tell 192.168.43.191
E14.3

o A NIEEM S s e NSt xfrr ) ABc /248 L 8.2.2 75 .

ARP 1R B K H B MAC Huhlk— 2 #hhl, EHUEH ARP ISR BG4 &l
FaE IP HuhEA MAC bk, FPIZEH ARP IGRER Az ik, H ARP i wiydi. H IP
bk sk Py 2 5, ALK & AT ARP B RAiEJK Y

FLEEZ2RE T SNMP PETERAF BHLAWT R Y ARP KRB L, SKERZR IR — LAN P
250 (AT ARP 434D IEAT LL 5047 % th s B 218 A 42 11 (LAN 1) AR IE G 9 ARP
i, Rk, # Wireshark FSE L B L8 A7 4E ARP 9IS, RO 2H ANFERENK
i, JCHEE T ARP WREHE k. 25 ARP T I A A TEILE 8 7.

14.4 RMICMPHITCP SYN/ RO

PR ARAME B REEA W 28 SOLGENSREAR AT 0, H A2 A IR &b EHLE 1P
Bk R 55 s P AT [R5 105, DU HG R A S8 ) 2R 0 N R P 1R B R AR

2% AT BN 1, A AR RGN H I 55 b O £ B i ) D L I, AT

@ ¥FHHE: 50 “ARP sends broadcasts to the network asking for the MAC address of a specific IP destination. Anything that is
not according to this pattern should be considered malicious” . X584 RAMTIN S, XK.

=i =S S0 {385}
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TR A NIETEX M2 AT . B S Pl B A 22 E B LTS L RS (Security
Information and Event Management Systems, SIEM), R fg/E N RSB, A prs &
5 IPRBEA AT P ZSBEATFA RS, )R S A 2 Bk () A 05t e g 20T F b 5 22 5 Wireshark 3=
WL, AT 4T

FALR I B, R LN BB TS
1. 7E BB R s Hh Bl O 5 222% Wireshark,  3EATHEL 08T o

o ¥ Internet HERAINIE, HLIROKIIARH, HE Internet BEH 5 A ASHAHL L TF i
VB GINRE, HeEP: Internet BEB (13 1 ARV 552 17 4% Wireshark 4L

o B I RO XSG MRS AR UT I L TEIRAL NS, THAENR 55 St A ACHpL
T VBE R DIRE, REIEHAZR S5 2% i) s 9 R E 7 2 Wireshark AL

o 5 PR X e Rl RS U 1) R ARAR NS, RV EE 4
TGt A5 X 4% 1) WAN B 4 1) ¥ B B 5 /) &2 Wireshark ML,

2. {EPNALIN, 25 Wireshark EALEL Wireshark Bt 35 22 H N, WIFR A Al e & B i &
Kb W7, DR TEATMECLELE. BR, w4 5C0 Wireshark K 0F CGEEFHEL E ML)
OS 4 Windows, 1% Ctrl+Alt+Del 4148, sl (1558 #3424, 7657 H 1K) Windows
RS RS B P45 Wireshark.exe HERE; 474 UNIX, i5HUT kil @4,
245 Wireshark ZFIBERE), PR AZIRAT, R B A DL A SO T 2R RAFAT
BB CRARRECE i ILs 1 55,

3. PWMBERFE AL/, HEFEEHKER ICMP 8 TCP it (HHTHID.
DRI, Y4 90 2 38 57 49 F e 1), 540 FH Wireshark #1040, 04 BE BT 216 22 5k i AS B ) ICMP
/sy, TCP Al . BLAs LAk I LA I

4. K 144 PRk MOS80 2 BRI L% . AT RS SO U R 2 v i BT B
S, AT T ) ot S 2 I R SS g (] 14.4 TR IRAE R A I, BRGE R .

o CYVEETEREAN AR, S 2 N 2 B IF Wireshark EHL (Wl 14.4 o), 40

BT 20 BT AR AR AT P o0t s 25 1 WAN 45 % BRIy, KRB«

%7 FH KI5 ) ICMP echo request £ (@), Z & UiiX %L ICMP %

@ PHIE: JFSCR “If remote offices become slow, port mirror the lines to them” , E{¥ 0“3 e fEIpsiabAste, s D548
WLk o
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192.168.110.0/24

=
Wireshark
FEHL

E14.4

Pofl “ S, SRRSOV 1P Mok 4 #85E T 1P M 4% 192.168.110.0/24
(@), ENHEK 1P Ml HAE/\T] (@), FTIXE ICMP H i)
HE IP sk B A A8 \0T, #E LK 14.5 Fros i Wireshark JIUELEL5F

TACE F g IP kit (2)
A
19%?»“‘{6](;.1 10’.’0%4 HAEAT]
- Source
0.0000% 192.168.110.%

Filten|

o Protocel Info

1 192.170.2.218 request d=0x0200,
2 0.001541%192.168.110.58%(192.170.2.203 ICMP Echo (ping) request 1d=0x0200,
3 0.000458 |192.168.110.189 {192.170.0.230 ICMP  Echo (ping) request 1d=0x0200,
4 0.000013 |192.168.110.69 |218.88.25.157 ICMP Echo (ping) request 1d=0x0200,
S 0.001561 (192.168.110.76 |192.168.37.86 ICMP Echo (ping) request 1d=0x0200,
6 0.000015 |(192.168.110.12 |[192.169.204.227 | ICMP Echo (ping) request 1id=0x0400,
7 0.000376 |192.168.110.5 192.169.254.156 | I¢cMP Echo (ping) request 1d=0x0200,
8 0.000639.4192.168.110.67 4192.170.6.10 4 ICMP Echo (ping) request 1id=0x0200,
9 0.000912 |192.168.110.56 |192.170.2.185 ICMP Echo (ping) request 1d=0x0200,
10 0.002516 |192.168.110.63 |192.166.52.9 IcMP  Echo (ping) request 1id=0x0200,
11 0.002113 |192.168.110.70 |192.166.2.180 IcMP  Echo (ping) request 1d=0x0200,
12 0.001146 |192.168.110.68 |192.166.2.165 ICMP Echo (ping) request id=0x0200,
13 0.000826 |192.168.110.60 |192.166.252.185 | IcMP  Echo (ping) request id=0x0200,
14 0.000411 |192.168.110.66 |192.169.214.11 ICMP Echo (ping) request id=0x0200,
15 0.000631 |192.168.110.82 |192.169.221.203 | ICMP Echo (ping) request 1d=0x0200,

NANANArs Tann ar6 aan £ Tann a9n A van B s PP WPy OGRS - 24 n.nnnn

E14.5

o AP 14.5 P Wireshark #1032 & 1 #iis (512 X UL Time 1,
AR B, Wireshark HIUEX 21 () ICMP echo request £k (0, 22 7] it s T ] B AR 4
U ) 248 T S AR I I, DU $ADh 2 A TR N ] A A 38 25 SR M PR Dt o

o sl Wireshark #VEL 3= %7 1177 [ Statistics 328, 14 Conversations S 5L17,
Conversations 7 <= rZl#H, S IPv4 5725 (@), T LIS H| & 14.6 FF
Nip-¢ 8

10

N .
SR Kensuke(18319066421) =152 - B87-



S ATE:

.
zE
S
[ Conversations: 6 - Ping Warm Atack.cap - - BN
. 3
[ Ethemet: 27] Fibre Channel [ FoDI] 1Pvé: 26331 [1pv6 [ 1Px:a [ 1x74 [ nce [ Rsve ] scTp Tp: 27 Token Ring | upp:a [ use [ wan]
IPv4 Conversations
Address A 4 Address B “ Pacl ¢ Bytes 4 Packets A—=B 4 BytesA—B ¢ Packets A—B ¢ BytesA—B ¢ RelSi ~
192.168.110.12 192.169.204.227 1 106 1 106 0 0
192.168.110.12 192.169.204.228 1 106 1 106 0 0
192.168.110.12 192.169.204.229 1 106 1 106 0 0
192.168.110.12 192.169.204.230 1 106 1 106 0 0
192.168.110.12 192.169.204.231 1 106 1 106 0 0
192.168.110.12 192.169.204.232 1 106 1 106 0 0
19216811012 192.169.204.233 1 106 1 106 0 0
192.168.110.12 192.169.204.234 1 106 1 106 0 0
192.168.11012 192.169.204.235 1 106 1 106 0 0
192.168.110.12 192.169.204.236 1 106 1 106 0 0
192.168.110.12 192.169.204.237 1 106 2 | 106 0 0 o
m L
¥| Name resolution Limit to display filter
ep | [ com | Follow Stream u

Q

%

E14.6

7E Conversations % (1) IPv4 #3251 N, riihi Address A%l (@), ibiZAnss
TP IP 2545 (IPv4 Conversations) %95 IP MihbHEF . bRV 4C AT HH
%, ATLLRIL, JREESEH ) ICMP echo request B A0 (s 1P Mk 455
FIP 7 192.168.110.0/24, H ¥ 1P Huhb Fide )\ (& 146 HEWRT
IRZ FH ) ICMP echo request Z0di Lt — N4y, EATIIYE 1P Huhl# 2
192.168.110.12, H K IP sk BAR L AL /\[T, HERE T IP M
192.169.204.0/24, a2, FHL 192.168.110.12 1EFELLA % ICMP echo
request 2 i 77 3, FH H B IP -k 192.169.204.0/24)

R R T R R R e SR TG HUR RS2 & ICMP echo request
e, SRR MLE, AT EAX AT RN, (B ik
HUREE, ARJFSIRENT 1) ICMP 34 HpLonli s 19 268 18850 SR L) g 244 )
7 WAN SEK 1F 2 S EEk3E ) HA #) ICMP echo request 2t (i 5434 AN HEY

WL Wireshark B2, KIMEFHERE (FBERFE) LRFREX

£ ICMP echo request BB, WMPNENRE L, XEETEELE

7 SNMP MEBRHHNENERZENE RS, BB UTREERLTERR

BENFEV RS BAEREENMLE,

5. TCP SYN 45 3 ob il WK By o RISy T B, Bodi & AWk i SYN
PRACALE 1. H S 5 T8\ T T TCP RIS L, &84 CRWrAH N 3w Hi)

@ #HE: 5 30E “This worm simply scans the network with ICMP requests. The moment someone answers, the worm infects
him/her also, and after a few minutes, all communication lines are blocked with ICMP requests going out of the remote offices” , ¥

SCHIE

—[388

| =N1==N N o] Il 1Q7240n 44 e el [Tt S ]
Fr U T L IRRENSURE( Too T5000%2T) T 152 RTX



B14E

HLIEIE SYN F1 ACK Frid iz [RIHE 1 % TCP #ify., — B2 T [HE (H#sID,
Yok n] DARE—30 5t LA F Bk T Be o

o B T gka ki SYN FRic i B 11 TCP s, WAt CIEWr B Axvm 11D
Z U EAUAE SYN FI ACK ARic A [FIE 1 % TCP Al , (HBu % 4
AsEISE ACK AR A7 & 1 1) TCP Hdlat, XU LE F AL 2Btk FhL
Z ST % 46 TCP 2 T34 (half-open connection). fiitAT =1 H 2,
B2 W EHLI RN SRS, k) DoS Buiti it — .

o FPEEIR ACK ARic L 1 /) TCP i, LUEW =R T, 5%
dr EHUESL Z A TC M TCP E#E,  HMFIFER AR Sud BN BEI, i
# DoS Bl (R R -

6. ML Z TCP-SYN Gt , H Wireshark U6, 7RG 7 11 b i) Bedf (.41 &
DI i L 81 ) Bt A ORI 25 55 N DL s — 2

@ {E Wireshark V6L 1% B AR IX B0, TR H W AL 2B
i EHL B END ZH 2 A SYN bricfr & 1, s 05 JLF—3,
B H #3515 &AM AR TCP 2R 80 . PR 2 Bty AR MW AH Y
(¥ TCP 3ifi 1, W 4E TCP R R BIR W2 LA AR, fnlel 14.7 Fios”s
Ko ML 1P okt Wi bl 1P okl SYN ARCHLE 1 89 TCP ik &

Filter: ip.addes 17210466116 = | Bxpression... (| Seve

No. Time Sowrce Destination Protocol Info
17984 0.000061 192.168.43.191 173.194.66.116 TCP 50991 > 714 [SYN] Seq=0 wWin=1024 Len=0 M
17985 0.000083 192.168.43.191 173.194.66.116 TCP 50990 > 11110 [SYN] Seq=0 win=1024 Len=0
17986 0.000064 192.168.43.191 173.194.66.116 TCP 50990 > 1198 [SYN] Seq=0 Win=1024 Len=0
17987 0.000071 192.168.43.191 173.194.66.116 TCP 50990 > 50300 [SYN] Seq=0 win=1024 Len=0
17988 0.000067 192.168.43.191 173.194.66.116 TCP 50990 > 5002 [SYN] Seq=0 win=1024 Len=0
17989 0.000070 192.168.43.191 173.194.66.116 TCP 50990 > 6002 [SYN] Seq=0 Win=1024 Len=0
17990 0.000063 192.168.43.191 173.194.66.116 TCP 50990 > 9081 [SYN] Seq=0 Win=1024 Len=0
18109 0.794487 192.168.43.191 173.194.66.116 TCP 50991 > 6788 [SYN] Seq=0 Win=1024 Len=0
18110 0.000160 192.168.43.191 173.194.66.116 TCP 50990 > 15742 [SYN] Seq=0 Win=1024 Len=0
18111 0.001761 192.168.43.191 173.194.66.116 TCP 50991 > 79 [SYN] Seq=0 Win=1024 Len=0 Ms
73.194 T > =0 Wi

E14.7

o 7F Wireshark $VE = & £ 4 3R X I, rTRE S WL 2K TCP £k fu.:
BB IGE B Z B0 L (R D K2 SYN bRidfy &
1, Hs 5 Rk, (B H g 05 ) LF 801 TCP i 8dity; 2
TRV BN BRI RST bRid & 1) TCP £diifu, Wil 14.8 it
TRe ZJCASSAEAEIX RO, & KA 32 Boks MU « 5 7 568G 107 Kk (B
A AT e AT S Bt ML OS TR K0, AT mT e 22 B AR W 4%

@ PFvE: JRICE “You will see many SYN packets without any response from the node under attack” . 30 /4

FEE = EEEIRR [389]-



ANERE

FEIRELERG KBS, B KA Z B EMLRIE T RST #rid L& 1 i) TCP
Bamts, LUAFIPGEPRER TCP R H .

Filter: Inbns and ‘icmp and 'arp

v tpresmon.. Clear 5opy Save
Destintion Proeocel A (935 115 445 Fi1 139,
“ O B

- LR R A SRR g L B H SYN It 1 it TCP
0. 178676 192.168.43.191 194.90.1.105 FIHE AR
0.001176 192.168.43.191 194.90.1.105 8TY &
0.058867 192.168.43.191 194.90.1.89
0.090965 192.168.43.191 194.90.1.89
0.007015 192.168.43.191 194.90.1.105
194.90.1.105 192.168.43.19
U 011.19(3 194.90.1.105
3 19 0.1.89 22 .43,
194.90.1.105 192.168.43.19 ?
194.90.1.89 192.168.43. ] > ST, ACK] Seq=1 Ack=1 win=0 Len=0
192.168.43.191 194.90.1.37 TCP 6866 > 445 Seq=0 Win=8192 Len=0 M55=1460
E14.8

7E Wireshark $IVEL 3 1 3R G X380, AT RES R WL —Y5 1P Mkl (X
i FHLE 1P Mk [ #— H 9 1P Mokt (2 80 EHUA 1P Mkl & H £~ SYN
Fridfr & 1, (A H 85 5 S AR TCP £l ta, Wik 14.9 . Aid,
2Bt L G 145 (Eeln, 1¥] 14.9 T TCP 111, 113, 118, 1421,
1422, 1423 % 11) M5 RST 7% 1 (1) TCP #dlifu, Pudidrbriss; ST
FAh—teig 5 (Eeln, P 14.9 i TCP 135, 139 i) A& SYN Fl ACK
FRid Az ISR 1 ) TCP #edlitd, 1Rl 5ok B4R S TCP 38, /iy Fh
FEIAE R 32 B0 AR WET TCP 111, 113, 118, 1421, 1422, 1423 i 11 (5,

Bty [ ANTE BT KA I E 2 51D s G — R b2 Rk 32 8ok E LT 7
TCP 135, 139 uify 1, HLBJ5 KEETF I T XX 5 sty R0 i)

Fiter: [+] Expression..
Ne. Tune Source Destinaticn Protocol Info
100 V.UULL/L A9L.100.1.4VL0 AL, 400,411V 1o 4410 > L1l LOYN] SEQ=U] WIN=10304 LEN=U MOO=140V
187 0.000153 192.168.1.103 192.168.1.101 TCP 111 > 1416 [RST, ACK) beq=1 Ack=1 Win=0 Len=0
188 0.000486 192.168.1.101 192.168.1.103 TCP 1417 > 113 [SYN] Seq=0|Wimn-1£224 ien=0 MSS=1460
189 0.000141 192.168.1.103  192.168.1.101 _TCP__ 113 > 1417 [RST, ACK] se Nin=0 Len=0
190 0.001459 192.168.1.101 192.168.1.103 TCP 1418 > 118 [SYN] Seq=0| Win=16384 Len=0 Ms5=1460 |
191 0-00016% 192.168.1.103 | 102.108.1.105 | Yo 118 5 1418 [RST, ACK] 5eQel ACKol WincO Lenz0
192 0.001194 192.168.1.101 192.168.1.103 TCP 1419 > 135 [SYN] Seq=0| Win=16384 Len=0 M55=1460
193 0.000179 192.168,1,103 192.168.1.101 TCP 135 > 1419 [SYN, ACK] Bicjpii TCP 135311=17520 Len
194 0.000024 192.168.1.101 192.168.1.103 TCP 1419 > 135 [ACK] Seq=1| Ack=1 Win=17520 Len=0
195 0.000608 192.168.1.101 192.168.1.103 TCP 1420 > 139 [SYN] Seq=0|win=16384 Len=0 MsS=1460
196 0.000170 192.168.1.103 192.168.1.101 TCP 139 > 1420 [SYN, ACK] 5 cJpikiyTCP 139 5n=17520 Len
197 0.000020 192.168.1.101 192.168.1.103 TCP 1420 > 139 [ACK] Seq=1| Ack=I Win=1/520 Len=0
198 0.000955 192.168.1.101  192.168.1.103 TCP 1421 > 156 [SYN] Seq=0| Win=16384 Len=0 MSS=1460
199  0.000195 192.168.1.103  192.168.1.101  TCP 156 > 1421 [RST, ACK) 5eq=1 Ack=1 Win=0 Len=0
200 0.001017 192.168.1.101  192.168.1.103 TCP 1422 > 179 [SYN] Seq=0| Wi- >+ +en=0 Ms5=1460
201 0.000147 192.168.1.103  192.168.1.101  TCP 179 > 1422 [RST, ACK) >elMUMBdEMy:n=0 Len=0
202 0.000446 192.168.1.101  192.168.1.103 TCP 1423 > 371 [SYN] Seq=0| Win=16384 Len=0 MsS=1460
203 0.000139 192.168.1.103  192.168.1.101  TCP 371 > 1423 [RST, ACK) beq=1 Ack=1 Win=0 Len=0
204 0.001253 192.168.1.101  192.168.1,103 TCP 1424 > 443 [SYN] Seq=0 Win=16384 Len=0 MS5=1460
&14.9
@ B#vE: JESCRE “You will see many SYN packets when a TCP RST packet is sent as a response to each one of them. This is

usually when you have a firewall on the device that is under attack or will be attacked” . 30, WA AN ZiEHEIE.
@ PFFE: IR “You can also have consecutive SYN and RST packets. When there is a port number that is opened, you will see
the complete SYN/SYN-ACK/ACK when the scanner opens connection to the victim. This is illustrated in the following screenshot” ,

FXW, A%,

—{390

HIRIE.
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B14E

7. franpisg Wireshark JVE) %7 HEHE AR IXCEL, SR E RS o, #
ICMP $clls CLii b7 B, WIBAT AT REAEAE ICMP 93547 0. BRI, T 8ER & ICMP %l
AL EARSETY ACMP i (AR ICMP Sk R 7 B RS BBk 2K, th
ping fir il 2 ) ICMP echo request £k 0 -2 ICMP 4 a7, HoAhH W) ICMP
B AL IE 55 ICMP echo reply AT ICMP timestamp request 25 14%). ICMP %3 (011
J5IH P HhESE . 3R ICMP B G i3 1P Ml —,  H 1 1P Huh-A A T (L
U1, A 194.90.15.1 4% 71 45 194.90.15.254), F H. ICMP %4l (1925 A& ICMP echo
request il /& ICMP timestamp request, A IAE & ICMP &= 414 .
o FPMRBERI L P AEAE ICMP SR RRIAT R, RTSEAE Wireshark HIVEL 3% 1)
Filter S ARZ N HA Wit yE XA iemp, FiiEH ICMP &, FH31%dE A
H| 2 X sk b a5 f Destnation 41, il ICMP $#is 4% H (1) 1P HuhibHE7 o itk
YE, AT LR S FIWT 2 547 E ICMP &S 434547 4 .
o & 14.10 I/ [¥) Wireshark 85 s T — ML) ICMP B EHHIAT N
e Cj s S (TG IOMP B T
C1asr  350.03985>  duiu.u.r  LAYasY : LEI‘J IP b1kl 7 request 10=UXL00D, SEq=U/U, TTI=4/
21595 536,943169 10.0.0.1 194.90.15.152 ICMP _Timestamp request id=0x4eb7, seq=0/0, ttl=41
10749 524,213695 [10.0.0.1 194.90.15.153 ICMP Echo (ping) request| id=0OxeScf, seq=0/0, tt1=46
11715 525.318336 10.0.0.1 194.90.15.153 IcMP Echo (ping) request| id=0xec57, seq=0/0, ttl=44
25000 543.548790 10.0.0.1 194.90.15.153 ICMP Timestamp request id=0x12b7, seq=0/0, ttl1=54
25112 544.107653 10.0.0.1 194.90.15.153 ICMP Timestamp request 1d=0xc371. sea=0/0. tt1=38
10750 524.213751 [10.0.0.1 194.90.15.154 ICMP Echo (ping) request | Jd=@xa‘ ff/Hmw P ik Li%s 4~ #
11716 525.318361 (10.0.0.1 194,90.15.154 ICMP Echo (ping) request| i | ICMP $ddfifa: D
28770 551.905402 10.0.0.1 194.90.15.154 ICMP Timestamp request +2 4~ ICMP echo reply ##iitl §
28838 552.007147 [10.0.0.1  194.90.15.154  ICMP Timestamp request | ids@%3:"2 T ICMPtimestamprequesty
10751 524.213802 [10.0.0.1  194.90.15.155  IcMP Echo (ping) request| jdZox9 Z#€ 5
11717 525.318387 (10.0.0.1 194.90.15.155 IcMP  Echo (ping) request [/1d=0x25d4, seq=0/0, tt1=43
31470 560.457512 10.0.0.1 194.90.15.155 ICMP Timestamp request id=0xfb5a, seq=0/0, tt1=49
31557 561.591617 [10.0.0.1 194,90.15.155 ICMP _Timestamp reguest id=0xb244, seq=0/0, tt1=42
10752 524.213836 10.0.0.1 194.90.15.156 ICMP  Echo (ping) request id=0xd657, seq=0/0, ttl=45
11718 525.321236 10.0.0.1 194.90.15.156 ICMP _Echo (ping) request id=0x289%e, seq=0/0, ttl=59
BE14.10
8. A MBI R ARG, T B m RN E AR Gl (13

M, Ki% TCP HI B . Wi Ud;, £E Wireshark FIUE 3= 7 11 50k (.47
T X rp 2 R LL MR

o NetBIOS FA#i: 7t Wireshark JIV 3% N I EHE AR X, &/ T K
RAT NetBIOS A5G F1 ) TCP 4 288dE ..

o HTTP 3#: 7 Wireshark #IU £ % L MEEE @A R, 26 B Uatk#
SeAT R IR H 3 145 0 80 SYN FRICALE 1 1) TCP 13 siatd; #19

@ PFvE: JRICE “Inthe case of application scanning, you can have various types of scans” . 324,

FEE = EEEIRR 391l



BT HTTP RS SRS, 3K BB B 5 R H ) HT TP 33 sk i 40

s SMTP 3a#fi: 7F Wireshark I 3 & D BHE AL XA, F ILKEN
H i 15 8 25, H SYN briddiz & 1 /) TCP £idifd .

o SIP A#i: 7 Wireshark V0 1% LB A R X, &S KRR
5060 it 1) TCP F4i 25540,

A B RIAR N F RV 4T 4, 78 Wireshark $1VEL == & 0 Ecis G AR a2
B B RAT AN H 1% ) TCP 3 .

KEFAAR T g (P 2 . Jeib4T ARP 948, FE3HT ICMP 44, )5 4T TCP
oY, UDP iy 1494 . 96 Boas (7 R B AR T 8, a0k gl

> Wik T ELE LAN WHUT ARP H94 (LU %70k ARP i sk B fu,
DU PR [A]— LAN At 3 2% 1 1P Mkl T MAC Hihik) .

> W E L TR E— BB 1P MZO34T ICMP $345CR H ICMP echo request
o, USRS Z M4 9 ML RN .

> A7 ARP H#i R ICMP HHERETGF R ILA 2 Rl R, B @i 4 TR X &
CERIZA) B 1P kit H 3 5 A1) TCP/UDP $A5i 88 40 . 4 R HAT
WM TR T A (skfe28) TCP/UDP St 1, WMy &xdksi ke sh (5 uki
SART IR N R

> AT R, BolhE SR AR TR AR SR dr e (AR I8
s, DUt AR .

KEFCF RN RGN R GE (IDS/IPS) HBHE UL/ 8% ICMP $131 40t
TCP i eits, LSS LA AP R Bt o 1 6 Brs 3 S R AE W 4, T op 2%« HUZEAE Internet
B L8 IDS/IPS, Bl ANGHE T IDS/IPS 111 ISP, — M H#lAS A AT RE 57 Lk -1 1) Hobl
IEREPLG

IDS/IPS $#iaE 7 Aok o v S LR S,

@ ##vE: JESCRE “Itlooks for SYN requests to HTTP port 80 with HTTP requests later on” . B AZ, H45IE.




B1AE

> 3T NetFlowdflow (1) IDS/IPS: U % KIS A RGE LR . 1L 1DSAPS
ERT DL SRR R, T DI TR 1P Mk, VIR BV ) Bl
%, BLERUET ISP 9SS HF R

> TR IDS/IPS: STARIR R A N AR AR S s R R, AR A R
SERBATIE R E T
H B AR P 2812 5 1 2 A e 8 AN AU T P IR e i e, DA S 40 B v
o WERSCE RO W 14.6 TS0 REAR RS X B PR B T IR AR

FEANA RUBHIE R T Internet I, BEAZE Internet i1 7438 IDS/IPS, EABMNEE T
IDS/IPS 1 ISP Hiii§ Internet 5. BARBH 1 i N AR R BT, B T B ™R AT A B il e
M2 A MG DAL, B Bh e Byl Chhin, SRERAFRIBT KA

N B R 2 4 SR, LA A AL TR T RS BT I B S AT R R
. S SRR 245 BAE Internet R TT A, B4 HI LT R
http://www.cert.org/work/organizational_security.html
http://www.praxiom.com/iso-17799-4 _htm

http://www.sans.org/reading-room/whitepapers/policyissues/1331.php
http://www.sans.org/security-resources/policies/

14.5 RIDoS/DDoSHE

KRENFELRS (DoS) AT AFELE RS (DDoS) Mkt H i, ik H i i ASBAH]
DLIE 5 U5 18] () S SE R 28 B8 IX S8 8 2 U T R BT o
> BEERERIE: Buhia AR “ER” 5 Uk 5 DoS/DDoS Hili, ik 7e
AR RERS, TEURERSIHZE,
> N MRS EE (Web iR Email BRSEE): By IR R & 5h DoS/
DDoS Brahr, il2e 3 0 2 b TR a R A1 I 4% IR 45 R AR 55 o s DLER Fe AR R, ekt
B PR IR 251 3K o

TP LR Fh A s, A AT RE Ak DoS/DDoS My 5 b4t Moy 2 2
i BB (A 28 B 55 A A BERE ) (AR B, IR B THEZERT T Vi A H RS, IR R4 e T A

V V V VY

@ ¥FHE: JFOCE “NetFlow/Iflow-based IDS/IPS that identifies massive traffic coming from several sources; they neutralize it by
blocking it or changing the routing tables to disable these packets from getting to the ISP network” .

— =i EeKensukef 183190664 D TS A SRR (393



Fx % DoS/DDoS Hii.
AT 4L LK) DoS/DDoS Biidi, [Fl i 2y Uil S UL 1 EIX L BT

MBI (R, JEACEERER . BRI S5) TRARTCTE VT 1) sy i) 3 L R AR AR
MR, XA ERE AT NI XS H % 3 DoS/DDoS Kiili

FERFE T 2 B K 28 DRI 2 )i T BOVARSH OCUR LI E [ 22 Wireshark AL, 530
Wireshark P, JFAGHMEL. A2/ 41U R ULIK) DoS/DDoS Mity, [FJIN 2 4Hid 4 H IIFAL

WK Wireshark EHLEAN LAN 28#eHL, fE1ZACHML_TT A o DBR I RE, Byl vl gl
%% D0S/DD0S Ttk (1 94 2% ¢ Y5 it 7K 32 1) & B0 ) &2 Wireshark EAHLY. — &S, mlfciEs2
DoS/DDoS Bt 1) W 48 Bt AN & — & BL 44 LD Mg R AR 45 4%, At 4k D A AR 1 v 11 B 46 o
MR, BB AT DU SR TCIE VT n) BR U ) 3 B 5 AR AR {1 FEAAT AT 19X 4% 5 U
1. Y—Zl SR (Lbhn, —%% Internet 551%) FRZIE NS, HF Wireshark WA M
g%, Bl VB RER, KIS ABERS FIT AR R U L E W) 42 Wireshark 4L
o 145 Wireshark $UEL 3 7 I EG (81 & X8, GHATR YR IP bR AN &

> P 1401 B R BN TR 6 IS BRI

MR IR 1P I -1 JIiAT AL F 1 Sz) Hig TCP i Sk (3

[No. Time Source Destination Protocol Infe

1 0.000000 1.1.164.98 94.23.71.12 TCP 44129 > 6000 [SYN] Seq=0 win=16384 Len=0
2 0.000011 1.1.164.99 94.23.71.12 TCP 44130 > 6000 [SYN] Seq=0 Win=16384 Len=0
2 0.000011 1.1.164.100 94.23.71.12 TCP 44131 > 6000 [SYN] seq=0 win=16384 Len=0
4 0.000011 1.1.164.101 94.23.71.12 TCP 44132 > 6000 [SYN] Seq=0 Win=16384 Len=0
5 0.000012 1.1.164.102 94.23.71.12 TCP 44133 > 6000 [SYN] seq=0 win=16384 Len=0
6 0.000011 1.1.164.103 94.23.71.12 TCP 44134 > 6000 [SYN] Seq=0 Win=16384 Len=0
7 0.000011 1.1.164.104 94.23.71.12 TcP 44135 > 6000 [SYN] seq=0 win=16384 Len=0
8 0.000011 1.1.164.105 94.23.71.12 TCP 44136 > 6000 [SYN] Seq=0 Win=16384 Len=0
9 0.000011 1.1.164.106 94.23.71.12 TCP 44137 > 6000 [SYN] Seq=0 Win=16384 Len=0
10 0.000012 1.1.164.107 94,23.71.12 TCP 44138 > 6000 [SYN] Seq=0 Win=16384 Len=0
11 0.000011 1.1.164.108 94.23.71.12 TCP 44139 > 6000 [SYN] seq=0 Win=16384 Len=0
12 0.000011 1.1.164.109 94.23.71.12 TCP 44140 > 6000 [SYN] Sea=0 win=16384 Len=0

E14.11

o AR P M hEXT TR K Hs WO PSS, FTRAE % T Wireshark 4T

© PFFE: JRICE “Connect Wireshark to the network with port mirror to the port of the resource that you suspect is exposed to
DoS/DDoS”

@ . 30 “I've port mirrored the server, and this is what | got” . VEZ R ISZE VLB S 458G, Bod < Hk T RS
e, ANHREESI LN, EICEE.




B14E

B RN P Hiht 94.23.71.12 F T E0di 40, Y8 1P bk a7 = AN 770
—Wi—FE, MG — AT AR PRSI .

W TP 1411 38T LA, R 0 TR I ) TR R A A 1 11~12 §3
~ Pz 8] (VEEAE View ZEHLY) Time Display Format 32 5010 P % 1 2
Q Seconds Since Previous Displayed Packet 32 ¥.07%), LS H4ME T
DL RE R AT R 16 1 SYN ARIEALE 1 TCP 3L, 1 &5 b £ i/t
XAAE R A DoS/DDoS Mt .

W
e

o T IEER AR P bR B R, IR EMER) T Statistics SR
Conversations I H, KEEEANIF) MAC Huhl B4, 1K 14.12 Fior.

o WK 14.12 "740, SAHEIE 1P HuhEARXS N MAC itk Ay, Wk eAE
FIRFE IR & IR 452511 MAC k.

I Conversations: test_00009_2013080618503 " b ]

Ethernet: 4 | Fibre Channé‘.l FDD}] 1Pvé: 11904[ I'P.'él IPX I J.J»’«l HCP[ F‘S.’F‘[ SCTPI TCP: 11901 I”'\Cl:('n F.mg] UDP:ZI USE’] WLAN

Ethernet Conversations

A 4 _AddressB 4 Packets ¢ hJ =B ¢ =B ¢ Packets A—B ¢ BytesA—B ¢ RelStart ¢ [
Intel_10:35:7f Netgear_40:ac:46 11901 642654 11901 642654 0 0 0.000000000

Wistron]_ae:77:69 Broadcast 4 368 4 368 0 0 0.413813000
Intel_10:35:7f Broadcast 1 227 1 227 0 0 0.423689000
Intel_10:35:7f Wistronl_ae:77:69 2 148 1 74 1 74 0.462937000

1 »

| Limit to display filter

v Strear

E14.12

ALIVE 1P HuhERIJE MAC Mtk 2235 T 3 Sedi ik RGN K T
LD RMUREE T, T A A U 1P S A A LT BE 1P Mk () 24
E Ry, (HIXSELA R MAC HUEE— 5 S L R MAC HihE®,

.\'Q FEINHN T PR SE LS TCP SYN F1H54E F B (i, AT 414% & s

2. TCP SYN H#ith il fE M AR RS, i, FI/ET TCP SYN H45 5

FIYE 1P Hhht R —A, @l 14.13 froR. XRG4S EA —: TCP ki#+ SYN
FRICAI2E 1, HE TCP i 15 FAe )\ T eIk, # ] Wireshark #1464, 455022
DU =P Bl A 1 —Ff o

o HEEINEIH T TCP SYN 4 i Hdi£0. .

@ ¥HHE: 50 “Check for SYN scans, and verify which IP and MAC addresses they are coming from. It can be that a worm is
generating source addresses that are not the addresses of the host” .

FbiteKensuke( 18319066421 = R HHRR 395}



ANERE

o [T TCPSYN H#IEH B2 4b, EREPNE] S FA6 V) TCP T E
(reset) HHEM.

o BEREPNENE TCP SYN HEH B, WHAEINRISZ Mk EHL S Bk L
[a)g S TCP = k4B F 4 TCP Fifu.,

3. LURFT#h FiR TCP SYN s o] g it il & Fh o 5.

o BUZHAENNENE TCP SYN Hfiif H A e, M2 X BNV DI iis.
EEINE] T 2B BV A 5B BNV TCP =R FROSdat, %
Tt i 25 45 W 52 52 W] o

o HEWSFEVSZBEFENZMET T2 M TCP iE#H: (SYN/SYN-
ACK/ACK) H2TTiE#R: ((SYN/SYN-ACK), Jo & mia K A B s AE Rl Ak,

o & 14.13 iR — R P ALY TCP SYN 4 Bk o 440 A 4 o L 2 e i
EAFBEHNS , B 55 4945 1L BRI S5, A7 2460 T DoS/DDoS it

— — neT 03 Jii > TCP SYN 3
- FH AL

E14.13

14.5.3 EEERE

EZRSS (DoS) Bulifty H il UsAm LLYT I ) 2%k 55 ATVl . DoS B f) sk
T BUE SO AL B I P 2 IR 45 B CEutun, W2 JIRg5 DSk R I LK CPUL A %8
D, GRS M E W RS

DoS Hiti ik — A —A, 1 DDoS Bl ik el LA R Z .

14.5.4 RiBEIMR

DoS/DDoS Hrati A7 N ARME S 52, A D B eki A2 K S Br i iy e K AR R IO B i i “ Phke”
IR 28T
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1. FTLAERRE N FHIAE BRI SR A B 2% 15645 1) ICMIP echo request it (ping £2).
2. W LLOAEE A T Web A4S w1 BRI LS GET VA HTTP 1 R Eds ..
3. TWLIth3E K SNMP GET ik #intu

U, FEAURIL DoS/DDoS Xy, AMHEEE I ATEEE R okIR, edHE, B
RIETFTMILNTE. Kl 14.14 Fros) Wireshark #5# 7~ T /E# H Follow TCP Stream A7 8¢ 1.
WiThae, FRAER—438Em TCP Al

— —=

[ Follow TCP Stream T=nro

——
—

1 Stream Content

GET / HTTP/1.1
connection: close

User-Agent: Mozilla/5.0 (compatible; Nmap Scripting Engine; http://nmap.org/]
book/nse.html)
Host: www.ndi-com.com | I

i
HTTP/1.1 200 OK St ERLAY A [ AE GET Jiikny HTTP iK% ] ‘

Connection: close Yol Nmap $3H#iF2 R Ak
Date: Mon, 26 Aug 2013 10:40:22 GMT oS R

server: Microsoft-IIS/6.0 [
X-Powered-By: ASP.NET [
Content-Length: 23527

Content-Type: text/html; Charset=UTF-8

set-Cookie: ASPSESSIONIDQQQRRQRA=PCMPFEJIBDILFFMHIOCNKCAEB; path=/
Cache-control: private

Entire conversation (23958 bytes) '] ‘

Eind Save As Print AsSC EBCDIC Hex Dump CArmays 9 Raw h

Help Filter Out This Stream | Close J

E14.14

14.6 RIWSHTCPHIE

2 TCP Mk R Hti # R R LTI 1) TCP A, k2 BGh B & A A i 2, 5%
BAE LB SERIL O, BAREREAL 294 R4 b (K5 B4 Iy KRG e YU T B e SR ot
(EAEE AN AT o 0 HAS R 2 4

VEH B — A B I 2 A h AT HERR AT 55, 0 AR 30238 T Wireshark 12810 A%
NIZMSs, IR E. 1, FE S INAERLS] LAN A8, B
P ARG, oA R BRI Re, A I b3 OGS R 45 2 B A B 1 o 1 PR
HEHLE 1] 42 Wireshark AL, AFAILEHTE 1 Y

@ Ve Jaifiidty—a) “To look for unusual traffic, port mirror communications links and central servers, and check for unusual
traffic patterns” , BN “BERIURERE, DB BB EEE L O RES, ERERERERA” o EERUARESE,
B2 2 G, AN IES .
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7E43 M Wireshark JUEI A E I, 5 K8 TCP Wi & L4 LU ML, R v] R 245 AAE A B)
=g TCP Xtk

> HRIVTRKEHEM P MEAEE, B S Ta P, H ACK Fridhi & 1 TCP Hdls
4 (il 14.15 B, WeHAER ANER D4 N ACK Fif & TCP Bk, iXFh
Wi i H 1) 2 B R 2 85T ) TCP &

et LAY
Filter: — IP il e
[ Time Sowrce Destination Pretocel  Indo

itz
TCP 311

[ A5 TR =1, ACK bRithes
11 2R B4 EV Iy TCP Jfﬁ’*

252 0.000032 192.168.43.191 10.0.0.138 TCP 51752 > 1503 [AcK] Seg=1 Ack=1 Win=1024 Len=0
253 0.000023 192.168.43.191 10.0.0.138 TCP 51752 > 3128 [AcK] Seg=1 Ack=1 Win=1024 Len=0
254 0.000023 192.168.43.191 10.0.0.138 TCP 51752 > 19315 [Ack] Seq=1 Ack=1 win=1024 Len=0
255 0.000033 192.168.43.191 10.0.0.138 TCP 51752 > 1580 [ACK] Seg=1 Ack=1 Win=1024 Len=0
256 0.000026 192.168.43.191 10.0.0.138 TCP 51752 > 1066 [Ack] seq=1 Ack=1 win=1024 Len=0
257 0.000025 192.168.43.191 10.0.0.138 TcP 51751 > 9595 [Ack] Seg=1 Ack=1 win=1024 Len=0
258 0.001317 192.168.43.191 10.0.0.138 TcP 51752 > 212 [AcK] Seq=l Ack=1 win=1024 Len=0

259 0.000084 192.168.43.191 10.0.0.138 TCP 51752 > 512 [ACK] Seq=l Ack=1l win=1024 Len=0

260 0.000027 192.168.43.191 10.0.0.138 TCP 51752 > 10629 [AcCK] Seq=1 Ack=1l wWin=1024 Len=0
261 0.000027 192.168.43.191 10.0.0.138 TCP 51752 > 40193 [ACK] seq=1 Ack=1 win=1024 Len=0
2R7 0 0NON23 192 1AR 42 191 10 0 0 138  Tep  R1782 » 1083 Fark] Sen=1 drk=1 Win=1024 | an=0

E14.15

> EHRIT KSR O EA AR (HLln, URG. FIN R RST bric Az A& 1, sk
SYN H1 FIN AR A7 I & 1) (1) TCP Hdlat, WA e A7 AAE KB4k TCP Bifi.
14.16 FroR A NEPAT S K Xmas HFE B, Wireshark #1021 URG. FIN Fi
RST Arid iz Al & 1 1) TCP £t

Filter | ST O AP S
No. Time Source Ue‘n-:ubc-\ Protocol  Info
2190 0.026411 192.168.43.191 10.0.0.138 TCP 51889 > 1 [ACK g=1 Ack=1 Win=33554432 Len=0 wg
2191 0.025524 192.168.43.191 10.0.0.138 TCP 51890 > 1 Seq=1 win=21474sosso u
0_028932 .0.0.13¢ 192_168.43.19
2195 0.048204 192.168.43.191 10.0.0.138 upP s:vur:e pnrt 51930 Destmanm pnrt: 30282
2196 0.029788 192.168.43.191 10.0.0.138 TcP 51888 > 1 : Len=0 wWs=1024 MSS
2197 0.024198 192.168.43.191 10.0.0.138 TCP 51890 > 1[[FIN, PSH, URG]|Seq=1 Win=2147450880 ur]
2200 0.078040 192.168.43.191 10.0.0.138 UDP Source port: S E i port: 30282
2201 0.026694 192.168.43.191 10.0.0.138 TCP 51888 > 1 pa=0 Win Len=0 w5=1024 MS§
2202 0.024286 192.168.43.191 10.0.0.138 TCP 51890 > 1 seq- win=2147450880 ur
2205 0.080907 192.168.43.191 10.0.0.138 UDP Source portr ion port: 30282
2206 0.026051 192.168.43.191 10.0.0.138 TcP 51888 > 1 [SYA Len=0 wWs=1024 MsS
2207 0.025937 192.168.43.191 10.0.0.138 TCP 51890 > 1 ] |seq=1 win=2147450880 ur]
2208 0.173624 192.168.43.191 10.0.0.138 TCP 21462 > a . k=1 Win=2401 Len=0
000 68.4 0.0 TcP 63 > 80 = =1 Win=
E14.16

K 14.17 B T EbRCAL A ERE 0 1Y TCP st 72K sh4 2544 (Null scan) 1
2% TCP Yy, A2 AE X Fhbric r B A 77 X A B 1) TCP B,

398 =M1W N v ! 1024100 41 e (Tt Sw]
—| FFZU T LIANCENSURC(TOOTIU00TZ L) < = 1B EENXTX
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Filter: Bwn Cléar= Apply Sive

INo. Time Source Destination Protocol Info

1765 0.001671 10.0.0.1 212.143.212.143 TCP 47608 > 808 [<None>]
1766 0.006056 10.0.0.1 212.143.212.143 TCP 47608 > synchronet-db
1767 0 000166 10. 0 0 1 212 143 212 143 TCP 47608 > snpp [<None>]

u Frame 1766: 54 bytes on wire (432 bits), 54 bytes captured (432 b1ts) on interface 0
@ Ethernet II, Src: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73), Dst: D-Link_16:09:78 (34:08
+ Internet Protocol Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 212.143.212.143 (212.143|
= Transmission Control Protocol, Src Port: 47608 (47608), Dst Port: synchronet-db (610(
source port: 47608 (47608)
Destination port: synchronet-db (6100)

[stream index: 987] X
&mmmenmmu 1 (relativ P bRE L E O
Header length- 0_bhytes

F1ags 0x000 (<None>)

e—vatue—1072
[ca1cu1ated window size: 1024]
[window size scaling factor: -1 (unknown)]
# Checksum: Oxa3c9 [correct]

E14.17

> HRILT KEHER P HhEAE, B H 5 T3 e, H ACK R FIN bR ic A [
B 1 TCP it Canpd 14.18 Fros), MIAAEH NFE K814 5 FIN-ACK F1H5 ]
g TCP Yili o IXFh i) H S AR L @ r ) TCP & Resoxt H 1) E ML T

Eysy

=zt

Fater: [+] Bpression—

Ne. Time ource Dastration Protecel  Info

1133 0.092435 10.0.0.1 212.143.212.143 TCP 50948 > 545 [FIN, ACK] S@q=1 Ack=1 Win=1024 Len=0
1134 0.000199 10.0.0.1 212.143.212.143 TCP 50948 > 2005 [FIN, ACK] Seqg= 1=1024 Len=0
1135 0.000156 10.0.0.1 212.143.212.143 TCP 50948 > 57294 [FIN, ACK] S n=1024 Len=0
1136 0.018944 10.0.0.1 212.143.212.143 TCP 50948 > 1455 [FIN, ACK] ge frid =1024 Len=0
1137 0.000237 10.0.0.1 212.143.212.143 TCP 50948 > 9040 [FIN, ACK] g=1 Ack=1 Win=1024 Len=0
1138 0.000125 10.0.0.1 212.143.212.143 TCP 50948 > 25734 [FIN, ACK] |Seq=1l Ack=1 Win=1024 Len=0
1139 0.000178 10.0.0.1 212.143.212.143 TCP 50948 > 20221 [FIN, ACK] |seq=1 Ack=1 win=1024 Len=0
1140 0.000108 10.0.0.1 212.143.212.143 TCP 50948 > 11110 [FIN, ACK] |Seq=1 Ack=1 Win=1024 Len=0
1141 A ANAATA 1A A A 1 317 142 713 142 Tro CNOAR ~ ACTINAA fera  arvlUcan=1 Arb=1 win=10%4 ian=n

E14.18

14.6.3 RERIE

IR R AR g TCP Moy, JCARIENG M AN U K& RST 8 FIN £ 1 (ACK
£ 0 BUE 140D (1 TCP i ta, 494 H bR EHLT Rl & TCP i 1, H 2 MR
2 Gl T D @SR TCP & AR KEARic A B4 7 XU (1) TCP ¥, iJ:E
PR EHUC T3, DUk BFEL RS T H 1.

B K i sl IDS/IPS e UM BHA% 4K 2 KO i i) a2 TCP Xt

14.6.4 BIEMR

FEMBEE Yy, B Wireshark SEAT VAL TIN, B RTRI Y sl g R VL O 45 S ML il
PUEARFL, (HE e 2B B PR, b T4k 5 .

N == 41
f'-g/‘rj'_zl\u|>ur\c(18319000421) <= B~ (8 @'—



USELE: &3

RN 2 5P S B, 1575 ) Nmap.org UL [H] :

http://nmap.org/book/man-port-scanning-techniques.html

14.7 RIMBHUEM (brute-force ) BiE

FEARF R I e, S e S UM BT ek o B DT BRI e — AR LIS o T-Be, B7 X
SHNE BB, e, Sl AR A KRGS A8 . IRR I H S DL i

ARG, RS, — B SAE ML PO RO (tetn, A il
KRV, PIILIEAT 0 HAT 1DS S8 M4 22 a4 it A e 5%, sl i 495 A N B Y
FLAERKISAMI I ZE AR T

A MNBEA N AE W 2% rh S 2% D BB B, 3% DR AP BRI LUE A

1. 78 LAN ZZHHLEJR o DB Thne, BOERADG 1 GERE T gl MABE2 I 52 2 7 il
fipp T AR I 254 [ 1) )9 e T 17 &2 Wireshark 2471

2. BRI DNS FRIN ek, FFEEAEINE SOtk H DNS Wi, AF 400K A if) il Ay
FHL OIS 2% 441K DNS &l t1®. & 14.19 Jizn 1) Wireshark JIV SCAFfER T
— & icomm.com 15 DNS #&0 et . AHMERBL, Boeh ML AP Hihk 10.0.0.1) 1F
TEHAT DNS KM 7, 1% EALIR DNS ilkg5#4s (10.0.0.138) K it T 1#% % DNS i 4L
P, A EHM icomm.com 3 T 12 & EALIK IPv4 R 1Pv6 Hutilk (£5 1) DNS A id3%
HTAAAA 5.

o TFIZEEE NI 5 NI AL EAFALE, Rl Wireshark $1E] T 1R
% 515 no such name “FA£11) DNS M it (P ILE 14.19 ) 2. 3. 4. 5).

o TREFREMIE, WLE Wireshark #IUEL SO E B 5 1 no such name “FFE()

@ VFATE: JR 0 A brute-force attack is a trial-and-error method used to obtain information from the victim, for example, trying to
find organizational servers, user directories, and crack passwords” . E# ift] “brute-force attack” , 52V i% & 2R Br ek A figt
Brai i &1, ARASTS VRS BT 49 2% 1) brute-force attack ”#52 BRI B ok o AR THT B30, PR 2o A4 1R S0 brute-force attack ”
BEh CHRIN B B “mE Bl .

@ VEHETE: JECE “For DNS brute-force attacks, look for DNS queries that are asking for common names under your domain” .
VEZ N SVERRY, BEF SEAEARER R, B
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DNS i et , IEARRE 2 A ANEPAT DNS 5Kt Jei, 752
M no such name “F-FERY DNS Wi 3 $eds K %cs, PAN S 2 X ) DNS
A Y 1P Mk ok W2 A5 A7 7 DNS 80 S its

e Time Souree Desmmaton Protocl o
7749 0.127587 10.0.0.1 10.0.0.138 DNS  sStandard query Ox0001 AAAA sip.icomm.com

7750 0.023064 10.0.0.138 10.0.0.1 DNS Standard query response 0x0001

7751 0.128110 10.0.0.1 10.0.0.138 DNS/ \[Standard query Ox0001 A dns.icomm.com

7752 0.026680 10.0.0.138 10.0.0.1 DNs\_/|standard query response 0x0001 A 81.199.199.19
7755 0.124379 10.0.0.1 10.0.0.138 DNS Standard query 0x0001 AAAA dns.icomm.com

7756 0.023907 10.0.0.138 10.0.0.1 DNS  Standard query response 0x0001

7757 0.127113 10.0.0 10.0.0.138 DNS/;\[Standard query Ox A ns2.icomm.com

7758 0.023341 10.0.0.138 10.0.0.1 DNS\_/|standard query response 0x0001 No such name
7759 0.005137 10.0.0.1 10.0.0.138 DNS Standard query 0x0001 AAAA corp.icomm.com
7760 0.000190 10.0.0.1 10.0.0.138 ©ONS Standard query Ox0001 AAAA whois.icomm.com
7761 0.000640 10.0.0.1 10.0.0.138 DNS Standard query 0x0001 AAAA ns2.icomm.com

7762 0.001602 10.0.0.138 10.0.0.1 DNS/\[Standard query Ox AAAA ns2.7comm.com

7763 0.023563 10.0.0.138 10.0.0.1 DNS\/|standard query response 0x0001 No such name
7764 0.088002 10.0.0.1 10.0.0.138 DNS Standard query Ox0001 A intranet.icomm.com
7765 0.024316 10.0.0.138 10.0.0.1 DNs\_/|Standard query response 0x0001 No such name
7766 0.134785 10.0.0.1 10.0.0.138 DNS/.\|Standard query 0x0001 AAAA intranet.icomm.com
7767 0.023727 10.0.0.138 10.0.0.1 DNS

E14.19

3. BAURDLHTTP B Xt Ckah HTTP BB H ), 2 40 Web JIRSs 2% 1
WRE IR, T EAT 40K A Wireshark I [FAHDE HTTP Jis®

o BMPAIRL A HTTP il REGR W N, BHE LR A BE M ML,
i 14.20 fioR.

Filter: hetp ](mﬂ!m CHE A S

Source Destinatien Fretocol
10.

ot
81.218.230.244 HTTP éOET /level/1l5/exec/-/contigure/http HTTP/1.1
81. 218 230,244 HTTP OPTIONS / HTTP/1.1

S991 0loss1r9 100
9010 0.037638 10.0.
9 34

1

1

.230.244  10.0.0.1 HTTP HTTP/1.1 404 Not Found (text/html)
1 81.218.230.244 HTTP GET /1eve1/15/exec/7 HTTP/1.1

9021 0 004005 10.0.

B .0,
9019 0.004997 81.21i
0

“ Frame 9017: 218 bytes on wire (1744 bits), 218 bytes captured (1744 bits) on interface 0
= Ethernet II, Src: HonHaiPr_c7:8e:73 (60:d8:19:c7:8e:73), Dst: D-Link_16:09:78 (34:08:04:16:09:78)
# Internet Protocol Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 81.218.230.244 (81.218.230.244)
« Transmission Control Protocol, Src Port: 42573 (42573), Dst Port: http (80), Seq: 1, Ack: 1, Len: 164
Hypertext Transfer Protocol
- GET /wp-config.php~ HTTP/1.1\r\n
connection: close\r\n
user-agent: Mozilla/5.0 (compatible; Nmap Scripting Engine; http://nmap.org/book/nse.html)\r\n

Host: www.ndi.co.il\r\n
\r\n X ; Nmap
1 r H H i ' o {Hﬁ$:?

&14.20

o NOGEST HTTP HHRIY 4xx [ HTTP MR MscE. Ak, 5LE
Wireshark #6037 1+ g il Statistics Si¢ L1 HTTP S HLI5 1) Packet Counter
TIEEATH, FEAEBA K HTTP/Packet Counter Stats Tree 7 L4\ IP, £{ Create
Stat 224, Wikl 14.21 fizr . £E HTTP/Packet Counter with filter & 19 sl HTTP
Response Packets Z Hiff] “+” 5, Zi& kI Wireshark 2] T K2 & HTTP R
& Axx [ HTTP MR e tl, WKz A NAEPAT HTTP 98y

@ ##HE: 50 “Another brute-force attack to watch out for is HTTP trying to find resources on the server” .

=N N o) 1 ENalaENa¥al A4\ F— [Tt S ] A01
Fr U T L IRRENSURE( Too T5000%2T) T 152 RTX 4
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l@ HTTP/Packet Counter with filtersips gl B
— - — Topic / ltem Count Rate (ms) Percent
) Wiresheric HTTP/Packet Count.. (<= i Total HTTP Packets 21 0000563
Fives | [l b # HTTP Request Packets 549 0.000433 7614%
= > HTTP Response Packets 172 0000136 2386%
[craegen | [ gonca | 722 broken 0 0000000 0.00%
1xc Informational 0 0.000000 0.00%
' i) 2w Success 64 0000051 37.21% "
> 3xc Redirection 0 0000000 000%
4xc Client Error 101 0000080 58.72% |
403 F 1 0000001 0.99% 1
I 404 Not Found 99 0,000078 93.02%
400 Bad Request 1 0.000001 0.99%
1 Swc Server Error 7 0.000005 4.07%
f Other HTTP Packets 0 0.000000 000%
‘ \ Close
A
14.21

X H bR P28 FEATERM, ) AR IR S E A, RIS R — . RIEERIIE
B H 0, MR H AR NI BN T AR . B 4 22 AR AR v SE B0, Iz
LRI ST H A, BRI L, R IR 7E Wireshark AL S04
RILK 515 Not Found 5§ forbidden “##f, LA &M ESBOIRAIS ) (HTTP. SMTP,
SIP) Hififu.

BRI Wireshark HIVEL SR FGE H 25 A ORI HTTP A SR, WoRidEdsm s
%2 http.response.code >=400%. Xf TH-LEILAB P (HLin SIP), H s
HEHr AT HTTP PhBUW AT RS, [RIRE w] LR FHARBL SR JE48 , 5 T AT IR A1 X 4L
P AL AT I o AT HICR SCPF b 0 8 )l R e 0 44 i T B AR ) B T,V SETE
Wireshark #0633 % 1 s Edit 325040 (1) Find Packet S 05, 7 25 1 (¥ Find Packet 7 I
Hhk$% String Al Packet bytes P44, & Filter S AR BLIE A AN A 360 T B4 FR, 5o s
5 Find #EHLRITT . 18] 14.22 o 4l A Wireshark $I06, S04 075326 H i Nimap A2 i 3 61
Nmap S22k 2 4 T H a4 B it —A4.

i Filter fy A2 BN nmap.-org (©), i Find #%4, Wireshark $1UE 3 & 111 £ 40
FIF X I H 25 R B Nmap F48 TR AE i) didis 0 CRI 3 ¢ nmap - org & 40)
T, WK 14.23 iR

@ ##vE: JESCE “For discovering HTTP error codes, configure the display filter http.response.code >=400” . 3L,
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Find
By: () Display fiter () Hexvalue © String —~
&)
Filter: Iw’! I
; SearchIn String Options Direction
| Packet st (Case sensitive] U
Packet details | Character set: © Down
© Packet bytes _| ASCIlUnicode & Non-Unicode [
| Hep [ Bnd ][ gonce |

E14.22

Z B R T a2, BahiE Pr e w2 4
L35 S

P A s i 1) 5 2K ORI iR 55

Fier: [+] Expression... Clear appy sove

lo. Time Source Destination Protocol

11859 586.989249 10.0.0.1 81.218.230.244 TCP
586.989676 S005% .230.

11861 586.989864 81.218.230.244 10.0.0.1 TCP

11862 586.989914 10.0.0.1 81.218.230.244 TCP

110709 ror oaon>7r 1IN NN ©1 M10 9N MNAA R it

VoLas \VUdkssy, USL

LULvi, i rul L.

close\r\n

connection:
User-Agent: Mozilla/5.0 (compatible; Nmap Scripting Engine

Host: www.ndi-com.com\r\n

632 eq=1 Ack=1 |
http 6 ;" ACK] Seq=1 |
63230 > https [ACK] seq=253 Ack
£9%9790 ¢ heswn~ Frva ArsYl Aamo T

FUL L. LU \UVJ,; 9SYs 4y ACN. 4y LS

;I http://nmap.org/book/nse.html *\r\n

\r\n

0040 6f 77 65 72 63 68 65 63 6b 31 33 37 37 35 31 33 owerchec k1377513

0050 36 34 33 20 48 54 54 50 2f 31 2e 31 0d 0Oa 43 6f 643 HTTP /1.1..Co

0060 6e 6e 65 63 74 69 6f 6e 3a 20 63 6¢c 6f 73 65 0d nnection : close

0070 Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a .User-Ag ent: Moz

0080 69 6¢c 6¢c 61 2f 35 2e 30 20 28 63 6f 6d 70 61 74 111a/5 0
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|7070 15.192.40.12 10.0.0.2 FTP Response: 226 Transfer complete.
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