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Microsoft Windows Windows
Windows
1-1 Windows
1-1 Windows
VOID Windows VOID
BOOL 0 0
0 0 TRUE

HANDLE NULL HANDLE

INVALID_HANDLE_VALUE
-1 Platform SDK
NULL  INVALID_HANDLE VALID
PVOID NULL PVOID
LONG/DWORD LONG DWORD
0 -1
LONG/DWORD Platform SDK
Windows Microsoft
32
Windows
(thread-local storage) (
21
GetL astError
DWORD GetLastError():
32
32 WinError.h
Microsoft

/!
/7 MessageText:

// Messageld: ERROR_SUCCESS



China=pubecom

¥} :

//  The operation completed successfully,
/7 '

#define ERROR_SUCCESS L

#define NO_ERROR BL // dderror
#define SEC_E_OK ({HRESULT)9x06008000L)

i

// Messageld: ERROR_INVALID_FUNCTION

i

// MessageText:

i

// Incorrect functionm,

i

fidefine ERROR_INVALID_FUNCTION 1L /i dderror

/

// Messageld: ERROR_FILE_NOT_FOUND

Iy

f/ MessageText:

/i :

// The system cannot find the file specified.
/

#define ERROR_FILE_NOT_FOUND 2L

H

/f Messageld: ERROR_PATH_NOT_FOUND

I

// MessageText:

i

// The system cannot find the path specified.
’H

#idefine ERROR_PATH_NOT_FOUND , 3L

/i

/7 Messageld: ERROR_TOO_MANY_OPEN_FILES

1

/f MessageText:

i

ff The system cannot open the file.

i

#define ERROR_TOO_MANY_QPEN_FILES 4L

I/

// Messageld: ERROR_ACCESS_DENIED

I

/f MessageText:

1

f/  Access is denfed.

/1

#define ERROR_ACCESS_DEMIED SL

3 ID
GetLastError
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1
ID WinError.h
21000
Windows GetL astError Windows
GetL astError Windows
Windows Platform SDK
Windows 98 Windows 98 Microsoft 16 Windows 3.1
16 GetL astError
Microsoft Windows 98 16
Windows 98 Win32
Windows
Microsoft
GetL adtError
Platform SDK GetLastError
CreateEvent
Microsoft Visual studio 6.0
Microsoft Watch
Watch
“ @err,hr” 1-1 CreateFile
INVALID_HANDLE_VALUE -1 HANDLE Watch
GetLastError
0x00000002 Watch 2 “ "
WinError.h 2

*., Advwin - Microzoit Yisual Cs

s [break] - [C:\ _AEmoiShow.cpp]

|||§1 Fie Edit Miew Insert Froject Oebug Teok Window Help |I ;l =R
int WINAPT _tWinMsin (HINSTANCE hinstEze, HINSTANCE, LPTSIR pezCmdline. int) [ zj

2] returan(0);
}

HAWNDLE hfile = CreatsFile('C:~~Jefi"

0. 0. NOLL. OFEN_EXISTING. 0. NOLL]

o

RN
| Santest [wir sin(INSTANCE_ " HINSTANCE_ * char - = |21 [Mame [Value
el A gery hr | 0x00000002 The system
Hame [Value ‘cannot find the file
hfils TOREEEEEEIE apecified

lI : b At 4 Locals-t this [

Finiincell  frec ot v et 4

1-1

“ @err,hr”

Visual Studio 6.0 Watch
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Visual studio Fe EnorLnokig i
Error Lookup Error Lookup
" alue: I2
Enor Message
1-2 The spstem carinat find the file zpecified.

lMDduIes...-l I__DDKLIDI Cloze I Help

Windows

Format-
1-2 Error Lookup

Message

DWORD FormatMessage(
DWORD dwFlags,
LPCYOID pSource,
DWORD dwMessageld,
DWORD dwLanguageld,
PTSTR pszBuffer,
DWORD nSize,
va_list «Arguments):

FormatM essage
Regional Settings Control Panel
.exe
DLL ErrorShow
Microsoft
Microsoft Windows
Microsoft
Windows
Microsoft
1.1
Windows
FALSE
INVALID_ HANDLE VALUE NULL
32 WinError.h

YOID SetliastError(DWORD dwErrCode):
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WinError.h
32
1-2
1-2
31~30 29 28 27~16 15~0
Microsoft/

0= 0=Muicrosoft 0 Microsoft Microsoft/

1= 1=

2=

3=

24 29 Microsoft
0 29 1
Microsoft
1.2 ErrorShow
ErrorShow “ 01 ErrorShow.exe” ( 1-1 )
01-ErrorShow
WatCh ¥ Eror Show !BE
Error Lookup T
1_3 The operation completed succassiully j
Look up
1-3 Error Show
FormatM essage

// Get the error code
DWORD dwError = GetDlgItemInt(hwnd, IDC_ERRORCODE, NULL, FALSE):

HLOCAL hlocal = NULL; // Buffer that gets the error message string

f/ Get the error code's textual description

BOOL fOk = FormatMessage(
FORMAT_MESSAGE_FROM_SYSTEM | FORMAT_MESSAGE_ALLOCATE_BUFFER,
HULL. dwError, MAKELANGID(LANG_ENGLISH, SUBLANG_ENGLISH_US),
(LPTSTR) &hlocal, @, NULL):

if (hlocal != NULL) {
SetDlgltemText{hwnd, IDC_ERRORTEXT. (PCTSTR) LocallLock{hlocal));
LocalFree(hlocal);
} else {
SetDlgltemText{hwnd, IDC_ERRORTEXT, TEXT{"Error number not found.™));
1

NULL FormatMessage
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FormatM essage FORMAT_MESSAGE _FROM_SYSTEM
FormatM essage FORMAT
MESSAGE_ALLOCATE_BUFFER -
hlocal

FormatM essage
FormatM essage NetMsg.dil
NetMsg.dll
FormatM essage DLL .exe
Message Compiler MC.exe
Visual Studio Error Lookup Modules 1-1
ErrorShow

1-1 ErrorShow

e ErrorShow.cpp

f*#*******t‘**$****ﬁ###*&$*******‘*‘$3**t‘t$*t***tt$t###****t*###**#tt*s*t##*#*

Modute: ErrorShow.cpp
Motices: Copyright {(c) 2880 Jeffrey Richter

‘ﬁ**s**t**t*****t##*#&&****t*t#*t***ttt*$$*****t*t#****8**#***‘*#&8**‘$##***ts/

#include . . ACmnHdr.h™ /* See Appendix A. +/
#Finctude <Windowsx.h>

#include <tchar.h>

#include "Resource.h”

I R L L L R R

#define ESM_POXECODEANDLOOKUP {WM_USER + 160)
const TCHAR g_szAppName[]l = TEXT("Error Show");

R L R R L

BOOL D1g_OnInitDialog(HWND hwnd, HWHD hwndFocus, LPARAM 1Param) {
chSETDLGICONS (hwnd, IDI_ERRORSHOW):

7/ Don't accept error codes more than § digits Tong
Edit_LimitText(GetDIgltem({hwnd, IDC_ERRORCODE). 5):

// Look up the command-line passed error number
SendMessage(hwnd, ESM_POKECODEANDLOOKUP, 1Param, @):
return(FRUE);
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I e e

void Dlg_OnCommand(HWND hwnd, int 1d, HMND hwndCtl. UINT codeNotify) {
switeh (1d) {

case IBCANCEL:
EndDialog(hwnd, id);
break;

case IDC_ALWAYSONTOP:
SetWindowPos(hwnd, IsDlgButtonChecked(hwnd, IDC_ALWAYSONTOP)
T HWND_TOPMOST : HWKD_NOTOPMOST, 0, @, @, 6, SWP_NOMOVE | SWP_NOSIZE):
break;

case IDC_ERRQRCODE:
EnableWindow(GetDIgltem{hwnd, IDOK), Edit_GetTextLength(hwndCtl) > 8);
break;

case IDOK:
// Get the error code
DWORD dwError = GetDIgItemInt(hwnd, IDC_ERRORCODE, NULL, FALSE);

HLOCAL hlocal = NULL; 7/ Buffer that gets the error message string

// Get the error code's textual description

BOOL fOk = FormatMessage(
FORMAT_MESSAGE_FROM_SYSTEM | FORMAT_MESSAGE_ALLOCATE_BUFFER,
NULL, dwError, MAKELANGID(LANG_ENGLISH, SUBLANG_ENGLISH_US),
{PTSTR) &hlccal, @, NULL);

if (1f0k) {
/f Is it a network-related error?
HMODULE hD11 = LoadlLibraryEx{TEXT{"netmsg.d11"). NULL,
DONT_RESOLVYE_DLL_REFERENCES): )

if (hD17 = HULL) {
FormatMessage(
FORMAT_MESSAGE_FROM_HMODULE | FORMAT_MESSAGE_FROM_SYSTEM,
hD11, dwError, MAKELANGID(LANG_ENGLISH, SUBLAMG_ENGLISH_US),
(PTSTR) &hlocal, @, NULL);
FreeLibrary(hD11);

}

1f Chlecal != NULL) {
SetDlgltemText(hwnd, IDC_ERRORTEXT, (PCTSTR} Locallock{hlocal));
LocatFree(hlocal);

} else { L
SetblgItemText(hwnd, IDC_ERRORTEXT, TEXT("Error number not found.™});

1
break;

N
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INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
chHANDLE_DLGMSG{hwnd, WM_INITDIALOG, DV1g_OnlnitDialog):

chHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand};

case ESM_POKECODEANDLOGKUP:
SetD1gltemint(hwnd, IDC_ERRORCODE, (UINT) wParam, FALSE}:

FORWARD_WM_COMMAND( hwnd, IDOK, GetDlgItem{hwnd, IDDK), BN_CLICKED,
PostMessage);
SetForegroundWindow( hwnd);
break;
H

return{ FALSE):

/I/ffff/l!f/////!////!li//l//fl!!///fff///l!ff//f/{IIIIIIIIII!I?IIIIIIIIIIIIII!

int WINAPT _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR psszqLine. int) {

HWND hwnd = FindWindow(TEXT("#32776"), TEXT("Error Show"));

if (IsWindow(hwnd)) {
// An instance is already running, activate it and send it the new #

SendMessage(hwnd, ESM_POKECODEANDLOOKUP, _ztoitpsszdL1ne). 0):

} else { )
DialogBoxParam(hinstExe, MAKEINTRESOURCE( IDD_ERRORSHOM) .,

NULL, D1g_Proc, _ttoi(pszCmdLine});
}
return(@};
1
JHETHELIEEEFEEEEPEIEibitiftitif End of Fite JALLIHFESHITITEIVHIAEIHILEEEIITT

{//Microsoft Developer Studio genarated resource seript.

Iy
#include "resource.h”

#define APSTUDIO_READONLY_SYMBOLS
!////////////ll////!/////I////I///////If//////f//l//f//////////////////////II

/i
// Generated from the TEXTINCLUDE 2 resource.

1
#include "afxres.h”

HHLETITELEEEE I ETI LI RREEF I E I TEEEEETE1E01111
Fi7tt1e
fundef APSTUDIO_READONLY_SYMBOLS i

LEETELIEI BT ET R T RI TR I IR EEEEEE IR EIEIIEELEdi1T1
FEErrty
// English (U.S5.) resources i

#1f ldefined(AFX_RESOURCE_DLL) i1 defined (AFX_TARG_ENU)
#ifdaf _WIN3Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

#endi¥ //_WIN3Z2
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:;////////////f/////ff///////////l//////////////f/////////////////!l)//!/////

// Dialog
i

IDD_ERRORSHOW DIALOGEX 8, @, 182, 42
STYLE DS_SETFOREGROUND | DS_3DLO0K | DS_CENTE
— _ R | WS_MINI
WS_CAPTION | WS_SYSMENU I HEEROX T WS- VISIBLE |
CAPTION “Error Show"
FONT 8, "M5 Sans Serif"

BEGIN
t;f::g "Error:*,IDC_STATIC,4,4,19,8
X7 1DC_ERRORCODE, 24, 2,24, 14, ES_AUTOHSC
- .24,2,24,14, ROLL | ES_N
DEFPUSHBUTTON  “Look up®,1DOK,56,2,36,14 ! eER
CONTROL “40n top*“, IDC_ALWAYSONTOP, "Button”,BS_AUTOCHECKBOX |
WS_TABSTOP,104,4,38,18
EDITTEXT TDC_ERRORTEXT,4,28,176,208, ES_MULTILINE | ES_AUTOVSCROLL |
ES_READONLY | NOT WS_BORDER | WS_VSCROLL,
WS_EX_CLIENTEDGE
END

L I R e
I

// DESIGNINFO

H

#1fdef APSTUDIO_INVOKED
GUIDELINES CESIGNINFO DISCARDABLE
BEGIN
IDD_ERRORSHOW, DIALDG
BEGIN
LEFTMARGEN, 7
RIGHTMARGIN, 175
TOPHARGIN, 7
BOTTOMMARGIN, 35
END
END
fendif // APSYUDIO_INVOKED

#ifdef APSTUDIG_INVOKED
I
i

/f TEXTINCLUDE

r

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource,h\e”
END

2 TEXTINCLUDE DISCARDABLE
BEGIN
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. “#include ""afxres.h®"\rin”
H\al!
END

3 TEXTINCLUDE DISCARDABLE

BEGIN
"\rin"
H\a“

END

tendif /{ APSTUDIO_INVOKED

///////fif//////////////////////f/////f///////////////f/////////f////////////
i

/f Icen

i

// lcon with lowest ID value placed first to ensure application fcon

/! remains consistent on all systems.

IDI_ERRORSHOW ICON DESCARDABLE "ErrorShow.ico"

#endif // English (U.S5.) resources
//////f//////////////////////////////f/////ff/////////////////////////!//////

f#ifrdef APSTUDIO_INVOKED
f////////////f////f/////////l//////////////////////l!!///////Il////l////f////
/i

/7 Generated from the TEXTINCLUDE 3 resource.

i/

PLTELELILELEEEE I IR0 T EEE L IR EET L EEEEEEE I EEEdE11701700010001081]
fendif /1 not APSTUDIO_INVOKED
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2 Unicode
Microsoft Windows
6 Windows
Windows
Windows
Unicode
Unicode
“ Unicode K Microsoft Windows 2000 Microsoft Windows CE
Unicode Microsoft Windows 98
Windows 98
2.1
strlien 0
256
DBCS
2.1.1
0x81 Ox9F OXxEO OxFC
strlen
0 ANSI C
Microsoft Visual C++ _mbslen,
DBCS Windows ( 2-1)
CharNext Char Prev DBCS

IsDBCSL eadByte,

TRUE
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2-1 DBCS

PTSTR CharNext PCTSTR pszCurrentChar
PTSTR CharPrev  PCTSTR pszStart,PCTSTR

pszCurrentChar)
BOOL IsDBCSLeadByteTRUE(BY TE bTestChar) DBCS
DBCS
Unicode
2.1.2 Unicode
Unicode Apple Xerox 1988 1991
Unicode Apple Compagq HP IBM Microsoft Oracle
Silicon Graphics, Inc. Sybase Unisys Xerox
www.Unicode.org Unicode Unicode
AddisonWesley Unicode Standard www.Unicode.org
Unicode Unicode
16
CharNext CharPrev IsDBCSLeadByte
Unicode 16 65 000
256
Unicode ©
35000 65 000
65 536 2-2
2-2
16 16
0000-007F ASCII 0300-036F
0080-00FF 1 0400-04FF
0100-017F 0530-058F
0180-01FF 0590-05FF
0250-02AF 0600-06FF
02B0-02FF 0900-097F
29 000
6000
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2 Unicode
2.2 Unicode
Unicode
Unicode Unicode
o .exe DLL
2.3 Windows 2000 Unicode
Windows 2000 Unicode
Unicode Windows
ANSI Unicode Unicode
ANSI Unicode ANSI
CreateWindowEx Unicode
CreateWindowEXx Unicode
Unicode Unicode CreateWindowEx
Unicode Unicode
Unicode
2.4 Windows 98 Unicode
Windows 98 16  Windows
Unicode Unicode
Windows 98
ANSI
Unicode Windows Windows
CreateWindowEx ANSI
CreateWindowEx Unicode
Unicode ANSI CreateWindowEx
ANSI CreateWindowEXx Windows 2000
Unicode Windows 98
Unicode Windows 98 Unicode

» EnumResourcel anguageswW
= EnumResourceNameswW

s GetTextExtentPoint32W
» GetTextExtentPointW



Chinaspubecom

= EnumResourceTypesW
» ExtTextOutW

» FindResourceW

» FindResourceExW

= GetCharWidthw

= GetCommandLinew

LstrlenW

M essageBoxExW

M essageBoxW
TextOutw
WideCharToMultiByte
MultiByteToWideChar

Windows 98

2.5 Windows CE Unicode

Windows CE

Microsoft
ANS] Microsoft Windows CE
Windows CE Unicode
Windows CE Microsoft ANSI Windows
Windows CE Unicode

Unicode

2.6
“  Microsoft Unicode "

* Windows 2000 Unicode ANSI

» Windows 98 ANS] ANSI

* Windows CE Unicode Unicode

Microsoft 3
Unicode ANSI
Microsoft Unicode
Unicode Windows 98 ANSI
COM
2.7 COM
Microsoft COM 16 Windows Win32
COM Unicode COM
Unicode
Windows 2000 Windows CE COM
Unicode COM
Windows 98 COM COM



CMM'WbOCOM 2 Unicode

Unicode ANSI

2.8 Unicode

Microsoft Unicode Windows API
Unicode

UNICODE _UNICODE
28.1 C Unicode

Unicode C String.h
wchar_t Unicode

typedef unsigned short wchar_t;
99 Unicode

wchar_t szBuffer[100@];
100 16 C
strepy  strchr  streat ANSI Unicode
ANSI C 2-1 ANSI C

Unicode

char # strcat{char *, const char #};
wchar_t » wcscat{wchar_t =, const wchar_t *};

2-1 ANSI C Unicode

char * strchr(const char «, int);
wchar_t = weschr(const wchar_t #, wchar_t);

int strcmp(const char *, const char =2);
int wcscmp{const wchar_t =, const wchar_t *);

char * strcpy(char *, const char *);
wchar_t * wcscpy{wchar_t *, const wchar_t =):

size_t strlen{const char *);
size_t wcslen(const wchar_t =);

Unicode wcs WCS
WCS ANSI str
Microsoft C ANSI C ANSI C
Unicode C
Unicode Windows 98

wcescat  wceslen  westok Windows 98

Unicode
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str WCS ANSI
Unicode ANSI Unicode
TChar.h String.h
TChar.h ANSI/Unicode
str wcs
_UNICODE wCcCs _UNICODE str
TChar.h _tesepy _UNICODE,
_tescpy ANSI strcpy _UNICODE, _tcscpy Unicode
wcesepy C TChar.h
ANSI/Unicode ANS| Unicode
TChar.h
ANSI/Unicode TCHAR

_UNICODE TCHAR
typedef wchar_t TCHAR;

_UNICODE TCHAR
typedef char TCHAR;

TCHAR szString[l100];

TCHAR =*szError = "Error";
Microsoft C++
ANSI Unicode
_UNICODE _UNICODE
Unicode ANSI
TCHAR #szErver = L"Error™;
literal string L Unicode
_UNICODE
L _TEXT
_TEXT TChar.h _UNICODE _TEXT
fidefine _TEXT(x) L #H x
_UNICODE _TEXT
fdefine _TEXT(X) X
_UNICODE

TCHAR =szError = _TEXT(™Error"):
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2 Unicode

_TEXT

if (szError[@] == _TEXT('J*'}) {

// First character is a 'J°

} else {

f/ First character is not a *J°

}

2.8.2 Windows Unicode

Windows 2-3

2-3 Uincode

WCHAR
PWSTR
PCWSTR

Unicode
Unicode
Unicode

Unicode
PTSTR PCTSTR

UNICODE

UNICODE Windows

2.8.3 Windows Unicode

CreateWindowEx

HWHD WINAPI CreateWindowExW(
CWORD dwExStyle,
PCMSTR pClassName,
PCHSTR pMWindowMame,
DWORD dwStyle,
int X,
int Y,
int nWidth,
int nHeight,

HWND hWndParent,
HHENU hMenu,
HINSTANCE hiInstance,
P¥0OID pParam):

HWHD WINAPI CreateWindowExA(
DWORD dwExStyle.
PCSTR pClassName,

ANSI/Unicode
Unicode

Windows
ANSI

UNICODE
_UNICODE C

ANSI

CreateWindowEx CreateWindowEx

ANSI

Unicode
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PCSTR pWindowName,
DWORD dwStyle,

int X,

int Y,

int nWidth,

int nHetght,

HWHD h¥ndParent,
HMENU hMenu,
HINSTANCE hInstance,
PYOED pParam);

CreateWindowExwW Unicode w wide
() Unicode 16 CreateWindowEXxA
A ANSI
CreateWindowEx
CreateWindowExW CreateWindowEXxA WinUser.h CreateWindowEx

#ifdef UNICODE

#define CreateWindowEx CreateWindowExW
#else

#tdefine CreateWindowEx CreateWindowExA
fendif // JUNICODE

UNICODE
CreateWindowEx 16 Windows
UNICODE CreateWindowEx CreateWindowEXxA
CreateWindowEx ANSI 16 Windows CreateWindowsEx
ANSI
Windows 2000 Microsoft CreateWindowExA
ANSI Unicode Create
WindowExW CreateWindowExW CreateWindowExA
DLL
DLL ANSI Unicode ANSI
Unicode
Windows 98 Microsoft CreateWindowExA Windows 98
Unicode Windows Unicode
ANSI GetLastError ERROR_
CALL_NOT_IMPLEMENTED ANS
Windows 98
Windows API WinExec OpenFile 16 Windows

CreateProcess CreateFile
WinExec OpenFile
Unicode
ANSI Windows 2000 ANSI
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2 Unicode

Unicode
2.8.4 Windows

Windows C
strcpy  wescpy

C C
Explorer.exe
RAM
Windows 2000 Windows 98 Internet
Explorer 4.0 Windows
StrCat  StrChr  StrCmp  StrCpy
ShIWApi.h ANSI Unicode
StrCatA  StrCatwW
UNICODE
2.9 ANSI Unicode
Unicode Unicode

. chars

. TCHAR PTSTR

. BYTE PBYTE

o TEXT

. PTSTR PSTR

sizeof (szBuffer), sizeof (szBuffer)/sizeof (TCHAR)
malloc(nCharacters * sizeof ( TCHAR)), malloc
(nCharacters)
ANSI
Unicode
Unicode ANSI
Unicode ANS
4

2.9.1 Windows

Windows Unicode 2-4
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2-4 Unicode

Istrcat
Istrcmp
Istrcmpi
Istrcpy
Istrlen

Unicode
ANSI UNICODE

UNICODE Istrcat IstrcatA UNICODE Istrcat

Istrcmp  Istrempi
C strcmp strcmpi wescmp  wescmpi

Windows Istrcmp Istrcmpi
CompareString

int CompareString(

LCID tcid,

DWORD fdwStyle,

PCWSTR pStringl,

int cchl,

PCTSTR pString2,

int cch2);

Unicode CompareString

LCID 32 CompareString

[strcmp CompareString
GetThreadString
LCID GetThreadlocale();

CompareString
2-5
2-5 Compare String

C

IstrcatW

Windows

LCID
C

Windows

NORM_IGNORECASE
NORM_IGNOREKANATY PE
NORM_IGNORENONSPACE
NORM_IGNORESYMBOLS
NORM_IGNOREWIDTH
SORT_STRINGSORT

Istrcmp CompareString 0 fdwStyle
CompareString NORM_IGNORECASE CompareString

[strcmpi
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2 Unicode
cchl -1 pStringl 0
pString2 cch2
C Unicode tolower toupper
C
Windows Unicode ANSI
PTSTR CharLower{PTSTR pszString);
PTSTR CharUpper{PTSTR pszString);
0
TCHAR clLowerCaseChar = CharlLower((PTSTR) sz5tring[0]1);
PTSTR
16 16 0 0
32 16
0
DWORD CharlowerBuff(
PTSTR pszString,
DWORD cchString):
OWORD CharUpperBuff{
PTSTR pszString,
DWORD cchString}:
C isalpha islower isupper
Windows API
Windows
BOOL IsCharAlpha(TCHAR ch):
BOOL IsCharAlphaNumeric{TCHAR ch);
BOOL IsCharLower(TCHAR ch);
BOOL IsCharUpper(TCHAR ch);
printf C _UNICODE
printf Unicode
_UNICODE printf
ANSI
Microsoft C printf
ANSI C ANSI  Unicode
wsprintf S s

char szA[180]; /7 An ANSI string buffer
WCHAR szW[1001; Jf A Unicode string buffer

// Normal sprintf: all strings are ANSI
sprintf(sza, "%s", "ANSI 5tr");



22 %MMW&

// Converts Unicode string to ANSI
sprintf(szA, "%S8", L"Unicode Str");

// Normal swprintf: all strings are Unicode
swprintf(szW, L"%s", L"Unicode Str”};

{/ Converts ANSI string to Un_1 code
swprintf{szW, L"%S",  "ANSI Str");

2.9.2
Unicode Windows 98 Windows
2000 UNICODE
UNICODE LoadString
L oadStringA L oadStringA ANSI
ANS
2.9.3 ANSI Unicode
Unicode Microsoft
Unicode
Windows 2000 Notepad( ) Unicode
ANSI 2-1 Notepad Save As
Save As 2] I
Savein | il WINNT 7| & &3 cE-
| |1 addine |:Ijm [ system3?
|1 Corfig CMedia (A Temp
|1 Connection ‘wizard (] msagent (21 twain 32
lCsC Z ] msapps Clweb
|1 Cursors [Z1Registration % brndlog, tat
1 debug " repair @ ModemDet tet
1 Diiver Cache [ security @ OEWABLog. tut
|1 Fants I 5helMew [Z] priplog.tt
| IHel [5peech 2] Schedidl.Tat
_linf [Z35ymbols (2] setuplogtst
| Inistaller [ sustem % wplog tat
File;,'name; . ANS 1 Save I
Savesstype:  |Unicods big endi Cancel |
ave a3 ype: U?IFC-DS e big endian Canc
Encoding: Jans) =
7

2-1 Windows 2000 Notepad File Save As

ANSI Unicode IsTextUnicode

DMORD TsTextUnicode(CONST PVOID pvBuffer, int cb, PINT pResult):
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2

Unicode

ANSI Unicode

pvBuffer
ANSI
cb
cb

pResult
IsTextUnicode
IsTextUnicode

Microsoft
pResult

Windows 98
GetL astError

Windows98
FALSE

17 Flie Rev

2.9.4 Unicode ANSI

Windows
MultiByteToWideChar

int MultiByteToWideChar(
UINT uCodePage,
DWORD dwflagas,
PCSTR pMultiByteStr,
int cchMultiByte,
PHSTR pWideCharStr,
int cchWideChar);

uCodePage
0 pMultiByteStr
Unicode
cchWideChar

MultiByteToWideChar

Unicode

1) MultiByteToWideChar

0
2)

IsTextUnicode

IsTextUnicode

Unicode
pvBuffer

IsTextUnicode
|sTextUnicode

Unicode TRUE

DWORD

IsTextUnicode

IsTextUnicode

NULL
Platform SDK

FALSE

ERROR_CALL_NOT_IMPLEMENTD

IsTextUnicode

MultiByteToWideChar

dwFlags

dwFlags

cchMultiByte

cchMultiByte -1

cchwideChar 0

pWideCharStr

Unicode

NULL

pWideChar Str

cchWideChar
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MultByteToWideChar
3) MultiByteToWideChar pWideCharStr
MultiByteToWideChar cchWidechar
4.
5) Unicode

WideCharToMultiByte

int WideCharToMultiByte(
UINT uCodePage,
DWORD dwFlags,
PCWSTR pWideCharstr,
int cchWideChar.
PSTR pMultiByteStr,
int cchMuitiByte,
PCSTR pldefaultChar,
PBOOL pfUsedDefaultChar):

MultiBiteToWideChar uCodePage
dwFlags
dwFlags 0
pWideCharStr cchwideChar
cchwideChar -1
pMultiByteStr cchMultiByte

0 WideCharToMultiByte
cchMultiByte

WideCharToMultiByte MultiByteToWideChar 2
pDefaultChar pfUsedDefaultChar WideCharToMultiByte
uCodePage WideCharToMultiByte
pDefaultChar
NULL
pfUsedDefaultChar
TRUE
FALSE
NULL
Platform SDK
Unicode ANSI

Unicode

BOOL StringReverseW(PWSTR pWideCharStr} {

// Get a pointer to the last character in the siring.
PWSTR pEnd0fStr = pWideCharStr + weslen{pWideCharStr) - 1;
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2 Unicode

wchar_t cCharT:
/! Repeat unt{l we reach the center character in the string.
while (pWideCharStr < pEnd0fStr} {

// Save a character in a temporary variable.

cCharT = =pWideCharStr;

/{ Put the last character in the first character,
=pHideCharStr = »pEndOfStr;

/7 Put the temporary character in the last character.
*pEnd0fStr = cCharT;

{/ Move in one character from the left.
pWideCharStri+;

// ¥ove in one character from the right.

pEnd0fStr--;

H

// The string is reversed: return success.

return{TRUE);

)
ANSI
ANSI ANSI Unicode Unicode
StringReverseW ANSI

BOOL StringReverseA(PSTR pMultiByteStr) {
PHSTR pWideCharStr:
int nLenOfWideCharStr:
BOOL fOk = FALSE:

f/ Calculate the number of characters needed to hold

/! the wide-character version of the string.

nLenOfWideCharStr = MultiByteToWideChar{CP_ACP, 0,
pHuitiByteStr, -1, NULL, 8);

// Allocate memory from the process's default heap to
{/ accommodate the size of the wide-character string.
f// Don't forget that MultiByteToMideChar returns the
/{ number of characters, not the number of bytes. so
/{ you must multiply by the size of a wide character.
pWideCharStr = HeapAlloc(GetProcessHeap(). 8,
nLenOfWideCharStr *+ sizeof (WCHAR)):

if {pWideCharstr == NULL)
return(fik);

/f Convert the multibyte string to a wide-character string.
MultiByteToWfdeChar{CP_ACP., @. pMultiByteStr, -1,
pHideCharStr, nLenOfWideCharStr);

/7 Call the wide-character version of this
// function to do the actual wark.
fOk = StringReverseW(pWideCharStr);
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1f (fOk} {
// Convert the wide-character string back
/7 to a multibyte string.
WideCharToMultiByte(CP_ACP, @, pWideCharStr, -1.
pMultiByteStr, strlen{pMultiByteStr), NULL, NULL):
}

/f Free the mwemory containing the wide-character string.
HeapFree(GetProcessHeap(), @, pMideCharStr);

return{fOk};

BOOL StringReverseW(PWSTR pWideCharStr):
BOOL StringReverseA(PSTR pMultiByteStr):

#ifdef UNICODE

f#define StringReverse StringReverseW
felse

#define StringReverse StringReverseA
#endif // TUNICODE
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3
Windows API
Windows
3.1
Windows
110
CreateFileMapping
ID
Microsoft
Microsoft
Windows
Windows
3.3 “ ” 3

3.1.1
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3.1.2

Windows 98 Windows 98
Microsoft Windows 98 Windows 98

Windows 2000

SECURITY_ATTRIBUTES
CreateFileMapping
HANDLE CreateFileMapping(
HAMDLE hFile,
PSECURITY_ATTRIBUTES psa,
DWORD f1Protect,
DWORD dwMaximumSizeHigh,
OWORD dwMaximumSizelow,
PCTSTR pszName);

NULL

SECURITY_ATTRIBUTES
SECURITY_ATTRIBUTES

typedef struct _SECURITY_ATTRIBUTES {
DWORD nkength:
LPYOID 1pSecurityDescriptor;
BOOL bInheritHandle;

} SECURITY_ATTRIBUTES;

SECURITY_ATTRIBUTES
| pSecurityDescriptor
SECURITY_ATTRIBUTES
SECURITY_ATTRIBUTES sa:

sa.nLength = sizeof(sa): !/ Used for versioning
sa.1pSecurityDescriptor = pSD; // Address of an initialized SD
sa.blnheritHandle = FALSE; /7 Discussed later

HANPlr.IiithﬂeHappmg = CreateFileMapping(INVALID_HANDLE_VALUE, &sa,
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e rm g A AT LT ALULy O3,

PAGE_READWRITE, 0. 1024, “MyFileMapping”};

blnheritHandle
blnheritHandle

OpenfileMapping
HANDLE hFileMapping = OpenFileHabpfng(FILE_H&P_READ. FALSE,

"MyF1leMapping™);
FILE_ MAP_READ OpenFileMapping
OpenFileMapping
OpenFile
Mapping OpenFileMapping
NULL GetL astError 5 ERROR_ACCESS DENIED
Windows 98 Windows
Windows 98 Windows 2000
RegOpenK eyEx KEY_QUERY _
VALUE
Windows 98 Windows
2000 Windows 98
RegOpenK eyEx KEY_AIl_ACCESS
Windows 2000 KEY_ALL_ACCESS
RegOpenK eyEx
KEY_ALL_ACCESS KEY_QUERY_VALUE,
Windows 98 Windows 2000
GDI
Windows GDI

CreateFileMapping
GDI PSECURITY_ATTRIBUTES ,
Createl con :
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HICON Createlceon(
HINSTANCE hinst,
int nWidth,
int nHeight,
8YTE cPlanes.
BYTE cBitsPixel,
CONST BYTE *pbANDbits,
CONST BYTE #pbhXORbits):

3.2
GDI
Windows
Windows 2000 Windows 98 Windows CE
3-1
3-1
DWORD DWORD
0x?7727227?? 0x?777227?? 0x??777777?
0x??7777277? 0X??7777277? OX??7?77777?
3.2.1

CreateFileMapping

HANDLE CreateThread(
PSECURITY_ATTRIBUTES psa,
DWORD dwStackSize,
LPTHREAD_START_ROUTINE pfnStartAddr,
PYOID pvParam,
DWORD dwCreationFlags,
PDWORD pdwThreadId):

HANDLE CreateFile(
PCTSTR pszFileName,
DWORD dwDesiredAccess,
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DWORD dwShareMode,
PSECURITY_ATTRIBUTES psa,
DWORD dwCreationDistribution,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile):

HAMDLE CreatefileMapping(
HANDLE hFile,
PSECURITY_ATTRIBUTES psa,
DWORD f1Protect,

DWORD dwMaximum5izeHigh,
DWORD dwMaximum5izelow,
PCTSTR pszName):

HANDLE CreateSemaphore(
PSECURETY_ATTRIBUTES psa,
LONG 1InitialCount,

LONG TMaximumCount,
PCTSTR pszName);

1 2
Windows 2000

Create* &
GetLastError 6
ERROR_INVALID_HANDLE
0
NULL
-1 INVALID HANDLE VALUE CreateFile
INVALID HANDLE VALUE NULL
CreateFile

INVALID_HANDLE_VALUE

HANDLE hMutex = Createhutextm);

if (hMutex == INVALID_HANDLE_VALUE) {
// We will never execute this code because
// CreateMutex returns NULL if it fails.

1

HANDLE hFile = CreateFile(.);

if (hFile == NULL) { .
// We will never execute this code because CreateFile
// returns INVALID_HANDLE_VALUE(-1) if it fails.

! -
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3.2.2
CloseHandle
BOOL €loseHandle(HANDLE hobj);
0
CloseHandle
CloseHandle FALSE GetL astError ERROR_INVALID HANDLE
CloseHandle
CloseHandle
0
CloseHandle
CloseHandle
0
3.3
Microsoft
3

3.3.1
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SECURITY_ATTRIBUTES
Create

SECURITY_ATTRIBUTES sa:

sa.nlength = sizeof(sa);

sa.lpSecurityDescriptor = NULL;

sa.bInheritHandle = TRUE; // Make the returned handle inheritable.

HANDLE hMutex = CreateMutex(&sa, FALSE, MULL):

SECURITY_ATTRIBUTES

Windows 98
Windows 98 Windows 98
Windows 98 blnheritHandle
NULL PSECURITY_ATTRIBUTES
0 blnheritHandle
TRUE 1
3-2
3-2
DWORD DWORD
0xF0000000 0x??7777277? 0x00000000
0x00000000 ()
3 0xF0000010 0x??7777277? 0x00000001
3-2 1 3 1
3
Create
Process

BOOL CreateProcess(
PCTSTR pszApplicationName,
PTSTR pszCommandLine,
PSECURITY_ATTRIBUTES psaProcess,
PSECURITY_ATTRIBUTES pszThread,
800L bInheritHandles,
DWORD dwCreationFlags.
PVOID pvEnvironment,
PCTSTR pszCurrentDirectory,
LPSTARTUPINFO pStartuplnfo,
PPROCESS_INFORMATION pProcessInformation);



34 China=pubeco

blnheritHandle
FALSE
TRUE
TRUE
TRUE CreateProcess blnheritHandles
CloseHandle
CreateProcess
3-3 1 2
3
0xF0000010
3-3
DWORD DWORD
1 0x00000000
0x00000000
3 0xF0000010 0x??777277? 0x00000001

sscanf
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9 WaitForlnpuldle

GetEnvironmentVariable

3.3.2

SetHandl el nformation

BOGL SetHandlelInformation(
HANDLE hObject,
DWORD dwMask,
DWORD dwFlags):

3 hObject
dwMask

#define HANDLE_FLAB_INHERIT 8x90008081
#define HANDLE_FLAG_PROTECT_FROM_CLOSE 6x00080082

OR SetHandle
Information dwFlags

SetHandleInformation(hobj, MANDLE_FLAG_INHERIT, HANDLE_FLAG_INHERIT);

SetHandleInformation(hobj. HANDLE_FLAG_INHERIT, 8);
HANDLE_FLAG_PROTECT_FROM_CLOSE

SetHandleInformation({hohj, MANDLE_FLAG_PROTECT_FROM_CLOSE.
HANDLE_FLAG_PROTECT_FROM_CLOSE):
CloseHandle(hob]);  // Exception 1s rafsed

CloseHandle

HANDLE_FLAG_
PROTECT_FROM_CLOSE

SetHandleInformation(hobj, HANDLE_FLAG_PROTECT_FROM_CLOSE, 9):
CloseHandle{hobj):
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GetHandl el nformation

B00L GetHandleInformation(
HANDLE hobj,
PDWORD pdwFlags):

pdwFlags DWORD

DWORD dwFlags;
GetHandleInformation(hObj, &dwFlags);
BOOL fHandleIsInheritable = (@ != (dwFlags & HANDLE_FLAG_INHERIT)):

3.3.3

HANDLE CreateMutex(
PSECURITY_ATTRIBUTES psa.
800L bInitialOwner,
PCTSTR pszName):

HANDLE CreateEvent(
PSECURITY_ATTRIBUTES psa,
BOOL bManualReset,

BOOL bInitialState,
PCTSTR pszName);

HANDLE CreateSemaphore(
PSECURITY_ATTRIBUTES psa,
LONG ¥InitialCount,

LONG TMaximumCount,
PCTSTR pszName):

HANDLE CreateWaitableTimer(
PSECURITY_ATTRIBUTES psa.
BOOL bManualReset,

PCTSTR pszHame);

HANDLE CreateFileMapping{
HANDLE hFile,
PSECURITY_ATTRIBUTES psa.
DWORD f1Protect,

DWORD dwMaximumSizeHigh,
DWORD dwMaximumSizeLow,
PCTSTR pszName):

HANDLE CreatedobObject(
PSECURITY_ATTRIBUTES psa,
PCTSTR pszName);

pszName NULL
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3
DuplicateHandlg( )
pszName MULL 0
MAX_PATH 260 Microsoft
“ JeffObj”
“ JeffObj”
CreateSemaphore NULL
HANDLE hMutex = CreateMutex{NULL, FALSE, “JeffOhj™):
HANDLE hSem = CreateSemaphore(NULL, 1, I, "JeffQbj™):
DWORD dwErrorCode = GetLastError();
dwErrorcode 6 ERROR_
INVALID_HANDLE)
Process A
HANDLE hMutexProcessA = CreateMutex{NULL, FALSE, “JeffMutex");
“ JeffMutex” Process
A hMutexProcessA
Process B Process B Process A
Explorer Process B Process A
Process B
HANDLE hMutexProcessB = CreateMutex({NULL, FALSE, "JeffMutex™);
Process B CreateM utex ¢ JeffMutex”
¢ JeffMutex”
Process B
CreateMutex NULL
Process B CreateM utex
Process B
Process B Process A
Process B
Process A Process B
Process B CreateMutex
Create*

GetL astError

if (GetLastError() == ERROR_ALREADY_EXISTS) {
// Opened a handle to an existing object.
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/7 sa.lpSecurityDescriptor and the second parameter

{7/ (FALSE)} are ignored.
} else {

// Created a brand new object.

// sa.lpSecurityDescriptor and the second parameter
/f (FALSE) are used to construct the object.

HAMDLE OpenMutex(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszMame);

HANDLE OpenEvent{
DWORD dwDesiredAccess,
BOOL bBInheritHandle,
PCTSTR pszName);

HANDLE OpenSemaphore(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName):

HANDLE OpenWaitableTimer(
DWORD dwDesiredAccess,
800L blInheritHandle,
PCTSTR pszName):

HANDLE OpenFileMapping(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName):

HANDLE OpendobObject(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

NULL

2 ERROR_FILE_NOT_FOUND

blnheritHandle TRUE
Create* Open*
Open*
Microsoft

Create*

GUID

Open*

pszName
NULL GetLastError
dwDesiredAccess
Create*
“ MyObject”
GUID

main
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WinMain Create*
Create* GetLastError GetLastError
ERROR_ALREADY_EXISTS

int WINAPI WinMain({HINSTANCE hinstExe, HINSTANCE, PSTR pszCmdLine,

int nCmdShow} {

HAMDLE h = CreateMutex(MULL, FALSE,
*{FA531CC1-8497-11d3-A186-00105A276C3E}");

if (GetLastError() == ERROR_ALREADY_EXISTS) {
/! There is already an instance of this application running.
return(@):

}

// This is the first instance of this application running.

// Before exiting, close the object,

CloseHandle(h):

return(@):
}

3.3.4
“  Global\”
HANDLE h = CreateEvent(NULL, FALSE, FALSE, "Global\\MyName"):
“  Local\”

HAKDLE h = CreateEvent(NULL, FALSE, FALSE, “Local\\MyName"):

Microsoft Global Local
Microsoft Session

3.3.5

DuplicateHandle

BOOL DuplicateHandlef
HANDLE hSourceProcessHandle,
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HANDLE hSourceHandle,
HANDLE hTargetProcessHandle,
PHANDLE phTargetMandle,
DWORD dwDesiredAccess,

BOOL bInherftHandle,

DWORD dwOptions):

DuplicateHandle DuplicateHandle
3
DuplicateHandle hSourceProcessHandle hTarget
ProcessHandle DuplicateHandle
4
hSourceHandle Duplicate
Handle hSourceProcessHandle

phTargetHandle HANDLE
hTargetProcessHandle

DuplicateHandle 3
dwOptions 0
DUPLICATE_SAME_ACCESS DUPLICATE_CLOSE_SOURCE
DUPLICATE_SAME_ACCESS DuplicateHandle
DuplicateHandle
dwDesiredAccess

DUPLICATE_CLOSE_SOURCE

DuplicateHandle Process S
Process T
Process C DuplicateHandle
Process C 34 1 2 1 Process S
2 Process T

3-4 Process C

DWORD DWORD
1 0xF0000000 0x??22?2777? 0x00000000
(Process S
2 0xF0000010 0x?2?22?227?7? 0x00000000
(Process T

3-5 Process S 2
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3
3-5 Process S
DWORD DWORD
1 0x00000000 ()
0xF0000020 Ox?727777? 0x00000000
( )
3-6 Process C DuplicateHandle Process T
Process T 2 1
3-6 DuplicateHandle Process T
DWORD DWORD
1 0x00000000 ()
2 0xF0000030 Ox?727777? 0x00000000
( )
Process C DuplicateHandle Process T
3-7
3-7 DuplicateHandle Process T
DWORD DWORD
1 0xF00000020 Ox?7227777? 0x00000001
0xF00000030 Ox 22277772 0x00000000
( )
Process S Process T Duplicate
Handle 1 Process C  hObj 1 ProcessT
DUPLICATE_SAME_ACCESS DuplicateHandle Process T
Process S
DUPLICATE_SAME_ACCESS DuplicateHandle DesiredAccess
DuplicateHandle blnheritHandle TRUE
DuplicateHandle
DuplicateHandle
Process C Process T,
hObj
Process T Process T
IPC

DuplicateHandle
3 Process C Process
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DuplicateHandle

Process S Process T
DuplicateHandle:
£/ A1l of the following code 15 executed by Process S,

// Create a mutex object accessible by Process S.
HANDLE hObjProcessS = CreateMutex{NULL, FALSE, NULL);

// Open a handle to Process T's kernel object.
HANDLE hProcessT = OpenProcess{PROCESS_ALL_ACCESS, FALSE,
dwProcessIdT);

HAMDLE hObjProcessT; // An uninitialized handle relative to Process T.

// Give Process T access to our mutex object.
DuplicateHandle(GetCurrentProcess{), hObjProcessS, hProcessT,
&hObjProcessT, @, FALSE, DUPLICATE_SAME_ACCESS);

// Use some IPC mechanism to get the handle
/{ value in hObjProcessS into Process T.

.
.

ff We no longer need to communicate with Process T.
CloseHandle{hProcessT);

// When Process S no longer needs to use the mutex, it should close it.
CloseHandte(hObjProcesss):

GetCurrentProcess
Process S DuplicateHandle hObjProcessT Process T
Process S hObjProcessS Process S

// Process 5 should never attempt to close the
// duplicated handle.
CloseHandle{hObjProcessT);

Process S Process
hObjProcessT
Process S

DuplicateHandle

DuplicateHandle

int WINAPI WinMain(HINSTANCE hinstExe, HINSTANCE,
LPSTR szCmdLine, int nCmdShow} {
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// Create a file-mapping object: the handle has read/write access.
HANDLE hFileMapRW = CreateFileMapping(INVALID_HANDLE_VALUE,
NULL, PAGE_READWRITE, @, 10248, NULL):

f/ Create another handle to the file-mapping object;

// the handie has read-only access.

HANDLE hFileMapRO:

DuplicateHandle(GetCurrentProcess(}, hFileMapRW, GetCurrentProcess(}.
LhFileMapRO, FILE_MAP_READ, FALSE, 8);:

// Call the function that should only read from the file mapping.
ReadFromTheFileMapping(hFileMapRQ);

/f Close the read-only file-mapping object.
CloseHandle({hFileMapR0); ’

// We can still read/write the file-mapping object using hFileMapRW.

.

/7 When the main code doesn't access the file mapping anymore,
// close it.
CloseHandle(hFileMapRW);



DLL

CPU

CPU

4-1 CPU

CPU
CPU 4-1 CPU

Windows 2000 Micorsoft Windows 2000 CPU
Windows 2000 CPU
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Windows 98 Windows 98

Windows 2000

Windows
4.1 Windows
Windows GUI
CUI GUI
“ Windows’
Windows Notepad Calculator WordPad GUI
Cul
CMD.EXE Windows 2000 COMMAND.COM (
Windows 98) CUl
CUlI
GUI
GUI
Microsoft Visual C++
CUlI
/SUBSYSTEM:CONDOLE GUI
SUBSYSTEM:WINDOWS
CUlI

GUI

Windows
4

int WIHAPI WinMain(
HINSTANCE hinstExe.
HINSTANCE,
PSTR pszCmdliine,
int nCmdShow);

int WINAPI wWinMain(
HINSTANCE hinstExe,
HINSTANCE,
PMSTR pszCmdLine,
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4
int nCmdShow):
int __cdecl main{
int argc,
char +argv[],
char *envpl[]1);
int __cdec]l wmain
int argc,
wchar_t =argv[].
wchar_t =envp[I):
C/C++
C/C++ malloc free
C++
( 41
4-1
ANSI GUI WinMain WinMainCRT Startup
Unicode GUI wWinMain wWinMainCRT Startup
ANSI CuUl main mainCRT Startup
Unicode Cul wmain wmainCRT Startup
C/C++
/SUBSY STEM:WINDOWS WinMain  wWinmain
WinMainCRT Startup wWinMainCRT Startup
/SUBSY STEM:CONSOLE
main wmain mainCRT Startup wmainCRT Startup
main  wmain “ "
/SUBSY STEM
4 WinMain wwWinMain main wmain
C/C++
Windows/Visual C++
Win32
main win32
/SUBSY STEM:WINDOWS WinMain wWinMain
4
e man WinMain
*  Visual C++ Win32
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. Project Settings Link /SUBSY STEM:WINDOWS
/SUBSY STEM:CONSOLE

. Project Settings Link /SUBSY STEM:WINDOWS
Visual C++ Developer Studio Win32
Win32
C/C++
ANSI Unicode C
Visual C++ C CRtO.c 4
o C/C++ StdLib.h
4-1
« C malloc calloc /
. C++
C/C++
wWinMain

GetStartupInfo(&StartupInfo);
int nMainRet¥al = whinMain(GetModuleHandle(NULL), NULL, pszCommandLineUnicode,
(StartupInfo.dwFlags & STARTF_USESHOMWINDOW)
? StartupInfo.wShowWindow : SW_SHOWDEFAULT);
WinMain
GetStartupInfo(&Startuplnfe);

int nMainRetVal = WinMainGetModuleHandle(NULL), MULL, pszCommandLineAnsi,
(StartupInfo.dwFlags & STARTF_USESHOWWINDOW)

? StartupInfo.wShowWindow : SW_SHOWDEFAULT):
wmain

int nMainRet¥al = wmain(__argc, __wargv, _wenviron);

main
int nMainRetVal = main(__argc, __argv, _environ);
C exit nMainRetVal
Exit
. _onexit
. C++
. ExitProcess nMainRetVal

exit
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4
4-2 C/IC++
4-2 C/C++
_osver unsigned int Windows 2000 Beta 3
2031 _osver 2031
_winmajor unsigned int Windows Windows
2000 5
_winminor unsigned int Windows Windows
2000 0
_winver unsigned int (_winmajor<<8)+_winminor
--argc unsigned int
--argv char** ANSI/Unicode __argc
--wargv wchar_t**
_environ char** ANSI/Unicode
_wenviron wchar_t**
_pgmptr char* ANSI/Unicode
_wpgmptr wchar_t*
41.1
DLL
(w)WinMain hinstExe

HICON LoadIcont
HINSTANCE hinst,
PCTSTR pszIcon):

Loadlcon DLL
(W)WinMain hinstExe
Platform SDK HMODULE
GetModuleFileName
DWORD GetModuleF{leMame(
HMODULE hinstModule,
PTSTR pszPath,
DWORD cchPath);
HMODULE HINSTANCE
HMODULE HINSTANCE
HINSTANCE HMODULE
16 Windows HMODULE HINSTANCE
(w)WinMain hinstExe
0x00400000 (W)WinMain hinstExe 0x00400000
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Visual C++ 0x00400000 Windows
98
Microsoft /BASE:address
Windows 0x00400000 Windows 98
Windows 98 Windows
2000 0x00400000
GetModuleHandle DLL

/

HMODULE GetModuleHand1e(PCTSTR pszModule);:

0
DLL DLL
GetModuleHandle DLL
NULL GetModuleHandle pszModule NULL
GetModuleHandle C (w)WinMain
GetModuleHandle
GetModuleHandle “ ComDlg32”
NULL ComDlIlg32.dll
GetModuleHandle NULL
DLL NULL
DLL
4.1.2
C/C++ NULL (w)WinMain hinstExePrev
16 Windows (W)WinMain
16 Windows
(W)WinMain
int WINAPI WinMain(
HINSTANCE hinstExe,
HINSTANCE,
PSTR pszCmdLine,
int nCmdShow}:
4.1.3
CreateProcess
C
WinMain pszCmdLine
pszCmdLine ANSI WinMain
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wWinMain Unicode
pszCmdLine

GetCommandLine
PTSTR GetCommandLine(};

_argc __wargv
CommandLineToArgvW
Unicode

PHSTR CommandLineToArgvi(
PHSTR pszCmdLine,
int+ pNumArgs);

w Unicode w
‘ Wide' pszCmdLine
GetCommandLinew PNumArgs
CommandLineToArgvW Unicode
CommaneLineToArgvW

HeapFree
tnt nNumArgs;
PWSTR *ppArgv = CommandLineToArgvW(GetCommandLineW(}, &nNumArgs);

f/ Use the arguments..
if (»ppArgv[l] == L'x") [

}
/f Free the memory block
HeapFree{GetProcessHeap(), 8, ppArgv);

4.1.4

YarNamel=¥arvaluel\9
YarNameZ=YarValue2\0
YarName3=VarValue3\d

.

VarNameX=YarValueX\@
\@



52 CMM'WM&

XYZ ABC

XYZ= Windows (Notice the space after the aqual sfgn.)
ABC=Windows

XYZ Home
XYZ Work i
:;‘;::::EIE (Motfce the space before the equal sign.)
0
Windows98 Windows 98
AutoExec.bat SET

SET
. SET VarName=YarVaiue

AutoExec.bat
Windows 98

Windows 2000 Windows 2000

HKEY_LOCAL_MACHINEASYSTEM\CurrentControlSet\Control\
Session Manager\Environment

" HKEY_CURRENT_USER\Envi ronment

System
Advanced Environment Variables 4-2

Lo it oy ey
T
Yowie Vew w sl
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- |

4-2 Environment Variables
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Explorer Task Manager Control Panel
SETTINGCHANGE

SendMessage (HWND_BRDADCAST, WM_SETTINGCHANGE,
8, (LPARAM) TEXT("Envirenment*))};

CreateProcess

Variable

DWORD GetEnvironmentVariable(
PCTSTR pszName,
PTSTR pszValue,
DWORD cch¥alue);

GetEnvironmentVariable pszName
cchvalue

#USERPROFILE%\My Documents

USERPROFILE

C:\Documents and Settings\Administrator

C:\Documents and Settings\Administrator\My Documents
Windows

DWORD ExpandEnvironmentStrings(
PCSTR pszsSre,
PSTR pszDst,
DWORD n3ize);

pszSrc

WM_

GetEnvironment

pszVaue

USERPROFILE

ExpandEnvironmentStrings

pszDst
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nSize
SetEnvironmentV ariable
BOOL SetEnvironmentVartable(
PCTSTR pszName,
PCTSTR pszV¥alue):
pszName pszVaue
SetEnvironmentVariable
pszValue NULL

SetEnvironmentVariable SetEnvironment
Variable
415
CPU
CPU 7
4.1.6
SetErrorMode
UINT SetErrorMode(UINT fuErrorHode}:
fuErrorMode 4-3 OR

4-3 fuError Mode

SEM_FAILCRITICALERRORS
SEM_NOGOFAULTERRORBOX
GP
SEM_NOOPENFILEERRORBOX
SEM_NOALIGNMENTFAULTEXCEPT

x86
SEM_NOGPFAULTERRORBOX
GP
GP
CreateProcess
CREATE_DEFAULT_ERROR_MODE CreateProcess

4.1.7

Windows
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CreateFile

OWORD GetCurrentDirectory(
OWORD cchCurDir,
PTSTR pszCurbir);
BOOL SetCurrentDirectory(PCTSTR pszCurDir):

4.1.8

=C:=C:\Utility\Bin
=D:=D:\Program Files

C \Utility\Bin D
\Program Files
C:\Utility|Bin CreateFile D:ReadMe.Txt
=D =D D:\Program Files
ReadMe.Txt =D D ReadMe.Txt
Windows
C _chdir Windows SetCurrentDirectory
_chdir SetCurrentDirectory _chdir

GetFullPathName

DWORD GetFullPathName(
PCTSTR pszFile,
DWORG cchPath,

PTSTR pszPath,
PTSTR =ppszFilePart);

C GetFullPathName

TCHAR szCurDir[MAX_PATH];
DWORD GetFullPathName{TEXT("C:™), MAX_PATH. szCurDir. MIlLI}:
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4.1.9

Windows API
DWORD GetVersion();

MS-DOS

Microsoft

GetVersion

GetVersionEx:

Windows
Windows 2000
GetVersion

16 Windows
Windows

Windows

Microsoft

BOOL GetVersionEx(POSYERSIORINFO pVersionInformation);

OSVERSIONINFOEX

GetVersionEx OSVERSIONINFOEX

typedef struct {

DWORD dwOS¥ersionInfoSize;
DWORD dwMajorVersion;
DWORD dwMinor¥ersion;

DWGRD dwBuildNumber;
DWORD dwPlatformId;

TCHAR szCSDVersion[128]: .

WORD
WORD
WORD
BYTE
BYTE

wSuiteMask:

wReserved:

wProductType;

wServicePackMajor:
wServicePackMinor;

} OSVERSIONINFOEX, *POSVERSIONINFOEX:

OSVERSIONINFOEX
OSVERSIONINFO ,

Windows 2000 Windows

4-4 OSVERSIONINFOEX

4-4 OSVERSIONINFOEX

dwOSVersioninfoSize

dwMajorVersion
dwMinorVersion
dwBuildNumber

GetVersionEx , sizeof (OSVERSIONINFO)

sizeof(OSVERSIONINFOEX)
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()

dw Platform Id VER_PLATFORM_WIN32
Win32 VER_PLATFORM_WIN32_ WINDOWS Windows 95/Windows
98 VER_PLATFORM_WIN32_NT Windows NT/Windows 2000
VER_PLATFORM_WIN32 CEHH Windows CE
szCSDVersion
wServicePackMajor
wServicePackMinor
wSuiteMask VER_SUITE_SMALLBUSINESS,
VER_SUITE_ENTERPRISE,VER_SUITE_BACKOFFICE,VER_SUITE_
COMMUNICATIONSVER_SUITE TERMINAL,VER _SUITE_SMALLBUSINESS _
RESTRICTED, VER_SUITE_ EMBEDDEDNT VER _SUITE_DATACENTER
wProductType VER_NT_WORKSTATION,
VER_NT_SERVER VER_NT_DOMAIN_CONTROLLER
wReserved

Windows 2000 VerifyVersionlnfo

BOOL VYerifyVersionInfol
POSVERSIONINFOEX pVersionInformation,
DWORD dwTypeMask,
DWORDLOMG dwlConditionMask);

OSVERSIONINFOEX dwOSVersionlnfoSize

VerifyVersionlinfo dwTypeMask
dwTypeM ask OR
VER_MINORVERSION VER MAJORVERSION VER BUILDNUMBER VER PLATFORMID
VER_ SERVICEPACKMINOR VER_SERVICEPACKMAJOR VER_SUITENAME
VER_PRODUCT_TYPE dwlConditionMask 64

dwlConditionMask
VER_SET _CONDITION
VER_SET_CONDITION(
DWORDLONG dwlConditionMask,

ULONG dwTypeBitMask,
ULONG dwConditionMask)

dwlConditionMask
VER_SET _CONDITION
dwTypeBitMask OSVERSIONINFOEX
VER_SET_CONDITION
VerifyVersioninfo dwTypeMask VER_MINORVERSION VER_BUILDNUMBER
VER_SET_CONDITION dwTypeBitMask
VER_SET_CONDITION dwConditionMask

VER EQUAL VER GREATER VER GREATER EQUAL VER_LESS
VER_LESS_EQUAL VER_PRODUCT_TYPE
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VER_NT_WORKSTATION  VER NT_SERVER VER_SUITENAME
VER_AND VER_OR

VerifyVersionlinfo
VerifyVersioninfo 0
GetL astError
0 GetL astError ERROR_OLD_WIN_VERSION

Windows 2000

// Prepare the OSVERSIONINFOEX structure to indicate Windows 2060.
OSVERSIONINFOEX osver = [ B };

osver.dwOSVersionInfoSize = sizeof(osver);

osver.dwMajorVersion = 5;

osver.dwMinorVersion = 8;

osver.dwPlatformId = VER_PLATFORM_WIN3Z_NT;

// Prepare the condition mask.

DWORDLONG dwlConditionMask = 8:// You MUST tfnitialize this to 0.
VER_SET_CONDITION{dwiConditionMask, VER_MAJORVERSION, YER_EQUAL):
VER_SET_CONDITION(dwlConditionMask, VER_MINORVERSION, VER_EQUAL);
VER_SET_CONDITION(dwlConditionMask, VER_PLATFORMID, YER_EQUAL);

// Perform the version test.:

1f (VerifyVersionInfo(&osver, VER_MAJORVERSION | VER_MINORVERSION | VER_PLATFORMID,
dwlConditionMask)) {
/1 The host system is Windows 2000 exactly.

} else §
// The host system is NOT Windows 2006,

}

4.2 CreateProcess

CreateProcess

BOOL CreateProcess
PCTSTR pszApplicationName,
PTSTR pszCommandLine,
PSECURITY_ATTRIBUTES psaProcess,
PSECURITY_ATTRIBUTES psaThread,
BOOL bInheritHandles,
DWORD fdwCreate,
PYOID pyvEnvironment,
PCTSTR pszCurDir,
PSTARTUPINFO psiStartInfo,
PPROCESS_INFORMATION ppiProcinfo);

CreateProcess

DLL
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WinMain wWinMain main
CreateProcess TRUE

CreateProcess TRUE
DLL DLL
CreateProcess TRUE

CreateProcess
4.2.1 pszApplicationName pszCommandLine

pszApplicationName pszCommandLine

C/C++
wmain

pszCommandLine

pszCommandLine PTSTR CreateProcess

CreateProcess
CreateProcess

“ NOTEPAD”

STARTUPINFO si = { sizeof(si) };

PROCESS.INFORMATION pi;

CreateProcess(NULL, TEXT{"NOTEPAD"), NULL, NULL,
FALSE, @&, NULL, RULL, &st, &pi):

CreateProcess
/ CreateProcess
CreateProcess

STARTUPINFO si = { sizeof(si} J:

PROCESS_INFORMATION pi:

TCHAR szCommandLine[] = TEXT{"NOTEPAD");

CreateProcess{NULL, szCommandLine, NULL, NULL,
FALSE. 9., NULL, NULL, &si. &pi):

Visual C++ /Gf /GF

Visual Studio Edit & Continue IGF
IGF Microsoft

Windows
Windows 2000 CreateProcess ANSI

Visual C++

Visual C++

1Z]

Create-Process
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pszCommandLine CreateProcess
CreateProcess pszCommandLine

.exe CreateProcess

1) .exe

2)

3) Windows

4) Windows

5) PATH

C/C++
C/C++ (w)WinMain pszCmdLine
pszApplicationName NULL 99%
NULL pszApplicationName
.exe CreateProcess
CreateProcess
pszApplicationName CreateProcess

pszCommandLine
CreateProcess:

// Make sure that the path is in a read/write section of memory.
TCHAR szPathf] = TEXT("WORDPAD README.TXT");

// Spawn the new process.- _

CreateProcess(TEXT("C:\\WINNTAASYSTEM3Z\\NOTEPAD.EXE" ). szPath....):
Notepad Notepad WORDPAD README.TXT
CreateProcess pszApplicationName
CreateProcess Windows 2000 POSIX

4.2.2 psaProcess psaThread binheritHandles

psaProcess psaThread
NULL
SECURITY_ATTRIBUTES

SECURITY_ATTRIBUTES psaProcess psaThread

4-1 Process A Process B
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4
CreateProcess psaProcess SECURITY_ATTRIBUTES
blnheritHandles TRUE psaThread
SECURITY_ATTRIBUTES blnheritHandles FALSE
Process B
ppiProclnfo Process A
Process A
Process A CreateProcess ProcessC Process A
Process C Process A BlnheritHandles
blnheritHandles TRUE Process C Process A
Process B
CreateProcess blnheritHandles Process B
Process A CreateProcess blnheritHandles FALSE Process C
Process A
4-1
Inherit.c

FEIEETIT LTI 20 et s e L L L L e P s Py s e L

Module name: Inherit.c
Notices: Copyright {(c) 2088 Jeffrey Richter

PP L L T P P e e T S P TS S T LT T 0

#include <Windows.h>

int WINAPI WinMain (HINSTANCE hinstExe, HINSTANCE,
PSTR pszCmdLine, int aCmdShow) {

// Prepare a STARTUPINFO structure for spawning processes.
STARTUPINFO si = { sizeof(si) };

SECURITY_ATTRIBUTES saProcess, saThread;
PROCESS_INFORMATION piProcessB, piProcessC:

TCHAR szPath[MAX_PATH];

// Prepare to spawn Process B from Process A.
// The handle identifyting the new process

/f object should be inheritable.
saProcess.nLength = sizeof(saProcess);
saProcess.1pSecurityDescriptor = NULL;
saProcess.bInheritHandle = TRUE;

/f The handle identifying the new thread
// object should NOT be inheritable.
saThread.nlength = sizeof(saThread};
saThread. pSecurityDescriptor = NULL;
saThread.bInheritHandle = FALSE:

// Spawn Process B.
1strcpy{szPath, TEXT("ProcessB™));
CreateProcess{NULL, szPath, &saProcess, &saThread,
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FALSE, 8, NULL. NULL, &si, &piProcessB);

// The pi structure contains two handles
// relative to Process A:
/{ hProcess, which identifies Process B's process

// object and is inheritable; and hThread. which identifies
/f Process B's primary thread object and is NOT inheritable.

// Prepare to spawn Process C from Process A.

// Since NULL is passed for the psaProcess and psaThread
// parameters, the handles to Process C's process and

// primary thread objects default to “"noninheritable.”

// If Process A were to spawn andther process, this new

/f process would NOT inherit handles to Process C's process

/f and thread objects.

/f Because TRUE is passed for the bInheritHandles parameter,
/f Process C will inherit the handle that identifies Process

// B's process object but will not inherit a handle to
// Process B's primary thread object.
Istrcpy(szPath, TEXT{“ProcessC"}):
CreateProcess(NULL, szPath, NULL. NUEL.
TRUE, @, NULL, NULL, &si1, &piProcessC)y;

return(@);

4.2.3 fdwCreate

fdwCreate

* EBUG_PROCESS

« DEBUG_ONLY_THIS_PROCESS DEBUG_PROCESS

* CREATE_SUSPENDED

ResumeThread 7
« DETACHED_PROCESS CUl

CuUl

C

* CREATE_NEW_CONSOLE
CREATE_NEW_CONSOLE DETACHED_PROCESS

OR

CuUl



China=pubecom

4
« CREATE_NO_WINDOW
« CREATE_NEW_PROCESS GROUP Ctrl+C Ctrl+Break
CUl
CUl
Ctrl+C Ctrl_Break
* CREATE_DEFAULT_ERROR_MODE
SetErrorMode
* CREATE_SEPARATE_WOW_VDM Windows 2000 16 Windows
DOS VDM VDM
16 Windows 16 Windows
VDM VDM
VDM VDM
VDM 16 Windows
VDM
VDM VDM Windows 98 VDM
16 Windows
« CREATE_SHARED_WOW_VDM Windows 2000 16 Windows
CREATE_SEPARATE_WOW_VDM
16 Windows VDM
HKEY_LOCAL_MACHINE\system\CurrentControl Set\Control\WOW DefaultSeparate
VDM “ yes” CREATE_SHARED_
WOW_VDM VDM 16 Windows
« CREATE_UNICODE_ENVIRONMENT
Unicode ANSI
* CREATE_FORCEDOS 16 0S/2 MOS-DOS
« CREATE_BREAKAWAY_FROM_JOB
5
fdwCreate
4-5

4-5

IDLE_PRIORITY_CLASS
BELOW_NORMAL_PRIORITY_CLASS
NORMAL_PRIORITY_CLASS
ABOVE_NORMAL_PRIORITY_CLASS
HIGH_PRIORITY_CLASS
REALTIME_PRIORITY_CLASS
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BELOW_NORMAL_PRIORITY_CLASS ABOVE_NORMAL_PRIORITY_CLASS
Windows 2000 Windows NT 4( )  Windows 95

Windows 98

4.2.4 pvEnvironment

pvEnvironment

NULL
GetEnvironmentStrings
PYOID GetEnvironmentStrings();

CreateProcess pvEnvironment pvEnvironment NULL
CreateProcess FreeEnvironmentStrings

BOOL FreeEnvironmentS5trings(PTSTR pszEnvironmentBlock);

4.2.5 pszCurDir

pszCurDir NULL
NULL pszCurDir

4.2.6 psiStartinfo

psiStartinfo STARTUPINFO
typedef struct _STARTUPINFC {
DWORD ¢b:

PSTR 1pReserved;
PSTR 1pDesktop;
PSTR 1pTitle:
DWORD dwX;
DWORD dwY;
OWORD dwX5ize:
DWORD dwYSize;
DWORD dwXCountChars;
DWORD dwYCountChars:
DWORD dwFillAttribute:
OWORD dwFlags:
WORD wShowWindow:
WORD cbReserved2:
PBYTE 1pReserved2:
HANDLE hStdInput;
HANDLE hStdOutput;
HANDLE hStdError;

} STARTUPINFO, *LPSTARTUPINFO;
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Windows
cb

STARTUPINFO st = { sizeof(si) }:
CreateProcess(..., &sf, ...);

CreateProcess

CreateProcess
CreateProcess

CuUl 4-6

4-6  STARTUPINFO

cb STARTUPINFO Microsoft
cb
sizeof(STARTUPINFO)
IpReserved NULL
IpDesktop

IpDesktop NULL

IpTitle IpTitle NULL

dwX Xy
dwy CW_USEDEFAULT
CreateWindow x

dwXSize
dwYsize CW_USEDEFAULT CreateWindow nWidth

dwXCountChars

dwY CountChars

dwFillAttribute

dwFlags 4-7

wShowWindow ShowWindow
SW_SHOWDEFAULT nCmdShow

Show Window SW_*
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()

cbReserved2 0
|pReserved2 NULL
hStdlInput
hStdOutput hStdI nput hStdOutput  hStdError
hStdError
dwFlags
CreateProcess STARTUPINFO
4-7
4-7
STARTF_USESIZE dwXSize dwYSize
STARTF_USESHOWWINDOW wShowWindow
STARTF_USEPOSITION dwX dwY
STARTF_USECOUNTCHARS dwXCountChars dwY Count Chars
STARTF_USEFILLATTRIBUTE dwFillAttribute
STARTF_USESTDHANDLES hStdinput hStdOutput  hStdError
STARTF_RUN_FULLSCREEN x86

STARTF_FORCEONFEEDBACK STARTF_[ FORCEOFFF-

EEDBACK Windows
CreateProcess

B
CreateProcess STARTF_FORCEOFFFEEDBACK
CreateProcess

STARTF_FORCEONFEEDBACK CreateProcess

CreateProcess 2s
GUI CreateProcess
2s GUI CreateProcess
GUI b5s CreateProcess
CreateProcess 5s

GetM essage CreateProcess

STARTUPINFO  wShowWindow
(W)WinMain nCmdShow
(W)WinMain nCmdShow ShowWindow
nCmdShow SW_SHOWNORMAL SW_SHOWMINNOACTIVE
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SW_SHOWDEFAULT

Explorer
(w)WinMain
SW_SHOWNORMAL nCmdShow
4-3
Notepad
Run
Notepad
Explorer
Explorer STARTUPINFO
CreateProcess Notepad
nCmdShow SW_SHOWMINNOACTIVE
(W)WinMain

Motepad Properties

General  Shortout i Securityi

% Matepad

Target type: Application

Target lozation: Spstem3Z2

Target: ZwindirZ\Spstem3I2\MNotepad. exe

¥ Buniirsenarate memomy space: i Bun as different user

Start in: |°/°winclir°/°

Shortcut kew: INone

Bur: INormaI window ;_l
Mormal window
Comment:
M awirnized
Find Target... I Qh‘angelcon...l
ok | caneel | sy |
4-3 Notepad

STARTUPINFO

VOID GetStartupInfo(LPSTARTUPINFO pStartupInfo);

Windows
cb

STARTUPINFO si = { sizeof(si) };
GetStartupInfo(dsi);

4.2.7 ppiProcinfo

ppiProcinfo

typedef struct _PROCESS_INFORMATION {
HANDLE hProcess;
HANDLE hThread;
DWORD dwProcessld;
DWORD dwThreadld:
1 PROCESS_INFORMATION;

hProcess hThread
2

PROCESS_INFORMATION

GetStartInfo

CreateProcess

1 createProcess
PROCESS INFORMATION

CreateProcess
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CloseHandle

CloseHandle

CreateProcess
dwThreadld
Manager

ID
ID
ID

122

Windows
PROCESSENTRY 32

ID

I
ID

I
D

PROCESS_INFORMATION

D ID

Windows

CloseHandle

ID
0 ID
dwProcessld
Task

ID
ID 122

ID

ToolHelp
th32ParentProcessl D
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4.3

: ExitProcess

: TerminateProcess
4.3.1

. C++

: )

4.3.2 ExitProcess

ExitProcess
YOID ExitProcess(UINT fuExitCode)
fuExitCode ExitProcess
ExitProcess

WinMain wWinMain man wmain
C/C++ C C
C ExitProcess

Windows Platform SDK
C/C++
ExitProcess C/C++
ExitThread
ExtiProcess

ExitProcess ExitThread
C/C++
C/C++

#include <windows.h>
#1include <stdio.h>
class CSomeObj {
public:
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¢someObj() { printf("Constructoririn®); }
~CSome0bj() { printf("Destructoririn®); }

¢SomeObj g_GlobalOby:

void main () {
CSomeObhj LocalObj:
ExitProcess{(9); /f This shouldn't be here

// At the end of this functien, the compiler automatically added
/7 the code necessary to call LocalObj's destructor.
// ExitProcess prevents it from executing.

Constructor
Constructor
Destructor
C++ ExitProcess
CIC++
ExitProcess ExitProcess

Constructor
Constructor
Destructor
Destructor

C/C++
C++ C++ C++

ExitProcess ExitThread
ExitThread

4.3.3 TerminateProcess

TerminateProcess

BOOL TerminateProcess{
HAMDLE hProcess.
UINT fuExitCode):
ExitProcess TerminateProcess
hProcess
fuExitCode
TerminateProcess
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GDlI

TerminateProcess

WaitForSingleObject 9

ExitThread
TerminateProcess

4.3.4

1)
2) GDI

3) STILL_ACTIVE ExitProcess TerminateProcess
4) 9

CPU
GetExitCodeProcess

BOOL GetExitCodeProcess(
HANDLE hProcess,
PDWORD pdwExitCode):
hProcess
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pdwExitCode DWORD
GetExitCodeProcess
STILL_ACTIVE 0x103 DWORD

GetExitCodeProcess

CloseHandle
CloseHandle
4.4
Windows
DDE OLE
17

PROCESS_INFORMATION pi;
DWORD dwExitCode;

/1 Spawn the child process.
BOOL fSuccess = CreateProcess{..., &pi);
1f (fSuccess) {

// Close the thread handle as soon as it is no longer needed!
CloseMandle(pi.hThread);

/4 Suspend our execution until the child has terminated.
WaitForSingleObject(pi.hProcess, INFINITE);

7/ The child process terminated; get fts exit code.
GetExitCodeProcess(pi.hProcess, &dwExitCode);
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// Close the process handle as soon as it is no longer needed.
CloseHandle(pi.hProcess); )

WaitForSingleObject

DWORD WaitForSingleObject(HANDLE hObject, DWORD dwTimeout);

9 WaitForSingleObject
hObject
WaitForSingleObject
WaitForSingleObject GetExitCodeProcess
CloseHandle 0
CreateProcess
Explorer Explorer
Explorer CloseHandle

PROCESS_INFORMATION pi;

// Spawn the child process,
BOOL fSuccess = CreateProcess(..., &pi):
if (fSuccess) {

/7 Allow the system to destroy the process & thread kernel
// objects as soon as the child process terminates.
CloseHandle{pi.hThread);

CloseHandle{p1.hProcess):

4.5

Windows

Windows API Windows NT
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Performance Data
HKEY_ PERFORMANCE_DATA
Windows

* Windows 95 Windows 98

Microsoft
PDH.dII
Data Helper
Windows 95 Windows 98
Platform SDK Process32First Process32Next
Microsoft Windows NT
Windows NT
PSAPI.dII
EnumProcesses
Microsoft
Microsoft ToolHelp Windows 2000
Windows 95 Windows98 Windows 2000

Processinfo “ 04 Processlnfo.exe”

ToolHelp
04-Processinfo
ProcessInfo
ID
ID ID
VMMap
VMMap VMMap
Modules!

RegQueryV alueEx

Performance Data Helper
Platform SDK Performance
ToolHelp API
ToolHelp

Process Status
Platform SDK

4-2

4-4

14

DLL

DLL DLL

ID
ProcessIinfo
Processinfo
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& Frocess Infarmation

Processes!  Maodules! WMMap!

Filename: taskmgr eze= ) ;J
PID=000001F4, ParentPID=00000300, PricrityClas==13, Threads=3. Hesps=2

Hodules Infornation

Uszage Basedddr|Inage) Sizs Hodals
Fized 01000000 48304 C:nNINNT-Systemd 2 TaskMor  exe
Fized 77FB0000 483328 CoSNINNT-System32wntdll. dll
Fized 77ES0000 Fe089:  CoNNINNTsystem3d 2KERNELZ2 dll
Fized 77F40000 241664 CISNIHNNT swstemd2~CDISZ2 . dll
Fimad 77E20000 4014028 C:SHINNT=w=tem32nUSER22 DIL
Fized 77DCO0O00 344064 CNINNT systemd 2ADVAPTE2 dll
Fized 77D50000 450560 CoWINNTsystem3d2~EPCRT4 .DIL
Fized JYE70000 557056 CosNINNTsystemd2WCOMCTLE2 dll
Fized 775F0000 2289664 CoSWIHNT =wystem32~SHELLIE . dll
Fized 77280000 282624 CoaHINHT systond 22SHIWAPT DLL
Fized &RCE0000 45056 CoSWTHNT Sy=stemd 25VDMDEG d11
Thread Information:
TID Priority

goooo3an 3

nooon2ac 13

10000354 13

4-4 Processinfo

rocess Information

Processes! Hodules!

Pathname: C SUINNT“svstem32“USER32 .DLL =

Process Infornation
Ba=cdddr Froces=
0000002c  7T7ED000 cerss exe
00o0000En  FIE20000 winlogon. exe
oooooopn FIE20000 =services. exe
DO0CO0DC  ZPYEZO000 lsass exe
00000178 77E20000 svchost.exe
oofoooise FPE20000 =pooclsv.exs
aooonice  FTEZO000 swvchost exe
000001FD  77E20000 mstask. exe
glooo2le  FVEZO00D0  stisve. exe
gooooson  PTEZO000 explorer. exe
goooozze  PTE20000 cdplayer. exe
ooonoiFs  FIE20000  taskmgr. exe
000003EC 77E20000 MSDEV.EEE
goooo3ing  FTEZ0000 mspaint, exe

H i

4-5 Processinfo User32.dll

Processlinfo
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ID
Processinfo ToolHelp
ToolHelp C++ ToolHelp.h
C++ ToolHelp ToolHelp

ProcessInfo.cpp GetModul ePreferredBaseAddr

PYOID GetModulePreferredBaseAddr(
DWORD dwProcessld,
PVOID pvHoduleRemote);

ID

4-2 Processinfo

% Processinfo.cpp

f#**************ﬂ&*kt$***t*******#t$$$*‘****t*****$*$#**tt*****%*t****&&ttt****
Module: ProcessInfo.cpp
Notices: Copyright (c) 2080 Jeffrey Richter

*******t*t********#******$ttt“*********&***#****t*****$3$**t‘**‘*‘**********&/

finclude ®..\CmnHdr.h" /% See Appendix A. =/
#include <windowsx,h>

#Finclude <tlhelp3z.h>

#include <tchar.h>

#include <stdarg.h>

#include <stdio.h>

#include "Toolhelp.h"

f#include "Resource.h”

JELERIEEIRIEER I EEEEE R I I ER T ET I EET BRI EEDE TP ERT IR LI

/7 Adds a string to an edit control
void AddText(HWND hwnd, PCTSTR pszformat, ...} {

va_list argbList;
va_start{argList, pszFormat):

TCHAR sz[20 « 1624];

Edit_GetText(hwnd, sz. chDIMOF(sz)):
vstprintf{_tcschr(sz, @), pszformat, arglist}:
Edit_SetText(hwnd, sz);

va_end(arglist);

FELTEEEETFEIITEEI I E IR T SR TEF TR LI LTI EITEEEE G RET T it
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¥0ID Dlg_PopulateProcessList(HWHD hwnd)

HUND hwndList = GetDlgItem{hwnd, IDC_PROCESSMODULELISTY);
SetWindowRedraw(hwndlist, FALSE):
ComboBox_Resetlontent (hwndlist):

CToolhelp thProcesses(TH32CS_SNAPPROCESS);

PROCESSENTRY32 pe = { sizeof(pe) };:

BOOL fOk = thProcesses.ProcessFirst(pe):

for (; fOk; fOk = thProcesses.ProcessNext(&pe)) {
TCHAR szlle24];

/¢ Place the process name (without its path) & ID in the list

PCTSTR pszExeFile = _tesrchr(pe.szExeFile, TEXT('\\'}):

if (pszExeFile == NULL) pszExeFile = pe.szExeFile;

else pszExeFile++; // Skip over the slash

wsprintf(sz, TEAT("%s {(Bx%08%X)"), pszExeFile, pe.th32ProcessiD};
int n = ComboBox_AddStrimg{hwndList, sz):

/i Associate the process ID with the added item
ComboBox_SetItemData{hwndList, n, pe.th32ProcessID);

}
ComboBox_SetCurSel{hwndlList, @); [/ Select the first entry

/7 Simutate the user selecting this first item so that the
// results pane shows something Tnteresting
FORWARD_WH_COMMAND(hwnd, IDC_PROCESSMODULELIST,

hwndList, CBN_SELCHANGE, SendMessage);

SetWindowRedraw({hwndList, TRUE);
InvalidateRect{ihwndlList, HULL, FALSE);

FEEREEIE T EELEF T ER I AT EE I FRES LT E O EF R EER R it

¥OID D1g_PopulateModulteLlist(HWKD hwnd) {

HWND hwndModuleHelp = GetDlglitem(hwnd, IDC_MODULEHELP);
ListBox_ResetContent (hwndModuleHelp); .

LToolhelp thProcesses(TH32CS_SNAPPROCESS)
PROCESSENTRY32 pe = { sizeof(pe) }:

BOOL fOk = thProcesses.ProcessFirst(&pel}:;

for (; fO0k; fOk = thProcesses.ProcessNext(ipe}) {

CToolhelp thModules{TH32CS_SNAPMODULE, pe.th32ProcessID):
MODULEENTRY32 me = { sizeof(me) };
BOOL f0kx = thModules.ModuleFirst{&me);
for {; fOk: fOk = thModules . ModuleNext{&me}} {
int n = ListBox_FindStringExact{hwndModuleHelp, -1, me.szExePath);
if (n == LB_ERR) { '
f! This medule hasn't been added before
ListBox_AddString{hwndModuleHelp, me.szExePath);
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HWHD hwndList = GetDlgltem{hwnd, IDC_PROCESSMODULELIST):
SetWindowRedraw(hwndlist, FALSE):
ComboBox_ResetContent(hwndList);
int nNumModutes = ListBox_GetCount (hwndModuleHelp);
for (int 1 = @; i < nNumModules: i++) [
TCHAR sz[1824];
ListBox_GetText{hwndModuleHelp, 1. sz);
// Place module name (without its path) in the 11st
int nIndex = ComboBox_AddString(hwndList, _tesrchr(sz, TEXT("\W")) + 1}

f/ Associate the index of the full path with the added item
ComboBox_SetItemData(hwndlList, nIndex, i);
}

comboBox_SetCursel (hwndList, 8): // Select the first entry

// Simulate the user selecting this first item so that the
// results pane shows something interesting
FORWARD_WM_COMMANDChwnd, IDC_PROCESSMODULELIST,

hwndList, CBN_SELCHANGE, SendMessage);

SetWindowRedraw(hwndList, TRUE);
InvalidateRect{hwndList, NULL, FALSE):

AHTEEH IR EEELEE R R EE LT ST LT LT EEE LT E T

PYOID GetModulePreferredBaseAddr(DWORD dwProcessId, PVOID pvModuleRemote) {

PYOID pvModulePreferredBaseAddr = NULL;
IMAGE__DOS_HEADER idh;
IMAGE_NT_HEADERS inth;

// Read the remote module's DOS header
Toolhelp32ReadProcessMemory(dwProcessid,
pvModuleRemote, &idh, sizeof(idh}, NULL};

/7 Verify the DOS image header
if {idh.e_magic == IMAGE_DOS_SIGNATURE) {
// Read the remote module’s NT header
Toolhelp32ReadProcessMemory{dwProcessid,
(PBYTE) pvModuleRemote + idh.e_1fanew, &inth, sizeof(inth), NULL};:

/f Yerify the NT image header
1f (inth.Signature == IMAGE_NT_SIGNATURE} {
/f This is valid HT header, get the image's preferred base address
pvModulePreferredBaseAddr = (P¥0ID) inth,OptionalHeader.ImageBase;
}
1
return{pvModulePreferredBaseAddr);
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TIHLELLEETI BRI LEE IR EE LR LRI R EEEER R FI IR I EETEEL I IIEEE]

VOID ShowProcessInfo(HWND hwnd, DWORD dwProcessID) {
SetWindowText(hwnd, TEXT(""}): // Clear the output box
CToolhelp th(TH32CS_SHAPALL, dwProcessID);

// Show Process details
PROCESSENTRY32 pe = [ sizeof(pe) }:
BOOL fOk = th.ProcessFirst{&pe);
for (; fOk: fOk = th,ProcessNext(&pe)) {
if (pe.th32ProcessID == dwProcessID) {
AddText(hwnd, TEXT("Filename: %s\r\n“), pe.szExeFile);
AddText(hwnd, TEXT(" PID=%88X, ParentPIb=%a8%, ™)
TEXT("PriorityClass=%d, Threads=%d, Heaps=%d\r\n"},
pe.th32ProcessID, pe.th32ParentProcessih,
pe.pcPriClassBase, pe.cntThreads,
th.HowManyHeaps(});
break; // Mo need to continue Tooping

}

// Show Modules in the Process

/7 Wumber of characters to display an address

const int cchAddress = sizeof(PVOID) = 2;

AddText (hwnd, TEXT("\r\nModules Information:\rin")
TEXT{"™ Usage %-*3(%-*s) %Bs Module\ri\n™),
cchAddress. TEXT("BaseAddr™),
cchAddress, TEXT("ImagAddr*), TEXT("Stze")):

MODULEENTRY32 me = { sizeof(me) };
fOk = th ModuleFfrst(ime);
for {; fOk; f0k = th.ModuleNext(&me)) {
if (me.ProccntUsage == 65535)
// Module was implicitly loaded and cannot be unloaded
AddText{(hwnd, TEXT(" Fixed")):
} else {
AddText(hwnd, TEXT(" %5d"), me.ProccntUsage);
}
PVOID pvPreferredBaseAddr =
GetModulePreferredBaseAddr(pe.th32ProcessID, me.modBaseAddr):
if {me.modBaseAddr == pvPreferredBaseAddr) {
AddText(hwnd, TEXT("™ ZXp %¥+s %8u %Es\rin"),
me.modBaseAddr, cchAddress, TEXT(""),
me.modBaseSize, me.szExePath):
} else {
AddText(hwnd, TEXT(™ Xp(%p} ®%Bu %sirin"),
me.modBaseAddr, pvPreferredBaseAddr, me.modBaseSize, me.szExePath);

// Show threads in the process
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AddTextChwnd, TEXT("\r\nThread Informatfon:\ri\n")
TEXT(" TIiD Priority\rin")):
THREADENTRY32 te = { sizeof{te) };
fak = th.ThreadFirst{&te);
for {; fOk; fOk = th.ThreadNext(&te)) (
if (te.th320wnerProcessID == dwProcessID) {
int nPriority = te.tpBasePri + te.tpDeltaPri;

if ((te.tpBasePri < 16) && (nPriority > 15)) nPricority = 15;
if ((te.tpBasePri > 15) && (nPriority > 31)) nPriority = 31;
if ((te.tpBasePri < 16) && (nPriority < 1)) nPricrity = 1:
if ((te.tpBasePri > 15) && (nPriority < 16)) nPricrity = 16;

AddText(hwnd, TEXT(" £08X %2d\rin"},
te.th32ThreadID. nPriority):

FEFETERTIEEERREEEEEREEERE LT AR LRI 08T EE R FEE I EEEEEEE0071Et

¥OID ShowModulelnfo(HWND hwnd, LPCTSTR pszModutePath) {
SetWindowText(hwnd, TEXT(""3}}; // Clear the cutput box

CToolhelp thProcesses(TH32CS_SHAPPROCESS):
PROCESSENTRY32 pe = { sizeof(pe) };
BOOL fOk = thProcesses.ProcessFirst{&pe);
AddText(hwnd, TEXT("Pathname: ¥s\rin\r\n™), pszModulePath);
AddText(hwnd, TEXT("Process Information:\r\n™));
AddText (Chwnd, TEXT(" PID BaseAddr Process\r\n"});
for (; fOk; f0k = thProcesses.ProcessNext(&pe)) {
CToolhelp thModules (TH32CS_SNAPMODULE, pe.th32Processif);
MODULEENTRY32 me = { sizeofi(me) };
B00OL fOk = thModules.ModuleFirst{&me);
for (; fOk; f0k = thModules.ModuleNext(hme)) {
if (_tcsemp(me.szExePath, pszModulePath) == 8) {
AddText(hwnd, TEXT(" %68X %p %s\ri\n"),
pe.th32ProcessID, me.modBaseAddr, pe.szExeFile);

FEEEREEERI TR REEE BT R REITEERREEET BT BFFEFERERIIIEEEEELEEEET

BOOL Dlg_OnInitDialog({HWKD hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS(hwnd, IDI_PROCESSINFQ):

// Hide the module-helper tistbox.
ShowWindow{GetD1gitem(hwnd, IDC_MODULEHELP), SW_HIDE);

/{/ Have the results window use & fixed-pitch font
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SetWindowFont(GetDI1gItem{hwnd, IDC_RESULTS),
GetStockFont (ANSI_FIXED_FONT), FALSE);:

/f By default, show the running processes
D1g_PopulateProcessList({hwnd):

return{TRUE);

FEAFTEEEEIEIPETEEEEEEEE PR EER BT EEEREREEEERIELEEEEE I IEEELEEEETLIEE

BOOL DTg_OnSize{HWND hwnd, UINT state, int cx, int cy) {

RECT rc;
int n = LOWORD(GetDialogBaseUnits());

HRND bhwndCtt = GetDlgItem(hwnd, IDC. _PROCESSMODULELIST):
GetCTientRect{hwndCt], &rc):
SetWindowPos{hwndCtl, NULL., n, n, ¢x - n - n, rc.bottom, SWP_NOZORDER):
hwndCt? = GetDlgitem(hwnd, IDC_RESULTS):
SetWindowPos (hwndCt1, NULL, n, n + rc.bottom + n,

€X - n -~ n, ¢y - (n + rc,bottom + n) - n, SWP_NOZORDER):;

return(9®)};

THHLETERI ISR ET LT HIE R IR EE LRI E R IR ET I EI1ILIT

void D1g.OnCommand(HWND hwnd, int 1d, HWND hwndCtl, UINT codeNotify) {
statfc BOOL s_fProcesses = TRUE:

switch (id) {
case IDCANCEL:
EndDialog({hwnd, 1d):
break:

case ID_PROCESSES:
s_fProcesses = TRUE;
EnableMenultem(GetMenuChwnd), ID_VMMAP, MF_BYCOMMAND | MF_ENABLED);
DrawMenuBar{hwnd};
Dlg_PopulateProcesslist(hwnd):
break;

case 10 _MODULES:
EnableMenultem(GetMenu(hwnd), ID_VMMAP, MF_BYCOMMAND | MF_GRAYED):
DrawMenuBar(hwnd);
s_fProcesses = FALSE:
D1g_PopulateModulelist{hwnd);
break:

case IDC_PROCESSMODULELIST:



China=pubecom

if {codeNotify == CBEN_SELCHANGE) {
DWORD dw = ComboBox_GetlurSel (hwndCt1);
if (s_fProcesses) {’
dw = (DWORD) ComboBox_GetItemData{hwndCt!, dw): // Process ID
ShowProcessInfo(GetDigitem{hwnd, IDC_RESHLTS), dw):
} else {
// Index in hetper listbox of full path
dw = (DWORD) ComboBox_GetItemData(hwndCtl, dw);
TCHAR szModulePath[1024]:
ListBox_GetText(GetDigltem(hwnd, FDC_MODULEHELP),
dw, szModulePath};
ShowModulelnfo(GetDIgItem(hwnd, IDC_RESULTS), szModulePath):
}
1
break;

case ID_VMMAP:
STARTUPIKFO si = [ sizeof(si) };
PROCESS_INFORMATEON pi;
TCHAR szCmdLine[1024];
HWND hwndCB = GetDlgItem{hwnd, IDC_PROCESSMODULELIST):
DWORD dwProcessId = (DWORD)

ComboBox_6GetItemData(hwndCB, ComboBox_GetlurSet(hwndCB));
wsprintf{szCmdLine, TEXT("\"14 ¥MMap\"™ %d4"), dwProcessld):
BOOL fOk = CreateProcess(NULL, szCmdline, NULL, NULL,

FALSE, @, NULL. MULL, &s%, &pi):
if (fOk) {

CloseHandle{pi.hProcess):

CloseHandle{pi.hThread)}:

} else {

chMB("Failed to execute VMMAP.EXE.");
}
break;

TELEEEETIIEERELEERE PRI T IR EEE T ETEE R E R T EEEE R EE T 10888010800 1]

INT_PTR WIMNAPI D1g_Proc{HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {

ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OnlnitDialeg);
ChHANDLE_DLGMSG( hwnd, WM_SIZE, Dig_OnSize);
ChHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand) ;

} .

return{FALSE}:

FEELEEREPPPFFEEEREEEEEEEPEEER R R R EEE R IETEEEEE R EEEREEREEEEEEEEAEEEEEEEEE}
int WINAPT _tWinMain{HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdlLine, int) {

CToolhelp::EnablebebugPrivilege(TRUE):
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DialogBox(hinstExe, MAKEINTRESOURCE(IDD_PROCESSINFO), RULL, Dlg_Proc):
CToolhelp: :EnabteDebugPrivilege(FALSE);
return{@);

1

FLELEFERTIIEEELEEEEEERRIERIEEEEE End of File JIIHIEFETEIIIIEIIIIIEERREREE 1Y

Processinfo.rc

//Microsoft Developer Studio generated resource script,
Iy
#include “resource.h”

#define APSTUDIO_READONLY_SYMBOLS

FEIFRFEEIERREELFETET IR EEEE I EFF PRI FLFFE IR R T AT F bR IR i1 0870101¢
/7

// Generated from the TEXTINCLUPE 2 rescurce.

i

#include "afxres.h”

/!/////f////f////}/f!///!/l////l/l///!f/f////ff!///fff/////Il///////////ff//f
fundef APSTUDIO_READONLY_SYMBOLS

FIITTREEI T TEFETEERER I EETEE T EE TR LR I TTEF R FEFET IR I Ei EE iy
f{ EngTish (U,5.) resources

#if ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
#ifdef _MIN32

LANGUAGE LAMG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

flendif //_WIN32

FEEFERITERETEEE I T T EEIRERFF R IR FLFETRF R IR A LRI T IR I ETEisiitsd
ff

// Dialog

¥

IDD_PROCESSINFO DIALDGEX @, 8, 408, 317

STYLE DS_3DLOOK | DS_NOFAILCREATE | DS_CENTER | WS_MINIMIZEBOX |
WS_MAXIMEZEBOX | WS_VISIBLE | WS_CAPTION | WS_SYSMENU | WS_THICKFRAME

EXSTYLE WS_EX_NOPARENTNOTIFY | WS_EX_CLIENTEDGE

CAPTION "Process Information”

MENU IDR_PROCESSINFO

FOKT 8, "HS Sans Serif”

BEGIN
COMBOBOX IDC_PROCESSMODULELIST,4,4,392,156,CBS_DROPDOWNLEST |
CBS_AUTOHSCROLL | CBS_SORT | WS_VSCROLL | WS_TABSTOP
LISTBOX IDC_MODULEHELP,9,0,48,48,N0T LBS_NOTIFY | LBS_SORT |
EBS_NOINTEGRALHEIGHT | NOT WS_VISIBLE | NOT WS_BORDER {
WS_TABSTOP
EDITTEXT IDC_RESULYS,4,24,392,284 ,ES_MULTILINE | ES_AUTOVSCROLL |
ES_AUTOHSCROLL |} ES.READONLY | WS_VSCROLL | WS_HSCROLL
END

PERTTEFHEITER T PR EET IS EE T EF R TR A TR EEFE PRI ER T F I ii b E)
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1/
/{ DESIGNIMFO
i

#ifdef APSTUDIO_INVOKED
GUTIDELINES DESIGNINFO DISCARDABLE

BEGIN
IDD_PROCESSINFO, DIALOG
BEGIN
LEFTMARGIN, 7
RIGHTHMARGIN, 393
TOPMARGIN, 7
BOTTOMMARGIN, 319
END
END

fendif !/ APSTUDIO_TKVOKED

#ifdef APSTUDIO_INVOKED

FERIETEEIEI TG E R IR ER T ITER LRI ER SR IR ER AT T EEE T}
1

/f TEXTINCLUBE

1/

1 TEXTINCLUDE DISCARDABLE
BEGIN
"resource,h\@"

END

2 TEXTINCLUDE DISCARDABLE

BEGIN
*#include “"afxres.h""\rin”
" \eﬂ'

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\rin”

nyge
END

fendif // APSTUDIO_INVOKED

JERIIIEEEEEETEERTEETETEFI R EEIET R EE LT EEE T I i ]

i

// Wenu

i

IDR_PROCESSINFO MENU DISCARDABLE

BEGIN
MENUITEM "&Processes!"™, I0_PROCESSES
MENUITEM "&Modules!®, ID_MODULES
MENUITEM “"&VMMapt™, ID_VMHAP

END
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N i i
i

f4 Icon

I

// Icon with lowest ID value placed first to ensure application icon

// remains consistent on all systems. .
IDI_PROCESSINFO ICOR DISCARDABLE “ProcessInfo.ico

#endif {// English (U.5.) resources .
FRETREREFEEIIIIEFEEER PRI ETEFERFETEEI R EEERIREETEEEEEIIETEEEEEE

#ifndef APSTUDIO_INVOKED
A L R L

/

// Generated from the TEXTINCLUDE 3 resource.
i

FELEFESEEFIEEEEEEEFFEEEEEERRTFRFEEEE R ER PR EEEELELE8iiiiietiiili
#endif f/ not APSTUDIO_INVOKED

Toolhelp.h

/&*t#t#******&t*tt*t*#s******#**t#****s*****&**#*****R*#tt*t********#ﬁ#**tt****
Module: Toolhelp.h
Notices: Copyright (c) 2000 Jeffrey Richter

**********t*t********$*ﬁt******#*$**#t********$$**#$*****&***************t*t**/

#include .. \CmnHdr.h™ /% See Appendix A. */
#include <tlhelp3z.h>
#Hinclude <tchar.h>

ITELEITEEETTERITTEEI I FRTTE RS EE TR I TEE I P EEEI IR0 0TI EEIITER I T

tlass CToolhelp {
private:
HANDLE m_hSnapshot;

public:
CToolhelp(DWORD dwFlags = @, DWORD dwProcessID = @);
~CToolhetp():

BOOL CreateSnapshot(DWORD dwFlags, DWORD dwProcessiD = 9);

BOOL ProcessFirst{PPROCESSENTRY32 ppe) const:

BOOL ProcessNext{PPROCESSENTRY32 ppe) const:

BOOL ProcessFind(DWORD dwProcessId, PPROCESSENTRY3Z ppe) const;

BOOL ModuteFirst(PMODULEENTRY32 pme) const;
BOOL ModuleNext(PMODULEENTRY32 pme) const;
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BOOL ModuleFind{(PVQID pvBaseAddr, PMODULEENTRY32 pme} const:
BOOL ModuleFind(PTSTR pszModName, PMODULEENTRY32 pme) const;
BOOL ThreadFirst{PTHREADENTRY32 pte) const;

BOOL ThreadNext(PTHREADENTRY32 pte)} const;

BOOL HeapListFirst(PHEAPLIST32 phl) const;
BODL HeaplistNext(PHEAPLIST3Z phl) const:
int HowManyHeaps(} const;

// fote: The heap block functions do not reference a snapshot and
// just walk the process‘'s heap from the beginning each time. Infinite
// Voops can occur if the target process chamges its heap while the
// functions below are enumerating the blocks 1n the heap.
800l HeapFirst(PHEAPENTRY32 phe, ODWGRD dwProcessID,
VINT_PTR dwHeapID) const;
BOOL HeapWext(PHEAPENTRY3Z phe) const;
int HowManyBlocksInHeap(DWORD dwProcessID, OWORD dwHeapld)} const;
BOOL IsAHeap(HANOLE hProcess, PVOID pvBlock, PDMORD pdwFlags} const:

public:
static BOGOL EnableDebugPrivilege(BOOL fEnable = TRUE):

static BOOL ReadProcessMemory(DWORD dwProcessID, LPCYQID pvBaseAddress,
PYOID pvBuffer, OWORD cbRead, POWORD pdwNumberOfBytesRead = NULL};

N N N e

inline CFoolhelp::CToolhelp(DWORD dwFlags, DWORD dwProcessID) {

m_hSnapshot = INVALID_HAMDLE_VALUE;
CreateSnapshot({dwFlags, dwProcessID);

I

inline CToothelp::~CToolhelp() {

{f (m_hSnapshot '= THVALID_HANDLE._VALUE}
CloseHandle(m_hSnapshot};
}

FERIIEEEII TR ETET R R PRSP E I T EET T HFEREET LI EEERRRi i ieiit il

inline CToolhelp: :CreateSnapshot(DWORD dwFlags, DWORD dwProcessID) {

if (m_hSnapshot 1= INVALID_HANDLE_VALUE)
CloseHandle(m_hSnapshot):

if (dwFlags == 8) (

m_hSnapshot = ENYALID_HARDLE_VALUE; -
1 else {
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m_hSnapshot = CreateToolhelp32Snapshot(dwFlags, dwProcesslID);
1
return{m_hSnapshot != TRVALID_HANDLE_VALUE):

N e d,

inline BOOL CToclhelp::EnableDebugPrivilege{BOOL fEnable) {

// Enabling the debug privilege allows the application to see
// informatien about service applications

BOOL fOk = FALSE; f/ Assume functien fails

HANDLE hToken:

// Try to open this process’s access token
1f (OpenProcessToken{GetCurrentProcess(}, TOKEN_ADJUST_PRIVILEGES,
&hToken)) {

f/f Attempt to modify the "Debug" privilege
TOKEN_PRIVILEGES tp;
tp.PrivilegeCount = 1;
LookupPrivilegeValue{NULL, SE_DEBUG_NAME, &tp.Privileges[8].Luid):
tp.Privileges[8].Attributes = fEnable ? SE_PRIVILEGE_EMNABLED : @:
AdjustTokenPrivileges(hToken, FALSE, &tp, sizeof{tp), NULL, NULL):
fok = (GetkastError{) == ERROR_SUCCESS);
ClaoseHandle(hToken);

}

return{fOk);

1

R

{nline BOOL CToolhelp::ReadProcessMemory(DWORD dwProcessil,
LPCYOID pvBaseAddress, PYOID pvBuffer, DWORD cbRead,
PDNORD pdwNumberQfBytesRead) {

return{Toolhelp32ReadProcessMemory(dwProcessID, pvBaseAddress, pvBuffer,
cbRead, pdwhumberOfBytesRead});
1

N R R R

inline BOOL CToolhelp::ProcessFirst(PPROCESSENTRY32 ppe) const {

8O0l fOk = Process3ZFirst(m_hSnapshot, ppe);
if (f0k &% {ppe->th32ProcesslD == 8))

fOk = ProcessNext{ppe): // Remove the “[System Process]” (PID = @)
return(fOk);

inline BOOL CToelhelp::ProcessNext(PPROCESSENTRY32 ppe) const {
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BOOL fOk = ProcessiZMext(m_hSnapshot, ppe);
if (f0k &4 (ppe->th32ProcessID == 8))
fOk = ProcessNext{ppe): // Remove the “[System Process]™ (PID = 8)

return(fok):

inline BOOL CToolhelp::ProcessFind{DWORD dwProcessld, PPROCESSENTRY3Z ppe)
const {

BOOL fFound = FALSE;
for (BOOL fOk = ProcessFirst{ppe);: fOk: fOk = ProcessHext(ppe)) {

fFound = (ppe->th32ProcessID == dwProcessld);
if (fFound) break:
)]
return{fFound);
}
LEEITIIEIE BT FRIE LD BT TETE I FET IR EEI I BRI FEL I EEIIEI I EdE1dE01]

inline BOOL €Toolhelp::ModuleFirst{PMODULEENTRY32 pme) const {

return(Module32First{m_hSnapshot, pme});
}

inline BOOL CToothelp::ModuleNext(PMODULEENTRY32 pme) const {

return{Module32Next(m_hSnapshot, pme)):
H

inTine BOOL CToolhelp::ModuleFind(PY¥0ID pvBaseAddr, PMODULEENTRY3? pme) const {

BOOL fFound = FALSE;
for (BOOL fOk = ModuleFirst(pme); fOk: fOk = ModuleNext{pme)) {
ffound = (pme->modBaseAddr == pvBaseAddr):
if (fFound) break;
1
return(fFound);
}

inline BOOL CToolhelp::ModuleFind(PTSTR pszModName, PMODULEENTRY3Z pme} const {
BOOL fFound = FALSE:
for (BOOL fOk = ModuleFfrst(pme); fOk: f0k = ModuteNext{pme)) {
fFound = (1strecmpi(pme->szModule, pszModName) == 8) ||
(1strempi{pme->szExePath, pszModName) == 8):
if (fFound) break;
1
return(fFound);
}

LILEEIIITFIEEE L FRETITEEL IR EET DI I LI B FEE I L EFEE I T EdEddtitidtiiiit}
inline BOOL CToolhelp::ThreadFirst(PTHREADENTRY32 pte) const {

return(Thread32First(m_hSnapshot, pte));
} .
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inline BOOL CToolhelp::ThreadKext{PTHREADENTRY32 pte) const {

return(Thread32lext (m_hSnapshot, pte)):
H

FITIEFEETEEFTd i idEt i iitddiaf didifitiititiitiiiidbtdddiiiitddiitiieetiriiti
inline int CToolhelp::HowManyHeaps{) const {

int nHowManyHeaps = ©;
HEAPLIST32 hl1 = { stzeof(hl) };
for (BOOL fOk = HeapListFirst(&hl); flk; fOk = HeaplistNext(&hl1))
nHowManyHeaps++;
return{nHowManyHeaps);
}

inline int CToolhelp::HowManyBlocksInHeap(DWORD dwProcessiD,
DWORD dwHeapID) const {

int nHowManyBlocksInHeap = @;
HEAPENTRY32 he = { sizeof(he) };
BOOL fOk = HeapFirst{&he, dwProcessID, dwHeaplID);
for {: fOk: fOk = HeapHext(&he))
nHowManyBlocksInHeap++;
return{nHowManyBlocksInHeap};
}

inline BOOL CToclhelp::HeapListFirst(PHEAPLIST32 phi} const {

return{Heap32ListFirst(m_hSnapshot. phl)):
1

inline BOOL CToolhelp::HeapListMext (PHEAPLIST32 phl) const {

return(Heap32LlistNext (m_hSnapshot, phl));
}

inline BOOL CToolhelp::HeapFirst(PHEAPENTRY32 phe, DWORD dwProcesslD,
UINT_PTR dwHeaplID) const {

return{Heap32First(phe, dwProcessID, dwHeapil));
3

inline BOOL CToolhelp::HeapNext{PHEAPENTRY3Z phe) const {

return(Heap32Next{phe}):
}

inline BOOL CToolhelp::IsAHeap{HANDLE hProcess, PY0ID pvBlock,
PDWORD pdwFlags) const {

HEAPLIST32 h1 = { sizeof(hl) }:

for (BOOL fOKHL = HeapListFirst(&hl): fOKHL; fOkHL = HeapListNext{(&hl}) {
HEAPENTRY32 he = { sizeof{he) }:
BOOL fOKHE = HeapFirst(&he, h1.th32ZProcessID, h1.th32HeaplD);
for (; TOKHE; fOKHE = HeapNext(&he)}
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MEMORY_BASIC_INFORMATION mbi;
VirtualQueryEx(hProcess, (PVOID) he.dwAddress, &mbi, sizeof(mbi}};
if (chINRANGE(mbi.AllocationBase, pvBlock,

(PBYTE) mbi.AllocationBase + mbi.RegionSize)) {

+pdwFlags = hl.dwFlags:
return{TRUE);

}

}
return(FALSE);

FREFERREEEEERFFEEEEEEEIPREEEFFET Bnd of FiYe JHIFEEerbbriiriiiiiiiiieiiiiieiiii
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Microsoft Developer Studio

Cl.exe Cl.exe
Developer Studio

Cl.exe Windows
Windows /

CPU

Microsoft Windoss 2000

“ ”

StartRestrictedProcess 5-1

Windows 98 Windows 98

5-1 StartRestrictedProcess

votd StartRestrictedProcess() {
/! Create a job kernel object.
HANDLE hfob = Createdob0bject(NULL, NULL);

// Place some restrictions on processes in the job.

// First, set some basic restrictions.
JOBOBJECT_BASIC_LIMIT_INFORMATION jobli = { @ };

// The process always runs in the fdle priority c¢lass.
Job11.PriorityClass = IDLE_PRIORITY_CLASS;

/{ The job cannot use more than 1 second of CPU time.
Jobli.PerdebUserTimeLimit.QuadPart = 10080080; // 1 sec in 100-ns intervals

// These are the only 2 restrictions I want ptaced on the Job (process).
Jobli.LimitFlags = JOB_OBJECT_LIMIT_PRIORITY_CLASS
| JOB_OBJECT_LIMIT_JOB_TIME:
SetInformationdobCbject(hjob, JobObjectBasicLimitInformation, &jobli,
s1zeof(Jobli));
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// Second, set some UI restrictions.
JOBOBJECT_BASIC_UI_RESTRICTIONS jobuir:
Jobuwir,UIRestrictionsClass = JOB_OBJECT_UILIMIT_NONE; /f A fancy zero

// The process can't log off the'system.
Jobulr.UIRestrictionsClass |= JOB_OBJECT_UTLIMIT_EXITWINDOWS:

// The process can't access USER objects (such as other windows)
/7 in the system.
Jobuir . UIRestrictionsClass |= JOB_OBJECT_UILIMIT_HANDLES;

SetInformationJobObject{hjob, JobObjectBasicUIRestrictions, &Jobu1r,
sizeof{Jobuir));

// Spawn the process that 1s to be in the job.
// Wote: You must first spawn the process and then place the process in

i the Job. This means that the process's thread must be initially
/i suspended so that it can't execute any code outside of the Job's
/7 restrictions, '

STARTUPINFO s¥ = [ sizeof(sl) }:

PROCESS_INFORMATION pi;

CreateProcess(NULL, “CMD", WULL, NULL, FALSE,
CREATE_SUSPENDED, MULL, MWULL, &si, &pf):

// Place the process in the job.

// Rote: If this process spawns any children, the children are

I automatically part of the same Job.

AssignProcessTaoJobObject(hjob. pi.hProcess);

// Kow we can allow the child process’s thread to execute code.
ResumeThread(pi.hThread); ’
CloseHandle{pi.hThread);

/f Wait for the process to terminate or
ff for all the job's allotted CPU time to be used.
HAMDLE h[23;
h[9] = pi.hProcess;
h[1] = hjob;
DWORD dw = WaitForMultipleObjects(2. h, FALSE, INFINITE);
switch (dw - WAIT_OBJECT_9) (
case 8:
// The process has terminated...
break;
case 1: :
Ff A1l of the job's allotted CPU time was wused...
break;
}

// Clean up properly.
CloseHandle(pi.hProcess);
CloseHandle(hjob):

StartRestrictedProcess
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HANDLE CreatedobObject(
PSECURITY_ATTRIBUTES psa,
PCTSTR pszMame);

OpenJobObject

HANDLE OpenJobObject(
DWORD dwDesiredAccess,
BOOL bInhertitHandle,
PCTSTR pszHame):

CloseHandle StartRestrictedProcess

// Create a named job object.
HANDLE hjob = CreatedobQbject(NULL, TEXT{"Jeff™));

// Put our own process in the job.
AssignProcessTodobObject{hjob, GetCurrentProcess()):

/f Closing the job does not kill our process or the job.
// But the name ("Jeff”) is fmmediately disassociated with the job.
CloseHandle(hjob);

// Try to open the existing job.

hjob = OpendobObject (JOB_OBJECT_ALL_ACCESS, FALSE, TEXT("Jeff"));

// OpenJobObject fails and returns NULL here because the name ("Jeff")
// was disassoclated from the job when {loseHandle was called.

// There 1s no way to get a handle to this job now.

5.1

BOOL SetInformationdobObject(
HANDLE hdob.
JOBOBJECTINFOCLASS JobObjectInformationClass,
PYOID pJobObjectInformation,
DWORD cbJdobObjectInformationlLength);

5-1
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5-1

JobObjectBasicLimitInformation JOBOBJECT_BASIC_
LIMIT_INFORMATION

JobObjectExtendedLimitlnformation JOBOBJECT_EXTENDED_
LIMIT_INFORMATION

ul JobObjectBasicUlRestrictions JOBOBJECT_BASIC_

UI_RESTRICTIONS

JobObjectSecurityLimitlnformation JOBOBJECT_SECURITY _

LIMIT_INFORMATION

StartRestrictedProcess
JOB_OBJECT _BASIC _LIMIT_INFORMATION
SetlnformationJobObject JOB_OBJECT_BASIC LIMIT_INFORMATION

typedef struct _JOBOBJECT_BASIC_LIMIT_INFORMATION {
LARGE_INTEGER PerProcessUserTimelLimit:
LARGE_INTEGER PerJobUserTimelLimit:

DWORD LimitFlags;
DWORD MinimumWorkingSetsize;
DWORD MaximumWorkingSetSize;
DWORD ActiveProcessLimit;
DWORD_PTR Affinity:
DWORD PriorityClass;
DWORD SchedulingClass;
} JOBOBJECT_BASIC_LIMIT_INFORMATION, »PJOBOBJECT_BASIC_LIMIT_INFORMATION;
5-2

5-2 JOB_OBJECT_BASIC_LIMIT_INFORMATION

PerProcessUser
TimeLimit 100ns
LimitFlags JOB_OBJECT_LIMIT_
PROCESS TIME
PerJobUser
TimeLimit ( 100ns
LimitFlags
JOB_OBJECT_ LIMIT_JOB_TIME
LimitFlags
Minimum
WorkingSetSize/ MaximumWorkingSetSize
Maximum
Working SetSize SetProcessWorking-
SetSize
LimitFlags
JOB_OBJECT_LIMIT_WORKINGSET
ActiveProcessLimit
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5
LimitFlags JOB_
OBJECT_LIMIT_ACTIVE_PROCESS
Affinity CPU
LimitFlags JOB _
OBJECT_LIMIT_AFFINITY
PriorityClass SetPriorityClass
GetPriorityClass
SetThreadPriority
LimitFlags
JOB_OBJECT_LIMIT_PRIORITY_CLASS
SchedulingClass 0 9 0 9 5
LimitFlags JOB_OBJECT_
LIMIT_SCHEDULING_CLASS
Platform SDK
LimitFlags
JOB_OBJECT_LIMIT_PRIORITY_CLASS JOB_OBJECT_LIMIT_JOB_TIME
CPU
CPU
CPU
JOB_OBJECT_LIMIT_JOB_TIME
CPU CPU
CPU CPU
JOB_OBJECT_LIMIT_AFFINITY
JOB_OBJECT _LIMIT_JOB_TIME , ,
CPU
CPU CPU
CPU
JOB_OBJECT _LIMIT_PRESERVE_JOB_TIME JOB_OBJECT _LIMIT_JOB_TIME
JOB_OBJECT_LIMIT_PRESERVE _JOB_TIME
CPU
JOBOBJECT_BASIC_LIMIT_INFORMATION SchedulingClass
NORMAL_PRIORITY _
CLASS CPU
SchedulingClass 0 9
0 9 5 Windows 2000

CPU CPU
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CPU SchedulingClass 3
CPU
SchedulingClass
Windows 2000
Microsoft Windows

JOB_OBJECT_LIMIT_DIE_ON_UNHANDLED_
EXCEPTION “ ”
SetErrorMode SEM_NOGPFAUL TERRORBOX

JOBOBJECT_EXTENDED_LIMIT_INFORMATION

typedef struct _JOBOBJECT_EXTENDED_LIMIT_INFORMATION {
JOBOBJECT_BASIC_LIMIT_INFORMATION BasicLimitInformation;

FO_COUNTERS Iolnfe;
SIZE_T ProcessMemoryLimit:
SIZE_T JobMemorylLimit;
SIZE_T PeakProcessMemoryUsed:
SIZE_T PeakJobMemoryUsed;
} JOBOBJECT_EXTENDED_LIMIT_INFORMATION, *PJOBOBJECT_EXTENDED_ LIMIT_INFORMATION;

JOBOBJECT_BASIC_LIMIT_INFORMATION

lolnfo 1/10
PackProcessMemoryUsed PackJobMemoryUsed

ProcessMemoryLimit JobMemoryLimit
LimitFlags
JOB_OBJECT_LIMIT_JOB_MEMORY JOB_OBJECT_LIMIT_PROCESS MEMORY

JOBOBJECT_BASIC_UI_RESTRICTIONS

typedef struct _JOBOBJECT_BASIC_UI_RESTRICTIONS {
DWORD UIRestrictionsClass;
} JOBOBJECT_BASIC_UI_RESTRICTIONS, *PJOBOBJECT_BASIC_UI_RESTRICTIONS:

Ul RestrictionsClass 5-3

JOB_OBJECT _UILIMIT_HANDLES
USER
Microsoft Spy++ Spy++ 5-1
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5
Spy++ MDI Threads 1
000006AC SPY XX
Spy++ Ul MSDEV
EXPLORER
Spy++ Windows 3
Spy++ 00000000
Spy++
5-3
JOB_OBJECT_UILIMIT_EXITWINDOWS ExitWindowsEx

JOB_OBJECT_UILIMIT_READCLIPBOARD
JOB_OBJECT_UILIMIT_WRITECLIPBOARD
JOB_OBJECT_UILIMIT_SYSTEMPARAMETERS
JOB_OBJECT_UILIMIT_DISPLAYSETTINGS
JOB_OBJECT_UILIMIT_GLOBALATOMS

JOB_OBJECT_UILIMIT_DESKTOP

JOB_OBJECT_UILIMIT_HANDLES

SystemParametersl nfor
ChangeDisplay Settings

CreateDesktop SwitchDesktop

USER

HWND

"% Microsoft Spy++ - Threads 1

Spp Tree Segarch Miew Meszages Window  Help

olsle| m| B &[] @]

£ 00000BAD MAPISF32 ‘i
£ 00000BA4 WINLOGOM
EfoY N0000RAL S
- 00050192 "'Threads 1" Af: 400000:5:10011:6: 320359
- 000507194 ' AfFramelifiewd 2
- 00060198 "Default IME" [ME
- 000FOH5E ™' Toolbartwindaow32
-] 00110220 "For Help, press F1" mectls_statusbar32
- 00150255 " MDIChent
- 00160260 ' Af«:400000:0
- D01E0288 "Microsoft Spy++ - [Threads 1] Ak 400000:8;
- 0029024C ™' ListB o
-] 00310274 ™ SpywaProcessPacket
-] O03A026E ™' tooltips_clazs32
£ OO000OBEQ MSDEY
{5 OOO0OBE4 TERMSREY =
£ OOOOOBES RSEMG
{5 O0000BCO E<PLORER
£ 00000BC CISVC i

| | vl

© Threads 1 !E.[E m

JRETE

[ 0aa0aoag ™

FarHelp, press F1

JE [ [

5-1 Microsoft Spy++

ul
USDR Notepad

Spy++
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Notepad JOB_OBJECT_UILIMIT_HANDLES Spy++
Notepad Spy++ Notepad
JOB_OBJECT_UILIMIT_HANDLES
Ul
Ul
BOOL UserHandleGrantAccess{
HANDLE hUser0Obj.
HANDLE hjob,
BOOL fGrant);
hUserObj USER
USER
hjob fGrant
hjob —_—

JOBOBJECT_SECURITY_LIMIT_INFORMATION

typedef struct _JOBOBJECT_SECURITY_LIMIT_INFORMATION {
DWORD SecurityLimitFlags;
HANDLE JobToken:
PTOKEN_GROUPS S1dsToDisable;
PTOKEN_PRIVILEGES PrivilegesToDelete:
PTOKEN_GROUPS RestrictedSids; :
} JOBOBJECT_SECURITY_LIMIT_INFORMATION, *PJOBOBJECT_SECURITY_LIMIT_INFORMATION:

5-4
5-4 JOBOBJECT_SECURITY_LIMIT_INFORMATIDN

SecurityLimitFlags

JobToken

SidsToDisable SID

PrivilegesToDelete

RestrictedSids (deny only) SID

BOOL QueryInformationdobObject(
HANDLE hJob,
JOBOBJECTINFOCLASS JobObjectInformation(lass,
PVOID pvJobObjectInformation,
DMORD cbJobObjectInformationlength,
PDWORD pdwReturnlLength);

SetlnformationJobObject



China=pubecom

pdwReturnLength DWORD
NULL

Queryl nformationJobObject
NULL
NULL
Setl nformationJobObject

5.2

StartRestrictedProcess
CreateProcess
CreateProcess CREATE_SUSPENDED
Start-ReatrictedProcess

BOOL AssignProcessTodobObject(
HANDLE hJob,
HANDLE hProcess):

hProcess hJob

«  JOBOBJECT_BASIC_LIMIT_INFORMATION LimitFlags JOB_OBJECT_
BREAKAWAY OK
CREATE_BREAKAWAY_FROM_JOB CreateProcess
CREATE_BREAKAWAY_ FROM_JOB CreateProcess
CREATE_BREAKAWAY_FROM_JOB CreateProcess

. JOBOBJECT_BASIC LIMIT_INFORMATION LimitFlags JOB_OBJECT _
SILENT_BREAKAWAY_OK
CreateProcess

StartRestrictedProcess AssignProcessToJobObject
ResumeThread

5.3

Developer
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Studio
Microsoft Systems Journal 1998 9 Win32

Developer Studio Developer Studio

BOOL Terminateaobob,jéct(
HANDLE hJdob,
UINT uExitCode);

TerminateProcess

uExitCode
54
QuerylnformationJobObject
QuerylnformationJobODbject JobObjectBasicAccountinglnformation,

JOBOBJECT_BASIC_ACCOUNTING_INFORMATION

typedef struct _JOBOBJECT_BASIC_ACCOUNTING_INFORMATION {
LARGE_INTEGER TotalUserTime:
LARGE_INTEGER TotalKernelTime:
LARGE_INTEGER ThisPericdTotallUserTime;
LARGE_INTEGER ThisPeriodTotalKernelTime;
DWORD TotalPageFaultCount;
DWORD TotalProcesses;
DWORD ActiveProcesses:
DWORD TotalTerminatedProcesses;

} JOBOBJECT_BASIC_ACCOUNTIMG_INFORMATION,
#*PJOBOBJECT_BASIC_ACCOUNTIMG_INFORMATION;

5-5
5-5 JOBOBJECT_BASIC_ACCOUNTING_INFORMATION

TotalUserTime CPU

TotalKernel Time CPU

ThisPeriodTotalUserTime TotalUserTime SetInformation-
JobObject JOB_OBJECT_LIMIT_
PRESERVE_JOB_TIME 0

ThisPeriodTotalKernel Time ThisPeriodTotalUserTime

Total PageFaultCount

Total Processes

ActiveProcesses

Total TerminatedProcesses CPU

110

JobObjectBasicAndl oA ccountingl nformation,

JOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION

typedef struct JOBOBJECT_BASIC_AND_TO_ACCOUNTING_INFORMATION (
JOBOBJECT_BASIC_ACCOUNTING_INFORMATION BasicInfo:
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I0_COUNTERS 1oInfo;
} JOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION;

JOBOBJECT _BASIC_ACCOUNTING_INFORMATION
|0_COUNTERS

typedef struct _I0O_COUNTERS {
ULONGLONG ReadOperationCount:
ULOKGLONG WriteldperationCount:
ULONGLONG OtherOperationCount:
ULONGLONG ReadTransferlount;
ULONGLONG WriteTransferCount:
ULONGLONG OtherTransferCount;

} I0_COUNTERS: '

/
GetProcessloCounters

BOOL GetProcessIoCounters(
HANDLE hProcess,
PIO_COUNTERS ploCounters);

QuerylnformationJobObject
ID
ID JOBOBJECT_BASIC_PROCESS ID_LIST

typedef struct _JOBOBJECT_BASIC_PROCESS_ID_LIST {
DWORD NumberQfAssignedProcesses;
DWORD NumberQfProcessldsInList;
DWORD ProcessIdList[1]:
} JOBOBJECT_BASIC_PROCESS_ID_LIST, »PJOBOBJECT_BASIC_PROCESS_ID_LIST:

ID
void EnumProcessIdsInJob{HANDLE hjob) {

f/ 1 assume that there will never be more
/7 than 1@ processes in this job.
#define MAX_PROCESS_IDS 1¢

f/ Calculate the number of bytes needed for structure & process IDs.
DWORD cb = sizeof{JOBOBJECT_BASIC_PROCESS_ID_LIST) +
(MAX_PROCESS_IDS - 1) = s1zeof(DWORD):

// Allocate the block of memory.
PJOBOBJECT_BASIC_PROCESS_ID_LIST pJjobpil = _alloca{ch);

/7 Tell the function the maximum number of processes
// that we allocated space for,
pjobpil->Kumber0fAssignedProcesses = MAX_PROCESS_IDS;

// Request the current set of process IDs.
QueryInformationdobObject(hjob, JobGbjectBasicProcessldList,
pjobpil, cb, &cb): '

// Enumerate the process IDs.



China=hubecom

for (int x = 9: x < piobpil->Number0fProcessIdsInList; x++) {

f// Use pjobpil->ProcessldListlx]...

// Since _alloca was used to allocate the memory,

// we don't need to free it here.

PDH.dII
Performance Monitor Snap-In
5-3
cac cmd notepad workpad
Add Counters

= lse local computer caunters

¢ Select counters from computer:
[HOUDINI

Peiformance objsct:

| Job Dbject

Performance counters:

Performance Data Helper
Microsoft Management Console(MM C)
5-2
Jeff 4

|

Add
Cloze

Explain

Ml

Help...
™ Allinstances el

= Select instances from izt

Current % kemel Mode Time - |

Current % Proc r Time
Current % Uszer Mode Time
Pages/Sec

Process Caunt - Active

Process Count - Terminated

Froceszs Count - Total

Thiz Peniod mSec - Kernel Mode ;J

Tatal

5-2 MMC

Add Counters

7 Use local computer caunters

' Select counters from computer:
[\\HOUDINI =]

Performance object:

[ Jb Dbject Detais

[

Performance counters:

[

Add
Clase
Explain

Help..

idd

 Allinstances

% Select instances from list

% Usger Time
Creating Procesz D
Elapzed Time
Handle Count

ID Process

Page Faults/zec

_Tatal!_Tatal
Jeff's Job/ Total

5-3 MMC
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5
CreateJobObject
55
CPU
CPU
CPU CPU
Windows
WaitForSingleObject( )
SetlnformationJobObj ect CPU
Microsoft
CPU
StartRestrictedProcess
CPU
/
1/0
/0 SetInformati onJobObject

JOBOBJECT_ASSOCIATE_COMPLETION_PORT joacp;
Joacp.Completionkey = 1; // Any value to uniquely identify this job
joacp.CompletionPort = hIOCP;  // Handle of completion port that
f/f recefves notifications
SetInformationdobObject(hdab, JobObjectAssociateCompletionPortInformation,
&joacp, sizeof{jaocp)):

/0
QuerylnformatiomJobObject
GetQueuedCompl etionStatus 1/10

BOOL GetfueuedCompletionStatus(
HANDLE hIOCP,
POMORD pNumBytesTransferred,
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PULONG_PTR pCompletionKey,
POYERLAPPED +pOverlapped,
DWORD dwHMilliseconds);

*pCompletionK ey Setl nformationJobObject
*pNumBYytesTransferred 5-6 *pOverlapped
ID
5-6

JOB_OBJECT_MSG_ACTIVE PROCESS_ZERO
JOB_OBJECT_MSG_END_OF_PROCESS_TIME CPU

JOB_OBJECT MSG_ACTIVE_PROCESS LIMIT
JOB_OBJECT MSG_PROCESSMEMORY_LIMIT ID
JOB_OBJECT MSG_JOB_MEMORY_LIMIT

JOB_OBJECT MSG_NEW_PROCESS ID
JOB_OBJECT MSG_EXIT_PROCESS ID
JOB_OBJECT MSG_ABNORMAL_EXIT_PROCESS

JOB_OBJECT MSG_END_OF JOB_TIME CPU

TerminateJobObject

CPU
JOB_OBJECT_MSG_END_OF JOB_TIME

// Create a JOBOBJECT_END_OF_JOB_TIME_INFORMATION structure
/f and Tnitialize its only member.
JOBOBJECT_END_OF_JOB_TIME_INFORMATION joeojti:
joeojti.EndOfdobTimeAction = JOB_OBJECT_POST_AT_END_OF_JORB:

// Tell the job object what we want it to do when the job time is

// exceeded.

SetInformationdobObject(hJob, JobObjectEndOfdobTimeInformation,
&joeojti, sizeof(joeojti));

JOB_OBJECT_TERMINATE_AT_END_OF JOB

5.6 JobLab

JobL ab “ 05JobL ab.exe” 5-2
05-JobL ab
5-
JobLab
MMC Performance Monitor Snap-In
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1/0

ul

Apply Limits

Preserve Job Time When Applying Limits

ThisPeriodTotalUserTime ThisPeriod-TotalKernel Time

% Job Lab

— Basiz and Estended Limit

[0

Per-process user time: fimit
Min warking set size [I\"iB]:
Achive process limit;

Pricrity class:

Wz comemit limit for job (MB]: i W cammit limit per process [MBJ: l
[T Child processes can breakaway fram the job [ Child processes do breakaway fiom the job

[T Teminate processes on unhandled exceptione [ Prezerve job time when appling limits

[z I_l’ Per-job-uszer time: limit [ms]: l—
i— “Max working set size [MB]: l—
[ Affinity mask {decimal) [
m Scheduling class: m

— Restrict Ul acce

™ Tooutside SER obj
™ Reading from the: clipl
N | Writing'to-t_he clipboa
[ Exiting Windows

Apply fimite

Bots ™ Changing aystem parameters

board [T Ta creating/switching deskiops

Temminate processes |

rd [ Toehanging display settings Spawn CD in job

[ Toglobal atoms I Fut Pl in iobl

Spawn CMD In Job

/10

Job.h

5-4 JobLab

Terminate Processes

Put PID In Job

10s

Cjob C++
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Query
InformationJobObject  SetlnformatiomJobObject

5-2 JobLab

JoblLab.cpp

"-\..‘-ln.ﬁdl--a.'\'d"\-ﬁ"—\'r!fﬂ"\-"-\'l\lI\q.'.ﬁ-'.'\-‘\'\"ll'\l'\'l’\l‘lﬁ ru;-¢'l-|I.'-:"-:.I.A-c-»fu---'l--'--":d\.éI..l&r\--ﬂ-v.-lrl-'lfq.h-
Mognte:  Jeblab Ctp
Rotvean; Thiawwigmu (10 DR Wleiiesy RIREILE

P F L TN R R L RE L L £ e AL ETATTICR SO AT R PR BN

T {Lt"‘.;:_l,'l.!..?‘} 28 Fan e f.'l’ rraslan
#'u.mnaé TLnear.ny
Frzreiote kv b

Firuizgde “hoacersn IR

s Tade ~eah.

e ra . ] . [ l"_"ll-"ll‘l‘
.,,:_. ‘”‘ Vpleriy l.-._ﬂll:._l‘_.., Al g .:'.IIJ:_"_I-_IlI .l:plll:|'f‘f._f‘d'.__""l-_'...’.‘lnl’ffl.*n":' ;e s

P ||".rl

b gL FEogal ofbiael

KRR . PRMEY Promanatiy fm AVatad hoa fmecsestihy by all o nEeeaddd
AANTILE 27 Rurgrtelinh BACL LEAT SECLITES XD pattFigintang
SaNt f Frocaestetlan port theesd

Of Peaatattam wagy foT iPn fuRplanion paet

PAn2ing COMIEEY_STAMIZATE  J{uiRfLPVE. 2%
Adeding DEREEY JYATES
sged o FONIKEY GRGALENT

BT i EEL R

DWORD WINAPI JobMotify(PVOID) {

TCHAR sz[2000];
BOOL fDone = FALSE:

.. . ep st AT e AT psaarr g
NN P NI S T s S L SRR A T R

while ()fDone)} {
DWORD dwBytesXferred;
ULONG_PTR CompKey;
LPOVERLAPPED po:
GetQueuedCompletionStatus(g_hIOCP,
&dwBytesXferred, &CompKey. &po, INFINITE);

ff The app is shutting down, exit this thread
fhone = (CompKey == COMPKEY_TERMINATE);

HWND hwndiLB = FindWindow(NULL, TEXT{"Job Lab"“)}};
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hwndl(B = GetDlgItem({hwndLB, IDC_STATUS);

if {CompKey == COMPKEY_JOBOBJECT) {
1strcpy{sz, TEXT("--> Notification: "});
LPTSTR psz = sz + lIstrien{sz);
switch {dwBytesXferred) {
case JOB_OBJECT_MSG_END_OF_JOB_TIME:
wsprintf(psz, TEXT("Job time limit reached”}};
break:

case JOB_OBJECT_MSG_END_OF_PROCESS_TIME:
wsprintfipsz, TEXT{"Job process {Id=%d) time 1imit reached™), po);
break:

case JOB_OBJECT_MSG.ACTIVE_PROCESS_LIMIT:
wsprintf(psz, TEXT("Too many active processes in job"));

break:

case JOB_OBJECT_MSG_ACTIVE_PRGCESS_ZERQ:
wsprintf(psz, TEXT{"Job contains no active processes"));
break;

case JOB_OBJECT_MSG_NEW_PROCESS:
wsprintf(psz, TEXT("New process {Id=%d} in Job"™}, po);
break;

case JOB_OBJECT_MSG_EXIT_PROCESS:
wsprintf(psz, TEXT(“Process (I[d=%d) terminated"), po):
break:

case JOB_OBJECT_MSG_ABNORMAL_EXIT_PROCESS:
wsprintf(psz, TEXT{"Process (ld=%d) terminated abrnormatly™), poJ);
break:

case JOB_OBJECT_MSG_PROCESS_MEMORY_LIMIT:
wsprintf(psz, TEXT{"Process (Id=%d) exceeded memory 1limit™), pol;
break;

case JOB_OBJECT_MSG_JOB_MEMORY_LIMIT:
wsprintf(psz, )
TEXT("Process (Id=%d) exceeded job memory 14imit"}, po);
break;

default:
wsprintf(psz, TEXT("Unknown notification: %d"), dwBytesXferred);
break:

H

ListBox_SetCurSel(hwndiB, ListBox_AddString(hwndLB, sz}};

CompKey = 1; /} Force a status update when a notification arrives

1f (CompKey == COMPKEY_STATUS) {

static int s_nStatusCount = 8:
—stprintf(sz. TEXT("--> Status Update (%u)}"), s_nStatusCount++);
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ListBox_SetCurSel(hwndLB, ListBox_AddString(hwndls. s2));

/! Show the basic accounting information
JOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION jobai;
g_Job.QueryBasicAccountingInfo(&jobai);

~stprintf(sz, TEXT("Total Time: User=%I64u, Kernel=%I64u "}
TEXT("Pertod Time: User=%164u, Kernel=%164u"),
Jobai.BasicInfo.TotalUserTime.QuadPart,
jobai.BasicInfo,.TotalKernelTime.QuadPart,
Jobai.BasicInfo.ThisPeriodTotalUserTime.QuadPart,
Jjobai.BasicInfo,ThisPeriodTetalKernelTime.QuadPart):

ListBox.5etCurSel(hwndlB, ListBox_AddString(hwndiB, sz));

_stprintf(sz, TEXT("Page Faults=%u, Total Processes=%u, *)
TEXT("Active Processes=%u, Terminated Processes=%u™).
Jobai.BasicInfo.TotalPageFaultCount,
Jjobai.BasicInfo.TotalProcesses,
Jobai.BasicInfo.ActiveProcesses,
jobai,.BasicInfo.TotalTerminatedProcesses):

ListBox_SetCurSel{hwndLB, ListBox_AddString{hwndiB, sz));:

// Show the 1/0 accounting information

_stprintf(sz, TEXT{“Reads=%164u (%I64u bytes), ")
TEXT("Write=%164u (%I64u bytes), Other=%I164u (XI64u bytes)"),
jobai.loInfo.ReadOperationCount, jobai.lolInfo.ReadTransferCount,
jobai.JloInfo.WritelperationCount, jobai,IolInfo.WriteTransferCount,
jobai.lolnfo.0therOperationCount, jobai.IoInfo.OtherTransferCount};

ListBox_SetCurSel (hwndLB, ListBox_AddString(hwndlB, sz)};

// Show the peak per-process and Job memory usage
JOBOBJECT_EXTENDED_LIMIT_INFORMATION joeli:
g_job.QueryExtendedLimitInfo(&joell);
_stprintf(sz, TEXT("Peak memory used: Process=%I64u, Job=KI64u"),
(__int64) joelt.PeakProcessMemoryUsed,
(_.int64} joell.PeakJobMemorylised);
ListBox_SetlurSel (hwndLB, ListBox AddString(hwndlB, sz));

// Show the set of Process IDs
DWORD dwNumProcesses = 58, dwProcessIdList[5@];
g_Job.QueryBasicProcassIdList(dwNumProcesses,
dwProcessIdList, &dwNumProcesses);
_stprintf{sz, TEXT("PIDs: %s").
{dwNumProcesses == @) ? TEXT("(none)") : TEXT(""}}:
for (DWORD x = @; x < dwNumProcesses; xt++) {
_stprintf{_tcschri(sz, 8), TEXT("%d "), dwProcessIdList[x]):
}
ListBox_SetCurSel{hwndLB, ListBox_AddString{hwndlLB. sz});:
}
}
return(@);
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BOOL Dlg_OnInitDialog (HWND hwrnd, HWND hwndFocus, LPARAM TParam) {
chSETDLGICONS(hwnd, IDE_JOBLAB);

// Save our window handle so that the completion port thread can access it
g_hwnd = hwnd;

HHND hwndPriorityClass = GetDlgltem(hwnd, IDC_PRIORITYCLASS);
ComboBox_AddString{hwndPriorityClass, TEXT("Ho Timit™)):
ComboBox_AddString(hwndPriorityClass, TEXT("ldle")};
ComboBox_AddString{hwndPriorityClass. TEXT("Below normal™});
ComboBox_AddString(hwndPriorityClass, TEXT("Hormal®)J);
ComboBox_AddString(hwndPriorityClass, TEXT("Above normal™));
ComboBox_AddString(hwndPriorityClass, TEXT("High"));
ComboBox_AddString(hwndPriorityClass, TEXT("Realtime™)):
ComboBox_SetCurSel (hwndPriorityClass, @): // Default to "No Limit"

HWND hwndSchedulingClass = GetDlgItem(hwnd. IDC_SCHEDULIMGCLASS);
ComboBox_AddString(hwndSchedulingClass, TEXT("No 1imit”));
for (int n = @; n <= 9; nH) {
TCHAR szSchedulfngClass[2] = { (TCHAR) (TEXT('@') +m). 8 };
ComboBox_Addstring(hwndSchedulingClass, szSchedulingClass);

}

ComboBox_SetCurSel (hwndSchedulingClass, 8); // Default to *No Limit"™
SetTimer{hwnd, 1, 10888, NULL); // 18 second accounting update
return(TRUE);

}

///f{///Iff///f!f!////////lfIlI/fff!//l/////////I!/!//!Il///////!f!l/!!////l///

void D1g_ApplyLimits(HNND hwnd} {
const int nNanosecondsPerSecond = 190000800;
const int nMillisecondsPerSecond = 1808;
const int nNanosecondsPerMillisecond =
nManosecondsPerSecond / nMillisecondsPerSecond;
BOOL f;
__int64 q:
SIZE_T s:
BWORD d;

// Set Basic and Extended Limits
JOBOBJECT_EXTENDED_LIMIT_INFORMATION joeli = { @ }:
joe11.BasicLimitInfurmat1on.L1m1tFlags = 8;

q = GetDlgitemInt(hwnd, IDC_PERPROCESSUSERTIMELIMIT, &f, FALSE):
if (F) {
joeli.BasicLimitinformation.LimitFlags f= JOB_OBJECT._LIMIT_PROCESS_TIME:
30e11.Bas1cL1mitInformat1on.PerProcessUserTimeL1mit.QuadPart =
q % nNanosecondsPerMillisecond / 189;
}
? = GetDlgitemInt(hwnd, IDC_PERJOBUSERTIMELIMIT, &f, FALSE);
f(f) {
qoeTT.BaschimftInformation.LimitF1ags |= JOB_OBJECT_LIMIT_JOB_TIME;
joeli.BasicLimitInformation.PerJobUserTimelimit.QuadPart =
q * nNanosecondsPerMillisecond / 108;



Chinaspubecom

= GetDlgltemInt{hwnd, IDC_MINWORKINGSETSIZE, &f, FALSE);
if (f) (
Jjoeli.BasicLimitInformation.LimitFlags |= JOB_OBJECT_LIMIT_WORKINGSET;
Joeli,BasicLimitInformation.MinimumorkingSetSize = s = 1024 *» 1024;
s = GetDlgItemInt(hwnd. IDC_MAXWORKINGSETSIZE, &f, FALSE):
if {(f) {
Joel1 . BastcLimitInformation.HaximumWorkingSetSize = 5 * 1824 » 1924,
} else {
joeli.BasicLimitInformation.LimitFlags &=~JOB_OBJECT_LIMIT_WORKINGSET:
chMB{"Both minimum and maximum working set sizes must be set.\n"
"The working set 1imits will NOT be in effect.");

}

d = GetDlgItemInt(hwnd, IDC_ACTIVEPROCESSLIMIT, &f, FALSE);
if (f) {
Jjoeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_ACTIVE_PROCESS;
Joeli.BasicLimitInformation.ActiveProcesstimit = d;

= GetDlgltemInt{hwnd, IDC_AFFINITYMASK, &f, FALSE);
if (fr {
joeli.BasictimitInformation,LimitFlags |— JOB_0BJECT_ LIHIT_AFFINITY-
Joeli . BasicbimitInformation.Affinity =
H

Joeti.BasicLimitInformation.LimitFlags |= JOB_OBJECT_LIMIT_PRIORITY_CLASS;
switch (ComboBox_GetCurSel(GetDlgitem({hwnd, IDC_PRIORITYCLASS))) {
case 9:
joeli,.BasicLimitInformation.LimitFlags &=
~JOB_OBJECT_LIMIT_ PRIORITY _CLASS;
break;

case 1:
Joeli.BasicLimitInformation.PriorityClass =
IDLE_PRIORITY_CLASS;
break;
case 2:
Joeli, BasicLimitInformation.PriorityClass =
BELOW_NORMAL_PRIORITY_CLASS;
break;

case 3:
Joeli.BasicLimitInformation.PriorityClass =
NORMAL_PRIORITY_CLASS;
break:

case 4;
Joelt.BasiclimitInformation.PriorityClass =
ABOVE_NORMAL _PRIORITY_CEASS:
break:

case §;
Joeli.BasicLimitinformation.PriorityClass =
HIGH_PRIORITY_CLASS:
break;
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case B:
Joelt.BasicLimitInformation.PriorityClass =
REALTIME_PRIORITY_CLASS;
break;
}

int nSchedulingClass =
ComboBox_GetCurSel(GetD1gltem(hwnd, IDC_SCHEDULINGCLASS)):
1f (nSchedulingClass > @) {
Joeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_SCHEDULING_CLASS;
: joeli.BasicLimitInformation.SchedutingClass = nSchedulingCiass - 1:

s = GetDlgitemInt(hwnd, [DC_MAXCOMMITPERJIOB, %f, FALSE):

if () {
Joeli.BasicLimitinformation.LimitFlags |= JOB_OBJECT_LIMIT_JOB_MEMORY :
Joeli.JobMemorylLimit = s = 1824 = 1924;

}

$ = GetDlgItemInt{hwnd, IDC_MAXCOMMITPERPROCESS, &f, FALSE);
if (f) {
Joell.BasicLimitInformation.LimitFiags |=
JOB_OBJECT_LIMIT_PROCESS_MEMORY ;
Joeli.ProcessMemoryLimit = s * 1024 = 1024;
}

if (IsDlgButtonChecked{hwnd, IDC_CHILDPROCESSESCANBREAKAWAYFROMJOB))
joeli.BasicLimitInformation.LimitFlags |= JOB_OBJECT_LIMIT_BREAKAWAY_OK:

if (IsD1gButtonChecked(hwnd, 1DC_CHILDBPROCESSESDOBREAKAWAY FROMJOB) )
joeld.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_SILENT_BREAKAWAY_OX:

if (IsDlgButtonChecked(hwnd, EDC_TERMINATEPROCESSONEXCEPTIONS))
joeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_DIE_ON_UNHANDLED_EXCEPTION:

f = g_job.SetExtendedLimitInfo(djoeli,
{{joeti,BasfeLimitInformation.LimitFlags & JOB_GBJECT_LIMET_JOB_TIME)

!= @) ? FALSE :
IsDlgButtonChecked(hwnd, EDC_PRESERVEJOBTIMEWHENAPPLYINGLIMITS)):

chASSERT(f};

// Set UI Restrictions
DWORD jobuir = JOB_OBJECT_UILIMIT_NONE: // A fancy zero (8)
1f (IsDlgButtonChecked(hwnd, IDC_RESTRICTACCESSTOQUTSIDEUSEROBJECTS))

jobuir |= JOB_OBJECT_UILIMIT_HANDLES:

if (IsD1gButtonChecked(hwnd, IDC_RESTRICTREADIMGCLIPBOARD))
jobuir f= JOB_OBJECT_UILIMIT_READCLIPBOARD:

i¥ (IsD1gButtonChecked(hwnd, IDC_RESTRICTWRITINGCLIPBOARD))
Jobuir |= JOB_OBJECT_UILIMIT_WRITECLIPBOARD;

if (1sDigButtonChecked{hwnd, IDC_RESTRICTEXITWINDOW))
Jobuir |= JOB_OBJECT_UILIMIT_EXITWINDOWS;
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if (IsDlgButtonChecked(hwnd, IDC_RESTRICTCHANGINGSYSTEMPARAMETERS))
jobuir |= JOB_OBIECT_UILIMIT_SYSTEMPARAMETERS;

if (IsD1gButtenChecked(hwnd, IDC_RESTRICTDESKTOPS))
jobuir |= JOB_OBJECT_UILIMIT_DESKTOP:

if (IsD1gButtonChecked(hwad, IDC_RESTRICTDISPLAYSETTINGS))
jobuir |= JOB_OBJECT_UILIMIT_DISPLAYSETTINGS:

if (IsD1gButtonChecked{hwnd, IDC_RESTRICTGLOBALATOMS))
jobuir |= JOB_OBJECT_UILIMIT_GLOBALATOMS:

chVERIFY(g.job.SetBasicUIRestrictions(Jobuirl);
1

FHEERETIVHEEE P TEEE LRI T TI LR TR TETFRRER T T A FEEE LB FERE i ddiiiii i iiiife
vold D1g_OnCommand{HWND hwnd, int td. HWND hwndCtl, UINT codeNotify) {

switeh (id) {
case IDCANCEL:
// User is terminating our app, kill the job too.
Kil1Timer{hwnd, 1);
g_job.Terminate(8}:
EndDialogChwnd, id);
break;

case IDC_PERJOBUSERTIMELIMIT:
{
// The job time must be reset if setting a job time 1imft
BOOL f;
GetDlgitemInt(hwnd, IDC_PERJOBUSERTIMELIMIT, &f, FALSE):
EnableWindow(
GetDlgitem{hwnd, IDC_PRESERVEJOBTIMEWHENAPPLYIRGLIMITS), I1f):
}
break;

case IDC_APPLYLIMITS:
Dlg_ApplyLimits(hwnd);
PostQueuedCompletionStatus(g_hIOCP, ©, COMPKEY_STATUS, WNULL);
break;

case IDC_TERMINATE:
g_Job.Terminate(8):
PostQueuedCompletionStatus(g_hIOCP, 9, COMPKEY_STATUS, NULL);
break:

case IDC_SPAWNCMDINJOB:
{
// Spawn a command shell and place it in the job
STARTUPINFO si = { sizeof(si) }:
PROCESS_INFORMATION pi:
TCHAR sz[1 = TEXT(“CHD");
CreateProcess{NULL, sz, NULL, NULL,

FALSE, CREATE_SUSPENDED, NULL, NULL, &si, &pi):
g_Jjob.AssignProcess(pi.hProcess);
ResumeThread(pi.hThread):
CloseHandle(pi.hProcess);
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C]oseHand!e(hi.hThreadi;'

1

PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, HNULL):
break;

case IDC_ASSIGNPROCESSTOJOB:

{
DWORD dwProcessld = GetDlgltemInt{hwnd. IDC_PROCESSID, NULL, FALSE);

HANDLE hProcess = OpenProcess(
PROCESS_SET_QUOTA | PROCESS_TERMINATE, FALSE, dwProcessid);

if (hProcess != NULL) {
chVEREFY(g_job.AssignProcess{hProcess));

CloseHandle{hProcess};
} else chMB("Could not assign process to job.”};

}
PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, NULL);

break;

}
R R L R
void WINAPI D1g_OnTimer{HWND hwnd, UINT id) {

PostQueuedCompletionStatus(g..hIOCP, @, COMPKEY_STATUS, NULL):
}

N R

INT_PTR WINAPI Dlg_Proc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg} {
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg_OnInitDialog};

chHANDLE_DLGMSG{ hwnd, WM_TIMER, D1g_GnTimer):
chHANDLE_DLGMSG( hwnd, WM _COMMAND, Dlg_OnCommand) ;
1
return{FALSE):

}
FHEPEETELEIEEEEIIEEET I TTE R T EET IS EE IR T TR EE R I EL I

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, EPTSTR pszCmdLine, int} {

// Create the completion port that receives job notifications
g_hlIOCP = CreateloCompletionPort{INVALTD_HANDLE_VALUE, NULL, @&. @);

// Create a thread that walts on the completion port
g_hThreadIOCP = chBEGINTHREADEX(NULL, &, JobKotify, KULL, 8, NULL);

// Create the job object

g_job.Clreate(NULL, TEXT(¢"JoblLab™}):
g_job.SetEnd0fJobInfo(JOB_OBJECT_POST_AT_END_OF_JOB);
g_job.AssociateCompletionPort(g_hIOCP, COMPKEY_JOBOBJECT);

DialogBox{hinstExe, MAKEINTRESOURCE(IDD_JGBLAB), NULL, D1g_Proc}:

{/ Ppst a special key that tells the completion port thread to terminate
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PostlQueuedCompletionStatus{g_hIOCP, @, CbNPKEY_TERHINATE. NULL):

// Wait for the completion port thread fo terminate
WaitForSingleObject(g_hThreadIOCP, INFINITE);

/f Clean up everything properly
CloseHandle(g_hIOCP);
CloseHandle(g_hThreadIQCP);

// NOTE: The job is closed when the g_job's destructor ¥s called.
return(@):
}

PHOPTIIIIIREEERELDA AL Bnd OF Fide JH/IIIII11I1ITI100100000000000007
Job.h

/)k*******l!(1(1:******’i*!Mk****2!6*4(l(*****!t*tv******’!’k*#*****&*‘t******’i******t*#t****
Module: Job.h
Notices: Copyright (c) 2809 Jeffrey Richter

$’F**$***’k**t******"k*******lk!t##*****************ﬂﬂkt****$$*$*$**ﬁ*ﬁ’k***********/
#pragma once

HILLLETERE TSI L EEE LRI I EET I EE R IR ETELER L Ed I I Edd110101011

#include <malloc.h> // for _atloca

HITIITEEEEE LTI F LT EF T EEI I II A T I I8 EEER IR ETITITI1111701011

c¢lass Cdob {

public:
CJob{HANDLE hJdob = NULL):
~CJob{();

operator HANDLE() const { return{m_hJob); }

// Functions to create/open a job object
BOOL Create(LPSECURITY_ATTRIBUTES psa = MULL, LPCTSTR pszMName = NULL);
BOOL Open{LPCTSTR pszMame, DWORD dwDesiredAccess,

BOOL fInheritHandle = FALSE);

/{/ Functions that maﬁ1pulate a job object
BOOL AssignProcess({HANDLE hProcess};
BOOL Terminate(UINT uExitCode = 8);

// Functions that set Timits/restrictions on the job

BOOL SetExtendedlimitInfo(PJOBOBJECT_EXTENDED_LIMIT_INFORMATION pjoeli,
BOOL fPreservedobTime = FALSE};

BOOL SetBasicUIRestrictions{OWORD fdwlLimits);

BOOL GrantUserHandieAccess{HANDLE hUserObj. BOOL fGrant = TRUE);

BOOL SetSecuritylLimitInfo(PJOBOBJECT_SECURITY_LIMIT_INFORMATION pjosii):
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// Functions that query jJob limits/restrictions
BOOL QueryExtendedLimitInfo(PJOBOBJECT_EXTENDED_LIMIT_INFORMATION pjoeli)};

BOOL QueryBasicUIRestrictions(POWORD pfdwRestrictions);
BOOL QuerySecurityLimitInfo({PJOROBJIECT_SECURITY_LIMIT_INFORMATION plosli);

// Functions that query job status information

B00L QueryBasicAccountingInfo(
PJOBOBJECT_BASEC_AND_IO_ACCOUNTIMG_INFORMATION pjobai);

BOOL QueryBasicProcessldList{DWORD dwMaxProcesses,
PDWORD pdwProcessIdList, POWORD pdwProcessesReturned = NULL);

// Functions that set/query job event notifications
BOOL AssociateCompletionPort(HANDLE hIDCP, ULONG_PTR CompKey);
BOOL QueryAssociatedCompletionPort(

PJOBOBJECT_ASSOCIATE_COMPLETION_PORT pjoacp):

BOOL SetEndOfJobInfo(
DWORD fdwEndOfJobInfo = JOB_OBJECT_TERMINATE_AT_END_OF_JOB):

800L QueryEnd0fJobTimelnfo(PDWORD pfdwEndOfJobTimelInfo):

private:
HANDLE m_hdob;
}:
PILEELEE I T EE TR EEFREREE R ETI IR E T T E IR EIEEEE I EREITEdiiIitidiee

inline Cdob::CJob(HANDLE hJob) {

m_hJob = hdob;
FEEREREFREETFRRREEE BRI FEEEREERFREEIEEEEEEERIIEEE AR EEEFETIEIIIEITE71E1E
inline CJdob::~CJob() (

1f (m_hJob != NULL)
CloseHandle{m_hJob)}:

FELEEELIFEFLREERRFEREEE LB REII I EREEEERRTTT I FEEFEFRIELETETEEIiIIiiiii
inline BOOL Cdob::Create(PSECURITY_ATTRIBUTES psa, PCTSTR pszHame) {

m_hJob = CreatedobObject(psa, pszMame):
return{m_hJob 1= NULL);

TIELTEIT I EE LRI EEHEEET LRI TR EETTETEEEI I AR A EL IR AERILET I IEEEiist

inline BOOL CJdob::0pen(
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PCTSTR pszName, DWORD dwDesiredAccess, BOOL fInheritHandle) |

m_hJob = OpendobObject(dwDesiredAccess, flnheritH
' andle, .
return{m_hdob 1= NULL); pszName);

TIPREIITRERIEER I F R I ET TR LE I P EEETF I I E R R P EEEI R EFIIdEdiiaiiit
tnline BOOL Cdob::AssignProcess{HANDLE hProcess) {

return({AssignProcessTodobObject(m_ hJdob, hProcess)):

!///Il//////!!///!I!l!ffll//f////fff!/I/fff//l//f//////fIIIIIIIIIIIIIIIIIIIIIII

inline BOOL CJdob::AssociateCompletionPort(HANDLE hIOCP, ULONG_PTR CompKey) {

JOBOBJECT_ASSOCIATE_COMPLETION_PORT Joacp = { (PYOID) CompXey, hIOCP };
return(SetInformationdobObject{m_hdob,
JobObJectAssociateComp]etionPortInformation. &joacp, sfzeof{joacp)l);

///i!f//lfl///!i!/!/!IIIIIIII!II/!fl/llf!//l//fff////f!!f{!li!/{llflff///l//f!f

tnline BOOL Cdob::SetExtendedLimitinfol
PJOBOBJECT_EXTENDED_LIMIT_INFORMATION pjoeli, BOOL fPreservedobTime) {

if (fPreservedobTime) .
pjoe11->Bas1cL1mitInformat1on.LimTtF1ags |=
JOB_OBJECT_LIMIT_PRESERVE_JOB_TIME:

/! If we are to preserve the job's time information,
// the JOE_OBJECT_LIMIT_JOB_TIME flag must not be on
const DWORD fdwFlagTest =
¢JOB_OBJECT_LIMIT_PRESERVE_JOB_TIME | JOB_OBJECT_LIMIT_JOB_TIME}:

if ((pjoeti->BasicLimitInformation.LimitFlags & fdwFlagTest)
== fdwFlagTest) {
/1 These flags are mutually .exclusive but both are on, error
DebugBreak(}:

)

return(Setinformationdoblhject{m_hdcb,
JobObjectExtendedLimitInformation, pjoeli. sizeof(*pjoeli)ld;

{ff//f/f////lii!!///f/fl/lff//////i/!/!////ff/l//fff///l///f!fff////////ffff!!!
intine BOOL CJob::SetBasicUIRestrictions(DWORD fdwlLimfts) {

JOBOBJECT_BASIC_UI_RESTRICTIONS Jobuir = { fdwLimits }:
return(SetInformationdobObject{m_hJob, ]
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JobDbjectBaschlRestricfions. &jobﬁir, sizeof(jobuir)));

////f/////////////////l/////////f/l///l//f////!/f////!!!f/////////fff//////////

inTine BOOL CdJob::SetEnd0fdobInfo(DWORD fdwEndOfJobInfo) {

JOBOBJECT_END_OF_JOB_TIME_INFORMATION joeojti = fdwEndDfJdobInfo }:

Joeojt1,EndOfJobTimeAction = fdwEndOfJobInfo;

return{SetInformationdobObject(m_hdob,
JobObjectEnd0fdobTimeInformation, kjoeojtt, sizeof(joeojtid)));

f/////////////////////!///////f//////I/////////////////1/!/////////////ff/f////

Tnline BOOL CJob::SetSecurityLimitInfo(
PJOBOBJECT _SECURITY_LIMIT_INFORMATION plosii) {

return(SetInformationdobdbject(m_hJob,
JobObjectSecurityLimitInformation, pJjosli, sizeof{+*pjosli)));

/////f/////I!/////////////l////////l/f///////////////////////If////////////////

intine BOOL CJob::QueryAssoctatedCompletionPort(
FJIOBOBJECT _ASSOCIATE_COMPLETION_PORT pjoacp) {

return{QueryInformationdobObject{m_hJob,
dobOhjectAssociateCompletionPortInformation, pjoacp, sizeof(*pjoacp),
NULL)):

////////!/////I///////f////////////f//////I///{//f////////////////////!//!/////
inline BOOL CJob::QueryBasicAccountinglnfol
PJOBOBJECT_BASTC_AND_TO_ACCOUMTING_INFORMATION pjobai) (

return{QueryInformationdobObject{m_hJob, )
JobObjectBasicAndIcAccountinglnformation, pjobal, sizeof(xpjobai),

NULLY):

R I N R

intine BOOL CJob::QueryExtendedLimitinfo(
PJOBOBJECT_EXTENDED_LIMIT_INFORMATION ploeli} {

return(QueryInformatfondobObject (m_hJob, JobObjectExtendedLimitInformation,



CMM'bUb.CoM

pjoeli, sizeof(spjoeli), NULL)}:

FIEPEIFEIIFELEETEI I EETEE R EP PRSI T T EEF R 8L H ]

inline BOOL CJob::QueryBasicProcessIdList(DWORD dwMaxProcesses,
POWORD pdwProcessldList, PDWORD- pdwProcessesReturned) {

/7 Calculate the # of bytes necessary
DWORD cb = sizeof(JOBOBJECT_BASIC_PROCESS_ID_LISE) +
(sizeof (DWORD) * (dwMaxProcesses - 1));

// Allocate those bytes from the stack
PJOBOBJIECT_BASIC_PROCESS.ID_LIST pjobpil =
(PJOBOBJECT_BASIC_PROCESS_ID_LIST) _atlocalch);

// Were those bytes allocated 0K? If so, keep going
BOOL Ok = (pjobpil != NULL);

if (fok) (
pjobpi1->Number0fProcessIdsintist = dwMaxProcesses;
f0k = ::0ueryInformationJobObject(m_hJob, JobObjectBasicProcessldlist,

pjobpil, cb, NULL);

if (fOky {
/7 We got the information, return it to the caller
if {pdwProcessesReturned != NULL)
spdwProcessesReturned = pJobpil->NumberOfProcessIdsInlist;
CopyMemory (pdwProcessidlList, pjobpil->ProcessIdList,
sizeof(DWORD) » pjobpil->Number{fProcessldsinlist);
}
}
return{flk}:

HHEEEEETIRIP IR EG R EE RSP RER TR IR T TSP EE R R T H i

inline BOOL CJob::QueryBasicUIRestrictions(PDWORD pfdwRestrictions) {

JOBOBJECT_BASIC_UI_RESTRICTIONS jobuir;

BOOL fOk = QueryInformationJobdbject(m_hJob, JobbhjectBasicUIRestrictions,
fjobuir, sizeof(jobuir), NULL};

if (fOk)
*pfdwRestrictions = jobuir.UIRestrictionsClass;

return(fok):

HHREEETTTEES T EII IR T ER et EEad i T EEd T i L E T E IR TR L8R i

inline BOOL CJob::QueryEndOfdobTimeEnfo(POWORD pfdwEndOfJobTimelnfo) {

JOBOBJECT_END_OQF_JOB_TIME_INFORMATION joeoJti:
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BOOL fOk = QueryInformationdobObject{m_hJob., JobObjectBasicUIRestrictions.
Ljoeojti, sizeof(joeojtil}, NULL):

if (fOk)
*»pfdwEnd{(fdobTimeInfo = joeojti.EndOfdobTimeAction;

return(fOk);

FEIEELEEEEEREER LT TEEI I FRE LR T EEEF R EF G EE G EEEEFEEF T AR TE i it ity

inline BOOL Cdob: :QuerySecurityLimitInfo(
PIOBOBJECT_SECURITY_LIMIT_INFORMATION pjosii} {

return{QueryInformationdobObject{m_hJdob. JobObjectSecurityLimitInformation,
plosli, sizeofi{*pjosli), NULL)):
}

THPTEITEEEIFEL I TR I ET IR ELFIRETEF P FEEEREIREIE BT P BT EL 8T T

in1ine BOOL Cdob::Terminate{UINT uExitCode) {

return(TerminatedaobObject{m_hJob, uExitCode});

N R N

inline BOOL CJob::GrantUserHand)eAccess(HANDLE httserQbj, BOOL fGrant) {

return{UserHandleGrantAccess{hUserObj, m_hJob, fGrant));
JRIEREEFTFEIEERELEFELEEETEEETEE Bnd of File FAHAEEFEERTEREIIIIEIEIEEIIIIEEEE

JobLab.rc

/Microsoft Developer Studic generated resource script.
i
#include "resource.h”

#define APSTUDIO_READONLY_SYMBOLS
N i i
i

// Generated from the TEXTINCLUDE 2 resource,

'

#include "afxres.h"

L L N T R R RN R
fundef APSTUDIO_READONLY_SYMBOLS

/ff/!///f//!/Iii!/l//!!!//III/////ff//i!f/!/!////!li!//i!ff//////f/fff!////i/
f/ English (U.5.) resources
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#if ldefined(AFX_RESOURCE_DLL) || defined({AFX_TARG_ENU)
#Hedef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fendif //_WIN3Z

///////////f!//////////////!/////!////Y!////////////f/////////////////!//////
1/

/7 Icon

s

// Tcon with lowest ID value placed first to ensure application icon
// remains consistent on all systems.

IDI_MEMRESET ICON . DISCARDABLE “"MemReset, jco”

f#fdef APSTUDIO_INVOKED

//////////!//////////////////////////////////////////////!//////////l////////
1

/7 TEXTINCLUDE

i

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\o"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\r\n"
"y Q"

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

H\all
END

fendif // APSTUDIO_ENVOKED

fendif // English (U.5.) resources
///////////!f////ff///lff////fff////f/!///////Y//I//////!!//////////!/f//////

#ifndef APSTUDIO_INVOKED
N R L R N R R r s e gy

i .
// Generated from the TEXTINCLUDE 3 resource.

H

R N N L R L L R
#endif // not APSTUDIO_INVOKED
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.exe .dll

6.1

C/C++
WinMain wWinMain
ExitProcess

CPU

CPU

CIC++

CPU

main wmain



122 Chinaspubeco

. Microsoft Windows 2000
Search Result Start Search
For Files Or Folders Containing Text
. Windows 2000

Microsoft Visual Studio
Workspace ClassView

* Web Web
Web
Build
Check Spelling( ) Check Grammar
Web /0
/10
CPU CPU
CPU
CPU

16 Windows MS-DOS

6.2
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GetMessage I/0

Windows Explorer
Explorer

26 27

6.3

main wman WinMain wwWinMain

DWORD WINAPI ThreadFumc(PVOID, pvParam)}{
DWORD dwResult = @;. '

\‘\
S return{dwResult);

} \\ ,-'I.

. main wman WinMain wWinMain
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ANSI/Unicode

main/wmain  WinMain/wWinMain

6.4 CreateThread

CreateProcess

HANDLE CreateThread(
PSECURITY_ATTRIBUTES psa, |
DWORD ¢bStack,

PTHREAD_START_ROUTINE pfnStartAddr,

P¥OID pvParam,
DWORD fdwlreate,
PDMORD pdwThreadID);

CreateThread

CreateThread
C/C++
_beginthreadex
CreateThred
_beginthreadex

Create Thread

6.4.1 psa

psa SECURITY_ATTRIBUTES

NULL

SECURITY_ATTRIBUTES

3

6.4.2 cbStack

cbStack
CreateProcess

CreateThread
Microsoft Visual C++

ANSI/Unicode
C/C++

CreateThread

Windows
Visual C++

CreateThread

blnheritHandle TRUE

CreateThread
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cbStack CreateProcess
ISTACK
/STACK:[reserve]l [,commit]
reserve 1 MB Commit
1
16
23 commit
CreateT hread 0
/ISTACK CbStack
cbStack 0 CbStack
CreateThread .exe ISTACK
16 Summation
6.4.3 pfnStartAddr pvParam
pfnStartAddr pvParam
CreateThread pvParam CreateThread
Web
pzParam
Windows CreateThread

DWORD WINAPI FirstThread{P¥0OID pvParam) {
/7 Initialize a stack-based variable
int x = 9;

DWORD dwThreadlID;

// Create a new thread.
HANDLE hThread = CreateThread(NULL. @, SecondThread, (PVOID) &x,
8, &dwThreadld);

// We don't reference the new thread anymore,
// so ¢lose our handle to it.
CloseHandle(hThread):
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// Our thread is done,

// BUG: our stack will be destroyed, but

i © SecondThread might try to access it.
return(@):

DWORD WINAPI SecondThread(PVOID pvParam) {
// Do some lengthy processing here.

// Attempt to access the variable on FirstThread's stack.
// NOTE: This may cause an access violation - it depends on timing!
« ({int ») pvParam) = 5:

return(@):
) .
FirstThread SecondThread 5 FirstThread x
SecondThread FirstThread
SecondThread FirstThread
FirstThread X
X
8 9 10
6.4.4 fdwCreate
fdwCreate
0 CREATE_SUSPENDED

CREATE_SUSPENDED

5 JobL ab
6.4.5 pdwThreadID
CreateThread pdwThreadID DWORD CreateThread
ID( ID 4 )
Windows 2000 Windows NT 4
NULL ID
Windows 95 Windows 98 NULL
ID NULL

Windows
2000 pdwThread| D NULL
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Windows 98

6.5

. ExitThread

. TerminateThread
6.5.1

i C++
6.5.2 ExitThread

ExitThread

VOID ExitThread(DWORD dwExftCode};

C++ C++
ExitThread 4
ExitThread dwExitThread
ExitThread
ExitThread Windows
ExitThread Visual C++

Microsoft Visual C++

6.5.3 TerminateThread

TerminateThread

BOOL TerminateThread{
HAKDLE hThread,
DWORD dwExitCode);

CreateThread

C/C++
_endthreadex
ExitThread
_endthreadex
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ExitThread ExitThread TerminateThread
hThread
dwExitCode

TerminateT hread

WaitForSingleObject( 9 )
ExitThread
TerminateThread
Microsoft TerminateThread
DLL Terminate Thread
DLL 20
6.5.4
4 ExitProcess TerminateProcess
TerminateThread
C++
6.5.5
. Windows
. STILL_ACTIVE ExitThread TerminateThread
. 1

GetExitcodeThread hThread
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129

6
BOOL GetExitCodeThread(
HANDLE hThread,
POMORD pdwExitCode);
pdwExitCode DWORD GetExitCodeThread
STILL_ACTIVE 0x103 DWORD
TRUE 9
6.6
6-1
CreateThread
2 CreateThread
1
STILL_ACTIVE 0x103
i pvParam I
= ! — pfnSta'rteddrj
IP 1
CPU
i
=2 ! Kernel32. d11
=il ;
—
R ACTI/E VOII? BaseThreadStart() { |
 =FALSE i 3280 i
6-1
CreateThread
pvParam CreateThread pfnStartAddr
CPU
CPU CPU CONTEXT
WiInNT.h CONTEXT
CONTEXT pfnStart-
Addr BaseT hreadStart
Kernel32.dll CreateThread 6-1
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BaseThreadStart

VOID BaseThreadStart(PTHREAD_START_ROUTINE pfnStartAddr, PVOiD pvParam) {
-—tgziéThread((pfnStartAddr)(pvParam));
i_gxcept(UnhandledExceptionF1Tter(GetExceptionInformat1on())) {

ExitProcess(GetExceptionCode()):
i/ NOTE: We never get here.

}
CREATE_SUSPENDED
CreateThread 0
CPU
BaseT hreadStart
BaseThreadStart
BaseThreadStart
CPU CPU
BaseThreadStart
BaseThreadStart
. SEH
23 24 25
. CreateThread pvParam
. BaseThreadStart ExitThread
. BaseThreadStart SEH
BzsethreadStart ExitThread
BaseT hreadStart ExitThread ExitProcess
BaseThreadStart
VOID
BaseThreadStart BaseThreadStart
BaseThreadStart
BaseT hreadStart
BaseProcessStart BaseThreadStart

YOID BaseProcessStart(PPROCESS_START_ROUTINE pfnStartAddr) {
_try { -
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ExitThread{(pfnStartAddr)(});

]
__except(UnhandledExceptionFilter(GetExceptionInformation())) {
ExitProcess(GetExceptionCode(});

}

7/ NOTE: We never get here.
3 .

BaseProcessStart pvParam BaseProcessStart
C/C++ main wmain
WinMain wwWinMain C/C++
ExitProcess C/C++ BaseProcessStart
6.7 C/C++
Visual C++ 6 C/C++ 6-1
6-1 C/C++
LibC.lib
LibCD.lib
LibCMt.lib
LibCMtD.lib
MSVCRt.lib MSVCRt.dll
MSVCRtD.lib MSVCRID.dll
6-2

Project Settings C/C++ Code Generation

Use run-time library

Project Settings

Settings Far |'win32 Debug

Processor,

2] =]
Gereral I Debug | CAC+ I Lirk. I HE‘sourctl: EI

Categorny: I Code Generation * I Beset |

Usge run-time fibrany:

{Blend -

Calling corvention:

l_cdecl * o i

Common Options:

=

Muliteaded DLL ¥

Single-Threaded *
|Multithre aded

Dg inIe-Threaded
Debug Multithreaded
Debu_ Multithreaded DLL

Mologo MD Awd AGm AGR 2] A0 D WINIEY D _:i
" DEBUG" /D " wiMDOWS" /D ' MBCS" /%

fFa"Debug” AFd"'Debug” /FD /G2 /o .‘,J

6-2 Project Settings



China=pubecom

? C 1970

C errno

800L fFaflure = {system("NOTEPAD.EXE README.TXT") == -1};

if (fFailure) {
switch (errno) (
case E2BIG: // Argument 1ist or environment too big

break;
case ENGENT: // Command interpreter cannot be found
break;
case ENOEXEC: // Command interpreter has bad format
break;
case ENOMEM: // Insufficient memory to run command
break;
}
}
system if
errno C CPU
errno system
errno
errno
C/C++
C/C++ errno _doserrno
_strerror  tmpnam tmpfile asctime _wasctime gmtime _ecvt
C C++
C/C++ C/C++
C/C++
C/C++ _beginthreadex

unsigned tong _beginthreadex(
void *security,
unsigned stack_size,
unstgned (*start_address)(void »),
void *arglist, .
unsigned initflag,
unsigned #thrdaddr}:

_beginthreadex CreateThread
Microsoft C/C++

errno

strtok _wecstok strerror
_fevt

CreateThread

C/C++

Windows _beginthreadex CreateThread
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CreateThread _beginthreadex

chBEGINTHREADEX
typedef unsigned (__stdcall *PTHREAD_START) (void *);

#define chBEGINTHREADEX{psa, cbStack, pfnStartAddr, \
pvParam, fdwCreate, pdwThreadID)
({HANDLE) _begtnthreadex(

(vold *) (psa),
(unsigned)} (cbStack),
(PTHREAD_START) (pfnStartAddr),
(void =) (pvParam), .
(unsigned) {(fdwCreate),
(unsigned +) (pdwThreadId)))

_beginthreadex C/C++

Ll Y

Visual Studio
C/C++
Microsoft C/C++ CreateThread
_beginthreadex Visual Studio
_beginthreadex Threadex.c

unsigned long __cdecl _beginthreadex (
void #psa,
unsigned cbstack,
unsigned (__stdcall » pfnStartiddr) (vold *),
void « pvParam,
unsigned fdwlreate,
unsigned *pdwThreadID) {

_ptiddata ptd; // Pointer to thread's data block
unsigned long thdl: // Thread's handle

// Allocate data block for the new thread.
if ((ptd = _calloc_crt(l, sizeof(struct tiddata})) == NULL)
goto error_return;

f/ Initialize the data block.
initptd(ptd); '

// Save the desired thread function and the parameter
/f we want 1t to get in the data block.
ptd->_initaddr = {(void =} pfnStartAddr;

ptd->_inftarg = pvParam:

/f Create the new thread. .
thdl = (unsigned long) CreateThread{psa. chStack,
_threadstartex, (P¥0ID) ptd, fdwCreate, pdwThreadID);
if (thdl == HULL) { '
// Thread couldn't be created, cleanup and return failure.
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goto error_return;
]

// Create created 0K, return the hand]e.

return{thdl):

error_return:

// Error: data block or thread couldn’t be created.

_free_crt{ptd);
return({unsigned long)BL);
}
_beginthreadex
. C/C++ tiddata tiddata
Mtdll.h Visual C++ 6-1
. _beginthreadex tiddata
 _beginthreadex CreateThread
. CreatetThread _threadstartex pfnStartAddr
tiddata pvParam
. CreateThread
NULL
6-1 C/C++ tiddata

struct _tiddata { -
unsigned long _tid: - %

unsigned long _thandle; I

int _terrno; fu

unsigned long _tdoserrno: /=

unsigned 1nt _fpds; i+

unsigned long _holdrand; /=

char * _token; /®
f#ifdef _WIN32

wchar_t +  _wtoken: f*
fendit /+ _WIN3Z */ '

unsigned char * _mtoken: i»

thread ID */

thread handle =*/

errno value #/

_doserrno value */

Floating Point data segment =/
rand(}

ptr
ptr

ptr

/# following pointers get malloc'd

char * _errmsg; f

char » _namehuf@; f*
Fifdef _WIN32

wchar_t » _wnamebuf®; f¥
flendif /+ _WIN32 »/

char # _namebufl; /%
#ifdef _WIN32

wchar_t =  _wnamebufl; i

f#endif /+ _WIN32 »/
char *» _asctimebuf; /»

ptr
ptr

ptr
ptr
ptr

ptr

to

to

to

at

to

to

to

to

to

to

seed valug #/
strtok() token =/

wcstok() token =/

~mbstok() token =/

runtime =/
strerror{}/_strerror() buff »/
tmpnam() buffer =/

—wtmpnam(} buffer =/

tmpfile() buffer =/

_wimpfile() buffer */

asctime() buffer =/
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Fifdef _WIN3Z
wchar_t *» _wasctimebuf; /* ptr to _wasctime() buffer =/
#endif /> _MIN3Z »/
void # —gmtimebuf: /* ptr to gmtime{) structure */
char * ~cvtbuf; /+ ptr to ecvt(}/fcvt buffer »/

/* following fields are needed by _beginthread code #*/
yoid * _initaddr: /% inftial user thread address s/
void # _initarg; /+ initial user thread argument #/

/* following three fields are needed to support signal handling and
# runtime errors #/

void » _pxcptacttab:  /* ptr to exception-action table */
void » _tpxcptinfoptrs: /= ptr to exception info pointers »/
int tfpecode; /+ float point exception code */

/+ following field s needed by HLG routines =/
unsigned long _NLG_dwlode;

rES
# Per-Thread data needed by C++ Exception Handling
*f
void = _terminate: /« terminate(} routine */
void * _unexpected; /* unexpected() routine #»/
void # _translator; /* S.E. translator #/
void # _curexception; /» current exception #/
void * _curcontext; /* current exception context #/
#if defined (_M_MRX820) '
void = _pFrameInfoChain;
void » _pUnwindContext:
vold » _pExitContext;
int _MipsPtdDelta;
int _MipsPtdEpsilon; -
#e11f defined (_M_PPC}
void » _pExitContext;
void * _pUnwindContext;
yoid * _pFrameInfoChain;
int _Frameinfol6]1;
#endif /e« defined (_M_PPC) =/

h

typedef struct _tiddata » _ptiddata;

tiddata
_threadstartex C/C++
Threadex.c
static unsigned long WINAPI threadstartex (void« ptd) {
// Mote: ptd fs the address of this thread's tiddata block.

// Associate the tiddata block with this thread.
T1sSetVaTue{__tlisindex, ptd):

// Save this thread 1D in the tiddata block.
({_ptiddata) ptd)->_tid = GetCurrentThreadld();
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/f Initialize floating-point suppert (code not shown}.

// Mrap desired thread function in SEH frame to

// handle run-time errors and signal support,

_try {
/4 Call desired thread function, passing it the desired parameter.
f/ Pass thread's exit code value to _endthreadex.
_endthreadex(

( (unsigned (WINAPI +)(void #))(((_ptiddata)ptd)->_initaddr) )
{ ({_ptiddatalptd)->_initarg ) ) :

1 .

——except (_XcptFilter{GetExceptionCode(), GetExceptionInformation())){
// The C run-time's exception handler deals with run-time errors
// and signal support; we should never get it here.
—exit{GetExceptionCode());

}
/f We never get here; the thread dies in this functfoen.
return{@L);
}
_threadstartex
. BasethreadStart kernel32.dl1
_threadstartex
. tiddata _threadstartex
* TIsSetValue
TLS 21 _threadstartex tiddata
. SEH
e C++ C/C++
signal CreateThread C/C++
signal
. _beginthreadex
tiddata
. _threadstartex
BaseT hreadStart
tiddata
C/C++ _endthreadex,
_endthreadex C Threadex.c
void __cdec) _endthreadex {(unsigned retcode) {
_ptiddata ptd: // Pointer to thread's data block

7/ Clean up fleating-point support (code not shown).

// Get the address of this thread's tiddata block.
ptd = _getptd():

// Free the tiddata block.
_freeptd(ptd); :
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6
/} Terminate the thread.
ExitThread{retcode):
] .
_endthreadex
C _getptd TlsGetValue
tiddata
. ExitThread
ExitThread
ExitThread
C++ ExitThread
tiddata
Microsoft Visual C++ ExitThread
_endthreadex ExitThread tiddata
_endthreadex
C/C++
_beginthreadex
_endthreadex
C/C++
TIsGetVaue
errno
Errno C
#if defined(_MT) || defined(_DLL)
extern int * __cdecl _errno{void}:
#define errno (»_errno()) .
#else /* ndef _MT && ndef _DLL =/
extern int errno;
fendif /= _MT || _DLL =/
IMT
IMD DLL _MT errno
C/C++ _errno errno

errno

int *p = &errno;
if (#p == ENOMEM) {

_errmo errno
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C/C++
malloc C/C++
malloc
8 9 10
C/C++
Microsoft C/C++
C/C++ C/C++
DLL
DLL C/C++ .exe DLL C/C++
Microsoft C/C++
DLL
C/C++
C/C++
C/C++
C/C++ signal
6.7.1 Oops— CreateThread
CreateThread C/C++ _beginthreadex
tiddata C/C++
C/C++
C/C++ ( TlsGetValue)
NULL tiddata tiddata C/C++
tiddata tiddata
TlsSetValue tiddata
C/C++ tiddata C/C++
tiddata
C/C++ signal
_endthreadex
CreateThread
_endthreadex
DLL C/C++
tiddata tiddata
DLL_THREAD_DETACH tiddata
_bdginthreadex Createthread
6.7.2 C/C++
C/C++

unsignad tong _beginthread(
void (__cdect sstart_address)(void =),
unsigned stack_size,
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vold *arglist):

void _endthread(void);
_beginthreadex _endthreadex

_beginthread _beginthreadex
_beginthread
ID _endthread
0
endthread _endthread ExitThread
CloseHandle

DWORD dwExitCode;
HANDLE hThread = _beginthread(...);
GetExitCodeThread{hThread, &dwExitCode):

CloseHandle(hThread);
GetExitCodeThread
hThread _endthread
CloseHandle
_endthreadex beginthreadex
_beginthread _beginthrteadex
_endthreadex _beginthread _endthread
6.8 ID
Windows
7
Windows
HANDLE GetCurrentProcess():
HANDLE GetCurrentThread();
CloseHandle CloseHandle
FALSE
Windows

GetProcessTimes

FILETIME ftCreationTime, ftExitTime, ftKernelTime, ftUserTime;
GetProcessTimes(GetCurrentProcess(), .
&ftCreationTime, &FtExitTime, &ftKernelTime, &ftUserTime):

GetThreadTimes

FILETIME ftCreationTime, ftExitTime, ftKernelTime, ftUserTime;
GetThreadTimes(GetCurrentThread(},
ftCreationTime, &FLExitTime, &ftKernelTime. &ftUserTime);

Windows ID
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DWORD GetCurrentProcessld():
DWORD GetCurrentThreadld();

DMORD WINAPI ParentThread(PYOID pvParam) {
HANDLE hThreadParent = GetCurrentThread();
CreateThread(NULL, @, ChildThread, (PVOID) hThreadParent @, HULL);

// Function continues...

}

DWORD WINAPI ChitdThread(PYOID pvParam} {
HANDLE hThreadParent = (HANDLE) pvParam;
FILETIME ftCreationTime, ftExitTime, ftKernelTime, ftUserTime;

GetThreadTimes{hThreadParent,

&ftCreationTime, &TLExitTime, &ftKernelTime AftUserTime);

// Function continues...

GetThreadTime CPU

CPU

BOOL DuplicateHandte(
HANDLE hSourceProcess,
HANDLE hSource,

HANDLE hTargetProcess,
PHANDLE phTarget.
DWORD fdwAccess,

BOOL bInheritHandle,
DWORD fdwOptions):

DuplicateHandle

DWORD WINAPL ParentThread(PVOID pvParam} {

HANDLE hThreadParent;

DuplicateHandle(
GetCurrentProcess(),

GetCurrentThread(),
BetCurrentProcess(),

&hThreadParent,

i/
i
r
1
1
H

Handle of process that thread
pseudo-handle s relative to

Parent thread's pseudo-handle

Handle of process that the new, real,
thread handle is relative to

Will receive the new, real, handle
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/4 identifying the parent thread
a, // lgnored due to DUPLICATE_-SAME_ACCESS
FALSE, /f New thread handle is not inheritable
DUPLICATE_SAME_ACCESS): // New thread handle has same

// access as pseudo-handle

CreateThread(NULL, 8, ChildThread, (PVOID)} hThreadParent, @, HULL);
£/ Function continues...
}
DWORD WINAPI ChildThread(PVOID pvParam) {
HANDLE hThreadParent = (HANDLE} pvParam;
FILETIME ftCreationTime, ftExitTime, ftKernelTime, ftUserTime;
GetThreadTimes(hThreadParent,
&ftCreationTime, &FtExitTime, &ftKernelTime, &ftUserTime);
CloseHandle{hThreadParent};
// Function continues...

}
CreateThread pvParam
DuplicateHandle
CloseHandle
GetThreadTimes CloseHandle
CloseHandle

DuplicateHandle

HAMDLE hProcess;

DuplicateHandle(

GetCurrentProcess(), // Handle of process that the process

// pseudo-handle 1s relative to
GetCurrentProcess(), /7 Process's pseudo-handle
GetCurrentProcess(), // Handle of process that the new, real,

// process handle is relative to
LhProcess, // Will receive the new, real

// handle identifying the process
a. /f Ignored because of DUPLICATE_SAME_ACCESS
FALSE. ff New thread handle i1s not inheritable

DUPLICATE_SAME_ACCESS}: // New process handle has same
// access as pseudo-handle



Microsoft Windows 98 Windows 2000

Windows
Spy++
37379
20
Windows CPU
CPU
Microsoft
CPU
Windows
CPU

CreateProcess CreateThread
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CPU 20ms Windows
CPU
Windows
Microsoft Thread Properties x|
7-1 |
Module Name:  [MSDEY
Thread |D: 00000380 Current Prionty: 10
Process D O000O3EC  Base Prionity: a
ms Thread State: Wait Start Address: FTEAIDEF
wait Feason:  User Reguest User PC: FTE2360D
CPU Time: 0:00:27.739  Contest Switches: 37379
User Time: 0:00:13.789
Privileged Time:  0:00:13.950
Elapsed Time: 11807123
Cloze l Refresh l ~ Help
7-1
Windows
Ims
Windows
Windows
1

CREATE_SUSPENDED

Suspend



China=pubecom

7
Thread ResumeThread
Notepad Notepad
CPU Notepad Notepad
Notepad Notepad

Notepad CPU Notepad

7.1
CreateProcess

CreateThread 1

CPU

CreateProcess CreateThread
CREATE_ SUSPENDED
0
0
ResumeThread CreateThread
CreateProcess ppiProclnfo
DWORD ResumeThread(HANDLE hThread);
ResumeThread
OxFFFFFFFF
3 3
CPU CREATE_SUSPENDED Suspend
Thread
DWORD SuspendThread(HANDLE hThread}:
ResumeThread SuspendThread
MAXIMUM_SUSPEND_COUNT
WinNT.h 127 SuspendThread
SuspendThread

SuspendThread 8 9 10
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7.2

Windows CPU
Windows

WaitForDebugEvent ContinueDebugEvent
Windows

Microsoft
SuspendProcess
SuspendProcess
¥OID SuspendProcess{DWORD dwProcessID, BOOL fSuspend) {

/! Get the Vist of threads in the system.
HANDLE hSnapshot = CreateToolhelp32Snapshot(
TH32CS_SNAPTHREAD, dwProcessID);

if (hSnapshot != INVALID_HANDLE_VALUE) {

// Walk the 1ist of threads.

THREADENTRY32 te = { sizeof(te) }:

BOOL fOk = Thread32First{hSnapshot, &te):

for (; fOk; fOk = Thread32Next(hSnapshot, &te)) {

/7 Is this thread in the desired process?
{f (te.th320wnerProcessIl == dwProcessID) {

/f Attempt to convert the thread ID into a handle.
HANDLE hThread = OpenThread( THREAD_SUSPEND_RESUME,
FALSE, te.th32ThreadlIb); ’

if (hThread !'= NULL) {

// Suspend or resume the thread.
1f (fSuspend)
SuspendThread(hThread);
else
ResumeThread(hThread):
}
CloseHandle(hThread);
}
}
CloseHandle(hSnapshot};

}
SuspendProcess ToolHelp

OpenThread

HANDLE OpenThread(
DWORD dwDesiredAccess,
BOOL bInheritHandle.
DWORD dwThreadlID)};
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Windows 2000 ID
SuspendThread(
ResumeT hread) OpenThread Windows 2000 SuspendProcess
Windows 95 Windows 98 Windows NT 4.0
SuspendProcess
CreateT ool hel p32Snapshot
SuspendProcess
ID
ID
7.3
Sleep
VOID S1eep(DWORD dwMilliseconds);
dwMilliseconds Sleep
. Sleep
. 100ms
Windows
. Sleep dwMilliseconds INFINITE
. 0 Sleep
Sleep
7.4
SwitchToThread
BOOL SwitchToThread();
CPU
CPU SwitchToThread CPU
SwitchToThread SwitchToThread
CPU
SwitchToThread FALSE
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SwitchToThread Sleep Oms
SwitchToThread CPU Sleep

Windows 98 Windows 98

7.5

/7 Get the current time (start time).
DHORD dwStartTime = GetTickCount();

/{ Perform complex algorithm here.

// Subtract start time from current time to get duration.
DWORD dwElapsedTime = GetTickCount()} - dwStartTime;

CPU CPU
CPU Windows

GetThreadTimes

BOOL GetThreadTimes(
HANDLE hThread,
PFILETIME pftCreationTime,
PFILETIME pftExitTime,
PFILETIME pftKernelTime,
PFILETIME pftUserTime):

GetThreadTimes 4 7-1
7-1 GetThreadTimes

1601 1 1 100ns

1601 1 1 100ns

100ns CPU

100ns CPU

——int64 FileTimeToQuadWord (PFILETIME pfty {
return{Int64Sh11M0d32(pft->dwHighDateTime, 32) | pft->dwLowDateTime);

}

void PerformlongOperation () {
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7

FILETIME ftKernelTimeStart, ftKernelTimeEnd;

FILETIME ftUserTimeStart., ftliserTimeEnd;

FILETIME ftDummy ;

__1int64 qwKernelTimeElapsed, qwUserTimeElapsed.
gwTotalTimeElapsed; : :

// Get starting times,
GetThreadTimes{GetCurrentThread(). &ftDummy, &ftOummy,
aftkernelTimeStart, &ftUserTimeStart);

/! Perform complex algorithm here.

/{ Get ending times.
GetThreadTimes(GetCurrentThread(). &ftDummy, aftDummy ,
&ftKernelTimeEnd, &ftUserTimeEnd);

!/ Get the elapsed kernel and user times by converting the start

/7 and end times from FILETIMEs to gquad words, and then subtract

// the start times from the end times,

qwKernelTimeElapsed = FileTimeToQuadWord{&ftKernelTimeEnd) -
FileTimeToQuadWord(&ftKernelTimeStart):

qwUserTimeElapsed = FileTimeToQuadWord(&ftUserTimeEnd) -
FileTimeToQuadWord(AftUserTimeStart):

// Get total time duration by adding the kernel and user times.
quTotalTimeElapsed = gwKernelTimeElapsed + qwlUserTimeElapsed:

// The total-etapsed time is—in—gqwTotalTimeElapsed:

GetProcessTimes GetThreadTimes

BOOL GetProcessTimes(
HANDLE hProcess,
PFILETIME pftCreationTime,
PFILETIME pftExitTime,
PFILETIME pftKernelTime,
PFILETIME pftUserTime);

GetProcessTimes

Windows 98 GetThreadTimes GetProcessTimes Windows
98 Windows 98
CPU

GetThreadTimes Windows

BOOL GueryPerformanceFrequency{ LARGE_INTEGER* pliFrequency);

BOOL QueryPerformanceCounter{LARGE_INTEGER» pliCount):
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C++

class CStopwatch (
public:
CStopwatch() { QueryPerformanceFrequency(&m_11PerfFreq); Start();

void Start() { QueryPerformanceCounter{&m_liPerfStart); }

__int64 Mow(} const { //
Returns # of milliseconds since Start was calted
LARGE_TNTEGER 11PerfHlow: .
QueryPerformanceCounter(&TiPerfNow);
return({{1iPerfNow.QuadPart - m_liPerfStart.QuadPart) * 1068)
/ m_1iPerfFreq.QuadPart);
}

private:

LARGE_INTEGER m_11PerfFreq: // Counts per second
LARGE_INTEGER m_1iPerfStart; // Starting count

}: :

/f Create a stopwatch timer (which defaults to the current time).
CStopwatch stopwatch;

// Execute the code I want to profile here.

/7 Get how much time has elapsed up to now.
__1int64 qwElapsedTime = stopwatch,Now():

// qwElapsedTime indicates how long the profiled code
/f executed in milliseconds.

7.6

CPU
Platform SDK
CONTEXT
“ CONTEXT CONTEXT
Intel MIPS Alpha PowerPC CONTEXT
WinNT.h”

Windows 2000 CPU Windows CONTEXT
CPU
CONTEXT CPU
x86 Eax Ebx Ecx Edx Alpha
IntVO IntTO IntT1 IntSO IntRa IntZero x86 CPU
CONTEXT
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typedef struct _CONTEXT {

!!

// The flags values within this flag control the contents of

// a CONTEXT record,

I

/1 If the context record is used as an input parameter, then

// for each portion of the context record controlled by a flag

/! whose value is set, it 1s.assumed that that portion of the

// context record contains valid context. If the context record

// is being used to modify a threads context, then only that

// portion of the threads context will be modified.

i

/7 1f the context record is used as an IN QUT parameter to capture
/{ the context of a thread, then only those portions of the thread's
// context corresponding to set flags will be returned.

1/

/f The context record is never used as an OUT only parameter.

i

DWORD ContextFlags:

f .

// This section is specified/returned if CONTEXT_DEBUG_REGISTERS is
// set in ContextFlags. Note that CONTEXT_DEBUG._REGISTERS is NOT
/1 included in CONTEXT_FULL.

'

DWORD  Dro:
OWORD  Drl:
DWORD  Dr2;
DWORD  Dr3;
DWORD  Dré6:
DWORD  Dr7;
1

f/ This section 1s specified/returned 1f the
/! ContextFlags word contians the flag CONTEXT_FLOATING_POINT.
i

FLOATING_SAVE_AREA FloatSaveﬁ

i

/f This section is specified/returned if the

// ContextFlags word contians the flag CONTEXT_SEGMENTS.
¥

DWORD  SegGs;:
DWORD  SegFs;
DWORD  Segis;
DWORD  SegDs:

/i
// This section is specified/returned if the
// Contextflags word contians the flag CONTEXT_INTEGER.
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H

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

lf

Edi;
Esi:
Ebx:
Edx;
Ecx;
Eax:

/7 This section is specified/returned if the
/f ContextFlags word contians the flag CONTEXT_CONTROL.

i

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

I

Ebp;
Eip:
Segls:
EFlags:
Esp;
SeqSs;

// WUST BE SANITIZED
// MUST BE SANITIZED

/f This section is specified/returned if the ContextFlags word
/f contains the flag CONTEXT_EXTENDED_REGISTERS.
/f The format and contexts are processor specific

i/
BYTE ExtendedReg¥sters{MAXIMUM_SUPPORTED_EXTENSION];
} CONTEXT;
CONTEXT CONTEXT_CONTROL CPU
x86 Alpya CPU
CONTEXT_INTEGER CPU
CONTEXT_FLOATING_POINT CPU CONTEXT_SEGMENTS
CPU x86 CONTEXT_DEBUG_ REGISTER CPU
x86 CONTEXT_EXTENDED_ REGISTERS CPU
x86
Windows CPU
GetThreadContext
BOOL GetThreadContext(
HANDLE hThread,
PCONTEXT pContext):
CONTEXT ContextFlags
GetThreadContext
GetThreadContext SuspendThread
GetThreadContext SuspendThread

SuspendThread
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GetThreadContext

CONTEXT ContextFlags CPU CPU
CONTEXT ContextFlags GetThreadContext

ff Create a CONTEXT structure.
CONTEXT Context:

f/ Tell the system that we are interested in only the
// control registers.
Context.Contextflags = CONTEXT_CONTROL;

// Tell the system to get the registers associated with a thread.
GetThreadContext{hThread, &Context);

/f The control register members in the CONTEXT structure
/f reflect the thread's control registers. The other members
f/ are undefined.

GetThreadContext CONTEXT ContextFlags
ContexFlags

// Tell the system that we are interested
f{ in the control and integer registers.
Context.ContextFlags = CONTEXT_CONTROL | CONTEXT_INTEGER;

Microsoft

/{ Tell the system we are interested in the important registers.
Context.ContextFlags = CONTEXT_FULL;

WinNT.h CONTEXT_FULL 7-2

7-2 CONTEXT-FULL

CPU CONTEXT_FULL

X86 CONTEXT_CONTROL | CONTEXT_INTEGER | CONTEXT_SEGMENTS

Alpha CONTEXT_CONTROL | CONTEXT_FLOATING_POINT | CONTEXT_INTEGER
GetThreadContext
CPU 7-3 CPU CONTEXT
7-3 CONTEXT

CPU
X86 CONTEXT.Eip CONTEXT.Esp
Alpha CONTEXT.Fir CONTEXT.IntSp

Windows
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1.7

Windows CONTEXT SetThreadContext

BOOL SetThreadContext(
HANDLE hThread,
CONST CONTEXT *pContext);

SetThreadContext CONTEXT ContextFlags

CONTEXT Context:

f/ Stap the thread from running.
SuspendThread(hThread}:

// Get the thread's context registers.

Context.ContextFlags = CONTEXT_CONTROL;
GetThreadContext(hThread, &Context);

// Make the instruction pointer point to the address of your choice.
// Here I've arbitrarily set the address instruction pointer to
!/ ox60010860.

#if defined(_ALPHA.)

Context.Fir = BxP0010008;

#elif defined(_XB6_)

Context.Eip = 0x00010000;

#else

fferror Module contains CPU-specific code; modify and recompile,
fendif

/! Set the thread's registers to reflect the changed values.
ff It's not really necessary to reset the ControlFlags member
// because 1t was set earlier,

Context.Controlflags = CONTEXT_CONTROL;
SetThreadContext(hThread, &Context);

ff Resuming the thread will cause it to begin execution
ff at address 9x00010000.
ResumeThread(hThread):

GetThreadContext SetThreadContext

24 CONTEXT

CPU 20ms
CPU
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ﬁmw&cm :

CPU

0
CPU
31
31
31
starvation
31
GetM essage
GetMessage
CPU
CPU
0
0 RAM
7.8
Microsoft
OLE
Windows NT
Microsoft
* Microsoft
* Microsoft
* Microsoft
Windows API

Windows

31

CPU

30
CPU

OLE

0 30
CPU

Windows NT

Internet

CPU

CPU

CPU

Microsoft

Microsoft

CPU
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Microsoft
Windows 6
99% 7-4
7-4 Windows
Task Manager
Windows
2000
Windows
2000
CPU
Windows Explorer
Explorer
Explorer CPU
Ctrl+Esc
Explorer Ctrl+Esc Start
Explorer
Microsoft Explorer
Explorer Explorer
Explorer Explorer
CPU

Windows NT 3.1

1/0
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Windows 2000

Microsoft
Windows 7
7-5
7-5
31
15
16
1
0 31
Microsoft
7-6 Windows 2000 Windows NT
Windows 95 Windows 98 Windows
8
8
13
8 4
7-6

15 15 5 15 15 31
6 8 10 12 15 26
5 7 9 11 14 25
4 6 8 10 13 24
3 5 7 9 12 23
2 4 6 11 22
1 1 1 1 1 16
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7-6 0 0
17 18 19
20 21 27 28 29 30
16 15
Microsoft
CPU CPU
CPU
7.9
CreateProcess fdwCreate
7-7
7-7
REALTIME_PRIORITY_CLASS
HIGH_PRIORITY_CLASS
ABOVE_NORMAL_PRIORITY_CLASS
NORMAL_PRIORITY_CLASS
BELOW_NORMAL_PRIORITY_CLASS
IDLE_PRIORITY_CLASS
Explorer Explorer
Explorer
SetPriorityClass
BOGL SetPriorityClass(
HANDLE hProcess,
DWORD fdwPriority):
hProcess fdwPriority fdwPriority
7-7

BOOL SetPriorityClass{
GetCurrentProcess(},

IDLE_PRIORITY_CLASS):
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7

DHORD GetPriorityClass(HANDLE hProcess):

7-7
Start
Calculator
C:\>START /LOW CALC.EXE
Start /BELOWNORMAL /NORMAL /ABOVENORMAL /HIGH
/REALTIME
SetPriorityClass
Windows 98 Windows 98 Start Windows 98
Windows 2000 Task Manager 7-2 Task
Manager Processes Base Pri
Set Priority
E windows Task Manager _[Ol =]

File' Oplions  Wiew Help

Applications  Processes. | Performance I

Image Name |_pio | cpul cPuTime | Basepri|
cidagmon, exe g56 aa 0:00:03 Lo
CiswC, Exe 436 aa 0:00:01 Mormal
csrss. exe 156 00 0:00:02 High
explorer. exe 732 00 mo0:12 Mormal
lsass. exe 220 00 0:00:01 Mormal
M3IDEY.EXE go4 aa 0:00:21 Mormal
mskask, exe 495 00 0:00:00 Marmal
notepad, exe Marmal
End Process i gg ggggg Eorma:
; 100 ormal
ot | L0001 Mormal
Debuig b 0o 0:00:00 Mormal
T = 1] Mormal
Bfealtlme 1] Marmal
svchost.exe 4t Hidh 0 Mormal
System AboveMomal Z Mormal
System Idle Process [ M
taskmigr.exe a8z elowNorrnaI 0 High
winlogaon, exe T 1 High

End Process I

i_lirocesses;: 13

|CPU Usage: 0% |Mem Usage: BOR4EK / 3110986 o

CreateThread

7-2 Windows Task Manager

BOOL SetThreadPriority(

HANDLE hThread,
int nPriority);



China=pubecom

hThread nPriority 7-8 7

7-8

THREAD_PRIORITY_TIME_CRITICAL
THREAD_PRIORITY _HIGHEST
THREAD_PRIORITY_ABOVE_NORMAL
THREAD_PRIORITY_NORMAL
THREAD_PRIORITY_BELOW_NORMAL
THREAD_PRIORITY _LOWEST
THREAD_PRIORITY_IDLE

int GetThreadPriority{HANDLE hThread):
7-8

DWORD dwThreadID;

HANDLE hThread = CreateThread(NULL, @, ThreadFunc, NULL.
CREATE_SUSPENDED, &dwThreadlD):

SetThreadPriority(hThread, THREAD_PRIORITY_IODLE):

ResumeThread(hThread); '

CloseHandle{hThread):
CreateThread
CREATE_SUSPENDED CreateThread
SetThreadPriority
ResumeThread CPU
Windows
Microsoft
7.9.1
1/O

13
WM_KEYDOWN

15
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15

13

Microsoft

BOOL SetProcessPriorityBoost(
HANDLE hProcess,
BOOL DisablePriorityBoost);
BOOL SetThreadPriorityBoost(
HANDLE hThread,
BOOL DisahlePriorityBoost);

SetProcessPriorityBoost
SetThreadPriorityBoost

BOOL GetProcessPriorityBoost(
HANDLE hProcess,
PBOOL pDisablePriorityBoost);
BOOL GetThreadPriorityBoost(
HANDLE hThread,
PBOOL pDisablePriorityBoost);

BOOL
Windows 98 Windows 98
FALSE GetL astError
CPU
CPU

7.9.2

14
13

Microsoft
Microsoft

4

ERROR_CALL_NOT_IMPLEMENTED
4
3 4s CPU

15

15



160 Cma-wb.%

Windows Windows 2000
CPU
Windows 2000 System Properties
Advanced Performance Options( )
7-3
Performance Options .

—.C\ppli.cat'ion rESpPORSE

Optimize performance for:

Lol &]'3 € Background services
—Wirkual memary
Tatal paging File size For all drives: 192 MB

‘Change... |
O l Zancel |

7-3 Performance Options

Windows 2000 Applications
Windows 2000 Background Services
Windows 98
1
9 8
Windows 98 Windows 98
Windows 98
CPU
7.9.3 Scheduling Lab
Scheduling Lab “ 07SchedLab.exe’ 7-1
07-SchedL ab 7-4

CPU 100%
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B Scheduling Lab

Process prioity class lw vl
Thread relative prionity: INDII‘I‘Ia| *l

Task Sleep [0 to 3933 ms] i
Manager CPU

CPU
100% 74
CPU Task Manager CPU
CPU
CPU
Scheduling Lab
Sleep 0 9999
Ims CPU 300MHz Pentium |1
99% CPU
Suspend
7-5
C:ADocuments and Settings\Jeffrey RichteriMy Documents\AdywinkCDAx86De. . E

The Frimary thread iz suspended,

It nolonger responds tao input and produces no output.

Press O to resume the primary thread & exit thiz secondary thiead.

7-5
CPU
CPU
WM_PAINT
CPU 100%
Performance Options Application
Background Services Background Services Application SchedLab

7-1 SchedLab

{Iﬂﬂ_ SchedLab.cpp

JEEEERR AR R AR SRR R AR NS PR AR R LR R ARRR XN RR NI ERETE R RO R Rk

Module: Schedlab.cpp
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Notices: Copyright (c) 2609 Jeffrey Richter

t*$t‘#’l*$t***s**1‘1‘*ﬂl*‘#ﬂll!ll&$i!tt*S*tt*t**$tttﬂl#**R#**&*$tt#*****tt**‘t#***’!*t#**/

#Finciude
#include
f#include
#include
#include

", A\Cmnkdr .H" /% See Appendix A. =/
<windowsx.h> ’
<{tchar.h>

{process.h> /{ For _beginthreadex

“Resource.H"

FEEEEEERREFFEEEFERRIEREE LR EPEEREE TR EEEEE IR REE TR

DWORD WINAPI ThreadFunc(P¥QID pvParam) {
HANDLE hThreadPrimary = (HANDLE) pvParam;
SuspendThread(hThreadPrimary);

chMB(

*The Primary thread is suspended.\n™

“It no longer responds to input and produces no output.\n”

“press 0K to resume the primary thread & exit this secondary thread.\n");
ResumeThread(hThreadPrimary):
CloseHandle(hThreadPrimary);

// To aveld deadlock, call EnableWindow after_ResumeThread.

EnableMindow( :
GetDigItem(FindWindow(NULL, TEXT("Scheduling Lab™)), IDC_SUSPEND),

TRUE);
return(@);

FEEERERREFFEERFEEERIRREEI P EEEERREEREEREEE R FEEEEEEEEEG L ETTEE

BOOL D1g_OnInitDialog (HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

chSETDLGICONS(twnd, IDI_SCHEDLAB}:
// Inftialize process priority classes
HWND hwndCt1 = GetDlgItem(hwnd, IDC_PROCESSPRIORITYCLASS}):

tnt n = ComboBox_AddString(hwndCt1, TEXT(™High"));
ComboBox_SetItemData(hwndCt¥, n, HIGH_PRIORITY_CLASS):

// Save our current priority class
DWORD dwpc = GetPriorityClass{GetCurrentProcess());

if (SetPricrityClass{GetCurrentProcess(), BELOW_NORMAL_PRIORITY_{LASS)) {

!/ This system supports the BELOW_NORMAL_PRIORITY_CLASS class

// Restore our original priority class
SetPriorityClass(GetCurrentProcess(), dwpc):

// Add the Above Normal priority class
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n = ComboBox_AddString(hwndCt1, TEXT("Above normal”)):
ComboBox_SetItemData(hwndCtl, n, ABOVE_NORMAL_PRIORITY_CLASS):

dwpc = @; // Remember that this system supports below normal
}

int nHormal = n = ComboBox_AddString(hwndCt1. TEXT("Mormal®});
ComboBox_SetItemData(hwndCt1, n, NORMAL_PRIORITY_CLASS):

if (dwpc == 8) {
// This system supports the BELOW_NORMAL_PRIORITY_CLASS class
/! Add the Below Normal priority class
n = ComboBox_AddString(hwndCt], TEXT("Below normal™));
ComboBox_SetltemDatalhwndCtl, n, BELOW_KORMAL_PRIGRITY_CLASS);
}

n = ComboBox_AddString(hwndCtl, TEXT(“Idle™));
ComboBox_SetItemData(hwndCt1, n, IDLE_PRIORITY.CLASS);

ComboBex_SetCurSel{hwndCt1, nNormal};

// Initialize thread relative priorities
hwndCt1 = GetDlgItem{hwnd, IDC_THREADRELATIVEPRIORITY);

n = ComboBox_AddString(hwndCtl, TEXT("Time critical®)):
ComboBox_SetItemData(hwndCt1. n, THREAD_PRIDRITY_TIME_CRITICAL);

n = ComboBox_AddString(hwndCtl, TEXT("Highest™)): ] )
ComboBox_SetItemData(hwndCt1, n, THREAD_PRIORITY_HIGHEST):

n = ComboBox_AddString{hwndCtl, TEXT{(™Above normal"™)};
ComhoBox_SetItembata(hwndCtl, n, THREAD_PRIORITY_ABOVE _NORMAL):

nKormal = n = ComboBox_AddString(hwndCtl, TEXT("Hprna]”});.
ComboBox_SetItemData(hwndCtl, n, THREAD_PRIORITX_NGRNAL);_ o

n = ComboBox_AddString(hwndCtl, TEXT("Below normal”});
ComboBox_SetItemData(hwndCtY, n, THREAD_PRIORITY_BELOW_NORMAL):

n = ComboBox_AddString(hwndCtl, TEXT({"Lowest™}}; .
ComboBox_SetItemData(hwndCtl, n, THREAD_PRIGRITY_LOWEST);

n = ComboBox_AddString(hwndCtl, TEXT("Idle™));
ComboBox_SetItemData(hwndCtl, n, THREAD_PREQRITY_IDLE);

ComboBox_SetCurSel{hwndCt1., nNormal);

Edit_LimitText(GetDlglitem{hwnd, IDC_SLEEPTIME}, 4); /7 Maximum of 9999

return(TRUE);

FIAELETEERI I ERI I BT ELF I TERE R ER TR R L LA E RN F PR i iiiiiiiiiiiiils
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void D1g_OnCommand (HWND hwnd, int id, HWND hwndCtl, UINT codeMotify) {

switch (id) {
case IDCANCEL:
PostQuitMessage();
break;

case IDC_PROCESSPRIORITYCLASS:
if (codeNotify == CBM_SELCHANGE)} (
SetPriorityClass{GetCurrentProcess(), (DWORD)
ComboBox_GetItembata{hwndCtl, ComboBox_GetCurSel{hwndCt1)));
}
break;
case IDC_THREADRELATIVEPRIORITY:
if (codeNotify == CBN_SELCHANGE)} {
SetThreadPriarity({GetCurrentThread(), (DWORD)
ComboBox_GetItemData(hwndCt1, ComboBox_GetCurSel(hwndCt1)});

}
hreak;

case IDC_SUSPERD: :
// To avoid deadlock, call EnableWindow before creating
// the thread which calls SuspendThread,
EnabteWindow(hwndCt1, FALSE);

HANDLE hThreadPrimary; :

DuplicateHandle{GetCurrentProcess(), GetCurrentThread(),
GetCurrentProcess(), &hThreadPrimary,
THREAD_SUSPEND_RESUME, FALSE, DUPLICATE_SAME_ACCESS):

DWORD dwThreadlID:

CloseHand1e(chBEGINTHREADEX{NULL, @, ThreadFunc,
hThreadPrimary, 8, &dwThreadID));

break:

THOELLEIIE R ETHLEEEE R LT EE R B EE L EE T EEEEIE 000471

INT_PTR WINAPL D1g_Prec (HWND hwnd. UINT uMsg, WPARAM wParam, LPARAM 1Param) {
switch (uMsg) {
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg.OnlnitDialoeg);
chHANDLE_DLGMSG (hwnd, WM_COMMAND, D1g_DOnCommand ) ;
1 .

return(FALSE):

THITILELE LT EE T ETE BT EEE LRI I LT E IR BT EEi i EiEiTi101111

int WINAPI _tWinMain (HINSTANCE hinstExe. HINSTANCE, LPTSTR pszCmdLine, int) {
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HWHD hwnd =
CreateDialog(hinstExe, MAXEINTRESOURCE(IDD_SCHEDLAB), NULL, D1g_Proc):

BOOL fduit = FALSE;

while (IfQuit} {
MSG msg:
if (PeekMessage(&msg, NULL, 8, @, PM_REMOVE)) {

// IsbialogMessage allows keyboard navigation to work properly.
if (1IsDialogMessage(hwnd. &msg)) {

if (msg.message == WH_QUIT) {
fOuit = TRUE: // For WM_QUIT, terminate the loop.

} else |
// Not a WM_QUIT message. Transtate it and dispatech it.
TranslateMessage(&msg);
DispatchMessage(&msyg);

}

1 /7 1f (l1sDialogMessagel))
} else {

// Add a number to the tistbox

static int s_n = -1;

TCHAR sz[28];

wsprintf{sz, TEXT("%u"), +ts5_n);

HWND hwndWork = GetDlgltem(hwnd, IDC_WORK):
ListBox_SetCurSel(hwndWork, ListBox_AddString(hwndWork, sz));

// Remove some strings if there are toc many entries
while (ListBox_GetCount{hwndWork) > 1éa)
ListBox_DeleteString{hwndWork, @};

// How long should the thread sleep
int nSteep = GetDlgltemInt(hwnd, IDC_SLEEPTIME, NULL, FALSE);
if (chINRANGE(1, nSleep, 9999))
Sleep(nSleep):
}

]
DestroyMindow(hwnd):

return(@);.

FRIEFEIIREEEIFFEEEFFETEFEE 010 Bnd of File Fir0i 170000808000 108 8007008071 10EY
SchedLab.re

/iicrosoft Developer Studio generated resource script.
i
f#include "resource.h”

#define APSTUDIO_READONLY_SYMBOLS

FPRETTRETE T EE R LI TR IEEE L E IR TER TR d BRI IR Eddiisiiiiiit
17 '

// Generated from the TEXTINCLUDE 2 resource.

I
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#include "afxres.h”

THFVILEL LRI E R ED T EEEEEE R EE PRI BT R EREEFI R I RETEEEFIIIIEE 1]
flundef APSTUDIO_READONLY_SYMBOLS

NN NN SRR NN NN Ny R s NNy,
// English (1.5.) resources

#if tdefined(AFX_RESOURCE_DLL) || defined{AFX_TARG_ENU)
#ifdef _WIN3IZ

LANGUAGE LAMG_ENGLISH, SUBLANG_ENGLISH_US

f#pragma code_page{1252)

#endif //_WIN32

LELITIILEEEIIE VT LR ET 8 ET IS E PR ER B EE LI EEEf I i1EEE}
/ .

/! Dialeg

fi

IDD_SCHEDLAB DIALOGEX @, @, 209, 79

STYLE DS_3DLOOK | DS_CEMTER | WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION |
WS_SYSMENY

EXSTYLE WS_EX_NOPARENTNOTIFY | WS_EX_CLIENTEDGE

CAPTION "Scheduling Lab"

FONT B, "MS Sans Serif"”

BEGIN
LTEXT "&Process prfority class:",IDC_STATIC,4.6,68.8
COMBOBOX IDC_PROCESSPRIORITYCLASS,84,4,72,80, CRS_DROPDOWNLIST I
WS_TABSTOP
LTEXT "&Thread relative priority:”,IDC_STATIC,4,20,72.8
COMBOBOX IOC._THREADRELATIVEPRIORITY,84,18,72,76,CBS_DROPDOWNLIST |
WS_TABSTOP
LTEXT "Sleep {8 to 9999 &ms):",IDC_STATIC.4,36,68,8
EDITTEXT IDC_SLEEPTIME,.B84,34,32,14,ES_NUMBER
PUSHBUTTON "&Suspend",IDC_SUSPEND,4,52,49,14
LISTBOX IDC_WORK.,160,4,48,60,H0T LBS_NOTIFY |
LBS_NOINTEGRALHEIGHT | LBS_NOSEL | WS_TABSTOP
END

FEEREEEERFEEFEEFERFEEREEE I L LEFEE RIS ET
i

7/ DESIGNINFO

Iy

#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_SCHEDLAB, DIALOG
BEGIN
LEFTMARGEN, 7
RIGHTMARGIN, 282
TOPMARGIN, 7
BOTTOMMARGIN, 63
END
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END
fendif // APSTUDIO_INVOKED

#ifdef APSTUDIO_INVOKED
FERLEREERFEREERREGEEEEREREERER BT TEERREREEIEEEEEEER LRI EEE R
f

// TEXTINCLUDE

/!

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\a"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN '
"#include ""afxres.h”"\r\n"
"g"

END

3 TEXTINCLUDE DISCARDABLE

BEGIN
“\rin"
u\an

ERD

#endif // APSTUDIO_INVOKED

FIEERITERELEFETTEL I T ET I EETERER T E T FR LG T T FTEE R L FRERFRiddEL gLttt
/7

ff Icon

/!

// Tcon with lowest ID value placed first to ensure application 1con

// remains consistent on all systems.

IDI_SCHEDLAB ICON DISCARDABLE "Schedbtab.ico”

#endif // Emglish (U.S5.) resources

FEIGEEIITE L EE TR TE R EEET I B FEFEEE I I RaEI i IS Eeiiiiitil

#ifndeF APSTUDIO_INVOKED
FHLEEREELETIEETEETRITER I FEd IR F I R E I FITEd I EEEii202011111
rf

// Generated from the TEXTINCLUDE 3 resource.

I

f!ff////!!//////f!////f/////!////!!!///I//f!////!ffff////////f///ll/////////f
fendif // not APSTUDIO_INVOKED

7.10

Windows 2000
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CWWM&

NUMA
4 CPU 7-6 3
12 CPU 12 CPU
NUMA
ih 2 3
cruo) cpuil CPU4| CPUS| cpugl cPugl

cpu2) crPus| cPU6 | CPUT7 |

cPu 10| CPU 11}

& | &

&=

7-6 NUMA
CPU NUMA CPU
CPUO 3 CPU4 7
Windows 2000
CPU
CPU GetSysteminfo
14 CPU
CPU CPU
SetProcessAffinityMask
BOOL SetProcessAffinityMask(
HANDLE hProcess,
OWORD_PTR dwProcessAffinityMask);
hProcess dwProcessAffinityMask
CPU 0x00000005
CPUO CPU2 CPU1 CPU3 31
0x00000005
CPU
CPU

BOOL GetProcessAffinityMask(
HARDLE hProcess,
PDMORD_PTR pdwProcessAffinityMask,
PDWORD_PTR pdwSystemAffinityMask);

GetProcessAffinityMask

pdwProcessAffinityMask

pdwSystemAffinityMask

CPU
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Windows 98 CPU Windows 98 CPU
GetProcessAffinityMask 1
CPU
CPU 4
4 CPU
CPU 3
CPUO CPU1l 2 3

SetThreadAffinityMask

DWORD_PTR SetThreadAffinityMask(
HANDLE hThread.
DWORD_PTR dwThreadAffinityMask):

hThread dwThreadAffinityMask

CPU dwThreadAffinityMask
3 CPU1 2 3

// Thread @ can only run on CPU 6.
SetThreadAffinityMask(hThreada, @x00000081) ;

// Threads 1, 2, 3 run on CPUs 1, 2, 3.

SetThreadAffinityMask(hThreadl. 9x00080600E);
SetThreadAffinityMask(hThread2, OxPR6000QE):
SetThreadAffinityMask(hThread3. 0x0068600F):

Windows 98 CPU Windows 98 CPU
dwThreadAffinityMask 1
x86 CPU
Pentium CPU
CPU
CPU
CPU
CPU 7-9
7-9
A 4 0x00000001 CPUO
B 8 0x00000003 CPU 1
c 6 0x00000002
A CPU O
CPUO B CPUO 1
CPUO B CPU 1

C CPU 1 CPU1
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B 8 C 6 B
C A A 4
A C CPUO
CPU 3
CPU O CPU1 2 3
CPU CPU
CPU SetThreadl deal Processor:

DWORD SetThreadIldealProcessor(
HANDLE hThread,
DWORD dwldealProcessor);

hThread CPU
dwldeal Processor 0 31
CPU MAXIMUM_PROCESSORS WInNT.h 32
CPU CPU CPU

MAXIMUM_PROCESSORS

/! Load the EXE into memory.
PLOADED_IMAGE pLoadedlmage = Imageload{szExeName, NULL};

// Get the current load configuration information for the EXE.
IMAGE._LOAD_CONFIG_DIRECTORY ilcd;
GetlmageCnnfigInformation(pLoadedImage. Liled);

// Change the processor affinity mask.
ilcd.ProcessAffinityMask = 0x80000003; // 1 desire CPUs & and 1

// Save the new load configuration information.
SetImageConfigInformation(pLoadedImage, &1l1cd);

// Unload the EXE from memory.
ImageUnload{pLoadedImage);

Platform SDK
ImageCfg.exe
ImageCfg.exe

usage: IMAGECFG [switches] image-names...
[-1] display this message
[-a Process Affinity mask value in hex]
[-b BuildNumber]
[-¢ Win32 GetVersionEx Service Pack return value in hex]
[-d decommit thresholds]
[-g bitsToClear bitsToSet]
[-h 1|8 (Enable/Disabte Terminal Server Compatible bit)
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StackReserve[.StackCommit)

enable Jlarge (>2GB) addresses

maximum allocation sizel

bind no longer allowed on this Tmage
default critical section timeout
process heap flags]

only print config info 1f changed

run with restricted working set]

path to symbol files]

¥irtualAlloc threshold]

Marks image as uniprocessor only]
MajorVersion.MinorVersion]

Win32 GetVersion return value in hex}]
Mark image as Net - Run From Swapfile
Mark image as Removable - Run From Swapfile

Lo IO e IO e O TR Y e Y o Y e Y e T e O e Y e N e B e B |
L]
e M E @ S o+ T OT O3 83 —x

Proceszor Affinity
I mageCf g.exe a The Processor Affinity setting controls which CPUs the process wil
be allowed to execute on,
v & e
-u v cPuL | =
= e R F
CPU . [E el e
Windows 2000 Task Manager Ciceus  Fepuas
CPU IS cpis S hiig
| |l
= iry I el
Set
Affinity =
7-7
7-7 CPU
CPU
Windows 2000 Windows 2000 x86
CPU Boot.ini
Boot.ini
[boot Toader]
timeout=2
default=multi(@)disk(@)rdisk(@)partition{1)\WINNT
[operating systems]
multi(@)disk(@)rdisk(@)partition(1)\WINNT="Windows 2000 Server”
/fastdetect
multi(B)disk(8)rdisk({8)partition(1)\WINNT="Windows 2000 Server"
/fastdetect /NumProcs=1
Boot.ini Windows 2000 Notepad
/NumProcs=1

Boot.ini ARC
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Microsoft

Windows

Windows

1992

8.1

// Define a global variable.
long g_x = 8;

OWORD WINAPI ThreadFuncl{PVOID pvParam) {
g_xX++:
return(@);

}

DWORD WINAPI ThreadFunc2(PVOID pvParam} {
g_x++;
return(@);
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8
g_X 0
ThreadFuncl ThreadFunc2
1 g_X X 2
g_X
g_X 1

MOV EAX. [g_x] ; Move the value in g_x into a register.
INC EAX ; Increment the value in the register.
MOV [g_x], EAX ; Store the new value back in g_x.
MoV EAX, fg_x] : Thread 1: Move @ into a register,
INC EAX ; Thread 1: Increment the register to 1.
MOV [g_x]. EAX ;: Thread 1: Store 1 back in g_x.
MOV EAX, [g_x] : Thread 2; Move 1 into a register.
INC EAX : Thread 2: Increment the register to 2.
MOV [g_x]. EAX : Thread 2: Store 2 back in g_x.

g_X g_X 2

0 1 2 Windows
MOV EAX, [g_x] ; Thread 1: Move B intoc a register.
INC EAX : Thread 1: Increment the register to 1.
MOV EAX. [g_x] : Thread 2: Move B8 into a register.
INC EAX : Thread 2: Increment the register to 1.
MOV [g_x], EAX ; Thread 2: Store 1 back in g_x.
MOV [g.x]. EAX ; Thread 1: Store 1 back 1n g_x.
g_X 2 1
100
g_X 1
0 2
CPU CPU
Windows
Interlocked

ExchangeAdd

LONG InterlockedExchangeAdd(
PLONG plAddend,
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LONG TIncrement);

// Define a global variable.
long g_x = @;

DWORD WINAPI ThreadFuncl(P¥OID pvParam) {
InterlockedExchangeAdd{&g_x, 1);
return(@):

}

DWORD WINAPI ThreadFunc2(PYQID pvParam) {
InterlockedExchangeAdd(&y_x, 1);

return(@};
1
g_X g_X
C
// The Tong variable shared by many threads
LONG 9_x:

.

/7 Incorrect way to increment the long
g x++;

-

/1 Correct way to increment the long
InterlockedExchangeAdd(&g_x. 1};

CPU x86 CPU
CPU Alpha

1) CPU
2)
3)
4) CPU

4 CPU

CPU CPU
CPU

13
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8
CPU 50
1000 CPU
I nterlockedExchangeAdd —_—
InterlockedExchangeAdd *plAddend

LONG InterlockedExchange(
PLONG pl1Target,
LONG TValue);

PVOID InterlockedExchangePointer(
PYOID+ ppvTarget.
PYOID pvV¥alue);

InterlockedExchange InterlockedExchangePointer
32 32
32 64 I nterlockedExchange 32
I nterlockedExchangePointer 64

InterlockedExchange

// Global variable indicating whether a shared resource is in use or not
BOOL g_fResourcelnlse = FALSE:

vold Funcl() {
// Wait to access the resource.
while (InterlockedExchange (&g_fResourceinUse, TRUE) == TRUE)
Steep(9):

f{ Access the resource,

// We no Tonger need to access the resource.
InterlockedExchange(&g_fResourcelnlse, FALSE);

1
while g_fResourcelnUse TRUE
TRUE FALSE
TRUE
while
while g_fResourcelnUse
FALSE InterlockedExchange g_fResourcelnUse
FALSE
CPU CPU

SetProcessPriorityBoost  setThreadPriorityBoost

CPU
CPU
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CPU
CPU while
CPU Sleep

CPU

Sleep SwitchToThread Windows 98

CPU
CPU 10

PYOID InterlockedCompareExchange(
PLONG plDestination,
LONG 1Exchange,
LONG 1Comparand);

PVOID InterlockedCompareExchangePointer{
PY0ID= ppvDestination,
PVYOID pvExchange,
PYOID pvComparand);

CPU

32
32 64 InterlockedCompareExchange 32
I nterlockedCompareExchangePointer 64
LONG InterlockedCompareExchange{PLONG plDestination,
LONG 1Exchange, LONG 1Comparand) {
LOMG T1Ret = =plDestination: /f Original value
if {#plDestination == 1Comparand)}
#plDestination = 1Exchange;
return(1Ret);
1
plDestination |Comparand
*plDestination |Exchange *plDestination

|Exchange *plDestination *plDestination
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8

Windows

LONG InterlockedIncrement(PLONG plAddend);

LONG InterlockedDecrement(PLONG plAddend);
InterlockedExchangeAdd

8.2

64

1) CPU1
2) CPU2
3) CPU1

RAM
4) CPU2

1 1

CPU

CPU

32 64 CPU 32

CPU2

CPU1
CPU2

struct CUSTINFO {

DWORD
int
char

dwCustomer]D;
nBalanceDue;
szName[1608];

FILETIME ftLastOrderDate;

CPU
CPU

CPU1
CPU2
CPU1

CPU2

CPU CPU

CPU2
4 CPU1

CPU

// Mostly read-only
f{ Read-write
// Mostly read-only
/f Read-write
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8.3

// Determine the cache line size for the host CPU.
f#1fdef _X86_ :

fidefine CACHE_ALIGN 32

#endi f

fifdef _ALPHA_

f#define CACHE_ALIGN 64

fendif

f#ifdef _lasd_

fidefine CACHE_ALIGN 27

fendif

#define CACHE_PAD(Name, BytesSoFar) \

BYTE Name[CACHE_ALIGN - ({BytesSoFar} % CACHE_ALIGN)]

struct CUSTINFO {

DWORD dwCustomerlID; - // Mostly read-only
char szName[100]; /7 Mostly read-only

/f Force the following members to be in a different cache line.
CACHE_PAD(bPadl, sizeof(DWORD) + 100):

int nBalanceDue; f{ Read-write
FILETIME ftlLastOrderDate; // Read-write

/f Force the following structure to be in a different cache line.
CACHE_PAD(bPad2, sizeof(int) + sizeof(FILETIME));

CACHE_ALIGN
CACHE_PAD
Microsoft C/C++
__declspec(align(32))
CPU
32 64
Windows

CPU
CPU

CPU
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CPU

volatile BOOL g_fFinishedCalculation = FALSE:

int WINAPI WinMain(...) {
CreateThread(..., RecalcFunc, ...);

.

// Wait for the recalculation to complete.
while (lg_fFinishedCalculation)

}

DWORD WINAPI RecalcFunc(PYOID pvParam) {
// Perform the recalculaticn.

g_fFinishedCalculation = TRUE;

return(@};
1
WinMain RecalcFunc
CPU
BOOL g_f FinishedCalculation
TRUE RecalcFunc
RecalcFunc WinMain
RecalcFunc
volatile

volatile
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volatile

MOV  Regd, [g_fFinishedCalculation]

Label: TEST Reg®, 8
JHP  Regh == 0, Label

e

BOOL

while

: Copy the value into a register
: Is the value 07

: The register is @, try again

s The register is not @ (end of Toop)

Cc
CPU CPU

g_fResourcelnUse volatile

8.4

const int MAX_TIMES = 1004;
int  g_nIndex = 8;
DWORD g_dwTimes[MAX_TIMES]:

DWORD WINAPI FirstThread{PVOID pvParam) {

while (g_nlIndex < MAX_TIMES) {

g_dwTimes[g_nIndex] = GetTickCount(};

g_nlndex++;
1
return{f);

DWORD WINAPI SecondThread(PVGID pvParam) {

while (g_nIndex < MAX_TIMES) {

g_nlndex++:

}
return(@);

FirstThread

9_dwTimes[g_nIndex - 1] = GetTickCount():

g_dwTimes SecondThread
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8
g_dwTimes g_dwTimes
CPU
SecondThread SecondThread
g_nlndex 1 FirstThread FirstThread
g_dwTimes[1] CPU
SecondThread SecondThread ¢ dwTimes[1l 1]
FirstThread
g_dwTimes 1 0
const Tnt MAX_TIMES = 1008:
int  g.nlndex = 8;
DWORD g_dwTimes[MAX_TIMES]:
CRITICAL_SECTION g_cs;
DWORD WINAPI FirstThread(PVOID pvParam) {
while (g_nIndex < MAX_TIMES) {
EnterCriticalSection{&g_cs): .
g_dwTimes[g_nIndex] = GetTickCount():
g_nlndex++;
LeaveCriticalSection{bg_cs):
}
return(8);
}
DWORD WINAPI SpcondThread(PVDID pvParam} {
while (g_nlndex < MAX_TIMES} {
EnterCriticalSection(&g_cs):
g_nIndex++; ) .
g_dwTimes[g_mlIndex - 1] = GetTickCount(};
LeaveCriticalSection(&g_cs):
}
return{8j;
}
CRITICAL_SECTION gcs EnterCriticaSection LeaveCritical
Section

EnterCriticalSection LeaveCritical Section

g nindex g_dwTimes
g cs
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CRITICAL_SECTION
CRITICAL_SECTION

CRITICAL_SECTION
1 2 1 3
CRITICAL_SECTION
EnterCritical Section
CRITICAL_SECTION
“ " CRITICAL_SECTION
EnterCritical Section “ "
EnterCritical Section “ "
EnterCritical Section

LeaveCritical Section
LeaveCritical Section

EnterCriticalSection LeaveCritical Section

FristThread EnterCritical Section
LeaveCritical Section g_nindex g_dwTimes
SecondThread EnterCritical Section LeaveCritical Section

EnterCritical Section LeaveCritical Section

19
Optex

8.4.1

CRITICAL_SECTION
Platform SDK
CRITICAL_SECTION Microsoft
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8
Windows
CRITICAL_SECTION WinNT.h RTL_CRITICAL _
SECTION RTL_CRITICAL_SECTION WinBase.h
CRITICAL_SECTION Windows

CRITICAL_SECTION
CRITICAL_SECTION

CRITICAL_SECTION
CRITICAL_SECTION

VOID InitfalizeCriticalSection(PCRITICAL_SECTION pcs):

pcs CRITICAL_SECTION
VOID
EnterCritical Section Platform SDK
CRTICAL_SECTION
CRITICAL_SECTION
VOID DeleteCriticalSection{PCRITICAL_SECTION pcs);
DeleteCritical Section
Platform SDK
YOID EnterCriticalSection(PCRITICAL.SECTION pcs):
EnterCritical Section
EnterCritical Section
. EnterCritical Section
. EnterCritical Section
EnterCritical Section
L eaveCritical Section

EnerCritical Section
CPU
CRITICAL_SECTION LeaveCritical Section
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EnterCritical Section

EnterCritical Section

EnterCritical Section
CPU
CPU

Windows 2000 CPU
EnterCritical Sectiom

Critical SectionTimeout
HKEY_LOCAL_MACHINEASystem\CurrentControlSet\Control\Session Manager

2 592 000s 30
3s 3s

EnterCritical Section
BOOL TryEnterCriticalSection{PCRITICAL_SECTION pcs):
TryEnterCritical Section
TryEnterCritical Section
FALSE TRUE

TryEnterCritical Section

TRUE CRITICAL_SECTION
TRUE TryEnterCritical Section L eaveCritical Section
Windows 98 Windows 98 TryEnterCritical Section
FALSE

VOID LeaveCriticalSection{PCRITICAL_SECTION pcs);
LeaveCritical Section 1
0 LeaveCritical Section
0 EnterCritical Section

LeaveCritical Section

EnterCritical Section LeaveCritical Section
L eaveCritical Section
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8
8.4.2
1000 CPU
CPU
Microsoft
EnterCritical Section
BOOL InitfalizeCriticalSectionAndSpinCount(
PCRITICAL_SECTION pcs,
DWORD dwSpinCount):
InitializeCritical Section InitializeCritical SectionAndSpinCount

dwSpinCount

0 OXOOFFFFFF

dwSpinCount

DWORD SetCriticalSectionSpinCount(
PCRITICAL_SECTION pcs,
DWORD dwSpinCount}:

dwSpinCount

10
8. .3

InitializeCritical Section

STATUS NO_MEMORY
24 25
InitializeCritical SectionAndSpinCount

dwSpinCount

4000

Microsoft
VOID

23

FALSE

10 Coptex C++
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EnterCritical Section EXCEPTION_INVALID_HANDLE

EnterCritical Section
InitializeCritical SectionAndSpinCount

dwSpinCount
FALSE

EnterCritical Section

EnterCritical Section

8.4.4
1. CRITICAL_SECTION
CRITICAL_SECTION CRITICAL_SECTION
int  g_nNums[1067; // A shared resource
TCHAR g_cChars[188]; // Another shared resource

CRITICAL_SECTION g_cs: // Guards both resources

DMORD WINAPI ThreadFunc{PVOID pvParam) {
EnterCriticalSection{&g_cs):
for (int x = 8; x < 188; x++) {
g_nNums[x] = @; :
g_cChars[x] = TEXT("X*);
1

LeaveCriticalSection(&g_cs);
return(@):

g_nNums g_cChars

ThreadFunc

DWORD WINAPI ThreadFurc(PVOID pvParam) {
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EnterCriticalSection(&g_cs);

for (int x = @; x < 188; x++)
g_nHums{x] = 9;

for (x = 9; x < 1@0:; x+;)
g_cChars[x] = TEXT('X");

LeaveCriticalSection(&g_cs);
return{@);

g_nNums g_nNums
g_cChars ThreadFunc g_cChars

int g_nNum[10@]; /f A shared resource
CRITICAL_SECTION g_csNums: f/ Guards g_nNums

TCHAR g_cChars[100]: /! Another shared resource
CRITICAL_SECTIDON g_csChars; // Guards g_cChars

DWORD WINAPI ThreadFunc(PVOID pvParam) {
EnterCriticatSection{&g_csNums);

for (int x = @; x < 108; x++)
g_nNums[x] = @;

LeaveCriticalSection{&g_csNums);
EnterCriticalSection{fg_csChars);

for (x = 8; x < 1980: xt++)
g_cChars[x] = TEXT('X');

LeaveCritica]Section(&g_ csChars):
return{@):

}
ThreadFunc g_nNums
g_nNums g_nNums
g_nChars
2.
ThreadFunc

DWORD WINAPI ThreadFunc{PYQID pvParam} {

EnterCriticalSection{&g_csNums);
EnterCriticalSection{&g_csChars);

// This loop requires simultaneous access to both resources.
for (int x = 8; x < 160; x+)
g_nHums[x] = g_cChars[x];

LeaveCriticalSection(&g_csChars);
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LeaveCr1t1ca1Section(&ﬁ_csuums);
return{@};

DWORD WINAPI OtherThreadFunc{PVOID pvParam) {

EnterCriticalSection(&g_csChars);
EnterCriticalSection(dg_csNums);

for (int x = 8; x < 188; x++)
g_nHums[x] = g_cChars[x]:

LeaveCriticalSection(kg_csHums);

LeaveCriticalSection(&g_csChars):
return(@};

EnterCriticalSection LeaveCritical Section

ThreadFunc g_csNums OtherThreadFunc
CPU g_csChars
ThreadFunc  OtherThreadFunc

L eaveCritical Section

WM_SOMEMSG g.s

SOMESTRUCT g_s;
CRITICAL_SECTION g_cs;

DWORD WINAPI SomeThread(P¥(GID pvParam) {
EnteririticalSection{&g_cs);

// Send a message to a window.
sendMessage{hwndSomeWnd, WM_SOMEMSG, &g_s, 9);

LeaveCriticalSection(&g_cs):
return(9};

WM_SOMEMSG

SOMESTRUCT g_s;
CRITICAL_SECTION. g_cs;
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DWORD WINAPYI SomeThread{(P¥0ID pvParam) {

EnterCriticalSection{&g_cs);
SOMESTRUCT sTemp = g_s;
LeaveCriticalSection(4g_cs);

// Send a message to a window.

SendMessage(hwndSomeWnd., WHM_SOMEMSG, &sTemp, 8);
return(@);

sTemp CPU
—_— CPU LeaveCritical Section

CPU g_s



x86

Microsoft

FALSE TRUE

Microsoft

1000 CPU

TRUE

Microsoft Windows

FALSE
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Windows

9-1

9-2

9.1

WaitForSingleObject:

DWORD WaitforSingledbject(
HANDLE hObject,
DWORD dwMilliseconds):
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hObject /
dwMilliseconds

hProcess
WaitForSingledbject({hProcess, INFINITE);
INFINITE WaitForSingleObject
INFINITE OXFFFFFFFF -1
INFINITE
CPU
INFINITE WaitForSingleObject

DWORD dw = WaitFor$ingleObject(hProcess, 5088);
switch (dw) {

case WAIT_OBJECT_9:
/{ The process terminated.
break;

case WAIT_TIMEOUT:

/1 The process did not terminate within 5008 milliseconds.
break;

case WAIT_FAILED:
// Bad call to function (invalid handle?)
break;

5000ms

5000ms 5000ms

dwMillisecond 0 0 WaitForSingleObject
WaitForSingleObject

WAIT_OBJECT_ 0
WAIT_TIMEOUT

Object WAIT_FAILED
WaitForMultipleObjects WaitForSingleObject

WaitForSingle
GetlL astError

DWORD WaitForMultipleObjects(
DWORD dwCount,
CONST HANDLE+ phObjects,
BOOL fWaitAll,
DWORD dwMilliseconds);

dwCount

1 MAXIMUM_
WAIT_OBJECTS Windows 64

phObjects

WaitForMultipleObjects
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fwaitAll
TRUE
dwMilliseconds WaitForSingleObject
INFINITE
WaitForMultipleObjects
WAIT_FAILED WAIT_TIMEOUT fWaitAll
TRUE WAIT_OBJECT O fwaitAll
FALSE
WAIT_OBJECT_O WAIT_OBJECT_0O+dwCount-1
WAIT_TIMEOUT WAIT_FAILED
WAIT_OBJECT_O WaitForMultipleObjects

HANDLE h[3]:
h[B] = hProcessl:
h[1] = hProcess2:
h[2]) = hProcess3; .
DWORD dw = WaitForMultipleObjects{3, h, FALSE, 5880);
switch (dw) {
case WAIT_FAILED:
/7 Bad call to function (invalid handle?}
break:

case WAIT_TIMEQUT:
// None of the objects became signated within 5008 milliseconds.
break:

case WAIT_OBJECT_O + 0:
// The process identified by h[@) (hProcessl) terminated.
break;

case WAIT_OBJECT_@ + 1:
/f The process identified by h[1] (hProcess?) terminated.
break:

case WAIT_OBJECT_@ + 2:
// The process identified by b[2] (hProcess3) terminated.
break:

fWaitAll FALSE WaitForMultipleObjects 0

0 WaitForMultipleObjects
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WAIT_OBJECT 0
9.2

WaitForSingleObject WaitForMultipleObjects

WAIT_OBJECT_O WAIT_TIMEOUT WAIT_FAILED

WAIT_OBJECT 0

Microsoft

WaitForMultipleObjects
WaitForMultipleObjects

WaitForMultipleObjects

HANDLE h[2];

h[8] = hAiutoResetEventl; /7 Initially nonsignaled
h[1? = hAutoResetEvent?2: // Initially nonsignaled
WaitForMultipleObjects{2, h, TRUE, INFINITE):

WaitForMultipleObjects
hAutoResetEvent1
hA utoResetEvent2
hAutoResetEvent1
hAutoResetEvent2

hAutoResetEvent1

WaitForMultipleObjects

hAutoResetEventl
hAutoResetEvent2

WaitForM ultipleObjects

Microsoft
" Microsoft
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Microsoft

Microsoft

9.3

CreateEvent

HANDLE CreateEvent(
PSECURITY_ATTRIBUTES psa.
BOOL fManualReset,

BOOL flnitialState,
PCTSTR pszHame):

3
FMannual Reset
FALSE flnitialState
TRUE FALSE
pszName DuplicateHandle

OpenEvent, pszName CreateEvent

createEvent

TRUE

CreateEvent
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HANDLE OpenEvent{

DWORD fdwAccess,
BOOL flnherit,
PCTSTR pszName);

CloseHandle
SetEvent

BOOL SetEvent(HANDLE hEvent);

ResetEvent

BOOL ResetEvent(HANDLE hEvent);

Microsoft

ResetEvent
Microsoft

// Create a global handle to a manual-reset, nonsignaled event.
HANDLE g_hEvent:

fnt WINAPI WinMain{(...) {

}

/{ Create the manual-reset, nonsignailed event.
g_hEvent = CreateEve\nt(NULL, TRUE, FALSE, NUELL);

// Spawn 3 new threads.

HANDLE hThread[3];

DWORD dwThreadlD; .

hThread[0] = _beginthreadex(NULL, 4, WordCount, WULL, 8, &dwThreadlD};
hThread[1] = _beginthreadex(NULL, @, SpeliCheck, NULL, @, &dwThreadID);
hThread(2] = _beginthreadex(NULL, @, GrammarCheck, NULL, @, &dwThreadID):

OpenFiteAndReadContentsIntoMemory(...);

// Allow all 3 threads'to access the memory,
SetEvent(g_hEvent);

DWORD WINAPI WordCount{PVOID pvParam) {

}

// Wait until the file's data is in memory.
WaitFor$ingleObject(g_hEvent, INFINITE):

// Access the memory block,

return(@);

DWORD WINAPI SpellCheck (PV¥OID pvParam) {
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// Wait until the file's data is in memory.
WaitForSingleObject(g_hEvent, INFINITE)};

/7 Access the memory block,
return(@):
}

DWORD WINAPI GrammarCheck (PYOID pvParam) {

// Wait until the file's data is in memory,
WaitForSingleObject{g_hEvent, INFINITE);

// Access the memory block.

return(@):

1
WaitForSingleObject
SetEvent
3 CPU
3
CPU 3
SetEvent
SetEvent WinMain

DWORD WIHAPI MWordCount(PVOID pvParam) {

ff Wait until the file's data is 1n memory.
WaitForSingleQbject(g_hEvent, INFINITE);

// Access the memory block.

SetEvent(g_hEvent);
return(@};
}
DWORD WINAPI SpellCheck (PVOID pvParam) {

/7 Walt until the file's -data is in memory.
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WaitForStngleObject(g_hEvent, INFINITE);
// Access the memory block.
SetEvent(g_hEvent);
return{9);

1

DMORD WINAPI GrammarCheck (PVOID pvParam) {

// Walt until the file's data is in memory.
WaitForSingleObject{g_hEvent, INFINITE);

/1 Access the memory block.

SetEvent{g_hEvent);

return{@):
}
SetEvent
SetEvent
/
BOOL PulseEvent{HANDLE hEvent);
PulseEvent
SetEvent ResetEvent
Pul seEvent
Pul seEvent
Pul seEvent
SingleObjectAndWait
Handshake
9-1 Handshake “ 09 Handshake.exe”
Handshake 9-3
Handshake

Result Handshake
Handshake

PulseEvent

PulseEvent
Pul seEvent

09-Handshake
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# Handshake = = S

Client side

Bequest AN ERED

Result: I
9-3 Handshake
9
hevtRequestSubmitted
g_hevtResultReturned
ServerThread
DialogBox
Request Submit Request To
Server( )
g_hevtRequestSubmitted g_hevtResultReturened

g_hevtResultReturned
ResetEvent
g_hevtResultReturned

Result

_tWinMain DialogBox

WaitForM ultipleObjects
WaitForSingleObject

3 CloseHandle
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9-1 Handshake

l:ﬁ Handshake.cpp

/******$##ﬁ**#**t**#*******t#**$$***‘**$$*****t*‘***t**‘t#******t*‘*#*‘******‘&

Modute: Handshake.cpp _
Motices: Copyright {c) 2000 Jeffrey Richter

******#‘**$$******#******“*****t‘**&&*****$$t*******tt##*****$$*tt*****$$$***I

#inctude .. \CmnHdr.h" /+ See Appendix A. »*/
Finclude <windowsx.h>

#include <tchar.h>

#include <{process.h> // For beginthreadex

#include “Resaurce.h®

I A

/! This event is signaled when the client has a request for the server
HANDLE g_hevtRequestSubmitted;

// This event is signaled when the server has a result for the client
HANDLE g_hevtResultReturned;

// The buffer shared between the client and server threads
TCHAR g_szSharedRequestAndResultBuffer[1024];

{f The special vatue sent from the ciient that causes the
// server thread to terminate cleanly.

TCHAR g_szServerShutdownl[] = TEXT("Server Shutdown");

FIIIETELTEFEEEE T I EEEEE LI TTER AR I I I AT EEEER I I R dITEditatEtitee

// This is the code executed by the server thread
DWORD WINAPI ServerThread(PYOID pvParam) {

!/ Assume that the server thread 15 te run forever
BOOL fShutdown = FALSE:

while (!fShutdown) {

// Walt for the client to submit a request
WaitForSingleDbject(g. hevtRequestSubmitted, INFINITE):

// Check to see if the client wants the server to terminate
fShutdown =

(1strempi(g_szSharedRequestAndResuliBuffer, g_szServerShutdown) == 8);

if (!fShutdown) { '
/7 Process the client’s request (reverse the string)
~tesrev(g_szSharedRequestAndResul tBuffer);

}
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// Let the client process the request's result
SetEvent(g_heviResultReturned);
}

// The client wants us to shutdown, exit
return{9);

FEIETTITEEREEE LT EE IR TR R A EE TR AT FEEEE IR E T IR IR I I I it et itetittis

BOOL D1g_OnlInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

ChSETDLGICONS(hwnd, IDI_HANDSHAKE}:

// Initialize the edit control with some test data request
Edit_SetText(GetDlgltem(hwnd, IDC_REQUEST). TEXT{"Some test data“));

return{TRUE);

L s

void D1g_OnCommand(HWND hwnd, int id, HWHD hwndCt), UINT codeMNotify) {
switch (1d) {
case IDCANCEL:
EndBialog(hwnd, id);
break;
case IDC_SUBMIT: // Submit a request to the server thread
// Copy the request string into the shared data buffer
Edit_GetText{GetDlgItem{hwnd, IDC_REQUEST),
g_s2SharedRequestAndResultBuffer,
chDIMOF{g_szSharedRequestAndResultBuffer));

// Let the server thread know that a request s ready 1n the buffer
SetEvent(g_heytRequestSubmitted):

// Wait for the server to process the request and give us the result
WaitFor$ingleObject{g_hevtResultReturned, INFINITE):

// Let the user know the resalt
Edit_SetText(BetDlgltem{hwnd, IDC_RESULT),
g_szSharedRequestAndResultBuffer);

break;

I R
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INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) [

switch (uMsg) {
chHARDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg_OnInitDialag);

chHANDLE_DLGMSG(hwnd, WM_COMMAND, Dig_OnCommand):

h
return({ FALSE);

HELELELTEEITETLEL B ELTETT I LR EEEF LB FE EEEE I T4 I IEFREIEI I IR IIIITiTEEE]

int WINAPL _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszimdtine, int) {

// Create & initialize the 2 nonsignaled, auto-reset events
g_hevtRequestSubmitted = CreateEvent(NULL, FALSE, FALSE. NULL);
g_hevtResultReturned = CreateEvent{NMULL, FALSE, FALSE. NULL);

// Spawn the server thread

DWORD dwThreadlID;

HANDLE hThreadServer = chBEGINTHREADEX{NULL, @, ServerThread, NULL,
@, &dwThreadID);

// Execute the client thread’s user-interface
DialogBox(hinstExe, MAKEINTRESOURCE(IDD_HANDSHAKE)Y, NULE, D1g_Proc);

// The client's U1 is closing, have the server thread shutdown
1strepy{g_szSharedRequestAndResultBuffer, g..szServerShutdown);
Setkvent(g_hevtRequestSubmitted):

// Wait for the server thread to acknowledge the shutdown AND
// wait for the server thread to fully terminate

HANDLE h{2];

hi@l = g_hevtResultReturned;

h(1] = hThreadServer:

WaitForMuttipleObfects(2, h, TRUE, INFINITE);

// Properly clean up everything
CtoseHandte{hThreadServer);
CloseHandle(g_hevtRequestSubmi tted);
CloseHandle(g_hevtResultReturnad):

// The client thread terminates with the whole process
return{@): :

}

PIEELTPITEEEEEEEILERELETEET0 10T End of File FA701170F001E000011010010101004107

Handshake.rc

//Microsoft Develeoper Studio generated resource script.

I

#include "resource.h”

#define APSTUDIQ_READONLY_SYMBOLS

Y I L L L ey

1
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// Generated from the TEXTINCLUDE 2 resource.

i
#include "afxres.h”

JELETIIEI AT EETEIE T ETET TR E R E L ELE LT ELE T ELEEE LT
f#undef APSTUDIO_READONLY_SYMBOLS

FHIEREFTEEEREEEEEE R EEFER R EFEEEFEREEEERLERELEHEEL LR E LT
// English (U.S.) resources

#H¥ ldefined(AFX_RESQURCE_DLL) || defined (AFX_TARG_ERY)
#ifdef _MWIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fendif //_WIN3Z

I L
1

/7 Dialog

i

1DD_HANDSHAKE DIALOG DISCARDABLE @, 8, 256, 81

STYLE DS_CENTER | WS_MINIMIZEBOX | WS_CAPTION | WS_SYSMENY
CAPTION "Handshake™

FONT 8, "MS Sans Serif®

BEGIN

GROUPBOX "Cifent side™,IDC_STATIC.4,4,248.72

LTEXT "3Request:*.1DC_STATIC,12,18,30,8

EDITTEXT IDC_REQUEST.48,16,196,14,ES_AUTOHSCROLL

DEFPUSHBUTTON  "&Submit Request to Server™,I10C_SUBMIT.88.36,96,14

LTEXT “Result;".IDC_STATIC,12,58,23.8

EDITTEXT I6C_RESULT,48,56,196,16 ,ES_AUTCHSCROEL | E£5..READONLY
END

;j//////////!////////////////f///////////f//////////!//////Il!!////////l!/l//

/7 DESIGNINFC
1/

f#ifdef APSTUDIO_INVOKED
GUIDZLINES DESIGHENFO DISCARDABLE
BEGIN
IDD_HANDSHAKE, DIALOG
BEGIN
LEFTMARGIN, 7
RIGHTMARGIN, 249
TOPMARGIN, 7
BOTTOMMARGIN, 74
END
END
#endif /7 APSTUDID_INVOKED

#1fdef APSTUDIO_INVOKED
;;/////////l!!/!/i!///ﬁf/l/////////!/l///////////f!/!/////////////////i!f////
// TEXTINCLUDE

//
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1 TEXTINCLUDE ODISCARDABLE
BEGIN

"resource. hig"
END

¢ TEXTINCLUDE DISCARDABLE

BEGIN
"#include "“"afxres.h""\r\n"
ll\ew

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

“\ri\n”

..\G..
END

fendif /4 APSTUDIO_INVOKED

NN I e L
it

/7 Icon

/

/7 Tcon with towest ID value placed first to ensure application icon

/{ remains consistent on all systems.
IDI_HANDSHAKE ICCH DISCARDABLE “Handshake.ico®

fendif /f English {U.S.) resources
N N I e

#1fndef APSTUDIO..INVOKED
/ff/!//////!f////I///lff!/f!fl//!/l!//////l//f///f///////!///l//f/!//if//ll//

i
// Generated from the TEXTINCLUDE 3 resource.

/H

FEIRITIETATE I EI R EE it E bt i d T ELE I EEEE BT EEET LT L]
fendif !/ not APSTUDIOQ_INVOKED

CreateWaitableTimer

HANDLE CreateWaitableTimer(
PSECURITY_ATTRIBUTES psa,
BOOL fManualReset,

PCTSTR pszWame);

psa pszName 3

OpenWaitableTimer
HANDLE OpenWaitableTimer(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszMame);
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9
fManual Reset
SetWaitableTimer
BOOL SetWaitableTimer(
HANDLE hTimer,
const LARGE_INTEGER =pDueTime,
LONG 1Period,
PTIMERAPCROUTINE pfnCompletionRoutine,
PVOID pvArgToCompletionRoutine,
BOOL fResume);
hTimer
pDueTime |Period PDueTimer
|Period
2002 1 1 1 6

/7 Declare our local variables.
HANDLE hTimer;

SYSTEMTIME st:

FILETIME ftLocal, ftuTcC;
LARGE_INTEGER 11UTC;

// Create an auto-reset timer,
hTimer = CreateWaitableTimer(NULL, FALSE, NULL):

// First signaling is at January 1, 2082, at 1:00 P.M. (local time).
st.wYear = 2082; // Year

st.wMonth = 1; // Jdanuary

st.wDayODfheek = 0; // lanored

st.wDay =] // The first of the month
st.wHour =13;: 4/ 1PM

st.wMinute = 9; // 8 minutes into the hour
st.wSecond =9 // B seconds into the minute
st.wMilliseconds = 8; // 8 milliseconds into the second

SystemTimeToF{leTime(&st, &ftlLocal):

// Convert local time to UTC time.
LocalFiteTimeToFileTime(&ftLocal, &FtUTC):

// Convert FILETIME to LARGE_INTEGER because of different alignment,
1iUTC.LowPart = ftUTC.dwLowDateTime:

1iUTC,.HighPart = ftUTC.dwHighDateTime;

// Set the timer.
SetWaitableTimer{hTimer, &1iUTC, 6 » 68 = 6@ + 1000,
HULL. MULL, FALSE)};

*

SYSTEMTIME
SetWaitableTimer
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LARGE_INTEGER * SYSTEMTIME
FILETIME LARGE_INTEGER 32
SYSTEMTIME FILETIME SetWaitableTimer
uTC LocalFileTimeToFileTime

FILETIME LARGE_INTEGER
FILETIME SetWaitableTimer
/! Set the timer. '

SetWaftableTimer(hTimer, (PLARGE_INTEGER) &ftUTC,
6+ 60 « 60 = 1008, NULL, NULL, FALSE):

FILETIME LARGE_INTEGER

FILETIME
32 LARGE_INTEGER 64
SetWaitableTimer FILETIME
FILETIME 64 LARGE_INTEGER
64
FILETIME LARGE_INTEGER LARGE_INTEGER
SetWaitableTimer
x86 x86 CPU
FILETIME SetWaitablrTimer
Alpha x86
EXCEPTION_DATATYPE_MISALIGNMENT
x86
13
2002 1 1 1 6h
|Period
6h 21 600 000 6hx 60minx
60sx 1000ms 1975 1 1 1
SetWaitableTimer
SetWaitableTimer pDueTime
100ns 100ns 100ns
1s=1000ms=1000000us=1000000000ns
SetWaitableTimer 5s

/7 Declare our local varfables.
HANDLE hTimer:
LARGE_INTEGER 11;

// Create an auto-reset timer.
hTimer = CreateWaitableTimer(NULL, FALSE, NULL}Y;

H E.:et the timer to go off 5 seconds after calling SetWaitableTimer.
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// Timer untt is 10@-nanoseconds. .
const int nTimerUnitsPerSecond = 10000000;

/7 Negate the time so that SetWaftableTimer knows we
/7 want relative time instead of absolute time.
11.0uadPart = -{5 = nTimerUnitsPerSecond):

// Set the timer.
SetWaitableTimer(hTimer, &11, 6 * 68 * 68 *+ 1000,

NMULL, NULL, FALSE):

|Period 0 CloseHandle
SetWaitableTimer

SetWaitableTimer fResume
FALSE

TRUE

fResume FALSE

CPU
Cancel WaitableTimer

BOOL CancelWaitableTimer(HANDLE hTimer):
SetWaitableTimer

SetWaitableTimer CancelWaitableTimer SetWaitableTimer

94.1 APC

WaitForSingleObject WaitForMultipleObjects
SetWaitableTimer

Microsoft
APC
SetWaitableTimer pfnCompletionRoutine
pvArgCompletionRoutine NULL SetWaitableTime NULL
APC APC

VOID APIENTRY TimerAPCRoutine{PVCID pvArgToCompletionRoutine,
DHORD dwTimerlLowValue, DWORD dwTimerHighValue) {

/{ Do whatever you want here.
}
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TimerAPCRoutine
SetWaitableTimer
SleepEx, WaitForSngleObjectEx
WaitForMultipleObjectsEx MsgWaitForMultipleObjectsEx  SingleObject-AndWait

APC
APC APC
SetWaitableTimer pvArgToCompletionRoutine
TimerAPCRoutine dwTimerLowValue dwTimerHighVaue

VOID APIENTRY TimerAPCRoutine(PVOID pvArgToCompletionRoutine,
DWORD dwTimerLowValue, DWORD dwTimerHighValue) {

FILETIME ftUTC, ftLocal:
SYSTEMTIME st;
TCHAR szBuf[256];

// Put the time in a FILETIME structure.
fLUTC.dwLowDateTime = dwTimerLowV¥alue:
fLUTC.dwHighDateTime = dwTimerHighValue:

/f Convert the UTC time to the user's local time.
FileTimeToLocalFileTime{&FtUTC, &ftlLocal);

// Convert the FILETIME to the SYSTEMTIME structure
// required by GetDateFormat and GetTimeFormat.
FileTimeToSystemTime(&ftlocal, &st):

/! Construct a string with the
/! date/time that the timer went off.
GetDateFormat{LOCALE_USER_DEFAULT, DATE_LONGDATE,
&st, NULL, szBuf, sizeof(szBuf) / sizeof(TCHAR});
_tescat(szBuf, __TEXT(" ")):
GetTimeFormat (LOCALE_USER_DEFAULT, @,
&st. NULL, _teschr(szBuf, @),
sizeof(szBuf) / sizeof(TCHAR) - _tcslen(szBuf));

// Show the time to the user.
MessageBox(NULL, szBuf, "Timer went off at...™, MB_OK);

APC
TimerAPCRoutine APC

APC

void SomeFunc{) {
// Create a timer. (It doesn't matter whether it's manual-reset

/7 or auto-reset.)
HANDLE hTimer = CreateWaitableTimer(NULL, TRUE, NULL):

// Set timer to go off in 5 seconds.
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LARGE_INTI GER 1§ = { @ }:
SetWaitableTimer(hTimer, &1i, 5000, TimerAPCRoutine, NULL, FALSE

/7 Wait in an alertable state for the timer to go off.
SteepEx(INFINITE, TRUE};

CloseHandle{hTimer);

HANDLE hTimer = CreateWaitableTimer(NULL, FALSE, NULL);
SetWaitableTimer{hTimer, ..., TimerAPCRoutine,...);
WaitForSinaleObjectEx(hTimer, INFINITE, TRUE):

WaitForSingleObjectEx

APC
APC
9.4.2
11
CreateTimerQueueTimer
APC
APC /0 /0

PostQueuedCompl etionStatus

Windows
SetTimer

WM_TIMER SetTimer
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MsgWaitForM ultipleObjects

27
WM_TIMER
9.5
32
5 5
5
3 3
5
0
. 0
. 0
HANDLE CreateSemaphore(
PSECURITY_ATTRIBUTE psa.
LONG 1InitialCount,
LONG TMaximumCount,
PCTSTR pszName);
psa pszName 3 OpenSemaphore

HANDLE OpenSemaphore(
DWORD fdwAccess,
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BOOL blnheritHandle,
PCTSTR pszMame);

IMaximumCount
32 2 147 483 647

CreateSemaphore
HANDLE hsem = {reateSemaphore{NULL, &, 5, NULL):
5

ReleaseSemaphore

BOOL ReleaseSemaphore(
HANDLE hsem,
LONG TReTeaseCount,
PLONG plPreviousCount):

IReleaseCount
IReleaseCount 1
*pl PreviousCount
NULL

Rel easeSemaphore
* pl PreviousCount

ReleaseSemaphore 0

9.6

mutex

IInitial Count

| ReleaseCount 0
Rel easeSemaphore

*plPrevious
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HANDLE CreateMutex(
PSECURITY_ATTRIBUTES psa,
BOOL fInitialOwner,
PCTSTR pszName):

psa pszName 3

HANDLE OpenMutex(
DWORD fdwAccess,
BOOL bInheritHandle,
PCTSTR pszName);

flnitial Owner
ID
flnitialOwner TRUE
1 ID 0
ID O ID
ID 0
1
ID

CreateM utex
OpenM utex
FALSE
0
ID ID
ID 0
ID 1
0 ID
ID ID
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BOOL ReleaseMutex{HANDLE hMutex):

1

0

0 ID 0

ID ID

9.6.1
ReleaseM utex
ID
ReleaseM utex

GetL astError ERROR_NOT_OWNER

TerminateThread ExitProcess TerminateProcess

WAIT_ABANDONED

ReleaseM utex

ReleaseM utex

FALSE

ExitThread

WAIT_OBJECT_ 0

WAIT_ABANDONED
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TerminateThread

9.6.2
9-1
9-1
HANDLE hmtx CRITICAL_SECTION cs
hmtx=CreateM utex InitializeCritical Section(& es)
NULL FALSE NULL
CloseHandle hmtx DeleteCritical Section  &cs
WaitForSingleObject EnterCritical Section &cs
hmtx,INFINITE
0 WaitForSingleObject TryEnterCriticalSection  &cs
hmtx,0
WaitForSingleObject
hmtx,dwMilliseconds
ReleaseMutex hmtx LeaveCriticalSection &cs
WaitForMultipleObjects
9.6.3 Queue
9-2 Queue “ 09 Queue.exe
09-Queue
Queue 9-4
Queue 4
Client Threads
1
0
Server Threads
0 0
1
10
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2w Queue

- Clientthreads————————  —Semverthread

=T

Sending 3:2
Sending 0:3
Sending 1:3
Sending 2:3
Sending 33
Sending 0.4
Sending 1:4
Sending 2.4
Sending 3.4
Sending 0.5
Sending 1:5
Sending 25
Sending 3:5 [full]
Sending 0:6
Sending 1:6
5 26 |

Sending 0:1 0 Processing 0:1
Sending 1:1 1: Processing 1:1
Sending 2:1 0 Processing 2:1
Sending 3.1 0 Processing 0.2
Sending 0.2 0 Processing 1:2
Sending 1:2 1: Processing 3.1
Sending 2:2 0: Processing 2:2
[ Processing 0:

9-4 Queue
C++
CQueue
class Clueue {
public:
struct ELEMENT {
int m_nThreadNum, m_nRequestNum;
// Other element data should go here.
}:
typedef ELEMENT* PELEMENT;
private:
PELEMENT m_pElements: /! Array of elements to be processed
int m_nMaxElements: /1 # of elements in the array
HANDLE m_h[2]: - // Hutex & semaphore handles
HANDLE  &m_hmtxa; . // Reference to m_h{0]
HANDLE  &m_hsemNumElements: // Reference to m_h[1]
public:
CQueue(int nMaxElements):
~CQueue{);

BOOL Append(PELEMENT pElement, DWORD dwMilliseconds):
BOOL Remove(PELEMENT pElement, DWORD dwMillfseconds):

ELEMENT

m_pElements
/

ELEMENT
M_nMaxElements
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Cqueue

CQueue
WaitForMultipleObjects

m_hmtxQ m_hsemNumElements CQueue
m_h[0] m_h[1]

CQueue
Append ELEMENT
Append WaitForSingleObject m_hmtxQ
WAIT_OBJECT _0,
Append ReleaseSemaphore 1
ReleaseSemaphore
Rel easeSemaphore IPreviousCount
Append Release
Append
Remove
Remove
WairForM ultipleObjects
WAIT_OBJECT_O
0
ReleaseM utex
Append ReleaseSemaphore
Remove
WaitForM ultipleObjects 1
CQueue
9-2 CQueue

1;‘ Queue.cpp

e T L T P

Module: Queve.cpp
Notices: Copyright (c) 2@8e Jeffrey Richter

SA R A i R L S L L L L E LT T LT T E T R T T P A S aeenpopapapmpey |
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#include "..\CmnHdr.h" /% See Appendix A. =/
#include <windowsx.h>

#include <tchar.h>

#include <process.h> // For _beginthreadex
f#include "Resource.h”

TELEELELE I TFTEE LR R TR EL R LR R RI B EER P I R E i ETEEEEEEEiiETt1 ]

tlass ClQueue {
pubtic:
struct ELEMENT {
int m_nThreadNum, m_nRequestNum;

/7 Other element data should go here

¥
typedef ELEMENT= PELEMENT:
private:
PELEMENT m_pElements; /{ Array of elements to be processed
int m_nMaxElements; /7 Maximum # of elements in the array
HANDLE m_h[2]; // Mutex & semaphore handles
HANDLE  &m_hmtxG; // Reference to m_h[@]
HANDLE  &m_hsemNumElements: // Reference to m_h[1]
pubtic:
Clueue{int nMaxElements):
~CQueuel):

BOOL Append(PELEMENT pElement, DWORD dwMilliseconds);
800L Remove(PELEMENT pElement, DWORD dwMilliseconds):

FAHITEEEEETTIEEE R AP F LI T ET T I LTI T TR R I T EETR I ERTEI i)

Clueue; ; COueue(int nMaxElements)
: m_hmtxQ{m_h[@])., m_hsemNumElements(m_h[1]) {

m_pEtements = (PELEMENT)
HeapAltoc{GetProcessHeap(}. @, sizeof(ELEMENT) * nMaxElements):
m_nMaxElements = nMaxElements;
m_hmixd = CreateMutex(HUILL, FALSE. NULL);
m_ hsemNumElements = CreateSemaphore(KULL, @. nMaxElements, NULL);

HISLEERI TR ERET TR R TTEFS S EETTTERA I LRI E TR R EEREIIFTHI e EEiiETd

Clhueue: :~CQueuel) {
CloseHandle(m_hsemNumElements);

CloseHandle(m _hmtxQ);
HeapFree(GetProcessHeap(), 8, m_pElements);

FHELEEEEETIREPFEEREEEEEFEELEEF LR EREEFREEREEEIIRE 00T EFREEEETER 88810 0EEEEES
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BOOL CQueue::Append{PELEMENT pElement, OWORD dwTimeout) {

BOOL 0k = FALSE;
DWORD dw = WaitForSingleObject(m_hmtxq. dwTimeout);

1 (dw == WAIT_OBJECT_@) |
// This thread has exclusive access to the queue

// Increment the number of elements in the queue

LONG TPrevCount;
ok = ReleaseSemaphore(m_hsemNumElements, 1, &1PrevCount);

1f (f0k) {
// The queue is not full; append the new element

m_pElements{1PrevCount] = *pElement;
} else {

// The queue 1s full; set the error c¢ode and return failure
SetlastError{ ERROR_DATABASE FULL);
} r

'/ KYlow other threads to access the queue
ReleaseMutex(m_htmtx0Q);

} else | :
// Timeout, set error code and return failure
SetLastError{ERROR_TIMEQUT):

}

return(f0k); // Call GetLastError for more info

//////lf/////////////////////////i/////////////f/////////////////////////////I/

BOOL CQueue::Remove(PELEMENT pElement, DMORD dwTimeout) [

£/ Wait for exclusive access to queue and for queue to have element.
BOOL fOK = (HaitForHultip]eObJects(chUIHOF(m_h), m_h. TRUE, dwTimeout)
== NAIT_OBJECT_0);

if (fok) {
// The queue has an element: pull it from the queue
*pElement = m_pEfements{d);

// Shift the remaining elements down
MoveMemory(&m_pElements[@], &m_pElements[1],

s1zeof(ELEMENT) = {(m_nMaxElements - 1}}:

/f Allow other threads to access the queue
ReleaseMutex{m_hmtx0Q);

} else § .
// Timeout, set error code and return failure

SetLastError (ERROR_TIMEQUT);
}

return{f0k); /7 Call GetLastError for mare info
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JEEERELETI I EEI P EEEEE B EEE LT EETET T EETE R LT ERRET T EL L

Chueue g_q{198); // The shared gueue
valatile BOOL g_fShutdown = FALSE: // Signals client/server threads to die
HWND g_hwnd; f/ How client/server threads give status

// Handles to all client/server threads & number of client/server threads
HANDLE g_hThreads[MAX IMUM_WAIT_OBJECTS];
int g_nNumThreads = 9;

R R R R R L e A

DWORD WENAPTI ClifentThread(PVOID pvParam) {

int nThreadNum = PEtrTollong{pvParam};
HWRD hwndlLB = GetDlgItem{g_hwnd, IDC_CLIENTS);

for {int nRequestNum = 1; !g_fShutdown: nRequestNum++) {

TCHAR sz[1@24];
CQueue; :ELEMENT e = { nThreadWum, nRequestNum };

ff Try to put an element on the queue
if (g_q.Append{ke, 208)) {

// Indicate which thread sent it and which request
wsprintf(sz, TEXT("Sending %d:%d"}, nThreadNum, nReguestium);
} else (

// Couldn’t put an element on the queue
wsprintf(sz, TEXT("Sending %d:%d (%s)"), nThreadNum, nRequestHum,
(GetlastError() == ERROR_TIMEDUT}
T TEXT("timeout"™) ; TEXT("full")):
1

// Show result of appending element

ListBox_SetCurSel(hwndLB, ListBox_AddString(hwndLB, sz)):

} STeep{2500); // Mait before appending another element

return(@):

FIITELTTIHEEERII IR EEEEFE LI LTI IS I 0000 EEEIIIII0TEIE8 08101011001

DWORD WINAPI ServerThread(PY0OID pvParam) {

int nThreadNum = PtrTollong(pvParam);
HWND hwndlB = GetDlgltem(g_hwnd, IDC_SERVERS):
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while (!g_fShutdown) {

TCHAR sz[1@24]:
COueue: :ELEMENT e;

/7 Try to get an element from the queue
if (g_q.Remove(&e, 5008)) {

// lndicate which thread is processing it, which thread |
/7 sent 1t, and which request we're processing
wsprintf(sz, TEXT(™%d: Processing %d:%d").

nThreadum, e.m_nThreadNum, e.m_nRequestNum};

/1 The server takes some time to process the request
Steep(2000 » e.m_nThreadNum):

} else {
// Couldn't get an element from the queue
wsprintf(sz, TEXT("%d: (timeout)™), nThreadNum):
}

// Show result of processing element
ListBox_SetCurSel(hwndlB, ListBox_AddString(hwndlB, s2)):

k)

return{9};

R R R R T e

BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus. LPARAM 1Param) {
chSETDLGICONS (hwnd, TDI_QUEUE);

g_hwnd = hwnd; // Used by client/server threads to show status
DHORD dwThreadlID;

// Create the client threads
for (int x = @; x < 4; x++)
g_hThreads[g.nNumThreads++] =
chBEGINTHREADEX(NULL, @, ClientThread, {(PVOID) (INT_PTR) X,
8, &dwThreadlD):

/f Create the server threads
for {(x = 8; %X < 2; x++)
g..hThreads[g_nHumThreads++] =
chBEGINTHREADEX(NULL, @&, ServerThread, (PVOID} (INT.PTR) x.
8, &dwThreadID):

return(TRUE);
}

N N R L
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void D1g_OnCommand(HWND hund, int id, HWND hwndCtl, UINT codeNotify) {

switch (id) {
case IDCANCEL:
EndDialog(hwnd, id); -
break:

FITIEEE BT EREFEdad i ddddddditddtidiirfiitdididdiiesdiddtttiidddfiiatiitititiy
INT_PTR WINAPI D1g_Proc(HMND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG. Dlg_OnInitDialog):
ChHANDLE_DLGMSG (hwnd, WM_COMMAND, D1g_OnCommand) ;

}

return{ FALSE);

PHELILEREI T TP TREEE LT ELTEE I T IR ERE I EEE IR IT 100000000 0TE01080011

int WENAPI _tWinMain{HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

DialogBox{hinstExe, MAKEINTRESOURCE(IDD_QUEUE), NULL, D1g..Proc):
InterlockedExchangePointer((PVOID*) &g_fShutdown, (PVCID} TRUE);

// Wait for all the threads to terminate & then cleanup
WaltForMultipleObjects(g_nNumThreads, g_hThreads. TRUE, INFINITE);
white {g_nNumThreads--}

€CloseHandle(g_hThreads[g_nNumThreads]):

return(@);

THAERTELE LI EIHITETELEIIEI I 1) Bnd of File J/1HIIFTIEIEIIIEEIEEEIIIELiE1EET}

Queue.rc

//Microsoft DeveToper Studio generated resource script,
I
#include "Resource.h”

ftdefine APSTUDIO_READONLY_SYMBOLS
FEEEEERERTREFFREEERREERRFTELEE R EEEEREEELEERERE B EEEI I EEEEEE 1 1EEEEE
7 '

!/ Generated from the TEXTINCLUDE 2 resource.

¥

#include "afxres.h"

LHLETTRII LI ETEEE LT PR R R EEERE BT ET IR DL ETIETETEE 1 IIE70111
ffundef APSTUDIC. READONLY_SYMBOLS
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ff!ffl!/f/Ilii/!!if//!//!!fl/!lf!!}//!/fI!lf!/f/!!ifIlfl!!ff///ll!ff/!lf!//!i
/# English {U.5.) rescurces

#if ldefined(AFX_RESOURCE_DLL} || defined(AFX_TARG_ENU)
#ifdef _WIN32

L ANGUAGE LAMG_ENGLISH, SUBLAKG_ENGLISH_US

#ipragma code_page(1252)

fendif //_MIN32

l!//f/!//!!!/f!!If/!!/f!!!//!/!////f/!/flf/f!!!ff!}f!//ff/lf!l/!f/!ll//f!!/if
i

Hf Dialog

i

100_QUEUE DIALOG DISCARDABLE 38, 36, 298, 225

STYLE WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION “Gueue™

FONT 8, "MS Sans Serif”

BEGIN
GROUPBOX "4Client threads™,IDC_STATIC.4.4,148,216
LISTBCX IDC_CLIENTS,8,16,132,200,H0T LBS_NOTIFY |
LBS_NOINTEGRALHEIGHT | WS_VSCROLL | WS_TABSTOP
GROUPBOX “§Server threads”,ID{_STATIC,156,4,149,216
LISTBOX IDC_SERVERS,168,16,132,200, NOT LBS_NOTIFY |
LBS_NOINTEGRALHEIGHT | WS_VSCROLL | WS_TABSTOP
END

/!lii////f!/f//!!}II!I///!//////I!//I!/1/!//if//!//!/!!//Il!/!f(!fl/!/f!///!l
H

ff Icon

ff

// Tcon with lowest 10 value placed first to ensure application icon
// remains consistent on all systems.
IDI_GUEVE ICON DISCARDABLE "Queue.Ico”

fHifdef APSTUDIQ_INVOKED
N
H

// TEXTINCLUDE

H

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource.h\@"
EMD

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include "“afxres.h""\r\n”
n\al!

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\rin”

‘.\0“
END
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fendif {// APSTUDIO_INVOKED

FEPERTERRET I EEPIEE R RIFET P EE D E R T E I P EF L EL TR REEEE iR
i

// DESIGNINFO

1

#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
iIDD_GUEUE, DIALOG
BEGIN
RIGHTMARGIN, 244
BOTTOMMARGIN, 13@
END
END
flendif /f APSTUDID_INVOKED

#endif /! English (U.S5.) resources
FEFFETEFEER T TR AT R E TR AT FREF R iR TR i d I i i iiiiiidiiibiiiitiieid

#ifndef APSTUDIO_INVOKED

FEEEETTFEEET TR ET R TFFRET R EI IR FR AT FE i it diiiiirtiiriiiiriiss
i

/f Generated from the TEXTINCLUDE 3 resource.

/f

FEIEEIEIIER T ERTE L E PRI E R ET TR FEE TR FEEEEE G T E I f T iiiiiiifiid
flendif /f not APSTUDIC_INVOKED

9.7
9-2
9-2
ExitProcess TerminateProcess
ExitThread TerminateThread
110 1/10
ResetEvent,Pul se-Event SetEvent/PulseEvent

ResetEvent PulseEvent SetEvent/Pul seEvent
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()
Cancel WaitableTimer
SetWaitableTimer
Cancel WaitableTimer
SetWaitableTimer
>0 1
Rel easeSemaphore
Release
Try EnterCritical Section LeaveCritical Section
9.8
WaitForSingleObject WaitForMultipleObjects
Windows WaitForSingleObject WaitForMultiple
Objects
9.8.1 /10

/0

WaitForSingleObject

1/0
9.8.2 WaitForlnputldle
WaitForlnputldie
DWORD WaitForInputldle(
HANDLE hProcess.
DWORD dwMilliseconds):
hProcess
CreateProcess
CreateProcess WaitForlnputldle

WaitForlnputldle
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9
WM_KEYDOWN VK_MENU
WM_KEYDOWN VK_F
WM_KEYUP VK_E
WM_KEYUP VK_MENU
WM_KEYDOWN VK_O
WM_KEYUP VK_O
Alt+F,0
Open
Windows Create
Window WM_KEY*

WaitForlnputldle WaitForlnputldle

16 Windows
WaitForlnputidlie

9.8.3 MsgWaitForMultipleObjects(Ex)

MsgWaitForMultipleObjects M sgWaitForM ulti pleObjectsEx

DWORD MsgWaitForMultipleObjects(
DWORD dwCount,
PHANDLE phObjects,
BOOL fWaitall,
DWORD dwMilliseconds,
DWORD dwWakeMask):

DWORD MsgWaitForMuTtipleObjectsEx(
DWORD dwCount,
PHANDLE phObjects,
DWORD dwMilliseconds,
DWORD dwWakeMask,
DWORD dwFlags);

WaitForMultipleObjects

M sgWaitForM ultipleObjectsEx
WaitForMultipleObjects
27

9.8.4 WaitForDebugEvent

Windows

WaitForDebugEvent
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BOOL WaitForDebugEvent(
PDEBUG_EVEKT pde,
DWORD dwMiilliseconds):

WaitForDebugEvent pde

9.8.5 SingleObjectAndWait

SingleObjectAndWait

DWORD SignallbjectAndWait(
HANDLE hObjectToSignal,
HARDLE hObjectToWaitOn,
DWORD dwMilliseconds,
BOOL fAlertable);

hObjectToSignal
WAIT_FAILED GetLastError
ERROR_INVALID_HANDLE ReleaseM utex
ReleaseSemaphore( 1) ResetEvent
hObjectToWaitOn
dwMilliseconds
fAlertable
WAIT_OBJECT_O0 WAIT_TIMEOUT WAIT_FAILED
WAIT_ABANDONED WAIT_IO_COMPLETION
Windows
1000 CPU
2000 CPU
ReleaseMutex{hMutex):
WaitForSingteObject(hEvent, INFINITE);
Signal ObjectAndWait
Signal ObjectAndWait
PluseEvent
PulseEvent

/¢ Perform some work.

setEvent{hEventWorkerThreadDone};
WaitForSingleObject{hEventMoreKorkToBeDone, INFINITE);

// Do more work.
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SetEvent

WaitFerSingieObject(hEventWorkerThreadDone);
PulseEvent{hEventMoreWorkToBeDone):
SetEvent
PulseEvent
SetEvent WaitForSingleObject hEvent
MoreWorkToBeDone
SingleObjectAndWait

/{ Perform some work,

SignalObjectAndWait{hEventWorkerThreadDone,
hEventMoreWorkToBelDone, INFINITE, FALSE);
// Do more work.

hEventMoreWorkToBe
Done

Windows 98 Windows 98
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C++
C++
Windows
C++
WaitForMultipleExpressions
WaitForMultipleObjects
10.1 Optex
Optex.h  Optex.cpp 10-1
Optex optimized C++
COptex
optex COptex 3

COptex::(DWORD dwSpinCount = 4800):
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10
EE;;;;(;E;TE -p;;NameDHORD dwSpinCount = 408@);
COptex:: (PCWSTR pszName, DWORD dwSpinCount = 4060);
COptex
optex optex
optex pszName ANSI  Unicode
optex optex
COptex
COptex Enter leave

void COptex::Enter();
vold COptex::Leave();

TryEnterCritical Section  SetCritical SectionSpinCount

BOOL COptex::TryEnter{);
void COptex::SetSpinCount{DWORD dwSpinCount);

optex optex optex
BOOL COptex::IsSingleProcessOptex{) const:
optex optex
optex optex
Optex.h SHAREDINFO
10-1
10-1
m_ILockCount optex optex 0
m_dwThreadld optex ID optex 0
m_|RecurseCount optex optex 0
m_hevt optex
optex
SHAREDINFO
m_dwSpinCount optex
0
m_hfm optex
SHAREDINFO
optex NULL
m_psi optex
SHAREDINFO optex
optex
optex
optex
Optex
10-1 Optex “ 10 Optex.exe” COptex
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GetL astError ERROR_ALREADY_EXISTS
COptex
optex
optex
Coptex
optex optex _tWinMain
COptex optex optex
CrossOptexTest optex
FirstFunc optex FirstFunc
VOID DebugBreak();
optex
optex
SecondFunc
optex
10-1 optex

10-Optex

FirstFunc
optex
FirstFunc
optex
DebugBreak
optex
optex

& Optex.cpp

/*******¥$l$$$#*$$***$****$*t***#**$***C****ﬁ###‘$**t**C*#t**##*$$*$$$***tt***‘

Modute: Optex.cpp

Notices: Copyright (c) 2008 Jeffrey Richter

***t*$$*$$**************$#*$$****#**t**lt*#‘ﬁt*****t**t*##‘***‘*******#*t#ﬁ‘*#{

#include ™, . \CmnHdr.h"
#include “"Optex.h"

f+ See Appendix A, #/

JEEEITEERTEPRE I ETEETEE BT B F TR L L
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10

// @8=multi-CPU, l=single-CPU, -l=not set yet
BOOL ¢Optex::sm_fUniprocesserHost = -1;

R R T e

PSTR COptex::ConstructObjectName(PSTR pszResult,
PCSTR pszPrefix, BOOL fUnicode, PVQID pszMame) {

pszResult[@] = 8;
if (pszName == NULiL)
return{NULL};

wsprintfA(pszResult, fUnicode ? "%s¥S" : "%s¥s", pszPrefix, pszName);
return{pszResutt);

R R R R L L R i

void COptex::CommonConstructor(DWORD dwSpinfount,
BOOL fUnicode, PVODID pszName} {

if {(sm_fUniprocesscerHost == -1) {
// This is the 1st object constructed, get the number of CPUs
SYSTEM_INFO sinf;
GetSystemInfo(&sinf);
sm_fUniprocessorHost = (sinf.dwNumberOfProcessors == 1);

}

m_hevt = m_hfm = NULL:
m_psi = NULL;

if (pszMame == NULL} { // Creating a single-process optex

m_hevt = CreateEventA(NULL, FALSE, FALSE, NULL):
chASSERT(m_hevt != HULL):

m_psi = new SHAREDINFO;
chASSERT(m_psi != NULL);
ZeroMemory(m_pst, sizeof(+m_psi));

} else { /7 Creating a cross-process optex

// Klways use ANSI so that this works on Win9x and Windows 2098
char szResult[108]:;

ConstructObjectName(szResuit, “Optex_Event_", fUnicode, pszKame):
m_hevt = CreateEventA(NULL, FALSE, FALSE, szResult};
ChASSERT(m_hevt 1= NULL}:

Construct{bjectName(szResult, "Optex MMF_", fUnicode, pszName):

m_hfm = CreateFileMappingA{INVALID_HANDLE_VALUE, NULL.
PAGE_READWRITE, @, sizeof{sm_psi), szResult);

chASSERT{m_hfm != RULL);
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m_psi = (PSHAREDINFO) MapViewOfFile(m_hfm,
FILE_MAP_WRITE, @, 8, 8);
chASSERT(m_psi 1= NULL):;

/{ Hote: SHAREDINFO's m_l1LockCount, m_dwThreadid, and m_l1RecurseCount
// members need to be initialized to #. Fortunately, a new pagefile
/7 MMF sets all of its data to @ when created. This saves us from

// some thread synchronization work.

SetSpinCount (dwSpinCount);

FERREFFELEFEREIRFLF I EEFFRRTEEREEEREEE P LT

Coptex::~COptex() {

#ifdef _DEBUG
if (IsSingleProcessOptex() &% (m_psi->m_dwThreadld {= @)) {
// A single-process optex shouldn't be destroyed if any thread owns it
DebugBreak{):
}

if (1IsSingleProcessOptex(} &&
(m_psi->m_dwThreadld == GetCurrentThreadld()}} {

ff A cross-process optex shouldn't be destroyed if our thread owns 1t
DebugBreak(};
1
fendif

CloseHandle{m_hevt):

if (IsSingteProcessdptex()) {
deltete m_psi:

} else {
UnmapViewOfFile{m_psi);
CloseHandle{m_hfm):

FERFPEIREEFREPEFEEEFEEREFERR R REERLEGEEEFFREELII T8 000000008 80071101147

void COptex::SetSpinCount(DWORD dwSpinCount) {

// No spinning on single CPU machines
if ¢(!sm_fUniprocessorHost}
InterlockedExchangePointer({PYQID») &m_psi->m_dwSpinlount,
(PYOID} {DWORD_PTR) dwSpinCount):
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FEEPTET SRR EE RS ENEREE PR FI TR PR EE L EF L TT LTI EN i s il ietl

void COptex::Enter{) {
/f Spin, trying to get the optex
1f (TryEnter())
return; // We got it, return

// We couldn't get the optex, wait for 1t.
OWORD dwThreadld = GetCurremtThreadId(}:

if (InterlockedIncrement{&m_psi->m_1LockCount) == 1} {

/f Optex is unowned, Jet this thread own it once
w_psi->m_dwThreadld = dwThreadld;
m_psi->m_1RecurseCount = 1;

} else [
if (m_psi->m_dwThreadld == dwThreadld) {

ff 1If optex is owned by this thread. own it again
m_psi->m_1RecurseCount++;

} else £

// Optex is owned by another thread, wait for {t
WaitForSingledbiect(m_hevt, INFINITE);

// Optex is unowned, let this thread own it once
m_psi->m_dwThreadld = dwThreadld:
m_psi->m_1RecurseCount = 1;

FREFFLEITIELEELERRELT T ERES BT FEREEF R PRI P R T R T i

BOOL COptex::TryEnter() {

DHORD dwThreadId = GetCurrentThreadId():

BODL fThisThreadOwnsTheOptex = FALSE: // Assume a thread owns the optex
DWORD dwSpinCount = m_psi->m.dwSpinCount; // How many times to spin

do {
44 If lock count = @, optex is unowned, we can own it

fThisThreadOwnsThelptex = (8 ==
InterlockedCompareExchange{&m_psi->m_1LockCount, 1, 8));

if (fThisThreadOwnsTheOptex} {

// Optex is unowned, let this thread own it once
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m_psi->m_dwThreadld = dwThreadld:
m_psi->m_TRecurseCount = 1:

} else {
if (m_psi->m_dwThreadld == dwThreadld) {
/1 If optex is owned by this thread, own it again
InterlockedIncrement (dm_psi->m_1LockCount);

m_psi->m_1RecurseCount++;
fThisThreadOwnsTheOptex = TRUE;

)
} while (!fThisThreadOwnsTheOptex &% {dwSpinlount-- > 8)):

// Return whether or not this thread owns the optex
return{fThisThreadOwnsThelOptex);

FILEETRREETP R EESTHETELEES TP EL R EETFE LR AERTEE LR EE LT i i i it

void COptex::Leave() {

#ifdef _DEBUG
/7 Only the owning thread can leave the optex
1f (m_psi->m_dwThreadld != GetCurrentThreadld(})
DebugBreak(};
ftendif

// Reduce this thread's ownership of the optex
if (--m_psi->m_1RecurseCount > 8) {

/7 We still own the optex
InterlockedbDecrement (&m_psi->m_1LockCount):

} etse {

/f e don't own the optex anymore
m_psi->m_dwThreadld = @;

if {InterlockedDecrement(&m_psi->m_TLockCount) > 8) {

// Other threads are waiting, the auto-reset event wakes one of them
SetEvent{m_hevt};

FEESEEFSPRRFTERERIELEIEITEIET1E End of File JALIPHELITEAITIEETTEIETIEIITEEELEY

Optex.h
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f*$¢‘#$***$#*********$****t‘******************t*t###‘t*#**&***********Q***tt***

Module name: Optex.h

Written by: Jeffrey Richter
tl*&********tﬁtt*t##t*t*!******s***&*****#tt*t*l**tt*#**t***s******##t‘tttt#*#}

#pragma once

SHETEHEETEE I I ETFEEI P EE PP FELEEF TR L]

class COptex f

public:
COptex(DWORD dwSpinCount = 4008);
COptex(PCSTR pszHame, DWORD dwSpinCount = 4868):
COptex(PCRSTR pszName, DWORD dwSpinCount = 4869);
~COptex(}:

void SetSpinCount(DWORD dwSpinCount):
void Enter();

BOOL TryEnter():

void Leave():

BOOL IsSingleProcessOptex() const;

private:
typedef struct {
DWORD m_dwSpinCount;
Tong m_1LockCount;
DWORD m_dwThreadId;
Tong m_1RecurseCount;
} SHAREDINFO, #PSHAREDINFO;

HANDLE m_hevt:
HANDLE m_hfm;
PSHAREDINFO m_psi;

private:
static BOOL sm_fUniprocessorHost:

private:
void CommonConstructor({DWORD dwSpinCount, BOOL fUnicode, PYOID pszName);
PSTR ConstructlbjectName(PSTR pszResult,
PCSTR pszPrefix., BOOL fUnicode, PVOID pszName);

s
RN L N L L ke iaii
inline COptex;:COptex(DWORD dwSpinCount} {

CommonConstructor(dwSpinCount, FALSE, NULL);
}

FEIPEEEIE LI EE R ORI AL EEEI R E I LERI T E R LT i EF i Eii it il
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inline COptex::COptex(PCSTR pszName, DWORD dwSpinCount) {

CommonConstructor(dw$pinCount, FALSE. (PVOID) pszName):

FELEPPREETEFEHSFREEETIEIF BRI ER TR BRI TP ETEF TR EFE it eei
inline COptex::COptex(PCWSTR pszName, DWORD dwSpinCount) {

CommonConstructor (dwSpinCount, TRUE, (PVOED) pszName);

!}f!I!f!!/!/!!ll/!!/!f!//ff!fil//if//fff!{f!I//f/lifIIIIIIII/lfll!f/!/fff//l!l!

jnline COptex::IsSingleProcessOptex() const {

return{m_hfm == NULL);

JHELEEFEETERFIEIEEITEPESEiEE1EE] End of File FHLERERFLEFERREREEEERIHEELIEEELEE

Optex.rc

//Microsoeft Developer Studio generated resource script.

1
#include "resource.h”

#define APSTUDIO_READONLY_SYMBOLS
!//!/f//fI!/!ll!!/f/lliff//ifI!/ll/l/f!//fl/f!f!/fff/if!/lf!//l!l/l/!!ff!///!

i
// Generated from the TEXTINCLUDE 2 resource.

H
#include *afxres.h”

!//i!f//flI!/!/!/l!////f!!flf//fff/li!/IIIIIIIIIIIIIIIIIIIIIIIIi!/ff/l/ff!//f
#undef APSTUDIO_READONLY_SYMBOLS

///If!/If!!/iff!/iff!/lff/if///iff/lifflf!IIIIfI//i!!if///ff!///f!ff/l/ffl!//
/7 English (U.5.) resources

#if 1defined(AFX_RESOURCE_DLL) || defined (AFX_TARG_ENU}

#ifdef _WIN32

LAKGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fendif //_MWIN3Z
l;/////l///Il/!////Il!I//fl//f///f///!f!///!///!///!//Ifl!/fl/li//ff//!i/////
/

/i Tcon

i

/7 Tcon with Towest ID value placed first to ensure application dcon
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// remains consistent on all systems.
IDI_OPTEX I1CON DISCARDABLE "Optex.ICO"

#ifdef APSTUDIO_INVOKED

FEPTETERTEITHET TR R EFE RIS F T P E T ERETFEER P REH R HEEE
i

/! TEXTIKRCLUDE

/i

1 TEXTINCLUDE DISCARDABLE
BEGIN

*resource.h\g"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
“#include ""afxres.h""\r\n”
ﬂ\al!

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

“\0"
END

#endif // APSTUDIO_INVOKED

fendif f/f English (U.5.} resources
FRETEFITETER T TR EF T i i T F i Ei i iiddiiridtfiiiiiitiiirittitiittitid

#ifndef APSTUDIO_INVOKED

FEEFEEEEPEF TR EFEREF i i Ed I f i R Rt iiidiitiiitiiiiiiritisiitifii
i

/¢ Generated from the TEXTINCLUDE 3 resource.

I

//!i!/!/!//!iffff/f!fffI!!ff!//fl/ifIl!fI!/Il!//l!liff/ff!/ff!l/flffl!/l!l!l!
fendif // not APSTUDIO.INVOKED

OptexTest.cpp

FTT 1T XL ]
*********$#**$t***ﬁt****t*$#m#*s***‘********$t**‘t**t#t*ﬁ#ﬁ#t##*******

/%
Module name: OptexTest.cpp
Kritten by: Jeffrey Richter

*********t***&***ﬁt****tt**tt*sttt$st¢$***$t*******t**stt*:s*f

ok o o ok o ke koK

f#include ™. .\CmnHdr.h" /« See Appendix A. =/
fHinclude <tchar.h>

f#include <process.h>

#include "Optex.h”
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!//!f!!llfff!//fI!//f!//ff/lff//i/!/!ff/lf/!!/f!l!l!//l!l!f{(!flll!!I//f///l/fl

OWORD WIMAPI SecondFunc(P¥OID pvParam) {

}

Coptexd optex = = (COptex+} pvParam;

// The primary thread should own the optex here, this should fail
chYERIFY (optex.TryEnter() == FALSE):

/7 Wait for the primary thread to give up the optex
optex.Enter(};

optex.Enter(): // Test recursive ownership
chMB("Secondary: Entered the optex\n(Dismiss me nd)¥" )

// Leave the optex but we still own it once

optex.Leave(); .
chMB{“Secondary: The primary thread should not display a box yet"):
optex.Leave{): [/ The primary thread should be ablie to run now

return{@}:

f{///!/!f/!!/ffl!/lf!l/llf!}f!f{ff!!/fff//!l!!f/l!/ff!/ll/////!i///l/////lff/!l

YOID FirstFunc{BOOL fLocal. COptex& optex) {

optex.Enter{); // Gain ownership of the optex

// Since this thread owns the optex, we should be able to get 1t again
chVERIFY(optex.TryEnter()}; -

HANDLE hQtherThread = NULL;
if (fLocal) {

// Spawn a secondary thread for testing purposes (pass 1t the optex)

DWCRD dwThreadld:
hOtherThread = chBEGINTHREADEX(NULE, 8,
SecondFunc, {(P¥0ID) &optex, @, &dwThreadId);

} else {
/{ Spawn a secondary process for testing purposes
STARTUPINFO si = { sizeof(si) };
PROCESS_INFORMATION pi;
TCHAR szPath[MAX_PATH];
GetModuieFileName(NULL, szPath, chDIMOF(szPath}):
CreateProcess(NULL, szPath, NULL, NULL,

FALSE, 8, NULL, NULL, &si, &pi):

hOtherThread = pi.hProcess;:
CloseHandle(pi.hThread);

}

/f Wait for the second thread to own the optex
chMB("Primary: Hit OK to give optex to secondary”}:
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f/ Let the second thread gain ownership of the optex
optex.Leave():
optex.Leavel():

// Wait for the second thread to own the optex
chMB("Primary: Hit OK to wait for the optex\n(Dismiss me 1lst)");

optex.Enter{); // Try to gain ownership back

WaitForSingleldbject(hOtherThread, INFINITE):
CloseHandle{h0therThread):
optex.Leave{);

)

f/!/if!!!/l!{f//!fl!/{f!!/!l!/!////l!/!fl!/fl//f//f!lff!lf/!!//!l/fl//f!///l/!f

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdl.ine, int} {

/7 This event is just used to determine which instance this is.
HANDLE hevt = CreateEvent(NULL, FALSE, FALSE, TEXT(“DptexTest")):

if (GetLastError{) != ERROR_ALREADY_EXISTS) {
// This is the first instance of this test application

// First, let's test the single-process optex
COptex optexSingle: // Create a single-process optex
FirstFunc{TRUE, optexSingle);

// Now, Yet's test the cross-process optex
COptex optexCross("CrossOptexTest”); // Create a Cross-process optex
FirstFunc{FALSE, optexCross);

} else {

// This is the second instance of this test application
DebugBreak(); // Force debugger connection for tracing

// Test the cross-process optex
COptex optexCross(“CrossOptexTest”); // Create a cross-process optex
SecondFunc{(P¥0ID} &optexCross);

}

CloseHandle(hevt};
return{f}:

JIFLESHETEEPIEREI R FEETE11HETT End of File FHEFEFRELFRERRRERRRERELEEELII 1T

10.2
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0 0
100
100
0
0
Windows
Microsoft
-99 Rel easeSemaphore
1 Microsoft
C++
Interlocked.h 10-2
C++
C++
CRITICAL_SECTION
InitializeCritical Section DeleteCritical Section
EnterCritical Section L eaveCiritical Section
C++
C++ optex
CResGuard CRITICAL_SECTION
LONG LONG
CResGuard InitializeCritical Section
DeleteCritical Section C++
IsGuarded
EnterCritical Section CRITICAL_SECTION C++
CResGuard C++ CGuard CGuard
CResGuard CResGuard
Guard EnterCriticalSection CGuard CResGuard
Unguard L eaveCritical Section

CRITICAL_SECTION
struct SomeDataStruct {
1 g;éémeSharedData;
/f Create a CResGuard object that protects g_ScmeSharedData.
// Note: The constructor initializes the critical section and

17 the destructor deletes the critical section.
CResGuard g_rgSomeSharedData;
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void AFunction{) {
/# This function touches the shared data.

// Protect the resource from being accessed from multiple threads.
CResGuard::CGuard gDummy({g_rgSomeSharedData); //Enter critical section
/f Touch the g_SomeSharedData resource.

} /f Hote: LeaveCriticalSection is called when gDummy goes out of scope.

C++ ClinterlockedType
ClnterlockedType

ClnterlockedType
ClnterlockedType

CResGuard
CResGuard CinterlockedType

ClinterlockedType
ClnterlockedType

ClnterlockedType 4
X
CinterlockedType 3 GetVval
GetVal
GetVa GetVal
GetVa
SetVal
SetVd GetVa Setvd
SetVal
SetVal
OnValChanged
ClnterlockedType OnValChanged

OnValChanged
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CWhenZero
ClnterlockedScalar ClnterlockedType
16 32 64
ClnterlockedScalar ClnterlockedType
ClnterlockedScalar ClnterlockedType

ClnterlockedScalar
ClnterlockedScalar
ClnterlockedScalar
ClnterlockedScalar

BYTE

CInterlockedScalar<BYTE> b = 5; f/ A thread-safe BYTE

BYTE b2 = 186; /7 A non-thread-safe BYTE

b2 = b++; // b2=5, b=6

b = 4; /f b=24

b2 = b; /{ b2m24, b=24

b += b; /f b=48

b %= 2: /! b=8
C++ C++

C++ CWhenZero
CWhenZero ClnterlockedScalar 0 CWhenZero
0 CWhenZero
C++
CWhenZero
CWhenZero m_hevtZero 0
m_hevtNotZero 0
CWhenZero
CreateEvent
0 0
CWhenZero CWhenZero
ClnterlockedScalar CWhenZero
OnValChanged CinterlockedType CWhenZero
OnValChanged CWhenZero
0 0 m_hevtZero m_hevtNotZero

0 OnVacChanged



China=pubecom

10

0
ChenZero<BYTE> b = 8; /! A thread-safe BYTE

// Returns immediately because b is @
WaltForSingleObject(b, INFINITE):

b = 5;

//Returns only if another thread sets b to @
WaitForSingleObject(b, INFIKITE);

WaitForSingleObject CWhenZero
CWhenZero
CWhenZero C++ HANDLE
CWhenZero HANDLE
m_hevtNotZero
CWhenZero m_hevtNotZero 0
HANDLE m_hevtNotZero
GetNotZeroHandle

CWhenZero<BYTE> b = 5; f/f{ A thread-safe BYTE

// Returns immediately because b is not @
WaitForSingleObject(b.GetNotZeroHandle(), INFINITE):

b = &;

// Returns only if another thread sets b to not @
WaitForSingleObject(b.GetNotZeroHandle(), INFINITE):

InterlockedType
10-2 InterlockedType “ 10 InterlockedType.exe’
C++ 10- InterlockedType
C++
CWhenZero
0
CWhenZero
CWhenZero
C++ ClnterlockedType
ClnterlockedString ClnterlockedString

ClnterlockedString CWhenCertainString
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10-2 InterlockedType

IntLockTest.cpp

f***********************‘******&***%*********t#t***t*t**********************t**

Module: IntiockTest.cpp
Notices: Copyright {c} 2008 Jeffrey Richter

******************!*****************$$1$$*!***#**#***************“*$$$l$$$***/

#include "..\CmnHdr.h" /+ See Appendix A. =/
#include <tchar.h>
#include "Interlocked.h”

PITEEEITEEETERERI TR TS FERI LTS TERI TR TR T HERR L EF AL BRI R R T

// Set to TRUE when worker threads should terminate cleanly.
volatile BOOL g_fQuit = FALSE:

FOPEEERTTEII PR FETEE T T ET T RIS EET LT E R T R IT e R b b iy

DMORD WIMAPI WorkerThread(PVOID pvParam) {
CRhenZero<BYTE>L bVal = = {(CWhenZero<BYTE> #) pvParam;

// Should worker thread terminate?
while (lg_fQuit) {

// Wait for something to do
HaitForSingleObject{bVal.GetNotZercHandle(), INFINITE);

f4 1f we should quit, quit
if {g_fQuit)
continue;

/! Do something
chMB("Worker thread: We have something to do™):

b¥al--; /! We're done
f/ Wait for all worker threads to stop
WaitForSingledbject(bV¥al., INFINITE);

H

chMB("Worker thread: terminating™);
return{@):
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FELERERETEERR PRI ERIEE TR IR PEEE R P FEIEE LT EIFER R T E I it it it iitined

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

// Initialize to indicate that NO worker threads have anything to do
CHhenZero<BYTE> bVal = 0;

// Create the worker threads

const int nMaxThreads = 2;

HANDLE hThreads[nMaxThreads]:

for {int nThread = &: nThread < nMaxThreads:; nThread++) {
DWORD dwThreadld:
hThreads[nThread} = CreateThread(NULL, 8,

WorkerThread, (PV¥0ID) &bVal, B, &dwThreadld);
1

int n;
do {
// Do more werk or stop rumning?
n = MessageBox(NULL, .
TEXT{"Yes: Give worker threads something to do\nNo: Quit™),
TEXT{"Primary thread"}, MB_YESNO):

/7 Tell worker threads that we're quitting
if {n == IDNO)

InterlockedExchangePointer({PVOID*} &g_fCOuit, (PVOID) TRUE);
b¥al = nMaxThreads; // Wake the worker threads

if (np == IDYES} {

/1 There 1s work to do, wait for the worker threads to finish
WaitForSingledbject{b¥al, INFINITE):
1

} while {n == IDYES):

// There is no more work to do, the process wants to die.
/7 WMalt for the worker threads to terminate
WaitForMultipleObjects(nMaxThreads, hThreads, TRUE, INFINITE);

// Close the worker thread handles.
for (nThread = 8; nThread < nMaxThreads: nThread++)

CloseHandie(hThreadsfnThread]);

// Tell the user that the process s dying
chMB("Primary thread: terminating™):

return(@);
1

JHEPEELETEI PRI HEETTET a0 700008 Bnd of File JAIEIEIIEIIETEEETEIITEI AR E]
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Interlocked.h

T T e e e R T L P E LR R L

Module: Interlocked.h )
Notices: Copyright {(c) 2008 Jeffrey Richter

P T TR T TR PR EE TSR P P P LY L L ¥

#pragma once

FEFEEITEFEETFE I EI I EEEETEEEERES GRS EER P BT EEESSERETI i TR EiEiiiiitt

/4 Instances of this class will be accessed by multiple threads. So,
// all members of this class (except the constructor and destructor}

// must be thread-safe.

class CResGuard |

public:
CResGuard() { m_1GrdCnt = @; InitializeCriticalSection{&m cs): )
~CResGuard() { DeleteCriticalSection(&m_cs); }

/{ IsGuarded is used for debugging
BOOL IsGuarded() const { return(m_lGrdCnt > 8); }

public:
class CGuard {
public:
CGuard(CResGuardd rg) : m_ro(rg) { m_rg.Guard(); };
~CGuard() { m_rg.Unguard(); }

private:
CResGuards m_rg:
}:

private:
veid Guard{) { EnterCriticalSection(&m_cs); m_1GrdCnt++: }
void Unguard() ( m_1GrdCnt--; LeaveCriticalSection(&m_cs); }

// Guard/Unguard can only be accessed by the nested CGuard class.
friend class CResGuard::CGuard:

private:
CRITICAL_SECTION m_cs:
long m_1GrdCnt;  // # of EnterCriticalSection calls

HIIITEETHEREEI IS REE S TR I T LET TR EE TR IITEE AT IITEEIT IR I E I Ii0Tidtttts

// Instances of this class will be accessed by muitiple threads. So,
// all members of this class {except the constructor and destructor)
// must be thread-safe.

template <class TYPE>

¢lass ClInterlockedType {

public: // Public member functions
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// Note: Constructors §& destruct6r§ are always thread-safe
CInterlockedType() ( }

CInterlockedType(const TYPER TVal) { m.TvVal = Tval: }
virtual ~CInterlockedType() { }

// Cast operator to make writing code that uses
// thread-safe data type easier
operator TYPE(} const {
CResGuard: :CGuard x(m_rg);
return{GetVal());
}

protected: // Protected function to he called by derived class
TYPER GetVal() [
ChASSERT(m_rg.IsGuarded{)):
return{m_TVal);
1

const TYPEX Get¥al{) const {
assert(m_rg.IsGuarded(});
return(m_Tval);

}

TYPE SetVal(const TYPE& THewVal) {
chASSERT({m_rg.IsGuarded()):
TYPEL Tv¥al = GetVal(}:
if (Tval 1= THew¥al) {
TYPE TPrev¥al = TVal;
TVal = THewVal:
OnValChanged(TNew¥al, TPrev¥al);
}
return(T¥al):
}

protected: // Overridable functions

virtual void On¥alChanged{
const TYPE& TNewVal, const TYPER TPrev¥al) comst {

/# Nothing to do here
1

protected:
// Protected guard for use by derived class functions

mutabte CResGuard m_rg;

private: ff Private data members
TYPE m_Tval:
¥

///fi/l/}If/!/f//!f/f!////f!/ff//i/I/i!!/lfIl!fff!//!lfff!///l//f!/lffl/i!lll/!

// Instances of this class will be accessed by multiple threads. $So,
// all members of this class (except the constructor and destructor)
/f must be thread-safe.

template <class TYPE>

class CInteriockedScalar : protected CInterlockedType<TYPE> {

public:
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CInterlockedScalar{TYPE TVal = 8) : CIntertockedType<TYPE>{TVal) {
}

~CInterlockedScalar() { /+ Nothing to do »/ }

!/ C++ does not allow operator cast to be inherited.
operator TYPE() const {

return(CInterlockedType<TYPE>::operator TYPE{)};
}

TYPE operator=(TYPE TVal) {
CResGuard: :CGuard x(m_rg):
return{Setval(Tval}):

}

TYPE operator++{int) { /1 Postfix increment operator
CResGuard: :CGuard x{m_rg);
TYPE TPrev¥Val = Getval():
SetVal((TYPE) (TPrevval + 1)):
return(TPrevVal); /7 Return value BEFORE fncrement
}

TYPE operator--(int) { // Postfix decrement operator.
CResGuard: :CGuard x{m_rg);
TYPE TPrev¥al = GetVal{):
SetVal((TYPE) (TPrev¥al - 1));
return{TPrevval}; {// Return value BEFORE decrement

TYPE operator += {TYPE op)

( CResGuard::CGuard x{m_rg); return{SetVal(GetVal(} + op)): 1
TYPE cperator++{)

{ CResGuard::CGuard x{m.rg): return{SetVal{Get¥ai(} + 1)): }
TYPE operator -= (TYPE op}

{ CResGuard::CGuard x(m_rg}; return(SetVal(Get¥al{) - op)); }

TYPE operator--()

( CResGuards::Chuard x{(m_rg); return(Setval(GetVal()
TYPE operator »= {TYPE op)

{ CResGuard::CGuard x(m_rg); return{SetVal(GetV¥al(}) * op)); }
TYPE operator /= (TYPE op}

{ CResGuard::CGuard x(m_rg); return(SetVal(GetVal() {f oop)); }
TYPE operator %= (TYPE op)

[ CResGuard::CGuard x(m_rg}: return{SetVal{GetVal(} ¥ op)): }
TYPE aperator "= (TYPE op}

{ CResGuard::CGuard x(m_rg); return(Set¥al(GetVal() * opli;: 1
TYPE operator &= (TYPE op)

{ CResGuard::CGuard x(m_rg)}: return{SetVal(Get¥al()} & op)}: }
TYPE operator |= (TYPE op}

{ CResGuard::CGuard x{m_rg); return(SetVal{Getval() | op)): }
TYPE operator <<=(TYPE op)
CResGuard: :CGuard x(m_rg); return(SetVal(GetVal(} << op)}; 1}
TYPE operator >>=(TYPE op}
CResGuard: :CGuard x{m_rg): return{SetVal{GetVal() >> op}):

I

1)) 1

-

—_—
et
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FITHITEEII IR I AT ER T ER T EE T T E R eI L i iiiitiii

// Instances of this class will be accessed by muitiple threads. So,
/4 all members of this class (except the constructor and destructor)

// must be thread-safe.
template <class TYPE>
class CWhenZero : public ClnterlockedScalar<TYPE> {
public:
CWhenZero(TYPE Tval = 0, BOOL fManualReset = TRUE}
: CInterlockedScalar<TYPEX(TVal) {

/{ The event should be sfgnaled ¢f Tv¥al is @
m_hevtZere = CreatefEvent(NULL, fManualReset, (TVal == 83, NULLY:

// The event should be signaled 1f Tval is NOT @
m_hevtHotZero = CreateEvent(NULL, fManualReset, (TVal i= @), NULL);

}

~CWhenZero() {
CloseHandie{m_hevtZero);
CloseHandle(m_hevtHotZero}:

}

f{ C++ does not allow operators to be inherited.

TYPE operator=(TYPE x) {
return{CInterlockedScalar<TYPE>::operator=(x})};

H

// Return handle to event signaled when vatue s zero
operator HANDLE() const { return(m_hevtZero); }

// Return handle to event signaled when value is not zero
HANDLE GetMotZeroHandle{) const { return{m_hevtNotZero); }

/f C++ does not allow operator cast to be inherited.
operator TYPE() const {

return{CInterlockedScalar<TYPE>::operator TYPE(});
]

protected:
void OnValChanged(const TYPE& TNewVal, const TYPE&A FPrev¥al) const {

// For best performance, avold jumping to

/7 kernel mode if we don't have to

if ((ThewV¥al == 8) && (TPrewVal 1= 8)) {
SetEvent(m_hevtZero);
ResetEvent{m_hevtNotZero):

}

if ((THewVal != @) &8 (TPrevv¥al == 8)) {
ResetEvent(m_hevtZero);
SetEvent(m_hevtNotZero);

}

private:
HANDLE m_hevtZero: // Signaled when data value is @
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} HANDLE m_hevtNotZero: /f Signaled when data value is not @

FEPREREERTTEGERIEIEEFRIIIFEL0F End of Flle 21IFRIFIEEHIFEIFII I IE I ETETTz]
interlockedType.rc

;;Microsoft Developer Studic generated resource script,

#include “resource.h®

f#define APSTUDIOQ_READONLY_SYMBOLS
l!f!f//fl/f!f//f/flfi//!/f!/i//!/f///l!/i/!!//l!!i///f!/l!/li!!ff!!if!/!l!!/!
Iy

// Generated from the TEXTINCLUDE 2 resource.

i

#include “afxres.h”

f!ll/ff!l///!ffff!/!/f//l/fff/!/!!f/!!//!/f/f{/if!/fff////!f/liff/lf/!ff!//f!
#undef APSTUDIO_READONLY_SYMBOLS

/f!///f!fl/!!f//!!ff/f//!fff!/fl!ff/!///!/!/!/il//!f/l!f/}/!/fff!if///ff//flf
// English (U.S.) resources

#if 'defined(AFX_RESCURCE_DLL) I defined (AFX_TARG_ENU}
#ifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

f#pragma code_page(1252)

frendif //_MWIN3Z

/!ii!lii//!if/l!il//}f!/i//!!f!!/}f/}f/!/}f!f!f///flli/f/ff!/ff/il!//ffl/!f!!
I

/f lcon

i

/i lcon with lTowest 1D value placed first to ensure application 1con
/f remains consistent on all systems,
IDI_INTERLOCKEDTYPE ICON DISCARDABLE “InterLockedType.[CO"

i fdef APSTUDIO_INVOKED
il!////l//f/f//!l/!fll!f/ffif!!fl/!/f/I!}fl!///!//l!/!l!ii!l!f!!/!!l!ffl////!
H

f/ TEXTINCLUDE

i/

1 TEXTINCLUDE DISCARCABLE
BEGIN

"resource.h\9"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
“#include "“"afxres.h""\rin"
"\a'l

END
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3 TEXTINCLUDE DISCARDABLE
BEGIN

"Arin”

|‘\aﬂ
END

fendif // APSTUDIC_INVOKED

fendif /f English (U.S.) resources
FEIEEEIIE T ET T EF I TR T F T i T i i i iiaieiiiteliirittd

#ifndef APSTUDIO_ENVOKED

FHEEETTEEET TR E R E T Fd i E T8 d it i st i i idtidifiiifiirieiiiy
i

/{ Generated from the TEXTINCLUDE 3 resource.

i

FIIEETTET R HEET PR AT E T ER L EREE LTSI E LTI R TR TFEEEEE T
flendif // not APSTUDIO_INVOKED

10.3 /
/
4

)

2

3

2

5
3
1 1 2
1 2
2
4 1
3
2 3
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C++ CSWNRG “
/ " SWMRG.h SWMRG.cpp 10-3
CSWMRG CSWMRG C++
C++ 3
VOID CSWMRG::WaitToRead():; // Call this to gain shared read access.
YOID CSWMRG::WaitToWrite(): // Call this to gain exclusive write access.
YOID CSWHMRG: :Donel): /f Call this when done accessing the resocurce.
WaitToRead
WaitToWrite
Done
CSWMRG
10-2
10-2 CSWMRG
m_cs
m_nActive 0
0
-1
m_nWaitingReaders 0 m_nActive
-1 WaitToRead 1
m_nWaitingWriters 0 m_nActive
0 WaitToWrite 1
m_hsemWriters WaitToWrite m_nActive 0

m_hsemReaders

WaitToRead

Done 1

m_nActive -1
Done
m_nWaitingReaders
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SWMRG
10-3 SWMRG “ 10 SWMRG.exe” CSWMRG C++
10 SWMRG
WaitForMultiple Egusfuempt taread
Obj ectS atternpt b wike
] |
10-1
Yes 10-1
No SWMRG WaitToRead
WaitToWrite
10-2 10-3
OF. stops READING OF, stops WRITING
10-2 SWMRG WaitToRead 10-3 SWMRG WaitToWrite
WaitToWrite
WaitToRead
OK Done
SWMRG
10-3 SWMRG

. z-a
@ SWMRG.cpp

/**t******%***$$***$***$**‘$****$t&t*$**t*$*****%***$****‘******t#t*$t#*t*$****

Module: SWMRG.cpp
Notices: Copyright (c) 2086 Jeffrey Richter

LSRR L Rl g R L L b e e e e L e e RS L PRI N E LT TN

#include ™, .\CmnHdr.h" /* See Appendix A, =/
#include "SHMRG.h"™
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FEEETTEEIIETETI IR R FEL R FF RIS EERE TR E R EFERI I FREEETE L
CSWMRG: : CSWMRG( ) {

/4 Initially no readers want access, no writers want access. and
// no threads are accessing the resource

m_nWaitingReaders = m_nWaitingWriters = m_nActive = @
m_hsemReaders = CreateSemaphore(NULL, @, MAXLONG, NULL):
m_hsemWriters = CreateSemaphore(NULL, &, MAXLONG, HULL):
InitializeCriticalSection(ém_cs);

I

CSWMRG: :~CSMMRG(} {

##ifdef _DEBUG
// A SWMRG shouldn't be destroyed if any threads are using the resource
if (m_nActive != @)
DebugBreak():
fendif

m_nWaitingReaders = m_nWaitingWriters = m_nActive = 9;
DeleteCriticalSection{dm_cs);

CioseHandle(m_hsemReaders);
CloseHandle{m_hsemWriters};

R N R I R

VGID CSWMRG::WaitToRead() {

/{ Ensure exclusive access to the member variables
EnterCriticalSection(&m_cs);

// Are there writers waiting or 1s a writer writing?
BOOL fResourceWritePending = (m_nKWaitingWriters || (m_nActive < 8)):

if {(fResourceWritePending) {

// This reader must wait, increment the count of waiting readers
m_nKaitingReaders++;

} else {
{f This reader can read, increment the count of active readers
m_nActivets:

]

// Altow other threads to attempt reading/writing
LeaveCriticalSection(im_cs);

if (fResourceMritePending) {
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/4 This thread wust wait
KaitForSingleObject(m_hsemReaders, INFINITE):

FHEERRPEERITERRLER IR R E TR E R E TR I PR LT ET RS EEET AR TR id i

VOID CSWMRG::WaitToMritel) {

f{ Ensure exclusive access to the member variables
EnterCriticalSection(fm_cs);

f/ Are there any threads accessing the resource?
BOOL fResourceOwned = (m_nActive != @);

if (fResourcelwned) {
// This writer must wait, increment the count of waiting writers
m_nWaitingWriters++;

} else {
// This writer can write, decrement the count of active writers
m_nictive = -1;

]

/f Aliow other threads to attempt reading/writing
LeaveCriticalSection(&m_cs);:

if (fResourceOwned) {

ff This thread must wait
WaitForSingleObject{m_hsemWriters. INFINITE};

1
R

VOID CSWMRG::Done() {

/! Ensure exclusive access to the member variables
EnterCriticalSection(im_cs);

if (m_nActive > 0} {

// Readers have control so a reader must be done
m_nActive--;
} else {

// Writers have contre) so a writer must be done
m_nActive+t;
}

HANDLE hsem = NULL; // Assume no threads are waiting
LONG 1Count = 1; /7 Assume only 1 waiter wakes: always true for writers

if (m_nActive == @) {



Chfna'bUb.CoM

}

H
I
1

if

Ko thread has access, who should wake up?
MOTE: 1t is possible that readers could never get access
if there are always writers wanting to write

(m_nWaitingWriters > 8) {

/! Writers are waiting and they take priority over readers
m_nActive = -1; // A writer will get access
m_nWaitingdriters--; // One less writer will be waiting
hsem = m_hsemWriters: // Writers wait on this semaphore
// NOTE: The semaphore will retease only 1 writer thread

} else if (m_nWaitingReaders > 8} {

// Readers are waiting and no writers are waiting

m_nActive = m_nWaitingReaders; Ff A1l readers will get access

m_nWaitingReaders = 9; // No readers will he waiting

hsem = m_hsemReaders; // Readers wait on this semaphore

1Count = m_nActive; // Semaphore releases all readers
] else {

)

// There are no threads waiting at all; no semaphore gets reteased

/f Allow other threads to attempt reading/writing
LeaveCriticalSection(&m_cs);

if (hsem l= NULL) {

f/ Some threads are to be released
ReleaseSemaphore(hsem, 1Count, NULL);

)

JERLIEREETEETTEIEEIFTET401E040E End of File JATHLHIEFTHTEIEEIIIIEETEIEIIRIELT

SWMRG.h

f*$it$$***##*t***#*******t!#$$**$$*****‘*****%*****t*****%****#**&******t*ﬁ“**

Module:

SWMRG. h

Notices: Copyright (c) 2088 Jeffrey Richter

$*********t**$$**$#***$#i$$***%*t**t*ﬂ*#***%*tt$***$$*t*$t*$#*****$$t‘*$#***ﬁ*f

fpragma once

R

class CSWMRG {

public:
CSMMRG( ) : /! Constructor
~CSWMRG( J : // Destructer
YOID WaitToRead(): /7 Call this to gain shared read access
YOID WaitToWrite(); /7 €all this to gain exclusive write access

VOID Done(): /7 Call this when done accessing the resource
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private:
CRITICAL_SECTION m_cs; /¢ Permits exclusive access to other members
HANDLE m_hsemReaders; /{ Readers wait on this if a writer has access
HANDLE m_hsemWriters; /{ Writers wait on this if a reader has access

int m_nWaitingReaders; // Number of readers waiting for access
int m_nWaitingWriters; // Number of writers walting for access
int m_nActive; // Humber of threads currently with access
/¢ (B=no threads, >@=# of readers, -1=1 writer)
}:

JELHIEETELETIEFFE i il iadi] End of File J/000000IIHIEEIHIEHIELEETEEITEETE

SWMRG.rc

//Microsoft Developer Studio generated resource script.
i
#include "resource.h”™

f#fdefine APSTUDIO_READONLY_SYMBOLS

N i i
f

/1 Generated from the TEXTINCLUDE 2 resource.

1

#inciude "afxres.h”

R R R R L L
fundef APSTUDIO_READONLY_SYMBOLS

JEEEEFFTEREEFEET IR EEEEREEIEERFEFFRE R EER I EFREEREEEFHEFEETEEEEEEL LA
/1 English (U.5.) rescurces

#if ldefined(AFX_RESOURCE.DLL) || defined(AFX_TARG_ENU}-
#ifdef _WIN3Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fendif //_WIN3Z

FILEFIIII T ET T EREd T dEEddErid i i itdidirdiitifistirettrititiiid
I

4 Teon

i

/1 Icon with lowest ID value placed first to ensure application icon
/# remains consistent on all systems.
IDI_SWMRG ICON DISCARDABLE "SWMRG. ico”

#ifdef APSTUDIO_INVOKED
N
1

/4 TEXTINCLUDE

H

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.n\o"
END
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2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\r\n"
.y go

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"‘rin"

g~
END

fendif // APSTUDIO_INVOKED

fendi f // English (U.S5.) resources
FHERRIEERIEERRES IR F R IR R R I TP E AR T F LR T HE R T T EF R iE i iiisied

#ifndef APSTUDIO_INVOKED

FEFRERTFRTT PRI iR EFERT i fiiiiidir i iriiiiiitiriddirtiidiriifiriiiriiiit
i

// Generated from the TEXTINCLUDE 3 resource.

i

FEPRPTETIREET IR R TR R b R R TR FE EE LA LEE T E iR}
ffendif // not APSTUDIO_TNVOKED

SWMRGTest.cpp

AR R R R R R Rkt e e kR AR RN R R R R R R I R R R R R R RN R TR

Module: SWHRGTest.Cpp
Notices: Copyright (c) 2888 Jeffrey Richter

#*‘***‘***t!*$****$***t***********$**********t****t*tt*tt*tt**t#t#**t*#***tt**/

#include ™. .\CmnHdr . h" /+ See Appendix A, */

#inciude <tchar.h>

#inctude <process.h> /i for _beginthreadex

Finclude "SWMRG.h™

FHEFEREETIFIEE A I EEE 0 E IR HEFTFERIF RIS TR T LR EE i i iii il

/1 Global Single-Writer/Multiple-Reader Guard synchronization object
CSWMRG g_swmrg:

HEERIEER TR PR E LT ES T F LT AL EFL T FHEAERT AL Ei b EEE i

DWORD WINAPI Thread{PVOID pvParam) {

TCHAR sz[58]1;
wsprintf(sz, TEXT("SWMRG Test: Thread %d"). PtrToShort{pvParam));
int n = MessageBox{NULL,
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TEXT("YES: Attempt to read\nNO: Attempt to write®). sz, MB_YESHD);

/{ Attempt to read or write
if (n == 1DYES)
g_swmrg.WaitToRead();
else
g_swmrg.WaitToWrite();

MessageBox(NULL,
{n == IDYES) 2 TEXT("OK stops READING") : TEXT("OK stops WRITING"),

5z, MB_OK):

/! Stop reading/writing
g_swmrg.Done();
return(@):

FRPRIERTEEET R EEF I EITET T EFE R ELFET R ERT T E T i r b it iii it

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

/7 Spawn a bunch of threads that will attempt to read/write
HANDLE hThreads[MAXIMUM_WAIT_OBJECTS]:
for (int nThreads = @; nThreads < 8; nThreads++) {

DWORD dwThreadlId;

hThreadsEnThreads] =

chBEGINTHREADEX{NULL, 9. Thread, (PYQID) (DWORD_PTR) nThreads,
B, &dwThreadId);

1
/f Wait for all the threads to exit
WaitForMultipleObjects{nThreads, hThreads, TRUE. INFINITE):
while (nThreads--)

CloseHandle(hThreads[nThreads]);

return(@):

FAEHPPIEEEEET AP E i iiifid end of Flle /000 FHEATEIEERETEEIITEEHELETITES

10.4 WaitForMultipleExpressions

WaitFor
MultipleObjects

Windows WaitForMultiple

Expressions
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DWORD WINAPI HaitForMultipleExpressions(
DWORD nExpObjects,
CONST HANDLE* phExpObjects,
DWCRD dwMilliseconds):

HANDLE
NExpObjects phExpObjects
NULL WaitForMultipleExpressions
AND OR
WaitForMultipleExpressions
10-3 4
10-3
0x1111
0x2222
0x3333
0x4444
WaitForM ultipleObjects
10-4
10-4
0 0x1111 0
1 0x2222
2 0x0000 OR
3 0x2222 1
4 0x3333
5 Ox4444
6 0x0000 OR
7 0x1111 2
8 Ox4444
WaitForMultipleObjects 64 MAXIMUM _
WAIT_OBJECTS WaitForM ultipleExpressions
64 64 63
WaitForMultipleExpressions
10-5 WaitForM ultipleExpressions
WaitForMultipleExpressions WAIT_OBJECT_O

WaitForMultipleExpressions WAIT_
OBJECT_0+2



Chinaspubecom .

10-5 WaitForMultipleExpressions

WAIT_OBJECT 0  WAIT_OBJECT 0+

1
WAIT_TIMEOUT
WAIT_FAILED GetLastError
ERROR_TOO_MANY_SECRETS
64
ERROR_SECRET_TOO_LONG

63

WaitForMultipleExpressions

10-4 WaitForMultipleExpressions “ 10 WaitForMultExp.exe”

WaitForMultipleExpressions
10-WaitForMultExp

10-4

Wait For Multiple Expressions 10-5

i waitForMultipleE xpressions E=E

S wiaitForMultipleExpressions - [ =]
Howe many different kermel objscts are l'— How many different kemel objects are ¥
referenced in the expression: E refersthced in the expression: Ij
Iirﬁeout [ite rrilliseconds): I3UUUU Iirﬁeout it eilliseconds): ST
Erpression [use space for AND and | for ORY Expression [use space for AMD and | for OR )
121234114 =] [r21224114 =]
| Whait for Multiple Expressions I | it ran i uiElE Erpressiams I
Eiﬁnal which kermel Eiﬁnal which kemel
1
4
E=pression satisfied: Timeout E xpresgion satisfied: wWaiting...
10-4 WaitForMultiple 10-5 WaitForMultipleExpressions
Expressions
4
4
30000ms 30s
SetEvent
ResetEvent
WaitForMultipleExpressions
30s

“ Timeout”
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WaitForM ultipleExpressions

Windows WaitForMultiple
Objects AND
DWORD WaitForMultipleObjects(
DMORD dwObjects,
CONST HANDLE* phObjects.
BOOL fWaitAll,
DHORD dwMilliseconds);
OR OR
WaitForMultipleObjectsEx AND
WaitForMultipleObjectsEx WaitForM ultipleObjects
WaitForM ultipleExpressions OR
OR WaitForMultipleObjectsEx
OR dwObjects phObjects
fWaitAll FALSE

WaitForMultipleExpressions  dwTimeout
WaitForMultipleObjectsEx
WaitForMultipleObjectsEx
WAIT_TIMEOUT WaitForMultipleExpressions WAIT_TIMEOUT
WaitForM ultipleExpressions

WaitForMultipleExpressions
WaitForMultipleExpressions 3

OR WaitForMultipleExpressions

1 WaitForMultipleExpressions

OR
1 OR WaitForM ultipleObjectsEx
63 OR
1 OR 1
1
TerminateThread
APC
WaitForMultipleExpressions QueueUserAPC

WaitForM ultipleObjects APC OR
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/7 Break all the waiting expression threads out of their
// wait state so that they can terminate cleanly.
for (dwExpNum = @; dwExpNum < dwNumExps; dwExpMum++) {

if ((WAIT_TIMEQUT == dwWaitRet) ||
{dwExpNum 1= (dwWaitRet - WAIT_DBJECT_9))) {

QueuelserAPC(WFME_ExpressionAPC, ahThreads[dwExpNum}, @);

WFME_ExpressionAPC

// This is the APC callback routine function,
VOID WINAPI WFME_Express{onAPC(DWORD dwData) {

// This function intentionally left blank

1
WaitForM ultipleObjects WAIT_TIMEOUT
// ¥ait for an expression to come TRUE or for a timeout.
dwWaitRet = WaitForMultiplelbjects(dwExpNum, ahThreads,
FALSE, dwMilliseconds):
if (WAIT_TIMEOUT == dwWaitRet) {
/f We timed out; check if any expressions were satisfied by
// checking the state of the hsemOnlyOne semaphore.
dwMaitRet = WaitForSingleObject(hsemOnlyOne, @);
if (WAIT_TIMEOQUT == dwWaitRet) {
/f If the semaphore was not signaled, some thread expression
/f was satisfied: we need to determine which expression,
dwMaitRet = WaitForMultipleldbjects(dwExpNum,
ahThreads, FALSE, INFIKITE):;
} else {
// Mo expression was satisfied and MaitForSingleObject just gave
// us the semaphore, so we know that no expression can ever be
/f satisfied now -- waiting for an expression has timed cut.
dwWaitRet = WAIT_TIMEOUT;
1 .
}
0
OR WaitForMultipleObjects WaitForSingleObject

WaitForSingleObject
WAIT_OBJECT_O
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WAIT_TIMEOUT

INFINITE
WaitForMultipleObjects OR
OR QueueUserAPC
WaitForMultipleExpressions AND
AND

Microsoft Windows
WaitForM ultipleExpressions
WaitForMultipleExpressions

10-4 WaitForMultipleExpressions

(=]

& WaitForMultExp.cpp

/*********#***$$$*$***$***$$**$8********t****l*‘***%**t**t**t****#****&t*******

Module: WattForMultExp.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

************#****ﬁ**************‘#‘$t##$****$***$***$**#*tt********#t*******t#/

#include ™..\CmnHdr.h" /+ See Appendix A. =/
#include <wmallec.h>

#include <process.h>

#include "WaitForMultExp.h"

FEEEFEETEERI PRI PRI EEETERETERR DI FEI LI FEI L ERETIEEI AR T LI LRI L

// Internal data structure representing a single expression.
f/f Used to tell OR-threads what objects to wait on,
typedef struct {
PHANDLE w_phExpObjects; // Points to set of handles
DRORD m_nExpObjects; // Number of handles
} EXPRESSIGN, +PEXPRESSION;

FITEEETTEREEPEEEEIFEEIEEFITEEEFIEEE IR R TR LFET I T EEITHEL TR HE T

// The OR-thread function
DWORD WINAPT WFME_ThreadExpression{PVOID pvParam) [

// This thread function just walts for an expression to come true.
// The thread waits in an alertable state so that it can be forced
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// to stop waiting by queuing an entry to its APC queue.

PEXPRESSION pExpression = (PEXPRESSION) pvParam;

return{WaitForMultiplelbjectsEx(
pExpression->m_nExpObjects, pExpression->m_phExpObjects,
TRUE, INFINITE, TRUE}):

FEHEFEEFELEEERERFFELLERREERAEEREEREAEREEE R PRELET IR EHEREE LR

/f This is the APC callback routine functiom
VOID WINAPI WFME_ExpressionAPC{ULONG_PTR dwData} {

// This function intentionally left blank

PPEELEFEEEETEEELPEE I EEREIR DRI EHE PP R HELTTEELLTELET LT

// Function to wait on multiple Boolean expressions
DWORD WIMAPI WaitForMult{pleExpressions(OWORD nExpObjects,
CONST HANDLE+ phExpObjects, DWORD dwMilliseconds) {

// Allocate a temporary array because we modify the passed array and
// we need to add a handle at the end for the hsemOnly(ne semaphore.
PHANDLE phExpObjectsTemp = (PHANDLE}

_allocal{sizeof(HARDLE) * {(nExpObjects + 1));
CopyMemory (phExpObjectsTemp, phExpObjects, sizeof (HANDLE} * nExpObjects);
phExpObjectsTemp[nExpBbjects) = NULL:; // Put sentinel at end

/! Semaphore to guarantee that only one expression gets satisfied
HANDLE hsemOnlyOne = CreateSemaphore{NULL, 1, 1, NULL}:

// Expresston information: 1 per possible thread
EXPRESSION Expression[MAXIMUM_WAIT_OBJECTS]:

DWORD dwExpNum = 8; // Current expression number
DWORD dwRumExps = 8; // Total number of expressions

a; ff First index of a set
@: // Current index of object in a set

DWORD dwObjBegin
DWORD dwObjCur

DWORD dwThreadld., dwWaitRet = 0;

// Array of thread handles for threads: 1 per expression
HANDLE ahThreads[MAXIMUM_WAIT_OBJECTS];

// Parse the callers handle list by inftializing & structure for
/1 each expression and adding hsemOnlyOne to each expression.
while ({dwWaitRet != WAIT_FAILED) &% (dwObjCur <= nExpdbjects)) {

// While no errors, and object handles are in the caller's list...
// Find next expression (OR-expressions are separated by NULL handles)
while (phExpObjectsTemp[dwObjCur] [= NULL)

dwObJCur++;
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/4 Initialize Expression structure which an OR-thread waits on
phExpObjectsTemp{dwdbjCur] = hsemOniyQne;
Expression[dwlumExps].m_phExpObjects aphExpObjectsTemp[dwObjBeginl;
Expression[dwNumExps].m_nExpObjects dwObjCur - dwObjBegin + I;

tf (Expression{dwNumExps].m_nExpObjects > MAXIMUM_WAIT_OBJECTS) {
/f Error: Too many handlies in single expression
dwWaitRet = WAIT_FAILED:
SetLastError(ERROR_SECRET_TOU_LONG):

1

// Advance to the next expression

dwObjBegin = ++dwObjCur;

if {+rdwNumExps == MAXIMUM_MAIT_OBJECTS) {
// Error; Too many expressions
dwWaitRet = WAIT_FAILED;
SetLastError{ ERROR_TOO_MANY_SECRETS);

(dwWatftRet != WAIT_FAILED) {
// Wo errors occurred while parsing the handle list

// Spawn thread to wait on each expression
for (dwExpKum = 8; dwExpNum < dwNumExps; dwExpNum+) {

ahThreads[dwExpNum] = chBEGINTHREADEX(NULL,
1, // We only require a small stack
WFME_ThreadExpression, &Expression[dwExpNum],
B, &dwThreadld);
}

// Wait for an expression to come TRUE or for a timeout
dwWaitRet = WaitForMultipleObjects{dwExpNum, ahThreads,
FALSE, dwMilliseconds):

1f (WAIT_TIMEOUT == dwWaitRet) {

/7 We timed-out, check if any expressions were satisfied by

// checking the state of the hsemOnltyOne semaphore.
dwWaitRet = WaitForSinglelGbject(hsemOnlyOne, 8);

if (WAIT_TIMEQUT == dwWaitRet) {

{// If the semaphore was not signaled, some thread expressions
// was satisffed; we need to determine which expression,
dwWaitRet = WaitforMultipleObjects{dwExpNum,

ahThreads, FALSE, INFINITE):

} else {
// Ko expression was satisfied and WaitForSingleObject just gave

// us the semaphore so we know that no expression can ever be
/1 satisfied now -- waiting for an expression has timed-out.
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dwWattRet = WAIT_TIMEQUT;
}

/{ Break all the waiting expression threads out of their
// wait state so that they can terminate cleanly.
for (dwExpNum = @: dwExpNum < dwNumExps; dwExpNum++) {

1f ((WAIT.TIMEQUT == dwWaltRet) ||
(dwExpNum != (dwWaitRet - WAIT_OBJECT_8))) {

QueuelUserAPC{WFME_ExpressionAPC, ahThreads[dwExpNum], @)
}
}

#ifdef _DEBUG
/! In debug builds, wait for all of expression threads to terminate
// to make sure that we are forcing the threads to wake up.
/4 In non-debug builds, we'll assume that this works and
/7 not keep this thread waiting any longer.
WaitFerMultipleObjects (dwExpNum, ahThreads, TRUE, INFINITE):
f#endif

// Close our handles to all the expression threads
for (dwExpNum = ©: dwExpNum < dwNumExps: dwExpNum++} {
CtoseHandle(ahThreads[dwExpNum]);
}
} /7 error occurred while parsing

£loseHandle{hsem®nlyOne):
return{dwlaitRet);

FEEFHETEREREREEEFIEFEEEFEELEEEE] End of Flle F/FFHHITEEHEEEIFEETEEERIIEEEEEE

WaitForMultExp.h

D T T L e R L e R E L e L L L s s Lt

Module: WaitForMultExp.h
Notices: Copyright (c) 2009 Jeffrey Richter

*#******#*$$ﬁ$$$***********’F1‘1‘*’k***#************t*lkt*‘**‘**************’k**‘***}
#pragma once
FEIEEEFRERERT L ER RS EEFIEFELFREEET TG R E8TEdSRT IEEEdfEddtibbisidisitiiifiity

DWGRD WINAP! WaitForMultipleExpressions(DWORD nExpObjects.
CONST HANDLE= phExpObjects, DWORD dwMilliseconds});

FHREREEESILEFLETFRSIIFLE 0400 Bad of File JAHITHAIIIFEEIIEIIEIEIIEETTENITTE
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WfMETest.cpp

f***************#*****#**********#****$$!$**********3******#l***l***&**********

Module: WFfMETest.cpp
Notices: Copyright (c) 2808 Jeffrey Richter

*****************************$****$*ﬁ******$************t*$****$************#*f

#include ™. . \CmnHdr. h" /% See Appendix A, */
#include <windowsx.h>

#include <tchar.h>

#include <process.h>

#include "resource.h™

#inciude "WaitForMultExp.h®

JEREERILERI I PRI T FERIELEEIPEEEE L LRI R T RE LR ERR LT HELETERE LI R T

// g_ahObjs contains the 1ist of event kernel object
// handles referenced in the Boolean expression.
#define MAX_KERNEL_OBJS 1006

HANDLE g_ahObjs[MAX_KERNEL_OBJS]:

// ahExpObjs contains all the expressions. A single expression
// consists of a contiguous set of kernel object handles that
/¢ is TRUE when all the objects are signaled at the same time.
f// A NULL handle 1s used to separate OR expressions.

// A handle value may NOT appear multiple times within an AND
/1 expression but the same handle value may appear in
/f different QR expressions.

/! An expression can have a maximum of 64 sets with no more
// than 63 handles/set plus a NULL handle to separate each set
#define MAX_EXPRESSION_SIZE ({64 = 63} + 63)

// m_nExpObjects is the number of entries used in the ahExpObjects array.
typedef struct {

HWHD m_hwnd; /4 Where to send results
DWORD m_dwMiltliseconds: {/f How long before timeout
DWORD m_nExplbjects; // # of entries in object 1ist

HANDLE  m_ahExpObJs[MAX_EXPRESSION_SIZE]; // List of objs
] AWFME, *PAWFME;
AWFME g_awfme:

/! This message is posted to the Ul thread when an expression
}/ comes true or when we timeout while waiting for an

// expression to come TRUE.

fdefine WM_WAITEND (WM_USER + 1@1)

FEPIETEEIFEERIEE I I I BT BT EIEL R EEEED TR L
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BOOL D1g_OnlInitDialog(HWND hwnd, HWMD hwndFocus, LPARAM 1Param) {
chSETDLGICONS(hwnd, IDI_WFMETEXT);

/7 Initialize the controls im the dialog box
SetDlgltemInt{hwnd, IDC_NUMOBJS, 4, FALSE):
SetD1gItemint(hwnd, [DC_TIMEQUT, 36008, FALSE);
SetDlgltemText{hwnd, IDC_EXPRESSION,

Tl 2234 14"

// Set the multicolumn listbox's column size
ListBox_SetColumnWidth(GetDlgitem(hwnd, IDC_OBJLIST),
LOWORD(GetDialogBaselUnits()) + 4);

return(TRUE): // Accept default focus window.

!/i///{f/!IIIf!!/l/!f!f{//!!!/l/!//f!///!//ff///f!/fl//ff//!!l/!f///l!/!f/ll!f/

DWORD WINAPI AsyncWaitForMultipleExpressions{PV0ID pvParam) {
PAWFME pawfme = (PAWFME) pvParam:

DWORD dw = WaitForMultipleExpressions{pawfme->m_nExpObjects,
pawfme->m.ahExpObjs. pawfme->m_dwMilliseconds);

PostMessage(pawfme->m_hwnd, WM_WAITEND, dw, 0):

return{8j;

/{il/f/IIIIII/!!f!f/!ff!//l!///l!!if!Ili!!//f!/i!f!li!l//Il!l!l!l!!/ff!/l/fl/l!

LRESULT D1g_OnWaitEnd(HWND hwnd, WPARAM wParam, LPARAM 1Param} (

// Clese all the event kernel object handles
for (int n = B; g_ahDbjs[n] != NULL; n++)
CloseHandle(g_ahObjs[nl):

/f Tell the user the result of running the test
if (wParam == WATT_TIMEQUT)
SetDlgitemText{hwnd, EDC_RESULT. __TEXT{"Timeout™));:

ejse
SetDIgltemInt{hwnd, TOC_RESULT, (DWORD} wParam - WAIT._OBJECT_®, FALSE):

// Allow the user to change values and run the test again
EnabieWindow(GetDIgltem(hwnd, IDC_NUMOBJS), TRUE) :
EnableWindow(GetDigltem{hwnd, IDC_TIMEOUT), TRUE) ;
EnableWindow(GetDlgltem{hwnd, IDC_EXPRESSION), TRUE):
EnableWindow(GetDlgltem({hwnd, I1DOK), TRYE) ;
SetFocus{GetDlgltem(hwnd, IDC_EXPRESSION}):

return{@};
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FEERERRIEEEEEFHEEEEHEEF R EERFTF BT EIETEEEETFFEE R EIFEEERETRERIREHELLILE}

void D1g_OnCommand(HWND hwnd, int id, HWND hwndCt1, UINT codeNotify) {

// Obtain the user's settings from the dialeg box controls.

TCHAR szExpression[180];

ComboBox_GetText(GetDigltem(hwnd, IDC_EXPRESSION), szExpression,
sizeof(szExpression) / sizeof{szExpression[8]));

int n0bjects = GetDlgltemInt(hwnd, IDC_NUMOBJS, NULL, FALSE);:

switch (id) [

case IDCANCEL:
EndDialogihwnd, id):
break:

case IDC_OBJLIST:
switch (codeMotify) {
case LBN_SELCHANGE:
// An item changed state, reset all items and set the selected ones.
for (int n = 8; n < nObjects; n++)
ResetEvent(g_ah0bjs[nl):

for {n = 8; n < nObjects; n++} {
if (ListBox_GetSel{GetDIgItem(hwnd, IDC_OBILIST}, n))
SetEvent(g_ahObjs[nl);

}
break;

1

break:

case IDOK:
// Prevent the user from changing values while the test is running
SetFocus{GetDIgltem(hwnd, IDC_OBJLIST));
EnableWindow(GetD1gItem(hwnd, IDC_NUMOBJS), FALSE):
EnableWindow({GetD1gltem{hwnd, IDC_TIMEQUT}, FALSE}Y:
EpableWindow(GetDlgItem{hwnd, IDC_EXPRESSION), FALSE):
EnableWindow{GetDlgItem(hwnd, IDOK), FALSE):

// Notify the user that the test is rumning
SetDlgltemText (hwnd, IDC_RESULT, TEXT("Waiting...")):

// Create all of the desfred kernel objects

ZeroMemory{g_ah0bjs, slzeof(g_ahlbjs)}:

g_awfme.m_nExpObjects = 8;

ZeroMemory (g_awfme.m_ahExplbJs, sizeof(g_awfme.m_ahExpdbls)};
g_awfme.m_hwnd = hwnd:

g_awfme.m_dwMilliseconds = GetDlgltemInt{hwnd, IDC_TIMEOUT, NULL, FALSE}:

ListBox_ResetContent{GetDlgltem({hwnd, IDC_OBJLIST));
for {int n = @; n < n0bjects; n++) {

TCHAR szBuf[20]:

g_ahObis[n] = CreateEvent{NULL, FALSE, FALSE, NULL):

wsprintf(szBuf, TEXT(" %d™), n + 1):
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L1ﬁtBox_ﬁddString(GetDlgItem(hwnd, IDC_OBJLISTY,
tszBuf[1strlen{szBuf) - 31);

}

PISTR p = _tcstok(szExpression, TEXT(" "));
while (p != NULL) {
g_awfme.m_ahExpobjs[g_awfme.m_nExpObjects++] =
(+p == TEXT('|*)) 7 NULL : g_ahObjs[_ttof(p} - 13:
p = _testok{NULL, TEXT(™ ")}:
1

DMORD dwThreadid;

CloseHandle(chBEGINTHREADEX{NULL, @,
AsyncWaitForMultipleExpressions, &qg_awfme,
@, &dwThreadld)):

break;

}

f/fl///I/!f//I!//////If///I!f!/ff!IifI/fff/lf//!/f///I!!/l!/l!f/lifl//l!!f!f!l/
INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param} {

switch (uMsg) {
chHANDLE _DLGMSG{hwnd, WM_INITODIALOG. D1g_OnInitDialog):
chHANDLE_DLGMSG{ hwnd, WM_COMMAND, D1g_OnCommand) ;

case WM_WAITERND:
return{D1g_OnWaitEnd(hwnd, wParam, 1Param}):

}

return{ FALSE):

FELRETEETEELEIEEET AT R T i b i R EL L E R LT E L ER T

int WINAPT _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

DialogBox{hinstExe, MAKEINTRESOURCE(IDD_TESTWAME), NULL, DYg_froc);
return{8):

FEPEEFTTEERETEE i i it iiidiiiidiid End of File JHAHAHIAHIEEIEEFHEEFIIENIETETEES

WfMETest.rc

//Microsaft Developer Studio generated resource script.
i ’
#include "rescurce.h"

#idefine APSTUDIO_READONLY_SYMBOLS

FHORIREIE I EER T L TE IR ELET IR EET T EEE I FE AR EE R EE R A I ITEE 11T ETY
H
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H

// Generated from the TEXTINCLUDE 2 resource.
I

#include "afxres,h™

Ty,
1111411111
fundef APSTUDIO_READONLY_SYMBOLS 11011101

f/f/lf!/!ff!!/ff!!lI!/ff/!/f//i!I!ff{III////f//f!//f!//i/lff//f!//l!!ff!l/ff/
/7 English {U.5.) rescurces

#if ldefined (AFX_RESOURCE_DLL) || defined (AFX_TARG_ENU)
#ifdef _WIN32Z

t ANGUAGE LANG_EMGLISH, SUBLAKG_ENGLISH_US

#pragma code_page(1252)

Fendif f/_MWIN32

N e i
1

// Dialog

r

IDD_MFMETEST DIALOGEX #, 6, 168, 185

STYLE DS_3DLOOK | DS_CENTER | WS_MINIMIZEBOX | WS_VISIBLE | WS5_CAPTION |
WS_SYSMENU

EXSTYLE WS_EX_APPWINDOW

CAPTION "WaitForMultipleExpressions”

FONT 8, "MS Sans Serif", 8, 8, 8xl

BEGIN
LTEXT "How many different &kerne) objects are referenced in the expression:"
IDC_SYATIC,3,4,121,17
EDITEEXT IDC_NUMOBJS,138,6,27,14,ES_AUTOHSCROLL
LTEXT rsTimeout (in milliseconds):".IDC_STATIC.4,28,83.8
EGITTEXT IDC_TIMEOUT,138,26,27 .14 ,ES_AUTOHSCROLL
LTEXT "4Expression (use space for AND and | for DR):™.
IDC_STATIC,4.44,143.8
COMBOBOX IDC_EXPRESSION,4,56.160,76,CBS_DROPOONN | WS_VSCROLL |
WS_TABSTOP
DEFPUSHBUTTON  “&Wait for Multiple Expressions",100K,34,72,99,14
LTEXT "45ignal which kernel objects:™ , IDC_STATIC.4,92,83,8
LISTBOX IDC_OBJLIST,.4,102,168,68, LBS_MULTIPLESEL |
LBS_NOINTEGRALHEIGHT | LBS_MULTICOLUMN | WS_VSCROLL |
WS_HSCROLL | WS_TABSTOP
LTEXT "Expression satistied:™, IDC_STATIC,32,172,63.8
LTEXT "Timeout™,IDC_RESULT,108,172,36,8
END

f#ifdef APSTUDIO_INVOKED
////!f!/!l//lff/!f/f!I//fIfff!///ff!ffI///ff/!/ff!iff//iIli!i!li!l!f!f(/f!l!/
1

ff TEXTINCLUDE

it

1 TEXTINCLUDE DISCARDABLE
BEGIN

Yresource.h\g"

END
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2 TEXTINCLUDE DISCARDABLE
BEGIN
“#include “"afxres.h""\r\n”
. on
END

3 TEXTINCLUDE DESCARDABLE
BEGIN

“\rin"

“\al!
END

#endif // APSTUDIO_INVOKED

/ff//f/I////////!///f!//fl//////I!///!///f////fl/////ff///!///////!///Il!/l!/
¥

ff lcon

/!

// Tcen with Towest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_MFMETEXT ICCN DISCARDABLE “WaltForMuttExp.ico”

ffendif // English (U.$.) resources

TILEREITFEEIEFEL T EETEERET I I IFEE R FEEET TR DRI T E I EL TR R EdETdEt]

f#ifndef APSTUDIO_INVOKED
FERETEEEEEEERFFFREERRERTEEEERFFEER BRI EEE IR EFIEEIILEE L1 EEEEE
i

// Generated from the TEXTINCLUDE 3 resource.

i

FHETITELI BRI IE T T E TR R TR T EETI DRI T E I ITEEET I EI T EETLETY
fendif /1 not APSTUDIO_INVOKED
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()

110 110

APC
APC 110 110

2* CPU

111 1

BOOL QueuelserWorkItem(
PTHREAD_START_ROQUTINE pfnCallback,
PYOID pvContext,

ULONG dwFlags):

pfnCallback pvContext

DWORD WINAPI WorkItemFunc(PVOID pvContext);

DWORD
CreateThread

CPU

QueueUserWorkltem 1/0
QueueUserWorkltem
PostQueuedCompletionStatus /0
GetQueuedCompl etionStatus
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GetQueuedCompl etionStatus

I/O0 1/0
1/10 1/10
I1/0
/0
Windows I/O0 1/0
/10 /0
/0 1/0
1/0 1/0
/0 1/0
/0
/10
I1/0 QueueUserWorkltem
dwFlags WT_EXECUTEINIOTHREAD WT_EXECUTEDEFAULT
0 /0
Windows RegNotifyChangeK eyValue 1/0
WT_EXECUTEINPERSISTENTTHREAD
4
100 4

QueueUserWorkltem
WT_EXECUTELONGFUNCTION

10 000 WT_EXECUTELONGFUNCTION
10 000 10 000

QueueUserWorkltem

000 10 001

10 000 10 001 10 000
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110 I1/0
DLL DLL
DLL
QueueUserWorkltem
0 DLL
11.2 2
Windows
HANDLE CreateTimerQueue();
BOOL CreateTimerQueueTimer(
PHANDLE phNewTimer,
HANDLE hTimerQueue,
WAITORTIMERCALLBACK pfnCallback,
PYOID pvContext,
DWORD dwDueTime,
DWORD dwPeriod,
ULONG dwFlags):
hTimerQueue NULL CreateTimerQueue
NULL pfnCallback
pvContext
dwDueTime 0
CreateTimerQueueTimer QueueUserWorkItem
dwPeriod dwPeriod 0
phNewTimer

YOID WINAPI WaitOrTimerCalibackl(
PVDID pvContext,
BOOL fTimerOrWaitFired);
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fTimerOrWaitFired TRUE
CreateTimerQueueTimer dwFlags
I1/0
WT_EXECUTEDEFAULT /0

WT_EXECUTEINIOTHREAD
WT_EXECUTEPERSISTENTTHREAD
WT_EXECUTELONGFUNCTION
WT_EXECUTEINTIMERTHREAD 11-1

CreateTimerQueueTimer

APC
APC

WT_EXECUTEDEFAULT WT_EXECUTEINIOTHREAD
WT_EXECUTEINPERSISTENTTHREAD WT_EXECUTELONGFUNCTION WT_
EXECUTEINTIMERTHREAD WT_EXECUTEDINTIMERTHREAD

APC

WT_EXECUTEINIOTHREAD WT_EXECUTEINPERSISTENTTHREAD
WT_EXECUTEINTIMERTHREAD
WT_EXECUTEDEFAULT 110
WT_EXECUTEINTIMERTHREAD WT_EXECUTELONGFUNCTION

BOOL DeleteTimerdueueTimer(
HAMDLE hTimerQueue,
HARDLE hTimer,
HANDLE hCompletionEvent);
hTimerQueue

hTimer CreateTimerQueueTimer

hCompl etionEvent
INVALID_HANDLE_VALUE
DeleteTimerQueueTimer
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APC
hCompl etionEvent INVALID_HANDLE VALUE NULL
DeleteTimerQueueTimer

hCompletionEvent DeleteTimerQueueTimer

DeleteTimerQueueTimer
BROL ChangeTimer{tueueTimer(

HANDLE hTimerQueue,

HANDLE hTimer,

ULDNG dwDueTime,

ULONG dwPeriod):
dwDueTime dwPeriod

BOOL DeleteTimerQueueEx(
HANDLE hTimerQueue,
HANDLE hCompletionEvent);
DeleteTimerQueueTimer hCompletionEvent
DeleteTimerQueueTimer
APC
APC
10s
10s
10s
ChangeTimerQueueTimer.
TimedMsgBox
11-1 TimedM sgBox “ 11 TimedMsgBox.exe”

11-TimedM sgBox

g_nSecL eft

10

CreateTimerQueueTimer
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MsgBoxTimeout M essageBox 11-1

MsgBoxTimeout

g_nSecL eft
MsgBoxTimeout ( 11-2)
Timed Meszage Box X Timed Mezzage Box
You hawve 10 zeconds to respond You have 9 seconds to respond
11-1 Message Box 11-2 MsgBox Timeout

MsgBoxTimeout 10 g_nSecL eft 0 M sgBoxTimeout

EndDialog M essageBox DeleteTimerQueueTimer
M sgBoxTimeout 11-3
111
11-4
Timeout User regponded
11-3 11-1 11-4

11-1 TimedMsgBox

TimedMsgBox.cpp

/&tnlnl$*llnlﬂsitIINII!U#llnllﬂllttihil*l(hmilttt‘t’tttttmhr*tlur*:ltle**ts*#*&lﬁ.*_*s?_*i_%%**tt**ttt*'*t*#
Module: TimedMsgBox.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

FERAEFEEERERRRERERIRRRR IR SRR R R RN RN NSRRI N RN RRR SRR R Rk A R DR RN r ket E s

#include "..\CmnHdr.h" /+ See Appendix A. */
#inciude <tchar.h>

H/l!///f////////////!f///////!H//////H//NH/HH/_l"_HH'fH.l-l{;//{!l/_H///H/

ff The caption of our message box
TCHAR g_szCaption[] = TEXT("Timed Message Box"):

f// How many seconds we'll display the message box
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int g_nSeclLeft = 8;

ff This ts STATIC window control ID for a message box
#define ID_MSGBOX_STATIC_TEXT BxeeB0ffff .

IHEEREEREE I E R EE T EE L EFETEE L ET TR IR AT I E R EIERI R LTEEEIEE

YOID WINAPI MsgBoxTimeocut(PVOID pvContext, BOOLEAM fT1meout1'{

// NOTE: Due to a thread race condition, it is possibte ¢but very unlikely)
// that the message box will not be created when we get-hére.
HWND hwnd = FindWindow(NULL, g_szCaption); '

if (hwnd != NULL) {

// The window does exist: update the time remaining,

TCHAR sz[1@@];

wsprintfisz, TEXT("You have %d seconds to respond™)}, g_nSécLeft--):

SetDlgltemText (hwnd, ID_MSGBOX_STATIC_TEXT, s2): '

1f (g_nSeclLeft == 8) {
// The time is up; force the message box to exit.
EndDialog{hwnd, IDOK}:

1
] else {

// The window does not exist yet; do nothing this time.
// We'11 try again in another second.

N

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

chWindows9xNotAllowed();

// How many seconds we’11 give the user to respond
g_nSecleft = 18;

// Create a multishot 1-second timer that begins firing after 1 second.

HANDLE hTimerQTimer:
CreateTimerQueueTimer(&hTimerdTimer, NULL, MsgBoxTimeout, WULL,

1009, 1006, 9):

// Display the message box.
MessageBox{NULL, TEXT("You have 1@ seconds to respond™),

g_szCaption, MB_OK):

/7 Cancel the timer & delete the timer queue
DeleteTimerQueueTimer{NULL, hTimerGTimer, KULL);
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/7 Let us know if the user responded or 1f we timed ocut.

MessageBox {(NULL,
(g_nSecleft == 8) 7 TEXT("Timeout™} : TEXT("User responded”),

TEXT("Result™), MB_0K);

return(d);

FIITEIAIT I EIE1EEEE1IT111] End of Fie JA7FHPHIIIIHIEEEEIIEIIEI0E0EE0EES

TimedMsgBox.rc

f/Microsoft Develaper Studio generated resource script.
i
f#finclude "resource.h”

#define APSTURIO_READONLY_SYMBOLS
R s i
H

// Generated from the TEXTINCLUDE 2 resource.

¥

fiinclude "afxres.h”

FIEEERTEERIIET SRR PRI R EET LT E LS ETEE R E PR i e id
ffundef APSTUDIO_READONLY_SYMBOLS

FRPEEIEIIRIEEF I EF TP RE R EEETFETFRILF R EE IR E P E T E T T ELRREEfEifEY
/f English (U.5.) resources

#if Ydefined (AFX_RESQOURCE_DLL) }| defined(AFX_TARG_ENU)
#ifdef _WIN3Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#ipragma code_page(1252)

frendif //_WIN32

FREFERIFEEIIFEI LRI FEEE R TR EF T TIAT R i i i idiiiiiiitiiiitiiiity
1/

ff Icon

1

/7 Icon with Towest 1D value placed first to ensure application icon
/f remains consistent on all systems.
IDI_TIMEDMSGBOX ICON DISCARDABLE “TimedMsgBox.ico"

#ifdef APSTUDIO_IMVOKED

FILTERRETERI R EEPEP R EETPEEFFLES LI EEEF I TR IR P EE R TR T
i

/4 TEXTINCLUDE

1

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.,h\o”
END
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2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include *"afxres.h*"\r\n"
"\g*

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\rin"

UI\BH
END

#endif /7 APSTUDIO_INVOKED

#endif // English (U.5.) resources
FHEFTERIIERFEE R TTE R IR E R I F T IR i eI T I R F R i i i i niiiiiiirid

#ifndef APSTUDIO_INVOKED

FRIEFERFTFRE I EFIF P EFd T F i F i FFiiiiriiiitidriifitifitiirtiiritil
i

// Generated from the TEXTINCLUDE 3 resource.

i

FIPPEEPRREEE PP EE TR E R TR F R P F R EFE TP i i L EE e b ii it i
fendif // not APSTUDIO_INVOKED

11.3 3

Microsoft

CPU

BOOL RegisterWaitForSingleObject(
PHANDEE phNewWaitObject,
HANDLE hObject,
WAITORTIMERCALLBACK pfnCaliback,
PVOID pvContext,
ULONG dwMilliseconds,
ULONG dwFlags):

hObject
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INFINITE WaitForSingleObject 9
phNewWaitObject

WaitForMultipleObjects

DuplicateHandle
WaitForMultipleObjects

WaitForMultipleObjects 64 MAXIMUM _
WAIT_OBJECTS RegisterWaitForSingleObject 64
WaitForMultipleObjects
63
/0
VOID WINAPI WaitOrTimerCallbackFune(
PYOID pvContext,
BOOLEAN fTimerOrWaitFired);
fTimerOrWaitFired TRUE
FALSE
RegisterWaitForSingleObject dwFlags WT_EXECUTEIN-
WAITTHREAD

1/0

/0
WT_EXECUTEINIOTHREAD WT_EXECUTEINPERSISTENTTHREAD
WT_EXECUTELONGFUNCTION
1/0
/0
WT_EXECUTEONLYONCE

WT_
EXECUTEONLY ONCE

WT_EXECUTEONLYONCE

BGOL UnregisterWaitEx(
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HANDLE hWaitHandle,
HANDLE hCompTetionEvent):

RegisterWaitForSingleObject

DeleteTimerQueueTimer NULL
INVALID_HANDLE VALUE

UnregisterWaitEx TRUE FALSE
GetL astError STATUS _PENDING
INVALID_HANDLE VALUE UnregisterWaitEx
UnregisterWaitEx
WaitForMultipleObjects WaitForMultipleObjects
PulseEvent
PulseEvent
114 4 I/0
/0
1/0 1/10
/0
/0 /0
1/0 1/0
1/0

BOOL BindloCompletionCaVlback(
HANDLE hDevice,
POVERLAPPED_COMPLETION_ROUTINE pfnCallback.
ULONG dwFlags):

CreateloCompletionPort hDevice
BindloCompletionCallback 1/0
/O 1/0

/0

VOID WINAPI OverlappedCompletionRoutine(
DWORD dwErrorCode,
DWORD dwNumberOfBytesTransferred,



Chinaspubecom

POVERLAPPED pOverlapped);

OVERLAPPED BindloCompletionCallback
OVERLAPPED ReadFile WriteFile
I/0
OverlappedCompletionRoutine
OverlappedCompletionRoutine
OVERLAPPED
1/0
/0
/O
BindloCompletionCallback dwFlags
0 WT_EXECUTEINIOTHREAD /0
/0 OverlappedCompletionRoutine

1/0 1/10 /0

/0
/O BindloCompletionCallback

WT_EXECUTEINIOTHREAD

1/0 1/0

/O
WT_EXECUTEINIOTHREAD
OverlappedCompletionRoutine QueueUserWorkltem

WT_EXECUTEINIOTHREAD
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12
Microsoft Windows UNIX
Windows UNIX Windows
UNIX
CPU
UNIX
Windows
UNIX Windows
Windows
UNIX Windows Windows
Windows
16 " ”
Windows Microsoft
Windows
12.1
Windows
Microsoft

ConvertThreadToFiber
PYOID ConvertThreadToFiber(P¥0ID pvParam);

200
. ConvertThreadToFiber pvParam

* CPU

ConvertThreadToFiber
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ExitThread
CreateFiber
P¥OID CreateFiber(
DWORD dwStackSize,
PFIBER_START_ROUTINE pfnStartaAddress,
PYOID pvParam);
CreateFiber dwStackSize
0 1MB
0
CreateFiber
CreateFiber pvParam
pfnStartAddress
PfnStartAddress

VOID WINAPI FiberFunc(PVOID pvParam):
CreateFiber pvParam

VOID

ConvertThreadToFiber CreateFiber

ConvertThreadToFiber
Switch To Fiber

VYOID SwitchToFiber(PVOID pvFiberExecutionContext):
Switch To Fiber pvFiberExecutionContext

ConvertThreadToFiber CreateFiber
SwitchToFiber

1) CPU

2) CPU

3
4)

SwitchToFiber CPU
SwitchToFiber

SwitchToFiber
DeleteFiber

VOID DeleteFiber(PVOID pvFiberExecutionContext);
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pvFiberExecutionContext

ExitThread

DeleteFiber

ExitThread TerminateThread
TerminateT hread

GetCurrentFiber
PYOID GetCurrentFiber();

GetFiberData
PVOID GetFiberData():
ConvertThread
ToFiber CreateFiber pvParam
GetFiberData
GetCurrentFiber GetFiberData
(infrinsic funcfion)
12.2 Counter
12-1 Counter “ 12 Counter.exe”
12-1 _
+ Counter - | Cf
Caunt ta: Im_. Anzwer 0
Currenthr running fiber:  User interface:
12-1 Counter
Count To
Answer
Answer
0 Answer
5 Currently Running Fiber
Recal cul ation( ) Answer 0 5
Currently Running Fiber User Interface
5 0 50 0 50

Answer
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Answer

_tWinMain
ConvertThreadToFiber
BPS
g_Fiberinfo bps 12-1 3
12-1 g_Fiberinfo DPS

BPS _DONE

BPS_STARTOVER

BPS_CONTINUE

BPS STARTOVER BPS CONTINUE
. BPS DONE WaitM essage
BPS STARTOVER
DeleteFiber
BPS CONTINUE
SwitchToFiber
SwitchToFiber SwitchToFiber

FiberFunc g_Fiberinfo



China=pubecom -

0
GetQueueStatus
SwitchToFiber
Answer
200ms Sleep Sleep
Answer BPS DONE

SwitchToFiber
WaitM essage CPU

12-1 Counter

, 2] Counter.cpp

R T e T T T e e T P T T I L

Module: Counter.cpp
Hotices: Copyright (c) 2006 Jeffrey Richter

******#***********$****************$$“#$*$#‘**t**tt***************t#‘*ﬁ#*ﬁ‘tt/

#include ", . \CmnHdr.h" /* See Appendix A. «/
frinclude <WindowsX.h>

#include <tchar.h>

#include "Resource.h”

FEIREIEETERETEERITERE I EFEITFELTEF R T LA E IRt d I T I EEiidILETIEIiTEE]

ff The possible state of the background processing

typedef enum {
BPS_STARTOVER, // Start the background processing from the beginning.
BPS_CONTINUE, // Continue the background processing.
BPS_DONE // There is no background preocessing to do. -

1 BKGNDPROCSTATE: '

typedef struct {
PYOID pFiberdI; // User interface fiber execution context
HWND  hwnd; // Handle of main UI window
BKGMDPROCSTATE bps: // State of background processing

} FIBERINFQ, *PFIBERINFO;

// A global that contains application state information. This
// global is accessed directly by the U1 fiber and fndirectly
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// by the background processing fiber,
FIBERINF} g_Fiberinfo:

FELEEEITLEETET BT R EI ST E S L EEETF T TR E I T EEFR R TR F TR

void WENAPI FiberFunc(PVOID pvParam) {
PFIBERINFO pFiberInfo = (PFIBERINFO) pvParam;

// Update the window showing which fiber is axecuting.
SetD1gltemText(pFiberInfo->hwnd, IDC_FIBER, TEXT("Recalculation™));

/f Get the current count in the EDIT control.
int nCount = GetDlgltemInt(pFiberInfo->hwnd, IDC_COUNT, NULL. FALSE):

/4 Count from 8 to nCount, updating the STATIC control.
for {int x = @; x <= nCount; x++) {

// U1 events have higher priority than counting.
/1 1f there are any UI events, handle them ASAP.
if (HIWORD(GetOueueStatus(QS_ALLEVENTS)) = 0) {

f/ The Ul fiber has something to do; temporarily
// pause counting and handle the UI events,
SwitchToFiber(pFiberInfo->pFiberli);

/f The Ul has no more events; continue counting.
SetDlgItemText{pFiberInfo->hwnd, IDC_FIBER, TEXT¢"Recalculation™));
1

// Update the STATIC control with the most recent count.
SetDlgltemInt{pFiberInfo->hwnd. IDC_ANSWER, x, FALSE}:

f/ Sleep for a while to exaggerate the effect; remove
/7 the cal) to Slieep in production code.
Sleepi(288);

1

// Indicate that counting is complete.
pFiberinfo->bps = BPS_DONE;

// Reschedule the UI thread. When the UI thread is running
/7 and has no events to process, the thread is put to sleep.
/7 NOTE: If we just allow the fiber function to return,

/{ the thread and the Ul fiber die -- we don't want this!
SwitchToFiber(pFiberInfo->pFiberUl);

N N N R R el

BOOL D1g_OnInitDialog{HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

chSETDLGICONS(hwnd, I0I_COUNTER):
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SetDigltemInt(hwnd, IDC_COUNT, 8, FALSE);
return{TRUE);

I e

void 01g_OnCommand(HWND hwnd, int id. HWND hwndCtl. UINT codeNotify) {

switch {id} §
case IDCANCEL:
PostQuitMessage(@d);
break;

case IDC_COUNT:
if (codeNotify == EN_CHANGE) {

// When the user changes the count, start the
// background processing over from the beginning.
g_FiberInfo.bps = BPS_STARTOVER;

1
break:

N N N el

INT_PTR WINAPI D1g_Proc{HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM TParam) {

switch (uMsg) [
chHANDLE_DLGMSG{hwnd, WM_INITCIALGG, DVg_OnInitDialog);
chHANDLE_DLGMSG (hwnd, WH_COMMAND, D1g_OnCommand);

}
return{FALSE);

}
R R R T e
int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE. PTSTR pszCmdLine, int) {

// Counter fiber executiom context
PYOID pFiberCounter = NULL:

// Convert this thread to a fiber.
g_FiberInfo.pFiberUl = ConvertThreadToFiber({NULL):

// Create the application's UI window.
g_FiberInfo.hwnd = CreateDialog(hinstExe, MAKEINTRESOQURCEC IDD_COUKTER) .

N4LL, Dlg_Proc):

// Update the window showing which fiber 1s executing.
SetDlgltemText(g_FiberInfo.hwnd, IDC_FIBER, TEXT("User jnterface™}):
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// Inftially, there is no background processing to be done.
g_FiberInfo.bps = BPS_DONE;

// While the Ul window still exists...
BOOL fQuit = FALSE:
while (ifQuit) {

// Ul messages are higher priority than background processing.

MSG msg;
if (PeckMessage(&msg, NYLL, @, @, PM_REMOVE)} {

// 1f a wessage exists in the queue, process 1t.

fQuit = (msg.message == WM_QUIT);

if (1isDialogMessage(g_FiberInfo.hwnd, &msg)) {
TranslateMessage{tmsg):
DispatchMessage(&msg);

1

} else [

// No UI msgs exist; check the state of the background processing.

switch {g_FiberInfo.bps) {
case BPS_DONE:
// %o background processing to do; wait for a WI event,
KajtMessage(};
break;

case BPS_STARTOVER: )
/f User changed the count: restart the background processing.

if (pFiberCounter != NULL) {
// A recalcultation fiber exists: delete it so that
// background processing starts over from the beginning.
DeleteFiber(pFiberCounter};
pFiberCounter = NULL;
}

/f Create a new recalc fiber that starts from the beginning.
pFiberCounter = Createfiber(@, FiberFunc, &g_FiberInfo);

// The background processing started; it should continue.
g_FiberInfo.bps = BPS_CONTINUE:

// Fall through to BPS_CONTINUE case...

case BPS_CONTINUE:
/7 Allow the backgroumd processing to execute...
SwitchToFiber{pFiberCounter);

// The background processing has been paused
// (because a U message showed up) or has been
// stopped (because the counting has completed).

/{ Update the window showing which fiber 1s executing.
SetDlgitemText{g_FiberInfo.hwnd, IDC_FIBER,
TEXT("User interface”)):
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if (g_FiberInfo.bps == BPS_DONE) {
// The background processing ran to completion. Delete the
!/ fiber so that processing will restart next time.
DeleteFiber{pfiberCounter);
pFiberCounter = NULL;

1

break;

Y /f switch on background processing state

1 /7 No UI messages exist
} // while the window still exists
BestroyWindow(g_FiberInfo.hwnd};

return(®): // End the application,
}

FIEERTEERITFEEEEIEIII i i1 7E Bnd of File fI170171HITEIITEITIIIETIIETEIIIELY
Counter.rc

//Microsoft Developer Studio generated resource script.

1
#include "resource.h”

fidefine APSTUDIO_READOMLY_SYMBOLS
l!/!ff!f/!!ff/f!//!f/ff!//ff/!l///I!!/IlIlff///i!/fff/ll//f!///!l/!f////!//!!

1
// Generated from the TEXTINCLUDE 2 resource.

i
#include "afxres.h”

/f////l//!f//!/If/l/flf/lfl//II/f/!//!f///!///f///II/ff///////f//fl!//ff/lff/
fundef APSTUDIO_READONLY_SYMBOLS

}////!/f!ff/!///f!l/ff!/f!/!ff!Ii/f//!!f/ff!//f/lff/il/l/f!!!/l!!ff!lil/!f!l!
f/ Eng¥ish (U.S5.) resources

fif ldefined(AFX_RESOURCE_DLL) || defined (AFX_TARG_ENY)
f#ifdef _WIN32Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252}

fendif //_WIN3Z2

f//l///i/f/lf!!fff!Iff/IIfI!/lif!if////fl//fll/lf{lfff//f!liff/ff!l/f//lf!flf

f
// Dialog
1

IDD_COUNTER DIALOG DISCARDABLE @, 6, 156, 37

STYLE D5_3DLOCK | DS_CENTER | WS_MINIMIZEBOX | WS_VISIBLE | WS_.CAPTION |
WS_SYSHENU

CAPTION "Counter”

FONT 8, "MS Sans Serif”

BEGIN
LTEXT “Count to:",IDC_STATIC.4,6,34,8

EDITTEXT IDC_COUNT,38,4,40,14,ES_AUTOHSCROLL | ES.NUMBER
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LTEXT "answer:™,IDC_STATIC.99,6,25.8
RTEXT "o~ , IDC_ANSWER,122,6,23.8
LTEXT "Currently running fiber:",IDC_STATIC,4,24,75,8
LTEXT “Fiber”,IDC_FIBER,80,24,72.8
END
R R R L R i
i
// DESIGNINFQ
H

#ifdef APSTUDIO_INYOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
[DD_COUNTER, DIALDG
BEGIN
LEFTMARGIN, 7
RIGHTHARGIN, 149
TOPMARGIN, 7
BOTTOMMARGIN, 38
END
END
flendif // APSTUDIO_INVOKED

ftifdef APSTUDIG_INVOKED
FHIEEREHETERLTFERITFER T EE TR F R E T FEEES S TEEIT T E il
/i

/1 TEXTINCLUDE

H

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\9"
END

2 TEXTINCLUDE DISCARDABLE

BEGTH
“#include ""afxres.h""\r\n"
"\ g”

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

"\a'l
END

fendif // APSTUDIO_INVOKED
//I/Ilf/!///l!//l!////I/f!///!!/!!/I/!/!/!f/!ff!/f///!//!f/lff///!l/f//!f!l/!

H
/{ Icon
i

7/ lcon with lowest ID value placed first to ensure application jcon
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/7 remains consistent on all systems.

IDI_COUNTER ICON DISCARDABLE "Counter.ico”

fendif // English (U.S.) resources
//!f/l}f!//}f////l/!ffI/iff!}/!!if!/!I/if!}Ifl!ff!!iIIIff//f!/ff!/l!l///!///l

#ifndef APSTUDID._INVOKED
fl!/llI!if/!Iiffff/!!/!f!//l!ff///lI!!f/lf!lff!//f!!If!lfl//!f!/fl!if/!/iff/f
1

// Generated from the TEXTINCLUDE 3 resource.

i

/!//f!ff!/!/i/!/fff!////!/f!/fl/!i!!l/fif/!/f!/fff{f/!//f!/!/l!l!!lii!!!l!llf
fendif 7/ not APSTUDIQ_INVOKED
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13 Windows

Microsoft Windows

13.1
32 4GB
32 0x00000000 OxFFFFFFFF
4 294 967 296 4GB 64
16EB 10?® 64 0x0000000000000000
OxFFFFFFFFFFFFFFFF 18 446 744 073 709 551 616
16EB

Windows 2000

Windows 98
Windows 98
A
0x12345678 B
0x12345678 A 0x12345678
A B 0x12345678

B A B
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13.2
Windows 13-1
13-1
32 Windows 32 Windows 64 Windows Windows 98
2000 x86 2000(x86 w/3 2000 Alpha
Alpha GB I1A-64
NULL 0x00000000 0x00000000 0x00000000 00000000 0X 00000000
OX0000FFFF OX0000FFFF 0x00000000 0000FFFF 0Xx00000FFF
DOS/16 0x000001000
Windows 0x003FFFFF
0x00010000 0x00010000 0x00000000 00010000 0x00400000
OX7FFEFFFF OXBFFEFFFFF 0x000003FF FFFEFFFF OX7FFFFFFF
64-KB 0x7FFF0000 OxBFFF0000 0x000003FFFFFF0000
OX7FFFFFFF OXBFFFFFFF 0x000003FFFFFFFFFF
0x80000000
MMF) OXBFFFFFFF
0x800000000 0xC0000000 0x00000400 00000000 0xC0000000
OXFFFFFFFF OXFFFFFFFF OXFFFFFFFFF FFFFFFF OXFFFFFFFF
32 Windows 2000 64 Windows 2000
Windows 98
Microsoft 64 Windows 2000
64 Windows 2000
64 Windows 2000
IA-64 64 Intel
13.2.1 NULL —_— Windows 2000 Windows 98
NULL
CPU NULL
C/C++

int* pnSomelnteger = (int*)} malloc({sizeof(int});

*pnSomelnteger = 5;
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13 Windows
malloc NULL
0x00000000
13.2.2 MS-DOS/16 Windows —_— Windows 98
4MB Windows 98 MS-DOS 16
32
CPU
Microsoft 4MB
Windows 2000 16 MS-DOS 16 Windows
32
13.2.3 —_ Windows 2000 Windows 98
Windows 2000 Windows 2000 .exe DLL
DLL
Windows 98 Windows 98 Win32 DLL Kernel32.dll AdvAPI32.dl|
User32.dll  GDI32.dll .exe DLL
DLL
DLL DLL
Windows 98
32
1/0
Microsoft 2GB
64 Windows 2000
1. x86 Windows2000 3GB
Microsoft
x86 Windows 2000 Advanced Server Windows 2000 Data Center
3GB 3GB 1GB
/3GB BOOT.INI 13-1 “ 32 Windows 2000 x86
w/3GB K 3GB

Microsoft /3GB
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3GB
Microsoft 3GB
/LARGEADDRESSAWARE
3GB ILARGEADDRESSAWARE
0x80000000 OxBFFFFFFF 1GB
2GB 3GB
1GB /3GB
16GB RAM 64GB RAM
RAM

LARGEADDRE
SSAWARE DLL DLL 3
GB
2. 64 Windows 2000 2GB
Microsoft 32 64

32
0x000000007FFFFFFF
33 0 64 32
GB
64 0x000000080000000
2GB 64
64
4 TB(terabyte) /ILARGEADDRESSAWARE
64
LARGEADDRESSAWARE DLL DLL
4TB
13.2.4 64 KB —_ Windows 2000
64 KB
Microsoft Microsoft
Windows

32  Windows 2000

BYTE bBuf[70800]:

DWORD dwMumBytesWritten;

WriteProcessMemory(GetCurrentProcess{), (PY0QID) @x7FFEEEY8, bBuf,
sizeof(bBuf), &dwHumBytesWritten);
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13 Windows
WriteProcessM emory
32 0x80000000
0x80000000
Microsoft
13.2.5 MMF —_ Windows 98
1GB 32
Kernel32.dll AdvAPI32.dll User32.dll GDI32.dll
32 DLL
17
13.2.6 —_— Windows 2000 Windows 98
Windows 2000
23 24 25
Windows 2000 64 Windows 2000 4TB 16, 777, 212
B
64
4TB
Windows 98 Windows 98
13.3
VirtualAlloc 15
(reserving)
CPU CPU
x86 32 Alpha 64 Alpha I|A-64 64K B
CPU
x86 4 KB Alpha 32 Windows 2000 64
Windows 2000 8 KB Microsoft 1A-64 8

KB

Microsoft
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16KB
FEB FEB
FEB
TEB
TEB
64KB PEB TEB
64 KB
CPU
10 KB
x86 12KB
Alpha 16KB
VirtualFree
13.4
[ ] A
11 6
Virtual Alloc 16 8
24576 24576
64KB — —
13-1 4096 5
9 8192
| 4006
CPU l 8
x86 . 40% | 4
7 8192 64KB
4 KB i 4096
Alpha 8 6
4096 3
KB 5 8192
4096
4
4096 2
3 8192
VirtualFree L .
4096 1
4096 v

RAM 13-1 CPU
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Windows
16MB RAM 16MB RAM
CPU
CPU RAM
RAM
64MB RAM 100 MB
164MB RAM
164MB RAM CPU RAM
RAM
RAM
RAM
VirtualAlloc
RAM
13-2
RAM CPU
RAM
CPU
RAM
RAM
RAM CPU
CPU RAM
RAM
RAM

RAM CPU
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.exe
.exe
.exe
L RAM/—— — \,__\ / — J
RAM
/ ki b |
\ v 'I'

S
l

i

.exe DLL

17

Windows 2000 Windows 2000

System Properties Control Panel
Advanced Performance Options
13-3
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Drive [Walume Label] Paging File Size (ME)

—Paaing file size For selected drive:

Drive: 0 [System]
Space available: 643 ME
Tnitial size (MEY: 144

Maximum size {MB_]I: 288 Set

— Total paging file size for all drives
Minirun allowed: 2ME
Recommended; 142 MEB
Currently sllocated: 144 MB

—FRegiskry size

Currert registry size: 15 MB

Maximum registry size (MB: I 26
ok I Cancel

13-3 Virtua Memory

.exe DLL Windows 98 Windows 2000
RAM
RAM
RAM
RAM
Microsoft
.exe DLL
RAM
RAM
ISWAPRUN CD /SWAPRUN NET Windows 98
/SWAPRUN
13.6
13-2
x86 AlphaCPU “ " CPU

PAGE_EXECUTE
CPU Windows
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13-2

PAGE_NOACCESS
PAGE_READONLY
PAGE_READWRITE
PAGE_EXECUTE
PAGE_EXECUTE_READ
PAGE_EXECUTE_READWRITE
PAGE_WRITECOPY

PAGE_EXECUTE_WRITECOPY

“ ” “ ”

Windows 98 Windows 98 PAGE_NOACCESS PAGE_READONLY PAGE_
READWRITE

13.6.1 Copy-On-Write

13-2
PAGE_WRITECOPY PAGE_EXECUTE_WRITECOPY
RAM Windows
10 Notepad

Copy-On-Write
.exe DLL
PAGE_EXECUTE_READ PAGE_READWRITE

1) RAM

2)

PAGE_READWRITE PAGE_EXECUTE_READWRITE

3) RAM
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13 Windows
17 Copy-On-Write
Virtual Alloc
PAGE_WRITECOPY PAGE_EXECUTE _WRITECOPY VirtualAlloc
GetL astError ERROR_INVALID_PARAMETER
.exe DLL
Windows 98 Windows 98 Copy-On-Write Windows 98
Copy_On_Write
13.6.2
3 PAGE_NOCACHE PAGE_
WRITECOMBINE PAGE_GUARD OR 3
PAGE_NOCACHE
PAGE_NOCACHE
PAGE_WRITECOMBINE
PAGE_GUARD
Windows 2000
16
Windows 98 Windows 98 PAGE_NOCACHE PAGE_WRITECOMBINE
PAGE_GUARD 3
13.7
14 VMMap
32 x86 Windows 2000 VMMap 13-3
Windows 2000 Windows 98
13-3
6
0x00000000
0x7FFEO000

64KB



China=hubecom

13-3 32 x86 Windows 2000

00000000 65 536

00010000 4096 1 -RW-

00011000 61 440

00020000 4096 1 -RW-

00021000 61440

00030000 1048576 3 -RW-

00130000 1048576 2 -RwW-

00230000 65 536 2 -Rw-

00240000 90112 1 -RW- \Device\HarddiskVolumel\WINNT\
system32\unicode.nls

00256000 40 960

00260000 208 896 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\locale.nls

00293000 53248

002A0000 266 240 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\sortkey.nls

002E1000 61 400

002F0000 16 384 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\sorttbls.nls

002F4000 49152

00300000 819 200 4 ER--

003C8000 229 376

00400000 106 496 5 ERWC C:\CD\x86\Debug\14\VMMap.exe

0041A000 24576

00420000 274 432 1 -R--

00463000 53248

00470000 3145728 2 ER--

00770000 4096 1 -RW-

00771000 61440

00780000 4096 1 -RwW-

00781000 61 440

00790000 65 536 2 -RW-

007A0000 8192 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\ctype.nls

007A2000 1763 893 248

699D0000 45 056 4 ERWC C \WINNT\System32\PSAPI.dll

699DB000 238 505 984

77D50000 450 560 4 ERWC C \WINNT\System32\RPCRT4.dl

77DBE000 8192

77DC0000 344 064 5 ERWC C \WINNT\System32\ADVAPI32.dlI

77E14000 49152

77E20000 401 408 4 ERWC C \WINNT\System32\USER32.dlI

77E82000 57 344

77E90000 720 896 5 ERWC C \WINNT\System32\K ERNEL 32.dlI

77F40000 241 664 4 ERWC C \WINNT\System32\GDI32.dl

77F7B000 20480
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13 Windows
()
77F80000 483328 5 ERWC C \WINNT\System32\ntdl1.dll
77FF6000 40 960
78000000 290 816 6 ERWC C \WINNT\System32\M SV CRT.dl|
78047000 124 424 192
7F6F0000 1048576 2 ER--
7F7F0000 8126 464
7FFB0000 147 456 1 -R--
7FFD4000 40 960
7FFDEO0O 4096 1 ERW-
7FFDF000 4096 1 ERW-
7FFE0000 65 536 2 -R--
4 13-4
13-4
.exe DLL
VMMap
VNNap 3
14
User.DLL
0x77E20000 401 408
CPU x86CPU 4096
0
1 /
0x77E20000 401 408
x86 CPU x86 CPU 4096
98 401 408/4096 4
E= R= W=
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GUARD NO-CACHE
VMMap
VMMap VMMap
GUARD
GUARD VMMap
VMMap ToolHelp
VMMap Windows 2000 GetMappedFileName
Windows 98 VMMap
13.7.1
13-3 13-5 13-3
13-5 32 x86 Windows 2000
00000000 65 536
00010000 4096 1 -RW-
00010000 4096 -RW- -
00011000 61440
00020000 4096 1 -RW-
00020000 4096 -RW- -
00021000 61440
00030000 1048576 3 -RW-
00030000 905 216 -RW- ---
0010D000 4096 -RW- G--
0010E000 139 264 -RW- ---
00130000 1048576 2 -RW-
00130000 36 864 -RW- ---
00139000 1011712 -RW- ---
00230000 65536 2 -RW-
00230000 4096 -RW- ---
00231000 61440 -RW- ---
00240000 90112 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\unicode.nls
00240000 90112 R -
00256000 40 960
00260000 208 896 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\locale.nls
00260000 208 896 -R-- -
00293000 53248
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13 Windows
()
002A0000 266240 -R-- \Device\HarddiskVolumel\WINNT\
system32\sortkey.nls
002A0000 266240 -R-- -
002E1000 61 440
002F0000 16 384 -R-- \Device\HarddiskVolume\WINNT
system32\sortthls.nls
002F0000 16 384 -R-- -
002F4000 49 152
00300000 819 200 ER--
00300000 16 384 ER-- ---
00304000 770048 ER-- ---
003C0000 8192 ER-- ---
003C2000 24 576 ER-- -
003C8000 229 376
00400000 106 496 ERWC C:\CD\x86\Debug\14 VMMap.exe
00400000 4096 ‘R -
00401000 81920 ER-- ---
00415000 4096 -R-- -
00416000 8192 -RW- ---
00418000 8192 -R-- -
0041A000 24 576
00420000 274 432 -R--
00420000 274432 ‘R -
00463000 53248
00470000 3145728 ER--
00470000 274432 ER-- ---
004B3000 2871296 ER-- ---
00770000 4096 -RW-
00770000 4096 -RW- ---
00771000 61 440
00780000 4096 -RW-
00780000 4096 -RW- —--
00781000 61 440
00790000 65 536 -RW-
00790000 20 480 RW- —-
00795000 45 056 -RW- ---
007A0000 8192 -R-- \Device\HarddiskVolumel\WINNT\
system32\ctype.nls
007A0000 8192 ‘R -
007A 2000 57 344
007B0000 524 288 -RW-
007B0000 4096 -RW- ---
007B1000 520 192 -RW- ---
00830000 1763311616
699D0000 45 056 ERWC C:\WINNT\System32\PSAPI.dll
699D0000 4096 = S
699D1000 16 384 ER-- ---
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()

699D5000
699D9000
699DB000
77D50000
77D50000
77D51000
77DB8000
77DB9000
77DBEO0O
77DC0000
77DCO0000
77DC1000
77E0C000
77EODOOO
77EOEO00
77E14000
77E20000
77E20000
77E21000
77E76000
77E77000
77E82000
77E90000
77E90000
77E91000
77EEB00O
77EEDOOO
77TEEEO00
77FA0000
77FA40000
77F41000
77F77000
77F78000
77F7B000
77F80000
77F80000
77F81000
77FCA000
77FCC000
77FCDO000
77FF6000
78000000
78000000
78001000
78034000
7803C000
7803F000

16 384
8192
238 505 984
450 560
4096
421 888
4096
20 480
8192
344 064
4096
307 200
4096
4096
24576
49 152
401 408
4096
348 160
4096
45 056
57344
720 896
4096
368 640
8192
4096
335872
241 664
4096
221184
4096

12 288
20 480
483 328
4096
299 008
8192
4096
167 936
40 960
290 816
4096
208 896
32768
12 288
16 384

C:\WINNT\system32\RPCRT4.DLL

C:\WINNT\system32\ ADVAPI32.dlI

C:\WINNT\system32\USER32.dI

C:\WINNT\system32\KERNEL 32.dl

C:\WINNT\system32\GDI32.DLL

C:\WINT\system32\ntdll.dl

C:\WINNT\system32\M SV CRT.dl|
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()

78043000 16 384 -R--

78047000 124 424 192

7F6F0000 1048576 ER--

7F6F0000 28672 ER-- ---

7F6F7000 1019904 ER-- ---
7F7F0000 8126 464
7FFB0000 147 456 -R--

7FFB0000 147 456 -R--
7FFD4000 40 960
7FFDE00O 4096 ERW-

7FFDE000 4096 ERW- ---
7FFDF000 4096 ERW-
7FFDF000 4096 ERW- --

7FFE0000 65 536 -R--
7FFE0000 4096 -R--
7FFE1000 61 440 -R-- -
4

4096 O0x77E20000 Ox77E21000 85
348 160
352 256
5
5
.exe DLL
.exe DLL PAGE_WRITECOPY

PAGE_EXECUTE_WRITECOPY

PAGE_GUARD PAGE_NOCACHE PAGE_WRITECOMBINE

13.7.2

13-6

Windows 98

Windows 98

VMMAP

copy_on_write
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0x80018000 0x85620000

13-6 Windows 98
00000000 4194 304
00400000 131072 C \CD\X86\DEBUG\14 VMMAPEXE
00400000 8192 -R-- ---
00402000 8192 “RW- ---
00404000 73728 -R-- ---
00416000 8192 -RW- -
00418000 8192 -R-- ---
0041A000 24576 em e
00420000 1114112
00420000 20 480 -RW- -
00425000 1028096 0 -e-- -
00520000 4096 -RW- ---
00521000 61440 e e
00530000 65 536 -RW-
00530000 4096 -RW- -—-
00531000 61 440 -RW- -
00540000 1179 648 ——--
00540000 942080 0 -
00626000 4096 -RW- -—-
00627000 b2y (- T ——
0062D000 0 L T ———
0062E000 139 264 “RW- -
00650000 65536 0000 -
00660000 1114112 J—
00660000 20 480 -RW- -
00665000 1028096 0 —ee- -
00760000 4096 -RW- ---
00761000 61440 -
00770000 1048576 -RW-
00770000 32768 -RW- -
00778000 1015808 -RW- ---
00870000 2004 418 560
7800000 262114 C:\WINDOWS\SY STEM\MSVCRT.DLL
78000000 188416 -R-- ---
7802E000 57344 -RW- ---
7803C000 16 384 R-- -
78040000 133 955 584
80000000 4096 -
80000000 10 J R ——
80001000 4096 —
80001000 4096 -RW- -—-
80002000 4096 —
80002000 4096 -RW- -—-
80003000 4096 J—
80003000 4096 -RW- -—-
80004000 65 536 -
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()

80004000 32768 “RW- -
8000C000 32768 e

80014000 4096
80014000 4096 -RW- -

80015000 4096
80015000 4096 -RW- -

80016000 4096
80016000 4096 -RW- —-

80017000 4096
80017000 4096 -RW- -

85620000 9773056

85F72000 151 552
85F72000 151 552 R -

85F97000 327 680
85F97000 327680 Re- -

85FE7000 22 052 864

874EF000 4194304
874EF000 4194304 e

878EF000 679 219 200

BOOB000O 880 640
BOOB000O 233472 Re- -
BOOE9000 20 480 “RW- -
BOOEEO0O 626 288 R -

B0187000 177 311 744

BAAA0000 315392
BAAA0000 4096 Re- -
BAAA1000 4096 -RW- —
BAAA2000 241 664 R -
BAADDO0O 4096 RW- -
BAADEOQO 4096 “Re- -
BAADF000 32768 “RW- —
BAAE7000 24576 R -

BAAEDO00 86 978 560

BFDE000O 20 480
BFDEO000 20480 Re- -

BFDE5000 45056

BFDF0000 65536
BFDF0000 40 960 Ree v
BFDFA000 4096 “RW- -
BFDFB000 20 480 Re- -

BFE00000 131072

BFE20000 16 384
BFE20000 8192 Re- -
BFE22000 4096 “RW- -
BFE23000 4096 Ree v

BFE24000 245 760

BFE60000 24576
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()
BFE60000 8192 -R-- -
BFE62000 4096 -RW- -
BFE63000 12288 -R-- -
BFE66000 40 960
BFE70000 24576 3
BFE70000 8192 Re- -
BFE72000 4096 -RW- ---
BFE73000 12288 -R-- -
BFE76000 40 960
BFES80000 65 536 3 C:\WINDOWS\SY STEM\ADVAPI32.DLL
BFES0000 49152 -R-- -
BFESC000 4096 -RW- -
BFESD000 12288 R -
BFE90000 573 440 3
BFE90000 425984 -R-- -
BFEFS000 4096 -RW- ---
BFEF9000 143 360 -R-- -
BFF1C000 16 384
BFF20000 155 648 5 C \WINDOWS\SYSTEM\GDI32.DLL
BFF20000 126 976 -R-- -
BFF3F000 8192 -RW- ---
BFF41000 4096 -R-- -
BFF42000 4096 -RW- ---
BFF43000 12288 R -
BFF46000 40 960
BFF50000 69 632 3 C:\WINDOWS\SY STEM\USER32.DLL
BFF50000 53248 -R-- -
BFF5D000 4096 -RW- -
BFF5E000 12288 R -
BFF61000 61440
BFF70000 585728 5 C\WINDOWS\SY STEM\KERNEL 32.DLL
BFF70000 352 256 -R-- -
BFFC6000 P N —
BFFC9000 16 384 -RW- —
BFFCDO000 90112 Re- o
BFFE3000 114688 0 e
BFFFF000 4096
Windows 98
Windows 98
.exe DLL
64KB
64KB

0x00530000 4 KB
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60 KB
copy-on-write Windows 98
3 PAGE_NOCACHE PAGE_WRITECOMBINE
PAGE_GUARD PAGE_GUARD VMMap
Windows 2000 Windows 98 0x80000000 OxBFFFFFFF
32
4 DLL
13.8
CPU
CPU
0 WORD 2 DWORD
4 CPU CPU

Y0ID SomeFunc(PY¥0OID pvDataBuffer) {

{// The first byte 1n the buffer is some byte of information
char ¢ = » (PBYTE) pvDataBuffer;

// Increment past the first byte in the buffer
pvbataBuffer = (PVOID)((PBYTE) pvDataBuffer + 1);

// Bytes 2-5 contain a double-word value
DWORD dw = * (DWORD +) pvDataBuffer;

// The 1ine above raises a data misalignment exception on the Alpha

CPU
x86 CPU X86 CPU EFLAGS
AC CPU
0 0 CPU
1
CPU INT 17H x86 Windows 2000 Windows 98 CPU
x86

Alpha CPU Alpha CPU
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CPU Windows 2000

Alpha Windows 2000

Windows 2000
HKEY_LOCAL_MACHINEA\CurrentControlSeti\Control\Session Manager

EnableAlignmentFaul tExceptions
Windows 2000

Alpha Microsoft Visual C++
AXPAlign.exe AXPAlign

Alpha AXP alignment fault exception control
Usage: axpalign [option]

Options:
fenable  to enable alignment fault exceptions.
tdisable to disable alignment fault exceptions.
fshow to display the current alignment exception setting.

Enable alignment fault exceptions:
In this mode any aligned access to unaligned data will result in a
data misalignment exception and no automatic operating system fixups
will occur. The application may be terminated or a debugger can be
used to locate the source of alignment faults in your code.

This setting applies to all running processes and thus care should
be taken since older applications may get exceptions and terminate.

Note that SetErrorMode(SEM_NOALIGNMENTFAULTEXCEPT) can be used to
suppress alignment exceptions even in this mode.

Disable alignment fault exceptions:
This is the default mode with Windows NT for Alpha AXP, versions 3.1
and 3.5. In this mede the operating system will fixup any misaligned
data accesses should they occur and applications or debuggers will
not see them., This may lead to performance degradation 1f 1t occurs
at a high rate. Perfmon or wperf may be used to monftor the rate.

AXPAlign
SetErrorMode
UINT SetErrorMode(UINT fuErrorMode};

SEM_NOALIGNMENTFAULTEXCEPT
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CPU
NOALIGNMENTFAULTEXCEPT
Alpha
1

CreateProcess

SEM

SetErrorMode
x86
EnableAlignmentFault Exceptions

Windows 2000 MM C Performance Monitor

13-4

Add Counters

= Use local computer counters

|\W-JEFFRR-NE =
Performance object: :
I Syzteri j

Ferformance counters:

ec
Contest Switches/sec
Exception Dispatches/zec
File Contral Bytesfzec
File Control Dperations/zec
File D'ata Operations/zec
File Rrad Rutesdzer
A

i

Add Counter

Add

Cloze I

{7 alllinetaries

(& Select fstarmes fom st

13-4 Add Counters

CPU

X86
CPU
SetErrorMode

Reference Manual
100

Microsoft
const volatile

Alpha CPU C/C++

VOID SomeFunc(PYOID pvDataBuffer) {

__unaligned

x86
0 x86 CPU
x86 CPU
Windows 2000
Digital Alpha Architecture

__unaligned
__unaligned
CPU
__unaligned

// The first byte 1n the buffer is some byte of information

char ¢ = » (PBYTE) pvDataBuffer;
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// Increment past the first byte in the buffer
pvDataBuffer = (PVOID)((PBYTE) pvDataBuffer + 1);

// Bytes 2-5 contain a double-word value
DWMORD dw = * (__unaligned DWORD =) pvDataBuffer;

// The Vine above causes the compiler to generate additional

7/ instructions so that several aligned data accesses are performed
f/ to read the DWORD.

// Note that a data misalignment exception is not raised.

Alpha 7 CPU
DWORD dw = %= {__unaligned DWORD #*) pvDataBuffer;

__unaligned 3 CPU
Alpha CPU __unaligned CPU
CPU
Alignment Fixup/sec

x86 CPU Visual C/C++ __unaligned
Microsoft CPU
x86 __unaligned
UNALIGNED __unaligned WIinNT.h
UNALIGNED

#if defined(_M_MRXPA®) || defined(_M_ALPHA} || defined(_M_IA64)
#define UNALIGNED __unaligned
f#if defined(_WINE4)

fidefine UNALIGNEDS4 __unaligned
#else

fidefine UNALIGNEDG4

#endif

f#else

fidefine UNALIGNED

#define UNALIGNEDS4

fiendif
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14.1

GetSysteminfo
VOID GetSystemInfo{LPSYSTEM_INFO psinf);
SYSTEM_INFO

SYSTEM_INFO

typedef struct _SYSTEM_INFO {
union {
DWORD dwlemId: /{ Obsolete, do not use
struct [
WORD wProcessorArchitecture;
WORD wReserved:
I¥
I
DWORD dwPageSize;
LPYCID T1pMinimumApplicationAddress;
LPYOID TpMaximumApplicationAddress;
DWORD_PTR dwActiveProcessorMask:
OWORD dwNumberfProcessors;
DWORD dwProcessorType;
DWORD dwAllocationGranularity;
WORD wProcessorlevel;
WORD wProcessorRevision;
} SYSTEM_INFO, »LPSYSTEM_INFO;

GetSysteminfo

4

14-1 4
14-1

Windows

dwPageSize CPU x86 CPU
Alpha CPU 8192 1A-64
IpMinimumA pplicationAddress
4194 304 0x00400000
4amB Windows 2000
0x00010000

4096

64KB

8192
Windows 98

65 536
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IpMaximumA pplicationAddress Windows 98
2 147 483 647 Ox7FFFFFFF
2GB Windows 2000
64KB
dwAllocationGranularity
Windows 65 536
14-2
14-2
dwOemld
WRederved
dwNumberOfProcessors CPU
dwA ctiveProcessorMask CPU
dwProcessor Type Windows 98 Windows 2000
Intel 386 486 Pentium
wProcessorArchitecture Windows 2000 Windows 98 Intel
Alpha Intel 64 Alpha 64
wProcessorLevel Windows 2000 Windows 98
Intel Pentium Pro  Pentium 1
wProcessorRevision Windows 2000 Windows 98
14-1 SysInfo “ 14 Sysinfo.exe” GetSysteminfo
= SystemInfo =1zl System Info A
Processor Architecture: Intel Processor &rchitectuns: Initel
Processor level: Fentivm Processor level:  Pentium Pro or Pestiurm |
Processorrevizion: [unknovn) Processorrevision: Maodel E, Stepping 10
Murnber of processars: 1 Mumber of processars: 2}
Active processor mask: 0:0000000000000007 Active processor mask: 0:0000000000000007
Allocation granulanty: - B8 536 Allocation granulanity: E5.536
FPage size: 4 195 Page size: 4,096
Minimur app. address: 00400000 Minimury app. address: Q00710000
tasimum app. address: FFFFFFFF Mawimum app. address: TFFEFFFF
14-1  x86 CPU Windows 98 14-2  x86 CPU 32 Windows 2000
= System Info [CE]] = System Info [ _ |
Processor Architecture: filpha Processor Architectune: Alphakd
Processor level: 21164 Processor level: 21164
Froceszsorrevizion: Model &, Faze 2 Processor revizion: Model &, Pazs 2
Murnber of proceszors: 2 Mumber of processors: 1
Achive processor mask: 0:0000000000000003 Active processor mask: 0=0000000000000007
Allacation granularity: E5 536 Aillacation granularity: - E5 536
Fage size: 8192 FPage size: 81592
inimurn app. address: E5 536 Minimuny app. address: 000000000001 0000
Magimumn app. address: 214748111 Iawimumn app. address: O00003FFFEFEFFFR
14-3 Alpha CPU 32  Windows 2000 14-4 Alpha CPU 64 Windows
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SYSTEM_INFO
14-Sysinfo 14-1 14-2 14-3 14-4
SysInfo
14-1 Syslinfo
Syslinfo.cpp

/********¥$$t*$$**********t**#***#*****!**********¥$t$$t$$*********‘***#***3***

Module: SysInfo.cpp
Notices: Copyright (c) 2808 Jeffrey Richter

*********$t$$$$**************************l*****%****$$$$$*********#*****$*****;

#incluge ™, . \CmnHdr.h" [+ See Appendix A. */
#include <windowsx.h>

#include <tchar.h>

#include <stdic.h>

#include "Resource.p”

FETERIETERREPEEEEIEETT I I PRI EREE TP EE PRI T EE T ]

/4 Set to TRUE if the app is running on Windows 9x.
BOOL g_fWin9xIsHost = FALSE:

A R L

// This functien accepts a number and converts it to a
// string, inserting commas where appropriate.
PTSTR BigNumToString(LONG TNum, PTSTR szBuf) {

TCHAR szNum{180]:

wsprintf{szNum, TEXT("%d"}, TNum):
MUMBERFMT nf;
nf.NumBigits = B;
nf.Leadinglero =
nf.Grouping = 3
nf.lpbDecimalSep = TEXT("."):

nf.1pThousandSep = TEXT{(",");

nf.Negativelrder = 8:

GetNumberFormat( LOCALE_USER_DEFAULT, @, szNum, &nf, szBuf, 1@@);
return{szBuf);

FALSE;

SELEEREIEFRE EEI i F TSI SRR E I TR ET TS GE T T ERHIFERITETEET T

void ShowCPUInfo(HWND hwnd, WORD wProcessorArchitecture, WORD wProcessorLevel,
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WORD wProcessorRevision) {

TCHAR szCPUArchi64] TEXT("{unknown}"};
TCHAR szCPULevel[64] = TEXT{"{unknown)");
TCHAR szCPURev[64]1 = TEXT{"{unknown)™);

switch (wProcessorArchitecture) {
case PROCESSOR_ARCHITECTURE_INTEL:
1strepy(szCPUArch, TEXT("Intel™));
switch (wProcessorLevel) {
case 3: case 4:
wsorintf{szCPULevel, TEXT("8B%cBE"). wProcessorlLevel + '@°);
i {(tg_fWin9xIsHost)
wsprintf(szCPURey, TEXT{"%c¥d"),
HIBYTE{wProcessarRevision) + TEXT{'A"),
LOBYTE{wProcessorRevision)):
hreak;

case b5:
wsprintf(szCPULevel, TEXT("Pentium™});
if (lg_fWin9xIsHost)
wsprintf(szCPURev, TEXT("Model %d, Stepping %d"),
HIBYTE(wProcessorRevision), LOBYTE(wProcessorRevision)):
break:;
case 6
wsprintf(szCPULevel, TEXT("Penttium Fro or Pentium TI")};
if (1g_fWin3xIsHost)
wsprintf(szCPURev, TEAT("Model %d, Stepping %d").
HIBYTE(wWProcessorRevision), LOBYTE(wProcessorRevision)):
break;

}
break;

case PROCESSOR_ARCHETECTURE_ALPHA:
Vstrcpy{szCPUArch, TEXT("Aipha™));
wsprintf(szCPULevel, TEXT("%d"), wProcessorlLevel);
wsprintf(szCPURev, TEXT("Model %c, Pass "},
HIBYTE(wProcessorRevision) + TEXT('A’),
LOBYTE({wProcessorRevision}):
break;

case PROCESSOR_ARCHITECTURE_TAG4:
1strepy(szCPUArch, TEXT("IA-847));
wsprintf(szCPULevel, TEXT("%d"), wProcessorlevel}:
wsprintf(szCPURev, TEXT("Model %c, Pass %d™),
HIBYTE{(wProcessorRevision) + TEXT{'A"),
LOBYTE(wProcessorRevision));
break:

case PROCESSOR_ARCHITECTURE_ALPHAG4:
1strepy(szCPUArPch, TEXT("Alphabd™)):
wsprintf(szCPULevel, TEXT(“%d™), wProcessorlLevel):
wsprintf{szCPURev, TEXT("Model %c. Pass %d"),
HIBYTE (wProcessorRevision) + TEXT('A’).
LOBYTE(wWProcessorRevision}):
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}

break:

case PROCESSOR_ARCHITECTURE_UNKNOWN:
default:
wsprintf(szCPUArch, TEXT("Unknown"));
break;
}
SetDlgltemText (hwnd, IDC_PROCARCH, $zCPUArch);
SetDlgltemText(hwnd, IDC_PROCLEVEL, szCPULevel)s
SetD1gltemText{hwnd, IDC_PROCREY, 52CPURev);

FERFTEREEERFEEREEEEERFFEERRELEGEdEEETEFEEFRERR LR E LT TR

BOOL Dig_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM TParam) {

1

ChSETDLGICOKS(hwnd, IDI_SYSINFD);

SYSTEM_INFOQ sinf:
GetSysteminfol&sinf);

if {g_fWin9xIsHost) {
sinf.wProcessorLevel = (WORD) (sinf.dwProcessorType / 100);
]

ShowCPUInfo(hwnd, sinf.wProcessorArchitecture,
sinf.wProcessorlLevel, sinf.wProcessorRevision};

TCHAR szBuf[5081;
SetDlgltemText (hwnd, IDC_PAGESIZE.
BigNumToString{sinf.dwPageSize, szBuf)):

_stprintf(szBuf, TEXT("%Zp"). sinf.lpMinimumAppticationAddress);
SetDlgltemfext{hwnd, IDC_MINAPPADDR, szBuf);

_stprintf(szBuf, TEXT("%p"). sinf.lpMaximumApplicationAddress);
SetDIgltemText{hwnd, IDC_MAXAPPADOR, szBuf);

_stprintf{szBuf, TEXT("@x%016164X"), (._inté4) sinf.dwActiveProcessorMask);
SetDlgitemText{hwnd, IDC_ACTIVEPROCMASK, szBuf);

SetDlgItemText{hwnd, IDC_NUMOFPROCS,
BigNumToString{sinf.dwNumber0fProcessors, szBuf});

SetDlgltemText(hwnd, IDC_ALLOCGRAN, )
BigNumToString{sinf.dwAllocationGranularity. szBuf)):

return(TRUE)Y;

FEFEEREFFRREETERTIEFERRIRTE G000 EHETER P FLEEEREFEE R LR

void Dlg_OnCommand{HWND hwnd, int id, HWND hwndCtl. UINT codeNotify) {

switch (id) (
case IDCANCEL:
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EndDialog{hwnd. id);:
break;

R N N R R R e R

INT_PTR WINAPI DYg_Proc{HWND hDlg, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) €
chHANDLE_DLGMSG(hD1g, WM_INITDIALOG, D1g_OnlInitDialog):
chHANDLE_DLGMSG{hD1g, WM_COMMAND, D1g_OnCommand) ;

1
return{FALSE);

L R T R

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdiine, int} {

OSVERSIONINFO vi = { sizeof(vi) }:
GetVersionEx(&vil);
g_fHingxIsHost = (vi.dwPlatformId == VER_PLATFORM_WIN3Z_WINDOWS);

DialogBox{hinstExe, MAKEINTRESOURCE(IDD_SYSINFQ), NULL. Dlg_Proc);
return{@};
}

FELETTELFTERIETEEETEIET1141401 End of Fide SALHFHIHIIIEIIETEI T HEEE

Sysinfo.rc

/Microsaft Developer Studio generated resocurce script.
/i
#include “"Resource.h”

#define APSTUDIC_READONLY_SYMBOLS
PHEERIERTREGERE R EETTEE LR EE TR IR ELELI LR H i E T L EE T E TR
/

// Generated from the TEXTINCLUDE 2 resource,
/!
#include "afxres.h”

FEEFRREFREEERTHETEE P RE LR REETELEER IR TR L HEELELEEFHET LR E LR
fundef APSTUDIO_READDNLY_SYMBOLS

FEFFITEER R IR i ddFEEaIEiriiid i iiidiiidtHiiiiirtiiidiritidtiiiriiisi
/f English (U.5.) resources

#if ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
#ifdef _WIN32

LANGUAGE LANG_EMGLISH, SUBLANG_ENGLISH_US

fipragma code_page(1252)
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#endif //_WIN3Z

fifdef APSTUDIO_INVOKED

FEITEEIIEEEI TR E R TP EE A EI IR T IS EEE T LRI Eit i
f

/7 TEXTINCLUDE

i
1 TEXTINCLUDE DISCARDABLE
BEGIN
"Resource. hiva"
END
2 TEXTINCLUDE DISCARDABLE
BEGIK
*#include ""afxres.h™"\rin"
ng"
END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

“ \eﬂ
END

fendif /7 APSTUDIO_TNVOKED

FELTEERITEEETTEEI T E R E TR E R ERI I EI LTI T EEEITEET EEE g
1

// Dialog
i

IDD_SYSINFO DIALOG DISCARDABLE 18, 18, 186, 97

STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION “System Info"

FONT 8, “MS Sans Serif"

BEGIN

RTEXT "Processor Architecture:",IDC_STATIC.4.4.88.8.
SS_NOPREFIX

RTEXT "IB_PROCARCH" , IDC_PROCARCH.96.4,84,8,SS_NOPREFIX

RTEXT "Processor level:",IDC_STATIC,4,14,.88,8,55_NOPREFIX

RTEXT “ID_PROCLEVEL",IDC_PROCLEVEL,.96,34,84,8,55_NOPREFIX

RTEXT "Processor revision:",IDC_STATIC,4,24,88,8,55_KOPREFIX

RTEXT "I1D_PROCREY™,IDC_PROCREY,96,24,84,8,55_NOPREFIX

RTEXT "Number of processors:”,IDC_STATIC,4.34,88,8,55_NOPREFTX

RTEXT “TD_RUMOFPROCS", IDC_NUMCGFPROCS,96,34,84,8,SS_NOPREFIX

RTEXT "Active processor mask:",IDC_STATIC.4,44,88.8,
SS_NOPREFIX

RTEXT “ID_ACTIVEPROCMASK™,IDC_ACTIVEPROCHASK,96,44,84.8,
SS_NOPREFIX

RTEXT “Allocaticon granularity:”.IDC_STATIC.4,54,88,.8.
S5_NOPREFIX

RTEXT "ID_ALLOCGRAN",IDC_ALLOCGRAN,96,54,84,8,55_NOPREFIX

RTEXT "Page size:",IDC_STATIC,4,64,88,8,55_ NOPREFIX
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RTEXT "ID_PAGESIZE™,IDC_PAGESIZE,96,64,84,8,55_NOPREFIX

RTEXT "Minimum app. address:",IDC_STATIC,4,74,88,8,55_NOPREFIX

RTEXT "ID_MINAPPADDR™, IDC_MINAPPADDR,96,74,84,8,SS5_NOPREFIX

RTEXT "Maximum app. address:”,IDC_STATIC.4,84,88,8,SS_NOPREFIX

RTEXT "ID_MAXAPPADDR" , IDC_MAXAPPADDR, 96,84 ,84,8,SS_NOPREFIX
END

FEEEERETERI T ER T i ii i i it it ii i iiidiiiddirititiiiiidiriiiiiid
1

// Icon

/

f/ lcon with lowest 10 value placed first to ensure application icon
f/ remains consistent on all systems.
IDI_SYSINFO ICON DISCARDABLE “SysInfo.Ico"

FECIITEEREETEEIFFE TR d T E PRI IR i I I ET T E R E R TR E i f R i et
r

// DESIGNIRFC
1

#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_SYSINFO, DIALOG
BEGIN
RIGHTMARGIN, 178
BOTTOMMARGEN, 77
EKD
END
#endif // APSTUDIO_INVOGKED

fendif // English {U.5.) resources
FEEFEITFF R FEEIEER IR HEFEERFEERI TR F R FETF b IR it i i iiiiiiiis}

#ifndef APSTUDIO_INVCKED
JELEREEPEEERTEEI LRI TR EET R R ET A ET T ERH T EEEE I ERE LT

i/
/{ Generated from the TEXTINCLUDE 3 resource.

/7

FHERRREFFRIEREEFI I E T I LT E R ET
fendif // not APSTUDTO_INVOKED

14.2

Windows GlobalMemoryStatus
YOID GlobalMemoryStatus(LPMEMORYSTATUS pmst);
GlobalMemoryStatus 16
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Windows Global M emoryStatus VirtualMemoryStatus

GlobalMemoryStatus MEMORY STATUS
MOMORY STATUS

typedef struct _MEMORYSTATUS {
DWORD dwLength:
DWORD dwMemoryload;
SIZE_T dwTotalPhys;
SIZE_T dwhAvailPhys;
SIZE_T dwTotalPageF1le;
SIZE_T dwAvailPageFile;
SIZE_T dwTotalVirtual;
SIZE_T dwAvail¥irtual;

1 MEMORYSTATUS, =LPMEMORYSTATUS:

GlobaMemoryStatus dwLength
MEMORY STATUS Microsoft

Windows GlobaMemoryStatus
VMSat
4GB 4GB
Global Memory StatusEx
BOOL GlobalMemoryStatusEx(LPMEMORYSTATUSEX pmst);

MEMORY STATUSEX

typedef struct _MEMORYSTATUSEX {
DWORD dwlLength;
DWORD dwMemoryload:
DWORDLONG ul1TotalPhys:
DWORDLOMG ullAvailPhys;
DWORDLONG ullTotalPageFile;
DWORDLONG ullAvailPageFile;
DWORDLONG uwl1TotalVirtual;
DWORDLONG ullAvailVirtual;
DWORDLONG ullAvallExtendedVirtual;
1 MEMORYSTATUSEX, #LPMEMORYSTATUSEX;

MEMORY STATUS

64 4GB ullAvail ExtendedVirtual
VLM VLM
CPU

14-2 VM Stat GlobalMemory
Status

14-VM Stat 14-5 128 MB Intel Pentium 11 Windows 2000

dwMemoryL oad 14-5 Memory Load
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0 100 i vMStat
Windows 98 Windows 2000 Memory load: &0
T otalPhys: 133677056
AalPhys: 52719616
TotalFageFile: FEha1824
AwalPageFil; J5AN05248
dwTotalPhys 14-5 TotalPhys Hisey e 21 Sema
EAM 128 MB
Pentium || 133 677 056 128 MB 14-5 VMStat
540 672 GlobalMemoryStatus 128MB
dwAvailPhys 14-
5 AvailPyhs
dwTotal PageFile 14-5 Total PageFile
VM Stat 318 574 592
dwAvail PageFile 14-5 AvailPageFile
233 046 016
dwTotalVirtual 14-5 TotalVitual
2 147 352 576 2GB 128KB 0x00000000 Ox0000FFFF
Ox7FFF0000 Ox7FFFFFFF 128 KB
Windows 98 VM Stat dwTotalVirtual 2 143 289 344
2GB 4 MB 4 MB 0x00000000
OX003FFFFF 4MB
dwAvailVirtual 14-5 AvailVirtual
Globa MemoryStatus
GlobalMemoryStatus GlobalMemoryStatus
dwAvailVirtual 2 136 846 336 VM Stat
dwTotalVirtual dwAvailVirtual VM Stat
10 506 240
14-2 VMStat

VMStat.cpp

F o o o ok o o o o Ao o o o ke T o e s oo o o o o o e o o b oo e e e o o s ol o O O s o o s o e e ok

Module: VMStat.cpp
Notices: Copyright (c) 2080 Jeffrey Richter

t:l’F$*#***’k**********************************$‘*#******#I%I%**********‘*********ﬁ**,

#include *..\CmnHdr.h" /* See Appendix A. =/
#include <windowsx,h>

#include <tchar.h>

#include <stdio.h>

#include "Resocurce.h™
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FITFREEEFEEERFTFEE TP EILE R ERLELEETERLET IR EEEI I PRI EEE i i iri et

/f The update timer's ID
fdefine IDT_UPDATE 1

FHEIIERTTEFEETI I EE T RSP T HFE G TR 8T TF L i ri i it iirii
BOOL DI1g_OninitDialog(HKND hwnd, HWHND hwndFocus, LPARAM 1Param)} {

chSETDLGICONS(hwnd, IDI_VMSTAT);

/! Set a timer so that the information updates periodically.
SetTimer(hwnd, IDT_UPDATE, 1 = 180@, NULL}:

// Force a timer message for the Tnitial update.
FORWARD_WM_TIMER(hwnd, IDT_UPDATE, SendMessage);
return(TRUE};

}

FEFFFREETIITEE IR EE I F i i Tt fi it it idiiiddidfidiiriiritititiiitieis
void D1g_OnTimer (HWND hwnd., UINT id) {

/7 Initialize the structure length before calling GlobalMemoryStatus.
MEMORYSTATUS ms = { sizeof(ms) };
GlobalMemoryStatus(&ms);

TCHAR szData(512] = { @ }:
_stprintf(szData, TEXT("%d\n3d\n%Ié4d\n¥I64d\nEI64d\nkI64d\n¥I64d"™),

ms . dwMemoryLoad, ms.dwTotalPhys,
(..int64) ms.dwAvailFhys, (__inté4) wms.dwTotalPageFile,
(__int64) ms.dwAvailPageFile, {(__int64) ms.dwTotalVirtual,
(__int64) ms.dwAvailVirtual);
SetDlgltemText(hwnd, IDC_DATA, szData);
1

FIEPRESERTER T ITE T FERTIEiTTdd i it di it it i it iiiiiitdiritiffiiiiity
void D1g_OnCommand(HWKD hwnd, int 1d, HWND hwndCt1, UINT codeKotify) {

switch (id) {
case IDCANCEL:
KillTimer{hwnd, IDT_UPDATE};
EndDialog{hwnd. id):
break;

}

FHITEFFETEEF R EEEIE R EdEi i i e FiidiFiif ittt ittt fitiiitiriiitittiiily
INT_PTR WINAPI D1g_Proc{HWMD hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_CnInitDialog):
chHAKDLE_DLGMSG{ hwnd, WM_COMMAND, D1g_OnCommand);
ChHANDLE_DLGMSG(hwnd, WM_TIMER, D1g_OnTimer);
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}
return{FALSE};
}

FHEREEETEEL T ER T EEE I FEEIT LS FE IR IT TR I T LI ER I T EETIF LI EET I
int WINAPL _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

DtalogBox(hinstExe, MAKEINTRESOURCE(IDD_VMSTAT), NULL, D1g_Proc);
return(@);
1

TIPREITFEFIEP IR I EER I EEEETEE8E End of File JIHEHIITHIIIFEEIITFEETIIEIIELEETL]

VMStat.rc

//Microsoft Developer Studio generated resource script.
iy

#include "Resource,h”

fidefine APSTUDIO_READONLY._ SYMBOLS

PEIFEITFEEE P E R R T EE R ETF LRI E R T E T T T i I Eiiiiiititiitty
H

/! Generated from the TEXTINCLUDE 2 resource.

i

#include "afxres.h"

FIHEEDIIFREIT LRI T LTI T DI EE TR EET T EET T EEIEEF I EER I RTTIEEETI1ET1)
ffundef APSTUDIO_READONLY_SYMBCLS

FEPEELEEERT TP TTTER T E R EEd i E i a i iiidtiditidiitiditiititiiiii
// English {U.S5.) resources

#if ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
#ifdef _WIN3Z2

LANGUAGE LANG_ENGLISH, SUBLANG_EKXGLISH_US

f#pragma code_page(1252}

fendif //_WIN3Z

f#ifdef APSTUDIO_INVOKED

EREERTIEREEF R IEPERIIEREEPI IS FEEE I ERI R EI IR FR L EL LR LT T
r

// TEXTINCLUDE

i

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource,h\g”
END

7 TEXTINCLUDE DISCARDABLE
BEGIN
*#Finclude ““afxres.h""\r\n"
"\a"
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END

3 TEXTINCLUDE DISCARDABLE
BEGIN

“\r\n"

L) \a L1
END

fendif /4 APSTUDIO_INVOKED

FELTEEAIREEIddEEEEFEFddEEE I EFTEFEFIdFEdd i didraiiitfiitiiiiiiteiiriiitifis
it

/f Dialog

17

[DO_VMSTAT DIALOG DISCARDABLE 68, 60, 132, 66
STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION "VMStat™
FONT 8, "MS Sans Serif"
BEGIN
LTEXT "Memory load:\nTetalPhys:\nAvailPhys:\nTotalPageFile:\n\
AvailPageFile:\nTotalVirtual:\nAvalIVirtual:"”,
IDC_STATIC.4,4,51,56
RTEXT “Memory load:\nTotalPhys:\nAvailPhys:\nTotalPageFite:\n}
AvailPageFile:\nTotalVirtual:\nAvailVirtual:",
IDC_DATA,60.4,68,56
END

PEEIIETIET LTI ER R T AT EFEREEET I FEFEFREE LRI I FTidE 0 EEd i i iatiieeitti
I

I/ lcon

I

f{ Tcon with lowest ID value pTaced first to ensure application icon
// remains consistent on all systems.
IDI_VYMSTAT ICON DISCARDABLE "¥MStat.Ico"™

HIHTEIEIERE TGP EEI RIS EETEED I EEEI LTI E 8 ETRERAEEIEITEIiITE Y
H

// DESIGNINFO

i

fifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_VMSTAT, DIALOG
BEGIN
RIGHTMARGIN, 108
BOTTOMMARGIN, 65
END
END
flendif 7/ APSTUDIO_INYVOKED

ffendif /f English (U.5.) resources
FELLEPEEESTEEIET ER T R E LTI Td i EdEFEE I T LI E i Etiiriiftls
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#ifndef APSTUDIO._INVOKED

PEERPEFEEIEITER T EER LTI FREEEETHETER L0400 ERETTIF IR I Eididiitistit
1

/! Generated from the TEXTINCLUDE 3 resaurce.
/7

FRTFETRRITETEFFIEREFEL I ELTEF TR I B8 F TR FEL iR I Fdiiiitititritiid
#endi f // not APSTUDIO_INYOKED

14.3

Windows

VMMap
13 Virtual Query

DWORD YirtualQuery(
LPCVOID pvAddress,
PMEMORY_BASIC_INFORMATION pmbi,
DWORD dwLength):

Windows

DWORD VirtualQueryEx(
HANDLE hProcess,
LPCYOID pvAddress,
PMEMORY_BASIC_INFORMATION pmbi,
DMORD dwlLength);

Virtual QueryEx

Virtual Query VirtualQuery Ex pvAddress

Pmbi MEMORY_BASIC_INFORMATION
WinNT.h

typedef struct _MEMORY_BASIC_INFORMATION {
PYOID BaseAddress;
PYOID AllocationBase;
DWORD AllocationProtect:
SIZE_T RegionSize;
DWORD State;
DWORD Protect;
DWORD Type:
} MEMORY_BASIC_INFORMATION, *PMEMORY_BASIC_INFORMATION;

dwLength MEMORY_BASIC_INFORMATION
VirtualQuery Ex

pvAddress VirtualQuery EX
MEMORY_BASIC INFORMATION 14-3
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14-3 MEMORY_BASIC_INFORMATION

BaseAddress pvAddress
AllocationBase pvAddress
AllocationProtect
RegionSize
pvSddress
State MEM_FREE MEM_RESERVE
MEM_COMMIT pvAddress
AllocationBase AllocationProtect Protect
Type
MEM_RESERVE Protect
Protect PAGE_*
pvAddress
Type MEM_IMAGE
MEM_MAPPED MEM_PRIVATE pvAddress
Windows 98

MEM_PRIVATE

14.3.1 VMQuery

Windows
1 1)

INFORMATION

MEMORY_BASIC_ INFORMATION

MEMORY_BASIC_INFORMATION

Virtual Query

Virtual Query

BOOL VMQuery(
HANDLE hProcess,
PYOID pvAddress,
PYMQUERY p¥MQ):

Virtual QueryEx

pvAddress

VMQUERY

typedef struct {
// Region information

VirtualQuery
VMMap
Virtual Query
MEMORY_BASE_
SDK
Virtual Query

Virtual Query

VMQuery

hProcess
pVMQ
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PYOID pvRgnBaseAddress;

DWORD dwRgnProtection: [/ PAGE_»

STZE_T RgnSize;

DWORD dwRgnStorage: // MEM_#: Free, Image, Mapped, Private
DWORD dwRgnBlocks:

DWORD dwRgnGuardBlks: // 1f > @, region contains thread stack
BOOL fRgnlIsAStack: // TRUE if region contains thread stack

/f Block information

PYOID pvBlkBaseAddress:

DWORD dwBlkProtection; // PAGE_»

SIZE_T BlkSize:

DWORD dwBlkStorage; i
MEM_»: Free, Reserve, Image, Mapped, Private
| YMOUERY, *PYMQUERY;

VMQUERY Windows MEMORY_BASIC
INFORMATION
pvAddress 14-4
14-4 VMQUERY

pvRgnBaseAddress pvAddress

dwRgnProtection PAGE_*

RgnSize

dwRgnStorage

MEM_FREE MEM_IMAGE MEM_MAPPED MEM_PRIVATE
Windows 98 Windows 98
MEM_FREE MEM_PRIVATE
dwRgnBlocks

dwRgnGuardBlks PAGE_GUARD
0 1 1
Windows 98 0

fRgnl sA Stack
pvBIkBaseAddress pvAddress
dwBIkProtection pvAddress
BlkSize pvAddress
dwBlkStorage pvAddress

MEM_FREE MEM_RESERVE MEM_IMAGE MEM_MAPPED

MEM_PRIVATE Windows 98 MEM_IMAGE

MEM_MAPPED

VMQuery Virtual QueryEx
Virtual QueryEx
VMQuery
VirtualQuery Virtual QueryEx
14-3 VMQuery.cpp VMQUERY
VMQuery.cpp VMQuery.h 14-VMMap
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14-3
14-3 VMQuery

VMQuery.cpp

Module: VMQuery.cpp
Notices: Copyright (c} 2808 Jeffrey Richter

e s TR T T PR ST TR DEDI TR S L L AL LE L L L ALY

#include *. . \CmnHdr.h" f+ See Appendix A. =/
#include <windowsx.h>
#include "VMQuery.h®

JITETTIEETE I EITEEE R i b dtd eI E i EEEEE R EEHFT L]

// Helper structure
typedef struct {
SIZE_T Rgn3ize:
DWORD dwRgnStorage: /{ MEM_»: Free, Image, Mapped, Private
DWORD dwRgnBlocks:
DWORD dwRgnGuardBlks: // If > 0, region contains thread stack
BOOL  fRgnIsAStack: /f TRUE if reglon contains thread stack
] YMQUERY_HELP;

// This global, static variable holds the allocation granularity value for
/7 this CPU platform, Initialized the first time VMOuery is called.
static DWORD gs_dwAllocGran = @;

R

// Iterates through a region’s blocks and returns findings in VYMQUERY_HELP
static BOOL ¥MQueryHelp(HANDLE hProcess, LPCYOID pvAddress,
VMQUERY_HELP =p¥MQHelp) {

f/ Each element contains a page protection
f/f (1.e.: B=reserved, PAGE_NOACCESS, PAGE_READWRITE, ete.)
DWORD dwProtectBlock[4] = ( @ 1;

ZeroMemory{p¥MQHelp, sizeof(+pVMQHelp)):
// Get address of region containing passed memory address.

MEMORY_BASIC_INFORMATION mbi:
BOOL fOk = (VirtualQueryEx(hProcess, pvAddress, &mbi, sizeof(mbi))

== gizeof(mbi));
if {1f0k)
return{fQk); // Bad memory address, return faflure

// Walk starting at the region's base address {which never changes)
PYOID pvRgnBaseAddress = mbi.AllecationBase;

// Walk starting at the first block in the region (changes in the Toop)
PVOID pvAddressBlk = pvRgnBaseAddress:
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/! Save the memory type of the physical storage block.
pYMGHelp->dwRgnStorage = mbi.Type;

for (33) {

}

/i

Get info about the current block.

fOk = (VirtualQueryEx{(hProcess, pvAddressBlk, &mbi, sizeof(mbi))

if

i}
1f

i!

rH
i/
i

if

== sizeof(mbi));
{1f0k)
break: // Couldn't get the information, end loop.

Is this block in the same region?
(mbi.AllocationBase != pvRgnBaseAddress)
break; /f Found a block in the next region; end loop.

We have a block contained in the regtion.

The following if statement is for detecting stacks in Windows 98
A Windows 98 stack region's last 4 blocks Yook 1ike this: -
reserved block, no access block, read-write block, reserved block
(pVMQOHe1p->dwRgnBlocks < 4} (
// @th through 3rd block, remember the block's protection
dwProtectBlock[ pVMGHe1p- >dwRgnBlocks] =

(mbi.State == MEM_RESERVE) ? 8 : mbi.Protect;

} else {

1

// We've seen 4 Hlocks in this region.

/1 Shift the protection values down in the array.

MoveMemory (&dwProtectBlocki@l, &dwProtectBlock[11.
sizeof(dwProtectBlock) - sizeof(DWORD)):

// Add the new protection value to the end of the array.
dwProtectBlock[3] = (mbi,State == MEM_RESERVE) ? 8 : mbi.Protect;

pYMOHe1p->dwRgnBlocks++; !/ Add another block to the region
pYMOHelp->RgnSize += mbi.RegionSize; // Add block's size to region size

i
if

1
H
H
¥
if

¥

1f block has PAGE_GUARD attribute, add 1 to this counter
( (mbi.Protect & PAGE_GUARD) == PAGE_GUARD)
pYMOHelp->dwRgnGuardBl ks++;

Take a best guess as to the type of physical storage committed to the
block. This is a guess because some blocks can convert from MEM_IMAGE
to MEM_PRIVATE or from MEM_MAPPED to MEM_PRIVATE: MEM_PRIVATE cam
always be overridden by MEM_IMAGE or MEM_MAPPED,
(pYMQHe1p->dwRgnStorage == MEM_PRIVATE)

pYMOHelp->dwRgnSterage = mbi.Type;

Get the address of the next block.

pvAddressBlk = (PVOID) ({(PBYTE) pvAddressBlk + mbi.RegionSize};

// After examining the region, check to see whether 1% is a thread stack
// Windows 28@8: Assume stack if region has at least 1 PAGE_GUARD block
// Windows 9x: Assume stack if region has at least 4 blocks with

H

3rd block from end: reserved
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?? 2nd block from end: PAGE_NOACCESS
I 1st block from end: PAGE_READWRITE
ff block at end: another reserved block.

p¥MOHelp->fRgnlsAStack =
(p¥MQHe1p->dwRgnGuardBlks > @) |
{ (p¥MQHelp->dwRgnBlocks >= 4) &4
(dwProtectBlock[B] == @) L&
(dwProtectBlock[1] == PAGE_NOACCESS) &&
(dwProtectBlock[2] == PAGE_READWRITE) &&
(dwProtectBlock[3] == 8));

return{TRUE);

PITRTEEEL RS DL T ER I EEEEE T EE L LT EFEEEI I B TTETI i I ETEitiieie

BOOL VMQuery{HANDLE hProcess, LPCVOID pvAddress, PYMQUERY pYMa) {

if (gs_dwAllocGran == 8) {
// Set altocation granularity if this is the first call
SYSTEM_INFO sinf:
GetSystemInfo(&sinf);
gs_dwAllocGran = sinf.dwAllocationGranularity;
1

ZeroMemory (pYMQ, sizeof(*pVMQ));

// Get the MEMORY_BASIC_INFORMATION for the passed address.

MEMORY_BASIC_INFORMATION mbi;

BOOL #0k = (VirtualQueryEx(hProcess, pvAddress, &mbi, sizeof(mbi))
== sizeof(mbi));

if (1F0K)
return(fok): // Bad memory address, return failure

/7 The MEMORY_BASIC_INFCRMATION structure contains valid information.
// Time to start setting the members of our own VHMQUERY structure.

/4 First, fi11 in the block members. We'l1l fi1l the region members later.
switch {mbi.State) {
case MEM_FREE: // Free block (not reserved}
pYMQ->pvBlkBaseAddress = NULL:
pYHQ->B1kSize = B;
pVMQ->dwBlkProtection = 8;
pYMO->dwB1kStorage = MEM_FREE:
break:

case MEM_RESERVE: // Reserved block without committed storage in 1t.
pYMO->pvBlkBaseAddress = mbi.BaseAddress;
pPVMQ->B1kSize = mbi,.RegionSize: _

// For an uncommitted block. mbi.Protect is inval1d.‘50 we wf11

// show that the reserved block inherits the protection attribute

// of the region in which it is contained.

pYMO->dwB1kProtection = mbi.AllocationProtect;
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}

pYMQ->dwBlkStorage = HEM_RESERVE:
break:

case MEM_COMMIT: /1 Reserved block with committed storage in jt.

pVYMO->pvBlkBaseAddress = mbi.BaseAddress;
pYMQ->B1kSize = mbi.Regiondize;
pYMQ->dwB1kProtection = mbi.Protect:
pYMG->dwB1kStorage = mbi.Type;

break;

default:

DebugBreak();
break:

// Now f£i11 in the region data members.
YMOQUERY_HELP VMQHelp:
switch (mbi.State) {

case MEM_FREE: // Free block (not reserved)

pVMQ->pvRgnBaseAddress = mbi.BaseAddress:
pYMQ->dwRgnProtection = mbi.AllocationProtect;

pVYHQ->RgnSize = mbi.RegionSize;
pVYMO->dwRgnStorage = MEM_FREE;
pYMQ->dwRgnBlocks = §;
pYMQ->dwRgnGuardBlks = 0;
pYMG->fRgnlsAStack = FALSE;
break;
case MEM_RESERVE: /! Reserved block without committed storage in it.

mbi.AllocationBase;
mbi.AllocationProtect:

pYMQ->pvRgnBaseAddress
pVHO->dwRgnProtection

7/ lterate through all blocks to get complete region information,
VMQueryHelp(hProcess, pvAddress, &VMQHelp):

VYMOHelp.RgnSize;
¥YMQHelp.dwRgnStorage:
YMOHelp.dwRgnBlocks:
YMQHelp.dwRgnGuardBlks;
VMQHelp.fRgnIsAStack:

pVMO->Rgn3ize

pVMQ->dwRgnStorage

pVMQ->dwRgnBlocks

pY¥MO->dwRgnGuardBlks

p¥MQ->fRgnisAStack

break;

case MEM_COMMIT: /! Reserved block with committed storage in it.

pVHQ->pvRgnBaseAddress = mbi.ATlocationBase;
p¥M->dwRanProtection mbi.AllocationProtect;

onon

/{ Iterate through all blocks to get complete region information.
VMQueryHelp(hProcess, pvAddress, &VMUHelp);

pVYMG->RgnSize
pVM¥Q->dwRgnStorage
pVYMQ->dwRgnBlocks
p¥MQ->dwRgnGuardBlks
p¥M->FRgnlsAStack
break;

YMOHel1p.RgnSize;
YMQHelp.dwRgnStorage;
VYMGHelp.dwRgnBlocks;
YMaHelp.dwRgnGuardBlks;
VMOHelp.fRgnIsAStack:

nod

defauit:
DebugBreak(};
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break:
]

return(fok);
}

FEPEERIIEREETIIIITEEITEEETEEEE End of File F/IEFFIIFRETIIIEIIIEEIIIEFIIIELELY

VMQuery.h

SRR R AR AR R R R R R AR R R R AR Ao oo AR oK R o ok o o o A o o o ook R o N s AR

Module: VMQuery.h
Notices: Copyright (c) 2690 Jeffrey Richter

R i s P T 1T

typedef struct {
// Regicn information
PYOID pvRgnBaseAddress;
DWGRD dwRgnProtection; // PAGE_»
SIZE_T RgnSize;
DWORD dwRgnSteorage; // MEM_#=: Free, Image, Mapped. Private
DWORD dwRgnBlocks;
DWORD dwRgnGuardBlks: // If > B, region contains thread stack
BOOL  fRgnlIsAStack: // TRUE if region contains thread stack
/f Block information
PY0ID pvBlkBaseAddress;
DWORD dwBikProtection; // PAGE_x*

SIZE_T BlkSize:
DWORD dwBlkStorage: // MEM_*: Free, Reserve, Image, Mapped, Private

} VMQUERY, *PVMQUERY:
!/!f!////!/!/!//////ff!//fl/l/!/lff!l/!/ff/!f!l/!fl/l!!If!//!///l!//!I!ff!//ff/

BOOL YMQuery(HANDLE hProcess, LPCVOID pvAddress, PYMQUERY pVHA}:

JIPEREEPEEIIIEREIEEEF IR EE]] End of Flle FIPEREIPIIER R EELL LRI

14.3.2
14-4 VMMap 14 VMMap.exe
14-VMMap 14-6
13 13-3 13-5 13-6
VMQuery
Refresh

BOOL fOk = TRUE;
PVOID pvAddress = NULL:

.

.
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while (fOk} {

VYMQUERY wmg;
fOk = VMQuery(hProcess, pvAddress, &vmq):

if (fOk) {
// Construct the Tine to be displayed, and add it to the list box.
TCHAR szLine[1024];
ConstructRanInfoLine(hProcess, &vmq, szLine, sizeof(szLine)):
ListBox_AddString(hwndLB, szlLine);

if (fExpandRegions) {

for (DWORD dwBlock = &; fOk &% (dwBlock < vmg.dwRgnBlocks):
dwBlock++) {

ConstructBlkInfolLine(&vmg, szline, stzeof(szlLine));
ListBox_AddString(hwndiB, szline);

{// Get the address of the next region to test.
pvAddress = ((PBYTE)} pvAddress + vmq.BlkSize):
if (dwBlock < vmq.dwRgnBlocks - 1) {
ff Don't query the memory info after the last block.
fO0k = ¥MQuery(hProcess, pvAddress, &vmq);

// Get the address of the next region to test.

pvAddress =

((PBYTE) wmq.pvRgnBaseAddress + vmq.RgnSize);

Befeshl  EvpardRegaors!  Copy ho Cliphoard]

gooooong Fre= GEEdG -

ooniooog Private 4096 1 -RW- =l

oooiiono Fres E1440

oonzonnn Private 4096 1 -RW-

oooziong Fres 61440

oooaoong Private 1046576 3 —RU- Thre=sd Stack

oo130000 Private 1048578 2 -RW-

oozaooog Happed BEE3R 2 —RU-

gozdoono Happed g0112 1 —-R— shevicesHarddiskVoluns 1% UINNT»systen3dZhunicods . n

o0zs6000 Fres 40360

ooZ2e0000 Happed 192512 I =R sDewicesHarddiskVolumel - TIHHT systen3Z~locals. nl

oo02aFong Fre= 4096

oo2enong Happed 266240 1 -R— DeviceHarddiskVolums1~TINNT systend 2 vsorthay . n

ooinLoong Fre= 61440

OoZEonono Happed 1E284 1 -F— shEvricerHarddiskYolume 1T IHNT sy ten3dZ~sortthls

O0ZE4000 Fre= 49152

oo0zFooong Happed g1szan 4 ER—

oo3paoong Fre= 294912

oo400000 Inags 106496 £ ERWC C:~Locunent= and Ssttings-Jeffrey Richter My Doc

00414000 Fre= 24576

oo4zoono Hapred 274432 L wR==

00463000 Fres 53248

oo47o000 Happed 3145728 2 ER—

oo77o000 rivate 4096 1 -RW-

oo77io0d Fres 61440

oozeoono Private 4096 1

O07&Long Fre= 61440

oo790000 Frivate 65536 2

007a0000 Happed 6132 1 “DewicesHarddiskVolums1WUIHHT systemd 2 ctyos . nls

oo07az2000 Fro= 1750174656

B9850000 Inage 45058 4 CosWINHTSy=ten? 2WPSAPT dL1

ESELEONDD Fres= 243152040

F7n4nnnn Inage 458752 q CWINNT ~sy=teni?~RFCRT4 DLL

77DEO0DD Inage 352256 5 CoWINHT~sv=tend 2~ADVAPISZ dll T

F7E0G000 Free 40960

77E10000 Inags 401408 4 C:~WIKHT~sy=tond 2~0SER32 411

FYET2000 Fres E7344

FFEROODO Inage 733184 4 ERNC CNUINNT sy=ten3 2 KERNEL32 dll

FFEI5000 Fre= 53248

77E40000 Inage 241664 4 ERWC CosWINNT~sy=tend 250132 DLL

77ETEODD Erre 20480

77E&0000 Inage 491E30 £ ERWC Co-WINHT-Sy=teni2ntdll 411 -

1 v o
14-6 VMMap
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14

NULL VMQuery FALSE
ConstructRgninfoLine

ConstructRgninfoLine
VMQuery
14-4 VMMap

VMMap.cpp

Module: VMMap.cpp
Notices: Copyright (c) 2600 Jeffrey Richter

******’Fﬂlﬁlklk********)k!!($‘¢*********’k****%****’k*‘*l\l#******’t*‘*&********4‘#**3***##*{

#include . . \CmnHdr.h" /% See Appendix A. */
fiinclude <psapi.h>

fiinclude <windowsx.h>

#include <tchar.h>

#include <stdic.h> // For sprintf
#include *..\B4-ProcessInfo\Toolhelp.h"
f#include "Resource.h”

#include "VMQuery.h"

L L R R R R e

DWORD q_dwProcessId = @; // Which process to walk?
BOOL g_fExpandRegions = FALSE:
CToolhelp g_toolhelp;

// GetMappedFileMame is only on Windows 2008 in PSAPI.DLL

/7 If this function exists on the host system, we'll use it

typedef DHORD (WINAPI+ PFNGETMAPPEDFILENAME)(HANDLE, PYOID, PTSTR, DWORD):
static PFNGETMAPPEDFILENAME g_pfnGetMappedFileName = NULL;

I R R e v
// I use this function to obtain the dump figures fn the book.

votd CopyControlToClipboard(HWND hwnd) {
TCHAR szClipDatal[l28 * 1824] = { 8 };

int nCount = ListBox_GetCount{hwnd):

for (int nNum = @; nNum < nCount: nNum++) {
TCHAR szLine{1000];
ListBox_GetText(hwnd, nNum, szlLine);
_tescat{szClipData, szline);
—tescat{szClipData, TEXT{"\r\n"}};
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OpenClipboard{NULL);
EmptyClipboard(}:

/! Clipboard accepts only data that is in a bTock allocated

// with GlobalAlloc using the GMEM_MOVEAELE and GMEM_DDESHARE flags.

HGLOBAL hClipData = GlobalAlloc(GMEM_MOVEABLE | GMEM_DDESHARE,
s1zeof (TCHAR) = {_tcslen(szClipData) + 1));

PTSTR pClipData = (PTSTR) GlobalLock{(hCliplata):

_tescpy(pCiipData, szClipDatal;

§ifdef UNICODE

BOOL f0x = (Set(lipboardData(CF_UNICODETEXT, hClipData} == hClipData):
#else

BOOL fOk = (SetClipboardDatalCF_TEXT, hClipbata) == hClipData);
fiendif

CloseClipboard();

if (1f0k) {
GlobalFree(hClipData);
chMB("Error putting text on the clipboard"):

PRI EIITE T FR IR T TR EREEI R A E i i diifiiiifiies

PCTSTR GetMemStorageText(DWORD dwStorage) {

PCTSTR p = TEXT(“Unknhown");
switch (dwStorage) {

case MEM_FREE:
case MEM_RESERVE:
case MEM_IMAGE:
case MEM_MAPPED:
case MEM_PRIVATE:
}

return{p}:

It

TEXT(“Free “); break;
= TEXT("Reserve"); break;
= TEXT("Image "); break;
TEXT("Mapped ™); break;
TEXT("Private™): break;

]

- T o T o

FETTEITEEIIERELTERIITEIITEERTETEIIIFFEI I TEI T EII T i i FEHITEiiiieirid

PTSTR GetProtectText(DWORD dwProtect, PTSTR szBuf, BOGL fShowFtags) {

PCTSTR p = TEXT{"Unknown");
switch (dwProtect & ~(PAGE_GUARD | PAGE_NOCACHE | PAGE_WRITECOMBINE)) {
case PAGE_READONLY: p = TEXT("-R--"); break:
case PAGE_READWRITE: p = TEXT("-RW-"); break;
case PAGE_WRITECOPY: p = TEXT("-RWC"); break;
case PAGE_EXECUTE: p = TEXT("E---"); break;
p
P

1]

case PAGE_EXECUTE_READ: TEXT(“ER--"): break;
case PAGE_EXECUTE_READWRITE: TEXT("ERMW-“); break;
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case PAGE_EXECUTE_MRITECOPY: p = TEXT("ERWC"): break;

case PAGE_NOACCESS: p = TEXT("----"): break:

1

_tcscpy(szBuf, p):

if (fShowFlags}) {
_tcscat(szBuf, TEXT(™ ")):
_tcscat(szBuf, (dwProtect & PAGE_GUARD) P OTEXT("G") ¢ TEXT(“-"}):
_tcscat(szBuf, (dwProtect & PAGE_NOCACHE) 7 TEXT{"N") : TEXT(™-"}):
_tcscat(szBuf, (dwProtect & PAGE_WRITECOMBINE) ? TEXT("W™) : TEXT(™-")}):

}

return(szBuf):

FHEERIEERERTERRI PR E T TR TR I E ST F ISR EET RO E IR i i

void ConstructRgninfoLine{HANDLE hProcess, PVMQUERY pV¥MQ,

PTSTR szlLine, int nMaxLen) {

_stprintf(szLine, TEXT("%p s %l6u ™),
pVMQ->pvRgnBaseAddress,
GetMemStorageText(p¥MQ->dwRgnStorage),
p¥MG->RgnSize):

if (pVMQ->dwRgnStorage != MEM_FREE)
wsprintf(_teschriszLine, @), TEXT(™%5u "}, pVMO->dwRgnBlocks):
GetProtectText(pYMG->dwRgnProtection, _tcschr(szline, @), FALSE);
}

_tescat(szline, TEXT(" "1k

// Try to obtain the module pathname for this region.
int nLen = _tcslen(szline):
if (pVMG->pvRgnBaseAddress != NULLY {

MODULEENTRY32 me = [ sizeofi(me) };

1f (g_toolhelp.ModuleF{nd(pVHQ->pvRgnBaseAddress, &me)) {
Istrcat{&szlinefnLen]. me,szExePath);
} else |
/f This is not a module; see if 1t's a memory-mapped file
if (g_pfnGetMappedFileName != NULL} {
DWORD d = g_pfnGetMappedFiteName(hProcess,
pV¥Ma->pvRgnBaseAddress, szline + nlLen, nMaxien - nlen):
if (d == 8) {
!/ NOTE: GetMappedFiteName modifies the string when it fails
sziine[nlLen] = 6;

)

if (pVMO->fRgnIsAStack) {
_tescat(szline, TEXT("Thread Stack™));:
}
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FHERIIIEESTIRET TR E TR T LT EERITEEET TP ET DI ET I EE I E I II BT A FEIIF1ET T}

void ConstructBlkInfoline(PVMQUERY pV¥MQ, PTSTR szline, int nMaxLen) {

—stprintf{sziine, TEXT(" %p %s %l6u ).

pYHQ->pvBikBaseAddress,
GetMemStorageText (pVMQ->dwBl1kStorage).
p¥MQ->B1kSize):

if (pVMO->dwBl1kStorage != MEM_FREE) {
GetProtectText{pV¥MQ->dwBIkProtecttion, _tcschri(szLine, @), TRUE):
}

FELEDIIIEEETEETEEREFRFE LT FETERETESEILEFREER BT ER LR ET IR E I iR it tiiie!

void Refresh{HWND hwndLB. OWORD dwProcessld, BOOL fExpandRegions) {

f/ Detete contents of 1ist box & add a horizontal scroll bar
ListBox_ResetContent{hwndLB);
ListBox_SetHorizontalExtent(hwndlB, 320 * LOWORD{GetDialogBaseUnits()));

// Is the process still running?
HANDLE hProcess = OpenProcess(PROCESS_QUERY_INFORMATION,
FALSE, dwProcesslid);

if {(hProcess == NULL} {
ListBox_AddString(hwndlB, TEXT("")): // Blank line, looks better
ListBox_AddString(hwndliB,
TEXT(™ The process ID identifies a process that is not running™)):
return;
}

// Grab a new snapshot of the process
g_toolhelp.CreateSnapshot (THI2CS_SHAPALL, dwProcessid);

ff Walk the virtual address space, adding entries to the 1ist box.
BOOL fOk = TRUE;
PV¥OID pvAddress = NULL;

SetWindowRedraw(hwndLB, FALSE};
while (fOk) {

VMUERY vmq;

fCk = VMQuery{hProcess, pvAddress, &vmg};

if (fOk)y {
// Construct the 1ine to be displayed. and add it to the list box,
TCHAR sziine[1@24];
ConstructRgnInfoline{hProcess, &vmg, szlLine, sizeof{(szLine)):
ListBox_AddString(hwndLB, szLine);

if (fExpandRegions) {
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for (DWORD dwBlock = 8; fOk && (dwBlock < wvmq.dwRgnBlocks);
dwBlock++) {

ConstructBlkInfoLine{&vmq. szlLine, sizeof(szlLine));
ListBox_AddString(hwndLB, szline);

/f Get the address of the naxt region to test.
pvAddress = ((PBYTE) pvAddress + vmg.BlkSize);
if (dwBlock < vmq.dwRgnBlocks - 1) {
// Don't query the memory info after the last block.
fOk = ¥MQuery(hProcess, pvAddress, &vmg);

}

// Get the address of the next region to test.
pvAddress = ((PBYTE} vmq.pvRgnBaseAddress + vmq.RgnsSize);
1
}
SetWindowRedraw(hwndi8, TRUE);
{loseHandle(hProcess);

FEPEETFREPE P ERT R EETE I ETF T EE T E TR F R T EEER TR FEREEL IR EE iR b iitine

BOOL D1g_OnInitDialog{HWHD hwnd, HWND hwndFocus, LPARAM TParam} {
ChSETDLGICONS{hwnd, IDI_VMMAP}:

// Show which process we're walking in the window’s caption
TCHAR szCaption[MAX_PATH = 2];
GetWindowText(hwnd, szCaption, chDIMOF(szCaption)):
d.toolhelp.CreateSnapshot{TH3I2ZCS_SNAPALL. g_dwProcessId):
PROCESSENTRY3Z pe = { sizeof(pe) }:
wsprintf(&szCaption[l1strien(szCaption}]., TEXT(™ {(PID=%u \"%s\")"},
g.dwProcessId, g_toolhelp.ProcessFind(g_dwProcessid, Aipe)
? pe.szExeFile : TEXT("unknown™}):
SetWindowText(hwnd, szCaption};

/7 ¥MMap has so much info to show, let’s maximize 1t by defauilt
ShowWindow(hwnd, SW_MAXIMIZE);

/! Force the 1ist box to refresh itself

Refresh{GetD1gltem{hwnd, IDC_LISTBOX), g_dwProcessld. g_fExpandRegions);
return(TRUE}:

FERREIEERIITEEHI R EI LS ES T EEIT SR TT T E TR EL T AT PP Er ii il it

void D1g_OnSize{HWND hwnd, UINT state, int cx, int cy) {

f/ The 1ist box always Tills the whole ¢lient area
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SetWindowPos (GetDlgitem({hwnd, IDC_LISTBOX), WULL, 8, 8, cx. cy.
SWP_NOZORDER):

FEPRIIEERTHEE I ER IR FF T EIETF PRI FEEF TR E T IEF R BRI b i it iy

void Dlg_OnCommand(HWNG hwnd, int 1d, HWND hwndCtl, UINT codeNotify) (

switch (idy {
case IDCANCEL:
EndBialog(hwnd, id);
break;

case ID_REFRESH:
Refresh(GetDlgItem(hwnd, TOC_LISTBOX),
g_dwProcessld, g_fExpandRegions}:
break;

case ID_EXPANDREGIONS:
g_fExpandRegions = g_fExpandRegions 7 FALSE: TRUE:
Refresh(GetDlgItem(hwnd, IDC_LISTBOX),
g_dwProcessld, g_fExpandRegions):
break:

case ID_COPYTOCLIPBOARD:
CopyControlToCtipboard(GetDlgltem{hwnd, IDC_LISTBOX));
hreak;

FROFRERRTEEEREEEP PR EET I EE PRI PR E T EEEE R R TR TR i iiiiirei

INT_PTR WINAPI DTg_Proc{HWND hwnd. UINT uMsg. WPARAM wParam, LPARAM TParam) {

switch {uMsg) {
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OnlnitDialoeg}:
chHANDLE_DLGMSG (hwnd, WM_COMMAND, D1g_OnCommand) ;
chHANDLE_DLGMSG(hwnd, WM_SI1ZE, D1g_OnSize);

1

return{FALSE):

Ty N RNy Ry

int WINAPL _tWinMain{HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {
CToolhelp::EnablebebugPrivilege();

/{ Try to load PSAPL.DLL and get the address of GetMappedFileName
HMODULE hmodPSAFI = LoadlLibrary(TEXT("PSAPI™)):
if (hmodPSAPI != NULL) {

fifdef UNICODE
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g_pfnGetMappedFileName = {(PFNGETMAPPEDFILENAME}
GetProcAddress(hmodPSAPI, "GetMappedFiteNameW");
#else
g_pfnGetMappedFileName = (PFNGETMARPPEDFILENAME)
GetProcAddress(hmodPSAPI, “GetMappedFileHameA"):
flendi f
1

g_dwProcessId = _ttoi(pszCmdLine):
if (g_dwProcessid == @) (

g.dwProcessId = GetCurrentProcessId(}:
}

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_VHMAP), NULL, Dig_Procg):

if (hmodPSAPT t= NULL)
FreeLibrary(hmodPSAPI}; // Free PSAPI.DLL 1f we loaded it

return(@);

FHEFRRIERIHEERP AR ER R EE1FT End of File JEAIEIIITEIIEIFEELITRETHITEEEE ]

VMMap.rc

/fWicrosoft Developer Studio generated resource script.
¥
#include "Resource.h”

fidefine APSTUDIO.READONLY_SYMBOLS

FREEEFTTERIITTI IR0 R e i b e i iidiiiiriiididtiidiiiititieiititiiiiiitiirity
Iy

// Generated from the TEXTINCLUDE 2 resource.

i :

#include "afxres.h”

FHEEFHEETFRERERHETEFREEERETEREEEEREEER R REEEREE IR E LRI EELEE
ffundef APSTUDIO_READONLY_SYMBOLS

FREEETEIOE IR EET PPt i it iFriiriia it idttidrtiitiitriiisi
/7 English (U.5.) resources

fif tdefined({AFX_RESOURCE_DLL} || defined(AFX_TARG_ENU}
#ifdef _WEN32Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fendif //_WIN32

#ifdef APSTUDIO_INVOKED

FOPPEEERSETFRIETER TR E R P E LT EL BT LTI ETEET LRI F I E I E PRI EETEi TS
i

/f TEXTINCLUDE

i

1 TEXTINCLUDE DISCARDABLE
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BEGIN
"Resource.h\g"”
END

2 TEXTINCLUDE DISCARDABLE
BEGIN
*#include ""afxres.h™"\r\n"
"\g"
EKD

3 TEXTINCLUDE DISCARDABLE
BEGEN

"\r\n"

l'\@“
END

fendif /7 APSTURIO_INVOKED

FEPFEFFFERTIC R I LRI EIIE R P i i i it it difidititiirdifidiirtirtiiidiiiiittd
/1

f/ Dialog

/!

IDD_VMMAP DIALOG DISCARDABLE 18, 18, 258, 259

STYLE WS_MINIMIZEBOX | WS_MAXIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION |
WS_SYSMENU | WS_THICKFRAME

CAPTION “Virtual Memory Map™

MENU IDR_VHMAP

FONT 8, “"Courier”

BEGIN
LISTBOX 10C_LISTBOX,0,0,248,248,LBS_NOINTEGRALHEIGHT | NOT
WS_BORDER | WS_VSCROLL | WS_HSCROLL | WS_GROUP |
WS_TABSTOP
END

FHEEFTTEETIIEEETEFE R Ed iR ri i T i i i i iri i iiiiigiiifretifittitd
/!

ff Icon

/1

// Icon with lowest ID value placed first to ensure application icon
/f remains consistent on all systems.

IDI_VYMMAP ICON DISCARDABLE "V¥MMap. Ico”

FHEEELFEIIERE I EEFEFETEFTE T ERET i F i i it it i tii il iiirtiiitiiiiie!
H

/{ Menu

it

IDR_VMMAP MENU DISCARDABLE

BEGIN
MENUITEM "&Refreshl”, ID_REFRESH
MENUITEM "&Expand Regions!™, ID_EXPANDREGIONS
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MENUITEM “&Copy to Clipboard!®, 10_COPYTOCLIPBOARD
END

ffendif /f English (U.$.) resqurces
FIEETTEETI R d T E i it g tiid i s i a it iifddiiiridiiiifiiiitiietid

f#fifndef APSTUDIQ_INVOKED

FRLEFIFREFTTER I T EFIFFEIEERTFET I TR T F e i EF it i it iiitiiiiri!
i

// Generated from the TEXTINCLUDE 3 resource.

f

FEREFFFREEFEEFIIIEEEERFE R EEEI TR EEERETEE LT EEEE B EER T
fendif {7/ not APSTUDIO_INVOKED
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Windows 3
17 18
15.1
VirtualAlloc
PYOID VirtualAlloc(
PYOID pvAddress,
SIZE_T dwSize,
DWORD fdwAllocationType.
DWORD fdwProtect):
pvAddress
MULL VirtualAlloc
MEM_TOP_DOWN
50 MB 52 428 800
50% 1024% 1024 pvAddress
VirtualAlloc NULL pvAddress
VirtualAlloc
NULL
13 ( Windows
64K B) 19 668 992(300% 65 536 + 8192)
64KB 19 660 800 300
X 65536

VirtualAlloc
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VirtualAlloc pvAddress

VirtualAlloc 64KB
VirtualAlloc dwSize
CPU
62KB 4KB 8KB 16KB 64KB
VirtualAlloc fdwAllocationType
Virtual Alloc
MEM_RESERVE FdwAllocationType
pvAddress
fdwAllocationType NULL OR MEM_TOP_DOWN

MEM_RESERVE
Windows 98 MEM_TOP_DOWN

fdwProtect

PAGE_READWRITE
PAGE_READWRITE

PAGE_NOACCESS PAGE_READWRITE
PAGE_READONLY PAGE_EXECUTE PAGE_EXECUTE_READ PAGE_EXECUTE_
READWRITE PAGE_WRITECOPY PAGE_EXECUTE_
WRITECOPY VirtualAlloc NULL

PAGE_GUARD PAGE_NOCACHE
PAGE_WRITECOMBINE

Windows 98 PAGE_NOACCESS PAGE_READONLY PAGE_READWRITE
PAGE_EXECUTE PAGE_EXECUTE_READ
PAGE_READONLY
PAGE_EXECUTE_READWRITE
PAGE_READWRITE

15.2
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VirtualAlloc fdwAllocationType
MEM_COMMIT MEM_RESERVE
VirtualAlloc PAGE_READWRITE
VirtualAlloc
pvAddress
dwSize
x86 CPU
5242 880 512 KB
6 KB 2 KB
MEM_COMMIT VirtualAlloc

VirtualATloc((PYDID) (5242880 + (2 « 1924)), 6 = 1924,
MEM_COMMIT, PAGE_READWRITE):

8 KB 5242880 5251071 (5242
880+ 8KB -1 PAGE_READWRITE

PAGE_READWRITE
PAGE_READONLY

15.3
VirtualAlloc
PYOID pvMem = ¥irtualAlloc{NULL, 99 » 1024,
MEM_RESERVE | MEM_COMMIT, PAGE_READMRITE):
99 KB 99 KB
100 KB 4 KB 104 KB 8 KB
pvAddress NULL pvAddress
VirtualAlloc NULL
PAGE_READWRITE
VirtualAlloc
pvMem
VirtualAlloc NULL
pvAddress
VirtualAlloc OR MEM_TOP_DOWN

fdwAllocationType pvAddress NULL



ﬁnmwm» . 357

200 x 256
CELLDATA
CELLDATA CellbDatal[206][256]:
CELLDATA 128 6 553 600 200 x 256 x
128
CELLDATA
5 10
1) CELLDATA
2) CELLDATA

3) CELLDATA

4) CELLDATA

CELLDATA
CELLDATA

CELLDATA
CELLDATA
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. VirtualAlloc
CELLDATA
. Virtual Query CELLDATA
VirtualAlloc
VirtualAlloc
VirtualAlloc
. SEH SEH
SEH 23 24 25 25
15.5
VirtualFree

BOOL VirtualFree(

LPYOID pvAddress,

SIZE_T dwSize,

DWORD fdwFreeType):

VirtualFree
Virtual Free
pvAddress
VirtualAlloc
dwSize 0 dwSize 0 VirtualFree
fdwFreeType MEM_RELEASE
128 KB 64 KB 128 KB
VirtualFree
VirtualFree pvAddress

dwsSize

fdwFreeType
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15
MEM_DECOMMIT
pvAddress + dwSize
pvAddress pvAddress +
dwSize
dwSize 0 pvSddress VirtualFree

15.5.1

x86 4 KB 32 4096/128 CELLDATA

CellData[0][1] CellData[0][0]

CellData[0][31]

3

. CELLDATA
x86 CPU 8KB 12KB
CPU
100 100
0 1
0
0
BOOL fInUse
finUse TRUE
fInUse 0
TRUE
Virtual Free
“ InUse

/0
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15.5.2
15-1 VMAIlloc “ 15 VMAIlloc.exe”
1 Virtual Memory Allocator =] =]
15-VMAlloc Pagesize: 4 KB i Reserve region (500 2KE structures] i
15-1 : : — :
Ird s (- 44]; ID_ 1z I [Elear | [Harbage coleet I
M ermary map : — :
Reserve fhite: Free Grey: Reserved Black: Committed
Region 50,2 KB VMAIlloc 151 VMAIl
. - oc
VirtualAlloc
VirtualAlloc
Use
Use 7 46
“ " 15-2 4KB
Cl ear “ ”
Clear
flnUse FALSE
Garbage Collect VMAIlloc
46
Garbage Collect 46
15-3 GarbageCollect
BOOL
Pagesize:  4KB Fiesere veaion (B0 208 stupines)| | Pagesize:  4KB Fiosee teaion (B0 o8 siupaes)| |
Index (- 49y [ [ 0 | £ Garbage colect | Indes0-49 [ pee | o |
tdemary map . b emany map : =
‘wéhite: Free Grey: Fresarved Black: Committed wihite: Frae Grey: Resarved Black: Committed

15-2 153
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3
. Use Clear Use
Clear
. flnUse
VMAIlloc Virtual Query
15-1 VMAlloc

VMAIlloc.cpp

/$t‘**$$****%**tt*ﬁ***ﬂ**$******t*#**$$********t*#*$t*#*******ss*****tttt‘*#tt*
Module: VHANloc.cpp
Notices: Copyright (c) 2080 Jeffrey Richter

*********#*****#‘ﬁ*t$******$$t‘$$t##****s#*******t##ﬁ$$Qt#********$‘#*$$$$*$$*{

#include ™ .. ACwnHdr.h" 7« See Appendix A. =/
#incltude <WindowsX.h>

#include <tchar.h>

#include “Resource.h”

I e

// The number of bytés in a page on this host machine.
UINT g_uPageSize = &;

ff A dummy data structure used for the array.
typedef struct {

BOOL fInlUse;

BYTE bOtherDatal2e48 - sizeof(BOOL)]1;
1} SOMEDATA. +PSOMEDATA;

// The number of structures in the array
#define MAX_SOMEDATA (50)

// Pointer to an array of data structures
PSOMEDATA g_pSomeData = NULL:

// The rectangular area in the window occupied by the memory map
RECT g_rcMemMap;

/f/////!///////////////////////I/////f///////////////////////IIIIIIII//ff//////

BOOL Dig_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
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chSETDLGICONS(hwnd, IDI_VMALLOC):

// Initialize the dialog box by disabTing all the nonsetup controls.

EnableWindow(GetDlgltem{hwnd, IDC_INDEXTEXT), FALSE);
Enabledindow(GetDIgltem{hwnd, IDC_IMDEX), FALSE);
EnableWindow(GetD1gltem(hwnd, IDC_USED, FALSE);
EnableWindow(GetD1gItem(hwnd, IDC_CLEAR), FALSE);

EnableWindow(GetDlgltem{hwnd, IDC_GARBAGECOLLECT), FALSE);

// Get the coordinates of the memory map display.
GetWindowRect(GetD1gltem(hwnd, IDC_MEMMAP), &g_rcMemMap);
MapWindowPoints{NULL, hwnd, (LPPOINT) &g_rcHemMap, 2);

Iy Destroy the window that identifies the location of the memory map
DestroyWindow(GetD1gltem( hwnd, EDC_MEMMAP)):

// Put the page sfze fn the dialog box just for the user's information.
TCHAR szBuf[16]:

wsprintf(szBuf, TEXT{"("%d KB")"i. g_uPageSize / 1624):
SetDlgltemText(hwnd, IDC_PAGESIZE, szBuf):

/f Initialize the edit control.
SetDTigltemInt(hwnd, IDC_INDEX, @, FALSE):

return{TRUE};
}

1/ff!l!if//////f/f/fI!!//fl!//l//!!fiff!f!/ii/!/!iff///!////ffff{IIIIII!I!!!I!!

void Dlg_OnBestroy(HWND hwad) {

if (g_pSomeData l= NULL)
virtualFree(g_pSomeData, @, MEM_RELEASE):

/ffl///if//!f/f{//////!If/////f/!///i////!///!l!/!ff!///i//f/f////////f!/!//!//

VOID GarbageCollect(PVOID pvBase, DWORD dwNum, DWORD dwStructSize) {

static DWORD s_uPageSize = 8;

if (s_uPageSize == 8) {
// Get the page size used on this CPU,
SYSTEM_INFOQ si;
GetSystemInfolksil:
s_uPageSize = si.dwPageSize:

UINT uMaxPages = dwNum * dwStructSize / g_uPageSize;
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for (UINT uPage = @: uPage < uMaxPages: uPage++) {

BOOL fAnyAllocsInThisPage = FALSE;
UINT ulndex = yPage » g_uPageSize / dwStructS$ize;

UINT ulndexLast = ulndex + g_uPageSize / dwStructSize:

for (: ulndex < ulndexLast: ulndex++) {

MEMORY_BASIC_INFORMATION mbi;
VirtualQuery{&g_pSomeDatalulndex], &mbi, sizeof(mbl));
fAnyAllocsinThisPage = ((mbi.5tate == MEM_COMMIT) &&

+ (PBOOL) ((PBYTE)} pvBase + dwStructSize + ulndex});

// Stop checking this page, we know we can’t decommit 1t.
if {fAnyAllocsInThisPage) break:
1
if (IfAnyAllocsInThisPage) {
/7 No allocated structures in this page; decommit it,
VirtualFree(dg_pSomeData[ulndextast - 1], dwStructSize, MEM_DECOMMIT);
}

}

HILLLHELETTEE L IT I I I EE R EE 00 EETE TR T TE B AL EE PR IEEEEEEiII1180Ei810)

vold Dlg_OnCommand (HWND hwnd, 1nt id, HWND hwndCtl. UINT codeNotify) {
UINT ulndex = 8;

switch (id) {
case IDCANCEL:
EndDialog(hwnd, 1d);
break;

case IDC_RESERVE:
// Reserve enough address space to hold the array of structures.
g_pSomeData = (PSOMEDATA) VirtuwalAlloc(NULL,
MAX_SOMEDATA  sizeof(SOMEDATA), MEM_RESERVE, PAGE_READWRITE);

// Disable the Reserve butten and enable all the other controls.

EnableWindow(GetDlgItem{hwnd, IDC_RESERVE), FALSE);
EnableWindow(GetDIgltem(hwnd, IBC_INDEXTEXT), TRUE);
EnabieWindow(GetDtgItem(hwnd. IDC_INDEX), TRUES;
EnableWindow{GetD1gltem{hwnd, IDC_USE). TRUE}:

EnableWindow(GetDIgltem(hwnd, IDC_GARBAGECOLLECT), TRUE):

// Force the index edit control to have the focus.
SetFocus(GetDlgItem(hwnd, IDC_INDEX}):

// Force the memory map to update
InvalidateRect(hwnd, &g_rcMemMap, FALSE):
break:

case IDC_INDEX:
if (codeNotify l= EN_CHANGE)
break:
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ulndex = GetDlgltemInt(hwnd, 1d., NULL. FALSE):
if ((g_pSomeData != NULL) &% chINRANGE(®, ulndex, MAX_SOMEDATA - 1)) {
MEMORY__BASIC_INFORMATION mbi;
VirtualQuery(&g_pSomeDatalulndex]. &mbi. sizeofi(mbi));
BOOL fOk = (mbi.State == MEM_COMMIT);
if (fok}
fok = g_pSomeDataiulndex].finlse;

EnableWindow(GetDlgltem{hwnd, I[DC_USE), [!f0k);
EnableWindow(GetDYgItem(hwnd, IDC_CLEAR), fOkj}:

} else {
EnableWindow(GetDlgltem(hwnd, IDC_USE}, FALSE};
EnableWindow(GetOlgIltem(hwnd, IDC_CLEAR), FALSE}:
}

break;

case [DC_USE:
uindex = GetDigltemInt(hwnd, IDC_INDEX, NULL, FALSE}:
if (ChINRANGE(®, ulndex, MAX_SOMEDATA - 1)) {

// NOTE: New pages are always zeroed by the system
VirtualAlloc(&g_pSomeDatafulndex}, sizeof(SOMEDATA),
MEM_COMMIT, PAGE_READWRITE):

g_pSomeDatalulndex].fInUse = TRUE;

EnabteWindow(GetDigltem(hwnd, IDC_USE}, FALSE}:
EnabteWindow(GetD1gltem(hwnd, IDC_CLEAR), TRUE};

// Force the Clear button control to have the focus.-
SetFocus{GetDlgltem{hwnd, IDC_CLEAR)});

// Force the memory map to update
InvalidateRect{hwnd, &g_rcMemMap, FALSE):

}
break:

case IDC_CLEAR:
ulndex = GetDlgltemInt(hwnd, IDC_INDEX, NULL, FALSE}:
if (chINRANGE(®, ulndex, MAX_SOMEDATA - 1)} {
g_pSomeDatalulndex].fInlUse = FALSE;
EnableWindow(GetDlgItem(hwnd, IDC_USE), TRUE);

EnableWindow(GetDlgItem{hwnd, IDC_CLEAR)Y, FALSE);

// Farce the Use button control to have the focus.
SetFocus(GetDTgltem{hwnd, IDC_USE)):

1

break;

case IDC_GARBAGECOLLECT:
GarbageCollect(g_pSomeData, MAX_SOMEDATA. sizeof (SOMEDATA}):

// Force the memory map to update
}nva]idateﬂect(hwnd, &g_rcMemMap, FALSE);
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break;

/f///////////!/////////////////////////////f/////f////!!///////////////////////

void D1g_OnPaint (HWND hwnd) { // Update the memory map

PAINTSTRUCT ps;
BeginPaint(hwnd, &ps);

UINT uMaxPages = MAX_SOMEDATA = sizeof (SOMEDATA) / g_uPageSize;
UINT uMemMapWidth = g_rcMemMap.right - g_rcMemMap.left;

if (g_pSomeData == NULL) {

// The memory has yet to be reserved.
Rectangle(ps.hdc, g_rcMemMap.left, g_rcMemMap.top,
g_rcMemMap.right - uMemMapWidth % uMaxPages, g_rcMemMap.bottom):

} else {

// Walk the virtual address space, painting the memory map
for (UINT uPage = @; uPage < uMaxPages: uPaget) {

UINT ulndex = uPage * g_uPageSize / s1zeof{SOMEDATA) :
UIKT ulndexiast = ulndex + g_uPageSize / sizeoF{SOMEDATA):
for (: ulndex < ulndextast: ulndex++) {

MEMORY_BASIC_INFORMATION mbi ;
VirtualQuery{&g_pSomeDatalulndex], &mbi, sizeof(mbi));

int nBrush = 9;

switch (mbi.State) {
case MEM_FREE: nBrush = WHITE_BRUSH; break:
case MEM_RESERVE: nBrush = GRAY_BRUSH: break;
case MEM_COMMIT: nBrush = BLACK_BRUSH; break:

}

SelectObject(ps.hdc, GetStockObject(nBru;h)):

Rectangle(ps.hdc, )
g_rcMemMap.left + uMemMapWidth / uMaxPages * uPage,

g_rckemMap.top,
g_rcMemMap.left + uMemMapWidth / uMaxPages * (uPage + 1},

g_rcMemMap.bottom};

}

EndPatnt(hwnd, &ps):
}

FIPERETELEIRELEITEEFEE I ER T ETEEP I F BT FE R P E B
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INT_PTR WINAPI Dlg_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OnInitDialog);

chHANDLE_DLGMSG{hwnd, WHM_COMMAND, DYg_OnCommand )} ;

chHANDLE_DLGMSG (hwnd, WM_PAINT, Dlg_OnPaint):
chHANDLE_DLGMSG(hwnd, WM_DESTROY, Dlg._OnDestroy};
H
return(FALSE);

1
FETEETARIREAERETIF EIEEFFIEETTEREETEEE LR EE TP TEE LT EEET T

int WINAPT _tWinMain(HINSTANCE hinstExe, HINSTANCE, LPTSTR pszCmdLine, int) {

// Get the page size used on this CPU.
SYSTEM_INFO si;
GetSystemInfoldsi);

g_uPageSfze = si.dwPageSize;

BialogBox{hinstExe, MAKEINTRESOURCE({IDD_VMALLOC), NULL, D1g_Proc);
-return(®);

EHIEITEEEEEEEEI I II R REFEEITETT Bd of File 2477071 01H1111000010E0EE1011101101

VMAlloc.rc

/Microsoft Developer Studio generated resource script.
1
f#include "Resource.h”

#define kPSTUDlO_READONLY_SYHBOLS
/////Il!/lii!//lf///lf//////////I////l!/f/////f/////!!///////////////////////
I

// Benerated from the TEXTINCLUDE 2 resource.

i/ :

#include "afxres.h"

TIIHATEEEEI TR EE R ETERE LT ELEEFI I IR IR EEFE R TTET IR ET I 411i880110010101
fundef APSTUDIO_READONLY_SYMBOLS

/!I///ll//////////////////ff////if////i!////////Il////!i////!/////////////if/
/f English (U.S.) resources

#if !defined(AFY_RESOURCE DLL} || defined(AFX_TARG_ENL)
fifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

ffpragma code_page(1252)

fendif //_WIN32
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#ifdef APSTUDIO_INVOKED

;;//f////f////////!//l//////I//////!////////////?//////!/!///////////l!//////

/7 TEXTINCLUDE
Iy

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource.h\@"
END

2 TEXTINCLUDE DISCARPABLE

BEGIN
*#include ""afxres.h™"\r\n"
“\all

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"Arin”

H\B"
END

fendif // APSTUDIO_INVOKED

JHIIETEERFTEEEREEEREP LTI Rd i i iiiiddiidiidifiiittiiidssiiiiffifriitiiied
H

ff Dialog

I

10D_VMALLOC DIALOG DISCARDABLE 15, 24, 224, 97

STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION | WS_SYSMENLU
CAPTION "Virtual Memory Allpcator™

FONT 8, "MS Sans Ser{f”

BEGIR
LTEXT "page size:",IDC_STATIC,4.6.34,8
CONTROL “16 KB",IDC_PAGESIZE."Static",SS_LEFTNOWGROWRAP |

SS_NOPREFIX | WS_GROUP,50,6,28,8
DEFPUSHBUTTON  "&Reserve region (58, 2KB structures)",IDC_RESERVE,89.4,
149,14 ,W5_GROUP

LTEXT "flndex (0-- 49):",IDC_INDEXTEXT,4.26.45.8
EDITTEXT 1IDC..INDEX,56,24,16,12

PUSHBUTTON “&Use”,IDC_USE,B808.24,32.14

PUSHBUTTON *4Clear”,IDC_CLEAR,116,24,32,14

PUSHBUTTON "%Garbage collect",IDC_GARBAGECOLLECT,160,24,68,14
GROUPBOX "Memory map™,IDC_STATIC,4,42,216,582

CONTROL »» IDC_MEMMAP,"Static",SS_BLACKRECT.8,58,208.16
LTEXT "White: Free”,IDC_STATI(,8,86,39,8

CTEXT "Grey: Reserved”,IDC_STATIC,82,80,52.8

RTEXT "Black: Committed", IDC_STATIC,155,80,58,8

END
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FEITETETEEF R FEFAEF IR TR EEFiTET i idiriddditiditiidtiitiiiiiiiitiititts
/!

£t Icon

i/

// Icon with lTowest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_VMALLOC ICON DISCARDABLE “YMAlloc.Ico”

#endif // English (U.5.) resources

FERTIEETTTEERT P EEIE T iR it i idd it i ir i i irri i i ireibitiiiiiiiittiteii

#ifndef APSTUDIC_INVOKED

FEEEREREEEEFRE PG EEFFEEEREEEEEEEEEEEEE R EEEEEEREEEEEEE R LR ET TR R
H

// Generated from the TEXTINCLUDE 3 resource.

i

FEHIFFRERRIFRIETTIRE TR EE T TR E R R FEE T E ST EL T ETFAfEf S Ei ittty
fendif // not APSTUDIO_INVOKED

15.6

PAGE_READWRITE
PAGE_NOACCESS

Virtual Protect

BOOL VYirtuwalProtect(
PYOID pvAddress,
SIZE_T dwSize,

DWORD f1NewProtect,
PDWORD pfl101dProtect};

pvAddress dwSize
fINewProtect PAGE_*
PAGE_WRITECOPY PAGE_EXECUTE_WRITECOPY
pflOldProtect DWORD Virtual Protect pvAddress
DWORD
4 KB Virtual Protect

PAGE_NOACCESS
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VirtualProtect(pvRgnBase + (3 * 1824), 2 = 1024,
PAGE_NOACCESS, &f101dProtect);

Windows 98 Windows 98 PAGE_READONLY PAGE_READWRITE
PAGE_EXECUTE PAGE_EXECUTE_READ
PAGE_READONLY
PAGE_EXECUTE_READWRITE PAGE_READWRITE

Virtual Protect
Virtual Protect

15.7

Windows 98 Windows 98

RAM
.exe DLL /
RAM RAM RAM
Windows 2000
RAM RAM
RAM
VirtualAlloc MEM_RESET
VirtualAlloc
0 RAM RAM
RAM
0 RAM
RAM
VirtualAlloc
MEM_RESET VirtualAlloc

PINT pnData = (PINT) VirtualAlloc(NULL, 10624,
MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
pn[@] = lae;
pn[l] = 200;
VirtuaTAlloc({PW0OID) pnData. sizeof(int), MEM_RESET, PAGE_RE;
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4 sizeof (int)
VirtualAlloc NULL
MEM_RESET VirtualAlloc
0 0
MEM_RESET OR
NULL
PVOID pvMem = VirtualAlloc(NULL, 1024,
MEM_RESERVE | MEM_COMMIT | MEM_RESET. PAGE_READWRITE};
MEM_RESET
MEM_RESET VirtualAlloc
MemReset
15-2 MemReset “ 15 MemReset.exe” MEM_RESET
15-MemReset
MemReset.cpp
VirtualAlloc 1024
Istrcpy
RAM
RAM
No
VirtualAlloc MEM_RESET
RAM
3
1) GlobalMemoryStatus RAM
2) VirtualAlloc
RAM
3) ZeroMemory RAM
RAM
RAM
ZeroMemory
MemReset RAM
RAM

RAM



China=pubecom

15

15-2 MemReset

MemReset.cpp

f*********ﬁ**k**#***********tv&*t******#**********:**$**$$$$t*$***%***$$tl#**t*
Module: MemReset.cpp
Notices: Copyright (c) 2008 Jeffrey Richter

**1*********$$¢$$$$**$********ﬁ*t****s*****#‘***t*********!&****‘***St***&**ﬁ*!

#include, . \CmaHdr.h" /* See Appendix A. =/
f#include <tchar.h>

PITERLSTEEEIPREEI RIS PR EPEFFRTEFELTTEEI IR EE LRI BRI DEEEELER LI T}

int WINAPL _tWinMain(HINSTANCE hinstExe, HINSTANCE, LPTSTR pszCmdliine, int) {
chiWindows9xNotAllowed();

TCHAR szAppName[]
TCHAR szTestData(]

TEXT("MEM_RESET tester”);
TEXT("Some text data™):

// Commit a page of storage and modify its contents.
LPTSTR pszData = (LPTSTR) VirtualAlloc(NULL, 1024,

MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE):
1strcpy(pszData,. szTestData);

if (MessageBox(RULL, TEXT("Do you want to access this data later?"),
szAppName, MB_YESNO) == IDNQ) §

// Me want this page of storage to remain in our process but the
/! contents aren't important to us anymore.
// Tell the system that the data is not modified.

!/ Note: Because MEM_RESET destroys data, VirtualAlloc rounds

/{ the base address and size parameters to their safest range.

// Here is an example:

// VirtualAlloc(pvData, 5008, MEM_RESET, PAGE_READWRITE)

/1 resets @ pages on CPUs where the page size is greater than 4 KB
// and resets 1 page on CPUs with a 4-KB page. So that our call to
// VirtualAlloc to reset memery below always succeeds, VirtualQuery
f/ is called first to get the exact region size.
MEMORY_BASIC_INFORMATION mbi;

VirtuatQuery(pszData, &mb1, sfzeof(mbi));

¥irtualAlloc{pszData. mbi.Regfon$ize, MEM_RESET. PAGE_READWRITE);

}

// Commit as much storage as there is physical RAM.
MEMORYSTATUS mst:
GlobatMemoryStatus(&mst);
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PY¥OID pvDummy = VirtualAlloc(NULL, mst.dwTotalPhys,
HMEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);

// Touch all the pages in the dummy region so that any
// modified pages in RAM are written to the paging file.
ZeroMemory(pvDummy, mst.dwTotalPhys);

// Compare our data page with what we originally wrote there.
if (istremp(pszData, szTestData) == @) {

f{ The data {n the page matches what we originally put there.
// leroMemory forced our page to be written to the paging file.
MessageBox(NULL, TEXT("Modified data page was saved.™),
szAppName, MB_O0K);
} else (

// The data in the page does NOT match what we originally put there
/! ZeroMemory didn’t cause cur page to be written to the paging file
MessageBox(NULL, TEXT("Modified data page was NOT saved.™),
szAppName, MB_QK);
}
return(@):

PHRFELETIALERETIALEELTSEE0ET0Y End of File [HIFFFFTEREEIHIEI IR0 EEEY

15.8 _ Windows 2000

RAM

32
Windows 2000
AWE  Microsoft AWE

. RAM
. RAM
AWE RAM RAM
RAM VirtualAlloc
RAM
RAM
RAM
RAM
AWE

// First, reserve a 1MB regfon for the address window
ULONG_PTR ulRAMBytes = 1624 » 1024
PVOID pvWindow = VirtualAlloc(NULL, ulRAMBytes,
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MEM_RESERVE | MEM_PHYSICAL, PAGE_READWRITE):

// Get the number of bytes in a page for this CPU pTlatform
SYSTEM_INFO sinf:
GetSystemInfo(dsinf);

// Calculate the required number of RAM pages for the
// desired number of bytes
ULONG_PTR ulRAMPages = ulRAMBytes / sinf.dwPageSize

// Allocate array for RAM page's page frame numbers

ULONG_PTR aRAMPages[ulRAMPages];

// Allocate the pages of RAM (requires Lock Pages in Memory user right)

AllocatelserPhysicalPages(
GetCurrentProcess(), // Allocate the storage for our process
&ulRAMPages, /7 Input: # of RAM pages, OQutput: # pages allocated
aRAMPages); f/ Output: Opaque array indicating pages allocated

// Assign the RAM pages to our window

MapUserPhysicalPages{pvWindow, // The address of the address window
ulRAMPages, // Number of entries in array
aRAMPages): // Array of RAM pages

f/ Access the RAM pages via the pvWindow virtual address

// Free the block of RAM pages

FreeUserPhysicalPages(
GetCurrentProcess(), // Free the RAM allocated for our process
&u1RAMPages, /7 Input: # of RAM pages, Output: # pages freed
aRAMPages); // Input: Array indicating the RAM pages to free

// Destroy the address window
VirtualFree(pvWindow, 8, MEM_RELEASE):

AWE
VirtualAlloc 1MB
RAM
MEM_RESERVE

MEM_PHY SICAL RAM AWE
PAGE_READWRITE

VirtualAlloc Virtual Protect

RAM AllocateUserPhysical Pages

BOOL AllocateUserPhysicalPages(
HANDLE hProcess,
PULONG_PTR pulRAMPages,
PULONG_PTR aRAMPages):

pulRAMPages RAM
hProcess
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RAM RAM
RAM aRAMPages
RAM RAM
RAM
pulRAM Pages
RAM AWE RAM
RAM
RAM
RAM AWE
RAM
Global M emory StatusEx
RAM AllocateUserPhysical Pages Lock Pages
in Memory
Local System
AllocateUserPhysical Pages
Windows 2000 Windows 2000 Lock Pagesin Memory
1) Start Run Computer Management MMC
Run “ Compmgmt.msc/a’ OK
2) Local Computer Policy
Add/Remove Shap-ins / shap-in
Standalone Snap-ins Added To Computer
Management(local) Add Add Standal one Snap-in
Available Standalone Snap-ins Group Policy
Add Select Group Policy Object
Finish Add Standalone Snap-in Close
Add/Remove Shap-in OK Computer Management
Local Computer Policy
3) Local Computer Policy(
) Computer Configuration( )  Windows Settings
Security Settings Local Policy User Rights
Assignment
4) Lock Pagesin Memory

5) Action Security Lock Pagesin Memory
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Add Select Users or Group Lock Pagesin
Memory / OK
Lock Pagesin
Memory

RAM MapUserPhysical
Pages RAM

BOOL MapUserPhysicalPages(
PYOID pvAddressWindow,
ULONG_PTR ulRAMPages,
PULONG_PTR aRAMPages);

pvAddressWindow
ulRAMPages aRAMPages RAM
Microsoft
MapUserPhysical Pages
RAM

M apU serPhysi cal Pages RAM
aRAM Pages NULL

// First, reserve a 1MB regfon for the address window
ULONG_PTR ulRAMBytes = 1624 » 1024
RAM
pvWindow RAM
RAM FreeUserPhysical Pages

BOOL FreelUserPhysicalPages(
HANDLE hProcess,
PULONG_PTR pulRAMPages,
PULONG_PTR aRAMPages);

hProcess RAM
RAM
Virtual Free
0 MEM_RELEASE
RAM
RAM
RAM RAM RAM
64 Windows 2000 AWE AWE 32
64 AWE
AWE RAM

AWE

15-3 AWE “ 15-AWE.exe"
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15-
AWE RAM
RAM “ Text in Storage 0” RAM “ Text
in Storage 1” RAM RAM
15-4

B Address Windowing Extensions

indaw : Storage 0 ; iText in Storage 0

wfindawe 1 lSlorage 1 j ;Text in Storage 1

15-4 AWE

RAM
No Storage
RAM
RAM 15-5 AWE

C:ADocuments and 5ettingsJeffrey Richter\My Documents\WidywWinkCD\xB6ADe. E

Thiz starage can be mapped anly once.

15-5

AWE 3
C++ AddrWindows.h CSystemlinfo GetSystemlnfo
CSysteminfo
C++ CAddrWindow Create
Destroy UnmapStorage
RAM PVOID
C++ CAddrWindowStorage CAddrWindow
RAM Allocate Lock Pages in Memory RAM
Free RAM HowM anyPagesAllocated
MapStorage UnmapStorage CAddrWindow RAM

C++
CAddrWindow CAddrWindowsStorage

15-3 AWE

AWE.cpp

P L e T e L L E
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/*******¢***$$******$¢n¢$$*****$$$¢tt$$$s******«wtt**&*ss#**m*t****&***********

Module: AWE.cpp
Notices: Copyright (c) 2086 Jeffrey Richter

R e PEERT LS L PSR LA AT R L LS LT )

#include ", . \CmnHdr.h" /% See Appendix A. =/
#include <Windowsx.h>

#include <tchar.h>

#include "AddrWindow.h™

#include "Resource.h”

PILERHIEILELEL R TR T IR TEEEEEE I I0 000 TR R LI ETEEEEETITIT 104101080801 E

CAddrWindow g_aw[Z2}; // 2 memory address windows
CAddrWindowStorage g_aws[2]; /f 2 storage blocks
const ULONG_PTR g_nChars = 1824; // 1824 character buffers

TIITIE LRI F I EEEEET IR I EEEEE IR IT 0010 EEE IR ItIIiiE1itttTs

BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
ChSETDLGICONS(hwnd, IDI_AWE):

/f Create the 2 memory address windows
chVERIFY(g_awf®].Create(g_nChars = sizeof (TEHAR)) ) :
ch¥ERIFY(g_aw[1]).Create{g_nChars « sizeof(TCHAR})):

// Create the 2 storage blocks
if (lg_aws[®].Allocate(g_nChars # sizeof(TCHAR))) |
chFAIL{"Failed to allocate RAM.\nMost likely reason: ™
"you are not granted the Lock Pages in Memory user right."™):
}
ChVERIFY (g_aws[11.Allocate(g_nChars * sizeof(TCHAR)));

// Put some default text in the 1st storage block
g_aws[B].MapStorage(g_aw[B]):
Tstrepy((PSTR) (PVOID) g_aw[8], TEXT("Text in Storage 9™)):

// Put some default text in the 2nd storage block
g_aws[1].MapStorage(g_aw[0]);
Istrepy ((PSTR) (PVYOID} g_aw[®], TEXT("Text in Storage 1™));

// Populate the dialoeg box controls

for {(fnt n=8; n<=1; n++) {
// Set the combo box for each address window
int 1d = ((n == @) ? IDC_WINDOWOSTORAGE : IDC_WINDOWLSTORAGE);
HWND hwndCB = GetDigItem{hwnd. id); '
ComboBox _AddString(hwndCB, TEXT("No storage™));
ComboBox_AddString(hwndCB, TEXT("Storage 8")):
ComboBox_AddString(hwndCB, TEXT("Storage 1™)});

/7 Window @ shows Storage B, Window 1 shows Storage 1

ComboBox_SetCurSel{hwndCB, n + 1):
FORKARD_WM_COMMAND(hwnd, id, hwndCB, CBN_SELCHANGE, SendMessage}:
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Edit_LimitText{GetDlgltem{hwnd,
{n == @) ? IDC_WINDOWOTEXT : IDC_WINDOW1TEXT), g_nChars);
1

return(TRUE}:

JITEFREFEFEIPEEE BT I P EEEREFFERI I EIPFEI P EEEI L FR LTI EEE T L

yoid Dlg_OnCommand(HWND hwnd, int id, HWND hwndCtl, UINT codeNotify) {
switch (1d) {

case IDCAMCEL:
EndDialog(hwnd, id);
break:

case IDC_WINDOWQSTORAGE:
case IDC_WINDOW1STORAGE:
if {codeNotify == CBN_SELCHANGE) {

// Show different storage in address window
int nWindow = ((id == IDC_WINDOWOSTCGRAGE) 7 8 : 1)}:
int nStorage = ComboBox_GetCurSel (hwndCt1) - 1:

if {(nStorage == -1) { // Show no storage in this window
chVERIFY{g_aw[nWindow]l.UnmapStorage());
} else {
if {1g_aws[nStorage].MapStorage(g_aw[nWindowl}) {
// Couldn't map storage in window
chVERIFY{g_aw[nWindow]l.UnmapStorage()):;
ComboBox_SetCurSel (hwndCtl, @); // Force "No storage®
chMB{"This storage can be mapped only once."};
1
}

/1 Update the address window's text display
HWND hwndText = GetDlgltem(hwnd,

((nWindow == 8) 7 IDC_WINDOWATEXT : IDC_WINDOWLTEXT));
MEMORY _BASIC_INFORMATION wbi;

:jrtua?ﬂuery(g_aw[nHindow]. tmbi, sizeof(mbi)):
Note: mbi.State == MEM_RESERVE if no stora

ge is 1n add
EnableWindow(hwndText, (mbi.State == MEM._COMMIT)); ress window
Edit_SetText{hwndText, IsWindowEnabled{hwndText)

) ? (PCSTR) (PYDID) g_aw[nWindow] : TEXT("(No storage)”});

break;

case IDC_WINDOWOTEXT:
case IDC_WINDOWITEXT:
if {(codeNotify == EN_CHANGE) {
/7 Update the storage in the address window
Tnt nWindow = ((id == IDC_WINDOWBTEXT) ? @ 1 1)

] Edit_GetText(hwndCt1l, (PSTR) (PVYQID) g_awlnkindow]l, g_nChars):
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break;

//////f///////l/!/////!/////////////f/////////////////f///!f///////f/f////l////

INT_PTR WINAPI D1g_Proc{HWND hwnd, WINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
ChHANDLE_DLGMSG{ hwnd, WH_INITDIALOG, Dlg OnlnitDialog);
} ChHANDLE_DLGMSG(hwnd, WM_COMMAND, Dlg_nCommand);

return(FALSE};
}

//////////!l////II////////l!/////////////////////f!ff///////////////////i//!///

fot WENAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {
chiindows286@Required();

DialogBox(hinstExe, MAKEINTRESOURCE( IDD_AWE
return(e); -AWE), NULL, Dg. Proc);
}

fI//f////!////!!//{////////////f Ena of File /1701711111707 1F1FEFITERETIIIZIILE

AWE.rc

//Microsoft Developer Studio generated resource script.

ff
#include "resource.h”

fdefine APSTUDIO_READONLY _SYMBOLS
FHETELEEEEPETEELEE T I EEFEE T E I E I EE T AL i

i
// Generated from the TEXTINCLUDE 2 resource.

1
finclude “afxres.h”

R R R e R
#undef APSTUDIO_READONLY_SYMBOLS

N i
/f English (U.S.) resources

$#if ldefined (AFX_RESOURCE_DLL) || defined{AFX_TARG.ENU)

#ifdef _WIN32Z
LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)
f#endif //_MIN3Z

FETHIIEEEEETEREEEIFEFIEREF IR ET I TP EREETF R EE T EE L E LT
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I
/1 Dialtog
f

IDD_AWE DIALDG DISCARDABLE @, @, 288, 45

STYLE DS_SETFOREGROUND | DS_3DLOOK | DS_CENTER | WS_MINIMIZEBOX | WS_.VISIBLE |
WS_CAPTION | WS_SYSHEMU

CAPTION "Address Windowing Extensions”

FONT §, “MS Sans Serif™

BEGIN
LTEXT "Window @:",[DC_STATIC,4,6,35,8
COMBOBOX IDC_WINDOWBSTORAGE 44,4 ,86,58,CBS_DROPDOWKLIST |
WS_TABSTOP .
EDITTEXT IDC_WINDOWOTEXT,132,4,152,14,ES_AUTORSCROLL
LTEXT “Window 1:",IDC_STATIC,4,28,35,8
COMBOBOX 1DC_WINDOWLSTORAGE, 44 ,25,80,58,CBS_DROPDOWNLIST |
WS_TABSTOP
EDETTEXY IDC_WINDOWITEXT,132,25,152,14,ES_AUTOHSCROLL
END

/////////////!//////f//////////f////l/ff///////////l//l/////lf/l///////f/////
/i

// DESIGNINFOD

ff

#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_AWE, DIALOG
BEGIN :
LEFTMARGIN, 7
RIGHTMARGIN, 281
TOPMARGIN, 7
BOTTOMMARGIN, 38
END
END
fendif // APSTUDIO_INVOKED

#ifdef APSTUDIO_INVOKED
:/!//////////lf///////////////////////!f/////l/[/////////l///l//Il////f//////
/

// TEXTINCLUDE

)

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\o"
END

2 TEXTINCLUDE DEISCARDABLE
BEGIN
*#inciude ""afxres.h""\r\n"
n\all
END

3 TEXTINCLUDE DISCARDABLE
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BEGIN
"\rin®
'l\all

END

tendi f /4 APSTUDIC_INVOKED

FEEFHAFET IR ETFFHEFFFFEFTEEdEETEEI LT FFTT I EFTP I AT PR i iiiiiiisrititiifis
rf

/f Leon

I

/7 Icon with lowest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_AWE ICON DISCARDABLE “AME ., fco®

fendif // English (U.S5.) resources

FEETREEETIIREET I T ETRERT TR T EE B ER RIS RI TP P I f R i iiEliiiiiy

#ifndef APSTUDIO_INVOKED

FHEPTHETEFRRITEEEI PR EE Tt EF Tt i i i tiddt it iiiiftiddif i iiditititiiitititiitied
/!

// Generated from the TEXTINCLUDE 3 resource.

i

FEFRREEERIIEETREEERERETFEFILEFRERIEEF R EAEER IR RE LR F TR E S
fendif // not APSTUDIO_INVOKED

AddrWindow.h

FETISTL ISR T LI 222 e p 22 2 s ot A L g g e L L L e E et s ]

Module: AddrWindow.h
Notices: Copyright (c) 2888 Jeffrey Richter

P L L L L L T L ey Ty T P R SIS PR BT 7

#ipragma once
FEFPRIEEEEIIIFRETIEEF R EEREFETET T TR ERTE LA E PR LEFFEFELETEE R T IIPETREEE

#include ", .\CmnHdr.h" /* See Appendix A. =/°
f#include <tchar.h>

FEERREEEEERRRRFEFFREEEFRREEEALELER PRI A0 8 800000001107 0111111181

class CSystemInfo : pubTic SYSTEM_INFO ¢
public:

CSystemInfo(} { GetSystemInfo(this): }
h;

!/////!ff//////////////!/////l//////////////////f!/////f///////////////////////
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class CAddrWindow {

public:
CAddriWindow() { m_pvWindow = NULL; }
~CAddrWtndow()} { Destroy(); }

BOOL Create(SIZE_T dwBytes, PVOID pvPreferredWindowBase = NULL}) {
/f Reserve address window region to view physical storage
m_pyWindow = VirtualAlloc{pvPreferredWindowBase, dwBytes,

MEM_RESERYE | MEM_PHYSICAL, PAGE_READWRITE);
return{m_pvWindow != NULL):

1

BODL Destroy() f
BODL fOk = TRUE;
if (m_pvWindow != RULL) {
// Destroy address window region
fOk = VirtuaiFree(m_pvWindow, 8, MEM_RELEASE);
m_pvWindow = NULL;
}
return{fik};
}

BOOL UnmapStorage() {
// Unmap all storage from address window region
HEMORY_BASIC_INFORMATION mbi:
VirtualGuery(m_pvWindow, &mbi, sizeof(mbi)):
return(MapUserPhysicalPages{(m_pvWindow,
mbi.RegionSize / sm_sinf.dwPageSize, NULL)}):
3 .

// Returns virtual address of address window
operator PYOID() { returni{m_pvWindow}: }

private:
PYOID m_pvMindow; /1 ¥rtual address of address window region

static CSystemInfo sm_sinf;
}s

FEELEFEET I TEEEFFEELL TR EEEEEI T EEEE I FFEE R EEEEEEEE 4]

CSystemInfo CAddrWindow::sa_sinf;

TIELEIE TR R TEE L ELEFIE T ERER I I TR EE TR EEEEELEIIIIEELEE

class CAddriWindowStorage {

public:
CAddrWindowStorage() { m_ulPages = @: m_pullUserPfnArray = HULL; }
~CAddriindowStorage(} { Free(); }

BOOL Allocate{ULUNG_PTR ulBytes) {
ff Allocate storage intended for an address window
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Free(}: // Cleanup this object's existing address window

/4 Calcutate number of pages from number of bytes
m_ulPages = (ulBytes + sm_sinf.dwPageSize) / sm_sinf.dwPageSize:

// Allocate array of page frame numbers
m_pulUserPfrArray = (PULONG_PTR)
HeapAlloc(GetProcessHeap(), @, m_ulPages * sizeof(ULONG_PTR});

BOOL fOk = (m_pulUserPfnArray != NULL);

if (fok) |
// The "Lock Pages in Memory™ privilege must be enabled
EnablePrivilege(SE_LOCK_MEMORY_NAME, TRUE):
fOk = AllocatelUserPhysicalPages(GetCurrentProcess(),

&m_ulPages, m_pulUserPfnArray):

EnablePrivilege (SE_LOCK_MEMORY_NAME, FALSE);

1

return{fik};

}

BOOL Free() {
BOOL fOk = TRUE;
1f (m_pulUserPfnArray i= NULL) |
fok = FreeUserPhy51calPages(GetCurrentProcess().
&m_ulPages, m_pulUserPfrArray);
if (fOk) §
// Free the array of page frame numbers
HeapFree(GetProcessHeap(), @, m_pulUserPfrArray);
m_ulPages = @:
m_pullUserPfnArray = NULL:
}
1
return(f0k);
}

ULOHG_PTR HowManyPagesAllocated() { return{m_ulPages); }

BOOL MapStorage(CAddrWindows aw) |
return(MapUserPhysicalPages(aw,
HowManyPagesAllocated(), m_pulUserPfnArray)):
}

BOOL UnmapStorage(CAddr¥indowk aw) {
return(MapUserPhysicalPages(aw,
HowManyPagesAllocated(), NULL)):
1

privata:
static BOOL EnablePrivilege(PCTSTR pszPriviame, BDOL fEmable = TRUE) {

BOOL Ok = FALSE; // Assume function fails
HANDLE hToken:

/7 Try to open this process’s access token
if (OpenProcessToken(GetCurrentProcess().
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TOKEN,_ADJUST_PRIVILEGES, &hToken)) | v

// Attempt to modify the "Lock pages in Memory" user right
TOKEN_PRIVILEGES tp = { 1 }; '

LookupPrivilegeValue(NULL, pszPrivName, &tp.Privileges[8].Luid}:
tp.Privileges[8].Attributes = fEnable ? SE_PRIVILEGE_ENABLED : 0;
AdjustTokenPrivileges(hToken, FALSE, &tp, sizeof(tp), NULL, NULL);

fO0k = (GetlastError() == ERROR_SUCCESS):
CloseHandle(hToken);
}
return(fok);
}

private:
ULONG_PTR m_utPages; // Number of storage pages
PULONG_PTR m_pulUserPfnArray: // Page frame number array
private:

static CSystemInfo sm_sinf;
I

FHTEEEI TR EF I T ER R ETTER IS I E 8 R ETFE R LT EEEiiEE I I iiiiftiitiiiel
CSystemInfo CAddrWindowStorage::sm_sinf;

PHELERFILELEI T BT ERILEAEEDFIE End Of File J/TFTTEPIIEEIIITETEIIEIIILIIIIEETE
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3
1MB
Microsoft /ISTACK
JSTACK: reservel,commit]
/STACK
CreateThread _beginthreadex
0 /STACK
1MB
16-1 4 KB (
0x08000000) PAGE_
READWRITE

0x080FF000

;
0x080FDO00
0x080FDO00

o . Rt

0x08003000 :
0x08002000 ;
0x08001000 :
0x08000000 :

- e ———

16-1
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0x08100000
16-2
16-2 CPU
0x08003004
0x08001000
16-3
0x08002000
0x08001000
0x08001000
0x08001000
EXCEPTION_STACK_OVERFLOW WinNT.h
0xCO0000FD SEH
SEH 23 24 25
Summation
0x080FF000
0x080FDO000
0x080FD000
,' , __--“\-..__ _.J
0x08003000 5
0x08002000
0x08001000 :
0x08000000 .

16-2
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g )
0x080FFO00
0x080FE000 '
0x080FD000
0x08003000
0x08002000
0x08001000 :
0x08000000 '
16-3
0x08001000
0x08000000
0x07FF000 0x08000000
0x08000000
16.1 Windows 98
Windows 98 Windows 2000
16-4 Windows 98 1 MB 0x00530000
1MB

1MB 128 KB Windows 98
128 KB 64 KB
64 KB
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0x00640000 bolpla
(65536 )
OX0063F000 1 : PAGE_READWRITE
(4096 ) !
0X0063E000 . i : PAGE_GUARD PAGE_NO_
! (4096 ) | ACCESS
0x00638000 e 5
\ (24576 ) |
0x00637000 1 : PAGE_READ_WRITE
L (4096 ) 16
P47 ;
0x006540000 i
16
0x00530000 P

16-4 Windows 98
64 KB 64 KB
int WINAPI WinMain (HINSTANCE hinstExe, HINSTANCE,

PSTR pszCmdiine, int nCmdShow) {

char szBuf[l0@];
szBuf[le@88] = &; // Stack underflow

return(@);
h
Windows 98
Windows 98 Windows 2000 Windows
2000
PAGE_GUARD
Windows 98 Windows 98
PAGE_NOACCESS 16-4 0x0063E000
/
16-4 0x00637000 PAGE_READWRITE
16 Windows Microsoft
16 SS 16 16
Windows 98 Win32 16
DLL 16 Microsoft

Windows 98 32 16 Windows 98 16
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ﬁm-w

32 0x00637000
16 16
Windows 98 0x0063F000
1MB
Windows 2000 16 Windows
64 KB Windows 98
16-5
0X00640000 16
| (6553 ) !
0x00540000 . 256 PAGE_READWRITE
{oame) |
oxo0s30000 |7 :
i (@862 )
0x00538000 S L PAGE_READWRITE
SEen In o 16
0X00538000 : 8
P (@2768 )

16-5 Windows 98

16.2 C/C++

C/C++

void SomeFunction () {
int n¥alues[40808];

// Do some processing with the array.
nValues[@8] = @; // Some assignment
}
16 000 4000 x sizeof(int), 4

CPU
16 000

4KB 8KB

CPU x86
KB Alpha 8KB
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/f The C run-time Tibrary knows the page size for the target system.
#ifdef _M_ALPHA

fdefine PAGESIZE (8 » 1824) {// 8-KB page

Felse

#define PAGESIZE (4 « 1824) // 4-KB page

#endif :

void StackCheck(int nBytesNeededFromStack) {
/! Get the stack pointer positicon.
// At this point, the stack peinter has NOT been decremented
// to account for the function's local varfables.
PBYTE pbStackPtr = (CPYU's stack pointer}):

while (nBytesMeededFromStack >= PAGESIZE) {
// Move down a page on the stack--should be a guard page.
pbStackPtr -= PAGESIZE;

// Access a byte on the guard page--forces new page to be
/f committed and guard page to move down a page.
pbStackPtr[8] = @;

// Reduce the number of bytes needed from the stack.
nBytesNeededFromStack -= PAGESIZE;
H

// Before returning, the StackCheck function sets the CPU’s
// stack pointer to the address below the function's
// local variables.

}

Microsoft Visual C++
StackCheck

DLL
16.3 Summation
16-1 Summation “ 16 Summation.exe’
16-Summeation
SEH
Summation 0 x X
Sum

Sum = (x * (x + 1)) / 2;
Sum

16-6
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16

Calculate

0 X Summation
Calculate the sum of the humbers
from O through x, where = is; I

WaitForSingleObject
Arswer.

GetExitCodeThread 16-6 Summation
UNIT_MAX
UNIX_MAX
SumT hreadFunc
pvParam
uSum UNIX_MAX
SumThreadFunc SEH
Sum
SumThreadFunc uSum
sum SEH
FilterFunc
EXCEPTION_STACK_OVERFLOW
44 000
FilterFunc
EXCEPTION_CONTINUE_SEARCH EXCEPTION_EXECUTE_
HANDLER Except
UNIT_MAX uSumNum
Sum Sum
SEH try Sum
1MB
Sum Sum 1MB
Sum
1 1000 Sum
Sum 0 750 Sum
Sum
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Sum 0 30000
5000

SumT hreadFunc

16-1 Summation

2 Summation.cpp

/***********&#*********#*****##***************&$$¥**$&**#******&*****#**t***#*t

Hodute: Summation.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

***************#*$$**$***$$******$*******t*#***************‘**3*&&“*****&*‘**/

#include "..\CmnHdr.h" /* See Appendix A. #/
#include <windowsx.h>

Hinclude <1imits.h>

#include <process.h> // For _beginthreadex
#include <tchar.h>

#incTude "Resource.h”

////!//I///////////f/////!////!l/////ff//////////////////////Il!/////ff////////

/7 An example of calling Sum for uKum = @ through 9
// uNum: 8 123 4 5 6 7 8 9 ,..

f/ Sum: B 13610 1521 28 36 45 ...

UINT Sum(UINT uNum) {

/7 Call Sum recursively.
return({uNum == 8> ? 8 : {(uNum + SumCuMum - 1))):
}

/////////f/////////f/!///!ff!////f//////////////////////////////if/////////////
LONG WINAPI FilterFunc(DWORD dwExceptionCode) f

return{(dwExceptionCode == STATUS_STACK_OVERFLOW)
? EXCEPTION_EXECUTE_HANDLER ; EXCEPTION_CONTINUE_SEARCH);
}

////I/////////////////lf////!////////////////!/////////////ff//////!///////////
// The separate thread that is responsibte for calculating the sum.

// 1 use a separate thread for the following reasons:

{f 1. A separate thread gets its own 1 MB of stack space.

f 2. A thread can be notified of a stack overflow only once.

I 3. The stack's storage is freed when the thread exits,

DWORD WINAPI SumThreadFunc(PVOLD pvParam) { '

f/ The parameter pvParam, contains the number of integers to sum.
UINT uSumNum = PtrTollong(pvParam};
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16

// uSum contains the summation of the numbers from @ through uSumNum.
/71 1f the sum cannot be calculated, & sum of UINT_MAX is returned.
UINT uSum = UTHT_MAX:

—try {
// To catch the stack overfiow exception, we must
// execute the Sum function while inside an SEH block.
uSum = Sum{uSumNum);

1
__except (FilterFunc{GetExceptfonCode(})) {
/7 If we get in here, it's because we have trapped a stack overflow,
// e can now do whatever i1s necessary to gracefully continue execution.
/! This sample application has nothing to do, so no code is placed
/1 in this exception handler bleck,

1

// The thread's exit code is the sum of the first uSumNum
// numbers, or UINT_MAX if a stack overflow occurred.
return{uSum};

}

FHPHETEERIE R IR i E i i it i bd it b iriiiiiiitir i tbititriiiiiiniiiiditiiriits
BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM TParam} {
chSETDLGICONS (hwnd, IDI_SUMMATION):

// Don't accept integers more than 9 digits long.
Edit_LimitText{GetDlgltem(hwnd, IDC_SUMNUM), 9};

return(TRUGE);
1

FEERREPEREREEEEEEREEFE R REREEEREEEFEEEEEEEE R EEFFEEEEIFIEEELEEEE

void Dlg_OnCommand(HWND hwnd, int 1d, HWND hwndCtl, UINT codeNotify) {

switch (id) {
case IDCANCEL:
EndDialog¢hwnd, id};
break:

case IDC_CALC:
// Get the number of integers the user wants to sum.
UINT uSum = GetDigItemInt(hwnd, IDC_SUMNUM, NULL, FALSE);
ff Create a thread (with its own stack) that is
!} responsible for performing the summation.
DWORD dwThreadlId:
HANDLE hThread = chBEGINTHREADEX(NULL, @,
SumThreadFunc, (PVOID) (UINT_PTR) uSum, @, &dwThreadld);

// Wait for the thread to terminate.
WaitForSingleObject{hThread, INFINITE}:

// The thread's exit code is the resulting summaticn.
GetExitCodeThread(hThread, (PDWORD) ZuSum):
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// Allow the system to destroy the thread kernel object
CloseHandle(hThread);

// Update the difalog box to show the result.

if (uSum == UINT_MAX) {
// If result is UINT_MAX, a stack overflow cccurred.
SetDlgltemText(hwnd, IDC_ANSWER, TEXT("Error"});

chMB("The number 1s too big, please enter a smaller number™)
} else {

// The sum was calculated successfully;

SetDlgItemInt{hwnd, IDC_ANSWER, uSum, FALSE);
}
break;

/fff//////////ff////ff/////!/l//K//////!////////f/////////I//////(/ff//////////

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM TParam) f

switch (uMsg) {
chHANDLE_DLGMSG (hwnd, WM_INITOIALOG. D1g_OnInitDialog):
ChHANDLE_DLGMSG{hwnd, WM_COMMAND, D1g_OnCommand};

} .

return(FALSE):

HELTLEEEELELE T IR EEEE LI 00000800 I 1000 EEE I 7T 0i00EtTE081011

int WINAPI _tWinMain(HINSTANCE hinstExe. HINSTANCE, PTSTR pszCmdiine, int) {

DialogBox(hinstExe, MAKEINTRESQURCE (IDD_SUMMATION), NULL, D1g_Proc);
return(@):

FITEITIEIITEFdEd i iiieitittiel End of File /7107 EIEEITEIIITIETEETETEIITTE

Summation.rc

//Microsoft Developer Studio generated resource script.

I
#include “Resource.h"

#define APSTUDIO_READOMLY_SYMBOLS
I e

/
// Generated from the TEXTINCLUDE 2 resource.
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I

#define APSTUDIO_HIDDEK_SYMBOLS
#include "windows.h”

fundef APSTUDIO_HIDDEN_SYMBOLS

I L e
#undef APSTUDIO_READONLY_SYMBOLS

/l/!fl//!//f//l/lf/!//!ffll//fff/////!l!////i!fl/f!l///l////!/f//ff///l/ii!f!
/7 English (U.S.) resources

#if ldefined(AFX_RESOURCE_DLL) ! defined(AFX_TARG_ENU)
fifdef _MIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fiendif //_WIN32Z

I i

i
i/ Tcon
1

// Icon with lowest ID value ptaced first to ensure application icon
// remains consistent on all systems.
IDI_SUMMATION ICON DISCARDABLE "Summaticn.ico"

FELLITEREF LTI IR E DL FEELEEFTI I8 ELELEEIFI T BT TIEE I 011
/

// Dialog
/

IDD_SUMMATION DIALOG DISCARDABLE 18, 18, 162, 41
STYLE WS_POPUP | WS_CAPTIGN | WS_SYSMENU

CAPTION "Summation™

FONT &, "MS Sans Serif”

BEGIN
LTEXT "Calculate the sum of the numbers from @ through &x, where x is: ™,
IDC_STATIC,4,4,112,29
EDITTEXT IDC_SUMNUM,120.8,40,13,ES_AUTOHSCROLL
DEFPUSHBUTTON  "&Calculate™,IDC_CALC,4,28,56.12
LTEXT “Answer:” , IDC_STATIC,.68,36,30.8
LTEXT "7, IDC_ANSMWER,1984,30,56,8
END

#ifdef APSTUDIO_INVOKED

TIELEEETT IS ELEL L EEE T FEEEE LT EE IS8 LR ED IR ETEEFEI I EEiiE]
ff '

// TEXTINCLUDE
'

1 TEXTINCLUDE DISCARDABLE
BEGIN

“Resource.h\a"
END

2 TEXTINCLUDE DISCARDABLE
BEGIN
"fdefine APSTUDIO_MIDDEN_SYMBOLS\r\n"
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“#inctude ""windows.h”"\r\n"
“#undef APSTUDIO_HIDDEN_SYMBOLS\ri\n"
ll\aﬂ

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\rin"

H\all
END

fendif // APSTUDIO_INVOKED

fendif /f English (U.S.) resources
N N i i ey

#ifndef APSTUDIO_INVOKED
I R T e A

i
// Generated from the TEXTINCLUDE 3 resource.

¥4

A e
fendif f/ not APSTUDIO_INVOKED
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Microsoft
3
. .exe DLL
Windows
17.1 DLL
CreateProcess
1) CreateProcess .exe
CreateProcess FALSE
2)
3)
4) .exe
.exe 0x00400000
Windows 2000 64
/IBASE
5) .exe
.exe .exe
.exe DLL
LoadLibrary DLL DLL
DLL LoadLibrary DLL
4 5
1) DLL
DLL Microsoft Visual C++

.exe

.exe

DLL
LoadLibrary

DLL

.exe

64



China=pubecom

0x10000000
DLL
DLL
2) DLL
DLL .exe
DLL DLL
DLL
Windows 98
3)
DLL
DLL
GetL astError
.exe DLL
.exe
.exe
RAM
RAM
17.1.1 DLL
ID ID
RAM
.exe
)

Get SystemiInfo

64 Windows 2000

DLL
DLL

RAM

.exe

© 17-1

64 DLL
/BASE Windows
DLL [FIXED
DLL
DLL
Windows 2000
DLL
DLL
Windows 2000
DLL
CreateProcess FALSE
.exe
RAM
17-2
.exe DLL
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copy-on-write

17-3

r,
1)

17-1

17-2

17-3
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Windows 98

copy-on-write

copy-on-write

Windows 2000 Windows 98

Windows 2000

Windows 98

Windows 2000 Windows 98

17.1.2 DLL
.exe DLL
.exe
Windows
1
.exe DLL
.exe DLL
text
.bss .data
17-1
17-1 .exe DLL
READ
WRITE
EXECUTE
SHARED copy-on-write
Microsoft Visual Studio DumpBin /Headers .exe
DLL DumpBin

SECTION HEADER #1

.text name
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11A78 virtual size
1668 virtual address
12666 size of raw data
1668 file pointer to raw data
8 file pointer to retocation table
8 file pointer to 1line numbers
8 number of relocations
8 number of line numbers
66000028 flags
Code
Execute Read

SECTION HEADER #2
.rdata name
1F6 virtual size
13800 virtual address
1009 size of raw data
13800 file pointer to raw data
# file pointer to relocation table
8 file pointer to line numbers.
8 number of relocations
@8 number of 1ine numbers
40000048 flags ’
Initialized Data
Read Only

SECTION HEADER #3
.data name
560 virtual size
14808 virtual address
1888 s1ze of raw data
14980 file pointer to raw data
@ ftle pointer to relocation table
@ file pointer to Tine numbers
@ number of relocations
8 number of line numbers
C0000849 flags
Inftialized Data
Read Write

SECTION HEADER #4
.idata name
58D virtual size
15860 virtual address
1009 size of raw data
15688 file pointer to raw data
@ file pointer to relocation table
@ file pointer to 1ine numbers
8 number of relocations
@ number of 1ine numbers
coaope4e flags
Initialized Data
Read Write

SECTION HEADER #5
.didat name



China=pubecom

742 virtual size
16880 virtual address
1060 size of raw data
16000 file pointer to raw data
@ file pointer to relocation table
@ file pointer to line numbers
@ number of relocations
& number of line numbers
0000848 flags
Initialized Data
Read Write

SECTION HEADER #6
.reloc name
26D virtual size
17008 virtual address
1008 size of raw data
17698 file pointer to raw data
B file pointer to relocation table
8 f1le pointer to 1ine numbers
9 number of relocations
8 number of 11ine numbers
420008049 flags
Initialized Data
Discardable
Read Only

Summary
1600 .data
1600 .dfdat
1008 .idata
loe@ .rdata
1068 .reloc
12608 .text

17-2

17-2

.bss

.CRT C
.data

.debug

.didata

.edata

.idata

.rdata

.reloc

.rsrc

text .exe DLL
tls

xdata
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f#pragma data_seg("sectionname"”)
“ Shared” LONG

#pragma data_seg("Shared™)
LONG g_lInstanceCount = 9;
#pragma data_seqg()

Shared
initialized
Shared #pragma dataseg()
Shared

Shared

#pragma data_seg("Shared")
LONG g_lInstanceCount;
#pragma data_seg()

Microsoft Visual C++ Allocate

// Create Shared section & have compiler place initialized data in it.
#pragma data_seg("Shared™)

/f Initialized, 1n Shared section
int a = 9;

/f Uninitiatized, not in Shared section
int b: ’

// Have compiler stop placing initialized data in Shared section.
#pragma data_seg()

// Initialized. in Shared section
——declspec{allocate("Shared™)) int ¢ = 8;
ff/ Uninitialized, in Shared section
__declspec(allocate{"Shared”)} int d;

f/ Initialized. not in Shared section
int e = 8;

// Uninitialized, not in Shared section
int f:

Allocate
#pragma data_seg

.exe DLL
.exe DLL

.exe DLL
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/SECTION
fSECTION: name,attributes

Shared
/SECTION:Shared,RHS
R READ W WEITE E
EXECUTE S SHARED Shared
/SECTION
/SECTION

#pragma comment{linker, ™/SECTION:Shared,RW5™)

“  .drectve’

.0bj .0bj “ .drectve’

Visual C++ Project Settings

Microsoft
DLL
DLL
DLL
LoadLibrary DLL
17.1.3 Applnst
17-1 Applnst “ 17 Applnst.exe” )
i< Application Instances [ B3
17-Applnst Mumber of instances iunning: 1
Applnst 17-4

17-4 Applnst

17-5 17-6
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|In_“-'| Application Instances

lll-g Application Instances

Wumber of instances running: 2 Murnber of instances running: 2
17-5 Applnst 17-6 Applnst
Applnst.cpp

{f Tell the compiler to put this initialized variable in its own
/! section so it 1s shared by all instances of this application.

#pragma data_seg(“Shared™)
volatile LONG g_lApplicationlnstances = #;

#pragma data_seg{)

/f Tell the linker to make the Shared section
// readable, writable, and shared.
#pragma comment(linker, “/Section:Shared,RWS")

Shared
g_lApplicationlnstances

_tWinMain g_lApplicationlnstances 1 _tWinMain
1 InterlockedExchangeAdd

Dlg_OninitDialog

ID g_aMsgA pplnstCountUpdate
PostMessage(HWND_BROADCAST. g_aMsgAppInstlountUpdate, @, 8);
Applnst

Dlg_Proc
g_lApplicationlnstances

17-1 Applnst

4

e Appinst.cpp

/*t********&*ﬁt**********t*******$$$$*******t***%***t****s****t********t&****s*

Module: Applnst.cpp
Kotices: Copyright (c) 20809 Jeffrey Richter

*******t*t*****l&tt#t*****#$**********t&**********t**$$$¢$$*****ﬂ*********#***/

#include ". . \CmnHdr.h* /+ See Appendix A. =/
#include <windowsx.h>

finctude <tchar.h>

#include "Resource.h"

HITEIIEELTEE TR TE T EEEELEFFTEEEI LT EE L EITTEITEEIIEfTdEIiitiiiit)
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f/ The system-wide unigue window message
UINT g_uMsgAppInstCountUpdate = INVALID_ATOM;

TIIHIEEETERRS T TR LT DR LTI EEEEE IR EE R I E T8R0T A I IEEiateitit}

// Tell the compiler to put this inftialized variable in its own Shared
/7 section so it is shared by all instances of this application,
#pragma data_seg("Shared”)

volatile LONG g_tApplicationInstances = 8;

fipragma data_seg()

// Tell the linker to make the Shared section readable, writab]e, and shared.
ffpragma comment(linker, "/Section:Shared,RWS™)

FLERTTEEIITIEEEEL I EEE PR EIT LT R L EE T ET I FFI TR ETI 001 I I irEiiitiiiiis

800L D1g_OnInitDialog{HWND hwnd. HWND hwndFocus, LPARAM TPRaram) {
chSETDLGICONS hwnd, IDI_APPINST):

// Force the static control to be initialized correctly.
PostMessage (HWND_ERDADCAST, g_uMsgAppInstCountUpdate, 8, @):
return{TRUE};

}

FHEFEFEELEFTEELRELF RIS E R P EE T F R TR ETF L E R T i S

void D1g_OnCommand (HWND hwnd, int id, HWND hwndCtl. UINT codeNotify) {

switch (id) {
case [DCANCEL:
EndDfalog(hwnd, 1d):
break:

FIEEFRTEIETRREETERIETER T ET R E R ER R T EE LT ER LTI F I T RS LTI fEfEEiTTTif

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg. WPARAM wParam, LPARAM IParam} {

if {uMsg == g_uMsgAppInstCountUpdate) {
SetDTgltemInt{hwnd, IDC_COUNT, g_lApplicationInstances, FALSE);

H

switch (uMsg} { _
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OninitDialeg):
chHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand) ;

}

return(FALSE};
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FEEEEREREHETE G EREFEREFTFEERTFERFEEEEEREREEEFFEEER IR EEREEEE L

int WINAPI _tWinMain{HINSTANCE hinstExe, HINSTANCE, LPTSTR pszCmdLine, int) {

/! Get the numeric value of the systemwide window message used to notify

// all top-level windows when the module's usage count has changed.

g_uMsgAppInstCountUpdate =
RegisterWindowMessage{TEXT("MsaAppInstCountUpdate™));

// There is another instance of this application running.
InterlockedExchangeAdd({PLONG)} &g_tAppiicationInstances, 1);

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_APPINST), NULL, DVg_Proc):

// This instance of the application is terminating.
IntertockedExchangeAdd({PLONG) &g_lApplicationInstances, -1);

// Have all other instances update their display.
PostMessage (HWND_BROADCAST, g_uMsgApplInstCountUpdate, @, 0);

return(@);

FHIEELITIEER IR0 E 1R ifF11EEELS! End of File //////////////f?/////!////////////

Appinst.rc

//Microsoft Developer Studio generated resource script,
I/
finclude "Resource.h”

#define APSTUDIO_READONLY_SYMBOLS

FEEETPEEEPREE R FEE R TEE R T EE PR iR EE IR FFET IR i Iiiiiiditititd
i

f{ Generated from the TEXTIMCLUDE 2 resource.

//

#include *afxres.h”

PIITEEII LRI EEI P8I T T E T8 ETTTEEL ST IR iEffidiiiiiritit
fundef APSTUDIO_READONLY_SYMBOLS

FIHTEII I EFEE RS IT TS ER PRI E R R TR E R i i it riiiitiititili
// English (U.S.) resources

#1f tdefined{AFX_RESOURCE_DLE} |] defined (AFX_TARG_ENU)
#fdef _MWIN3Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page{1252)

#endif //_WIN32

#ifdef APSTUDIO_INVOKED
FEERETTIIFEREEFEEFEELFEETE P EREE PP EFFEEREFTEEEEEEEEEEIII I FEEEFLEEEE Y



China=pubecom

r
// TEXTINCLUDE
/7

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource.h\g"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\rin”
ll\e'!

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\rin®

wygn
END

fendif /} APSTUDID_INVOKED

FIIFEEETFEREITHEEP R R E TR ET T i i T A i i P i iir i riiiiiritifiriiiis
i

ff Dialog

/I

IDD_APPINST DIALOG DISCARDABLE @, @, 140, 21

STYLE WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION "Application Instances”

FONT 8, "MS Sans Serif”

BEGIN
LTEXT "Number of instances running:;",IDC_STATIC.12,4,93.,8,
SS_NOPREFIX
RTEXT *$" , IDC_COUNT,112,4,16,12,55_NOPREFIX
END

FEOTETEEEETETEIIT TR E TR R T Ed ET I T T i iiiiiiditiriitirittetiitl
I -

// lcon

¥

// tcon with lowest ID value placed first to ensure application icon

/f remains consistent on all systems.

IDI_APPINST ICON DISCARDABLE "AppInst.Ico”

FERTTEEEERTEEE IR0 T TR R IR iR FE I FEdE i id ittt ieitiitiiit
it

/{ DESIGNINFQ

1

#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFQ DISCARDABLE
BEGIN



Chinaspubicom ;

IDD_APPINST, DIALOG
BEGIN
RIGHTMARGIN, 76
BOTTOMMARGIN, 24
END
END
fendif // APSTUDIO_TNVOKED

flendif // English {U.S.) resources
FETEELRELETRIEEF TR I PRI EEFETRRT L E T FFEFE T T T i E T EETEiEd00000011717

#ifndef APSTUDIO_INVOKED

FEPRELTELEEIF T ETE IR ETETEE RSB F P EE IR E i d i dddii i titirifiiiiiiil
i

/! Generated from the TEXTINCLUDE 3 resource.

i

PHLLERTTHEE T PR TR EREFERETTEE RIS R I ET IR T TE IR EFEEI IR EETTEEE L]
#endif !/ not APSTUDIO_INVOKED

17.2
4
17.2.1 1
2GB
32
17.2.2 2
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8 KB 8 KB
8 KB
8 KB
8 KB
400 MB
400 MB 800 MB
400 MB
17.2.3 3
8KB
8 KB 8 KB
8KB
16 KB 8 KB
16 KB
17.2.4 4
0 C _strrev
17.3
1)
2)

3
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1)
2)
3)
17.3.1 1
CreateFile

HANDLE CreateF{le(

PCSTR pszFileName,

DWORD dwDesiredAccess.

DWORD dwShareMode,

PSECURITY_ATTRIBUTES psa.

DWORD dwCreationDisposition,

DWORD dwFlagsAndAttributes,

HANDLE hTemplateFile);
CreateFile 3 pszFileName dwDesired

Access dwShareMode
pszFileName
dwDesiredAccess 17-3
4
17-3 dwDesiredAccess

0 0

GENERIC_READ
GENERIC_WRITE
GENERIC_READ |GENERIC_WRITE

GENERIC_READ GENERIC_READ |
GENERIC_WRITE

dwShareMode dwShareM ode 17-4
4
17-4 dwShareMode
0
FILE_SHARE_READ GENERIC_WRITE
FILE_SHARE_WRITE GENERIC_READ

FILE_SHARE_READ FILE_SHARE_WRITE|

CreateFile
INVALID_HANDLE_VALUE
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Windows NULL
CreateFile INVALID_HANDLE VALUE HANDLE -1
17.3.2 2
CreateFile

CreateFileMapping

HANDLE CreateF{leMapping(
HANDLE hFile,
PSECURITY_ATTRIBUTES psa,
DWORD fdwProtect,

OWORD dwHMaximumSizeHigh,
DWORD dwMaximumSizelow,
PCTSTR pszName);

hFile
CreateFile psa SECURITY_ATTRIBUTES
NULL
CreateFileMapping fdwProtect
17-5 3
17-5 fdwProtect
PAGE_READONLY
GENERIC_READ CreateFile
PAGE_READWRITE
GENERIC_READ | GENERIC_WRITE CreateFile
PAGE_WRITECOPY
GENERIC_READ GENERIC_WRITE CreateFile
Windows 98 Windows 98 PAGE_WRITECOPY CreateFile

Mapping

PAGE_WRITECOPY
Windows 2000 Windows 98

4 OR
CreateFileMapping fdwProtect
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SEC _NOCACHE
PAGE_NOCACHE
Windows 98 Windows 98 SEC_NOCACHE
SEC_IMAGE
PE
PE text
PAGE_EXECUTE_READ PE (.data)
PAGE_READWRITE SEC_IMAGE
Windows 98 Windows 98 SEC IMAGE

SEC_RESERVE SEC_COMMIT

CreateFileMapping
CreateFileMapping dwMaximumSizeHigh dwMaximumSizel ow
CreateFileMapping

32 Windows
64 dwMaximumSizeHigh 32
dwMaximumSizelL ow 32 4 GB 4GB
dwMaximumSizeHigh 0
64 Windows 16EB 10
0
0
0 CreateFileMapping dwMaximumSizeHigh dwMaximum
SizeL ow 0 0
CreateFileMapping NULL
Windows
16EB 32
32 4GB
64 16 EB

CreateFile CreateFileMapping
c \ “ dir”

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE,
PTSTR pszCmdLine, int nCmdShow) {

!/ Before executing the 1ine below, C:\ does not have
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// a file called "MMFTest.Dat.”

HANDLE hfile = CreateFile("C:\\WMFTest.dat™,
GENERIC_READ | GEMERIC_WRITE,
FILE_SHARE_READ | FILE_SHARE_WRITE, NULL, CREATE_ALWAYS,
FILE_ATTRIBUTE_NCGRMAL, NULL);

// Before executing the line below, the MMFTest.Dat

// ftle does exist but has a file size of @ bytes,

HANDLE hfilemap = CreateFileMapping(hfile, NULL, PAGE_READWRITE,
8, 100, NULL):

/{ After executing the 1ine above, the MMFTest . Dat
// f1le has a size of 108 hytes.

/7 Cleanup
CltoseHandle{hfilemap);
CloseHandle(hfile):

// When the process terminates, MMFTest,Dat remains
/7 on the disk with a size of 180 bytes,
return(@);

CreateFileMapping PAGE_READWRITE
dwMaximumSizeHigh dwMaximumSizel ow
CreateFileMapping

PAGE_READONLY PAGE_WRITECOPY
CreateFileMapping

CreateFileMapping pszName 0
3
NULL
NULL CreateFile INVALID_
HANDLE_VALUE -1 CreateFileMapping NULL
17.3.3 3

MapViewOfFile

PYOID MapViewQfFile(
HANDLE hFileMappingObject,
DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh,
DWORD dwFileOffsetlLow,
SIZE_T dwNumberOfBytesToMap}):
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hFileM appingObject CreateFile Mapping
OpenFileMapping dwDesiredAccess
17-6 4
17-6
FILE_MAP_WRITE CreateFileMapping
PAGE_READWRITE
FILE_MAP_READ CrestefileMapping
PAGE_READONLY PAGE_READWRITE PAGE_WRITECOPY
FILE_MAP_ALL_ACCESS FILE_MAP_WRITE
FILE_MAP_COPY
Windows2000  CreatefFileMapping PAGE_READONLY
PAGE_READWRITE PAGE WRITECOPY
Windows98  CreateFileMapping PAGE_WRITECOPY
Windows
3
MapViewOfFile
dwFileOffsetHigh
dwFileOffsetL ow Windows 16EB
64 64 32
dwFileOffsetHigh 32 dwFileOffsetL ow
Windows 64 KB 14
dwNumberOfBytesToM ap
0
Windows 98 Windows 98 MapViewOfFile
MapViewOfFile NULL

Windows 2000 Windows 2000 MapViewOfFile

MapViewOfFile FILE_MAP_COPY
dwNumberOfBytesToMap
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PAGE_WRITECOPY
PAGE_READWRITE

// Open the file that we want to map.
HANDLE hFile = CreateFile(pszFileName, GENERIC_READ | GENERIC_WRITE, @. NULL,
OPEN_ALWAYS, FILE_ATTRIBUTE_NGRMAL, KULL};

// Create a file-mapping object for the file.
HANDLE hFileMapping = CreatefileMapping(hFile, NULL, PAGE_WRITECOPY,
9, 8, NULL);

/f Map a copy-on-write view of the file; the system will commit

// enough physical storage from the paging file to accommodate

// the entire file. A11 pages in the view will initially have

// PAGE_MRITECOPY access.

PBYTE pbFile = {PBYTE) MapViewOfFile(hFiteMapping, FILE_MAP_COPY.
8, 9, 8);

// Read a byte from the mapped view.

BYTE bSomeByte = pbFile[8];

// When reading, the system does not touch the committed pages in
/1 the paging file. The page keeps its PAGE_WRITECOPY attribute.

// Write a byte to the mapped view.

pbFile[8] = 6;

// When writing for the first time, the system grabs a committed

// page from the paging file, copies the original contents of the
// page at the accessed memory address, and maps the new page

/7 (the copy) into the process's address space. The new page has

/f an attribute of PAGE_READWRITE.

// Write another byte to the mapped view.

pbFite[l] = @;

// Because this byte 1s now fn a PAGE_READWRITE page. the system
// simply writes the byte to the page (backed by the paging file).

// ¥When finished using the file's mapped view, unmap it.

!/ UnmapViewOfFile is discussed in the next section.
Unmap¥iewOfFile{pbFile);

// The system decommits the physical storage from the paging file.
/7 Any writes to the pages are lost.

// Clean up after ourselves.
CloseHandle(hFileMapping);
CloseHandle(hFile);

Windows 98 Windows 98

17.3.4 4



China=pubecom

17
BOOL UnmapViewOfFite(PVOID pvBaseAddress);
pvBaseAddress
MapViewOfFile UnmapViewOfFile
MapViewOfFile
FlushViewOfFile
BOOL Flush¥iewOfFile(
PYOID pvAddress,
SIZE_T dwNumberOfBytesToFlush};
FlushViewOfFile
FlushViewOfFile
FlushViewOfFile
FILE_FLAG_
WRITE_THROUGH CreateFile
FlushViewOfFile
UnmapViewOfFile FILE_MAP_COPY
UnmapViewOfFile
PAGE_READWRITE FILE_ MAP_WRITE
PAGE_READWRITE
MoveMemory
PAGE_READWRITE MoveMemory
Windows 98 Windows 98 copy-on-write

PAGE_READWRITE

17.3.5 5 6
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HANDLE hFile =

CreateFile(...);

»

CloseHandle

HANDLE hFileMapping = CreateFileMapping(hFile, ...}:

PY0ID pvFile =

{// Use the memory-mapped filé.

Unmap¥iewOfFile(pvFile);
CloseHandle(hFileMapping);
CloseHandle(hFile);

MapViewOfFile

HANDLE hFile =

MapV¥iewOfFile{hFileMapping. .

.

Createfile(...);

HANDLE hFileMapping = CreateFileMapping(hFile, ...);

CloseHandle({hFile):
PYOID pvFile =
CloseHandle(hFileMapping):

// Use the memory-mapped file.

UnmapViewOfFile{pvFile);

CloseHandle
CreateFileMapping MapViewOfFile

MapViewOfFile(hFileMapping, ...):

17.3.6
17-2 FileRev * 17—
FileRev.exe” thname: |
ANSI Unicode Erowse...l
Feversetile cantents | Type of characters infile: [unknown)
17-FileRev
17_7 17-7 FileRev
FileRev Reverse File Contents
FileRev ANSI
Unicode IsTextUnicode 2
Windows 98  Windows 98 IsTextUnicode



China=pubecom

17
FALSE GetLastError ERROR_CALL_NOT_ IMPLEMENTED
FileRev Windows 98
ANSI
Reverse File Contents FileRev FileRev.dat
FileRev
FileReverse FileReverse CreateFile
FileRev.dat,
C _Strrev C
0 0
FileRev 0 GetFileSize
dwFileSize = GetFiteSize(hFile, NULL);
CreateFileMapping
dwFileSize 0
FileRev pvFile MapViewOfFile
0
PSTR pchANSI = (PSTR} pvFile;
pchANSI[dwFil1eSize / sizeof(CHAR)] = 8;
A S
_strrev
“ An\r”
while {pchANSI != NULL) {
// We have found an occurrence....
#pchANSI++ = "\p*; // Change "\n’' to *\r’.
#pchANSI++ = *\n’;  // Change '\r' to '\n'.
pchANSTI = strchr(pchANSL, "\n'); // Find the next occurrence,
] .
FileRev
FileRev 0 _strrev 0
0
FileRev 0
SetEndOfFile
SetFilePointer(hFile, dwFileS1ize, NULL, FILE_BEGIN);
SetEndDfFile(hFile);
SetEndOfFile

FALSE GetlLastError ERROR_USER_MAPPED_FILE
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FileRev Notepad
17-8 FileRev.cpp FileRev

& FILEREV - Motepad =] S
Fle Edl Foimal Help

PEPIRIETETTITELA 47000007 TTi7F77777 eliF fo dnE .fffffffff!f}ffﬂfffffffj

1
;30 nruter . )
;JcorP_glD LLLUN ,IVERELIF_DDT(ECRUOSERTNIEEAM ,exEtsnih(xoBgolaiD

{ Jtni ,enilLdmCzsp RTSTP ,ECNATSNIH ,exEtsnih ECNATSNIH(niaMniwt_ IPAN:
FEPTLLETE L AL LA LPTE LRI F TR L TP E LRI T AT TiLeiiid

}
i)ESL AF(nruter

; JdnammoCno_g1D , DNAMMOC_Mw |, dnwh {GSMGLD_ELDNAHhC
‘)go laincinIno_glD , GOLAIDTINI_Mw , dnwh (GSMGLD_ELDNAHKhC
i'_ asMu hctiws

{ JmaraPl MARAPL ,maraPw MARAFW ,gsMu TNIU ,drnwh DNWH{corP_glD TPANTW |

FLITIIL IS F IS AP L P TP T T AT I T TP IRIT AT TP TP IT T ETFi7irrriisiys.

]

1

;kaerb

s JJESREVER_CDI ,dnwh{metIglDtec(sucoFtes

ideliFrtspl.nfo ,EMANELIF_CDI ,dnwh(txeTmetIglotes =

| | H
17-8 FileRev
17-2 FileRev

FileRev.cpp

/ilnll!lttl=tl*t*l:tttt;ﬁt#***l=1:#***$***t%as*****&tt1!****tt#******s##t#**#&***a*t#***t*
Module: FileRev.cpp
Notices: Copyright {(c) zeee@ Jeffrey Richter

t*stttt***mt*s&*t**s&ttm*t**wt***a&****&****ﬂ**s***t*ss&******t****xat****t**s/

#include . . \CmnHdr.h" /% See Appendfx A. =/
#include <windowsx.h>

#include. <tchar.hy

#include <commdig.h)

#include <string.h> // For _strrey
#include "Resource.h”

‘///////////////H/:'//H///////H////H//////////////H///////H//////////N////

#define FILENAME TEXT(“FILEREV,DAT")

////////H////H////H/NH//////'/////H//H/////H/////HIN////////HH//////
BOOL FileReverse(PCTSTR pszPathname, PBOOL pflsTextUnicode)} {

#*pflsTextlinicode = FALSE; // Assume text is Unicode.
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// Open the file for reading and writing.
HANDLE hFile = CreateFile(pszPathname, GENERIC_WRITE | GENERIC_READ, @.
NULL, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL):

if (hFile == [NVALID_HANDLE_VALUE) {
chMB("Fite could not be opened.");
return(FALSE);

1

/7 Get the size of the file (I assume the whole file can be mapped).
DWORD dwFileSize = GetFileSize(hFile, NULL):

/! Create the file-mapping object. The file-mapping object is I character
// bigger than the file size so that a zero character can be placed at the
/{ end of the file to terminate the string (file). Because 1 don't yet know
/7 if the file contains ANSI or Unfcode characters, I assume worst case
// and add the size of a WCHAR instead of CHAR.
HANDLE hFileMap = CreateFileMapping{(hFile, NULL, PAGE_READWRITE,

B, dwFileSize + sizeof(WCHAR), KULL);

if (hFileMap == NULL) {
chHB{"File map could not be opened.™);
CloseHandle(hFile);
return{FALSE}:

}

// Get the address where the first byte of the file is mepped into memory.
PYOID pvFile = MapViewOfFile(hF{leMap, FILE_MAP_WRITE, 8, @, 8);

if (pvFile == NULL) { i
chMB("Could not map view of file."):
CloseHandle(hFileMap);
CloseHandle(hFile};
return{FALSE):

}

// Does the buffer centain ANSI or Unicode?
int iUnicodeTestFlags = -1; // Try all tests.
*pflsTextUnicode = IsTextUnicode{pvFile, dwFileSize, &TUnicodeTestFlags);
if (1#pflsTextlnicode) {
/f For all the file manipulations below, we explicitly use ANSI
// functions because we are processing an ANSI file.

f/ Put a zero character at the very end of the file.
PSTR pchANSE = (PSTR) pvFile:
pchANSI{dwFileSize / sizeof(CHAR)] = 9;

// Reverse the contents of the file.
_strrev{pchANSI);

/f Convert all "\n\r"™ combinations back to "\r\n" to
ff preserve the normal end-of-line sequence.
pchANSI = strchr{pchANSI, "\n'): // Find first "\n'.

while (pchANSI != NULL) {
/! We have found an occurrence....



China=pubecom

#pehAMSI+H = *\r*;  // Change ‘\n' to ‘\r'.
*pchAMSE+H = "\n";  // Change '\r' o "\n*.
pchANSE = strchr{pchANSI, "\n'); // Find the next occurrence.

}

} else {
// For all the file maniputations below, we explicitly use Unicode
/4 functions because we are processing & Unicode file.

ff Put a zero character at the very end of the file.
PWSTR pchlnicode = (PWSTR} pvFile;
pchlinicode[dwFileSize / sizeof(WCHAR)] = 9;

if ((iUnicodeTestFlags & IS_TEXT_UNICODE_SIGNATURE) = @) {
// 1f the first character is the Unicode BOM (byte-order-mark},
// OxFEFF, keep this character at the beginning of the file.
pchlnicode++;

}

f/ Reverse the contents of the file.
wesrev(pchUnicode);

// Convert all "\n\r" combinations back to “\r\n" to
// preserve the normal end-of-line sequence.
pchUnicode = weschr(pchUnicode, L'\n'); // Find first *\n’.

while (pchUnicode != NULL) {
ff We have found an occurrence..,.
*pchUnicode++ = L'\r"; // Change "\n' to "\r’,
spchUnicode++ = L°\n*;  // Change *\r’ to "\n’,
pchUnicede = weschripchUnicode, L'\n"); // Find the next occurrence,

}

/4 Clean up everything before exfting.
UnmapViewOfFile(pvFile);
CloseHandle{hFileMap};

// Remove trailing zero character added earlier.
SetFilePointer(hFile, dwFileSize, NULL, FILE_BEGIN):
SetEndOfFile(hFite);

CloseHandle(hFile);

return(TRUE);

I R R R L Ry Ry i

BOOL D1g_0OnInitDialog(HKND hwnd, HWND hwndFocus, LPARAM 1Param} {

chSETOLGICONS Chwnd, TDI_FILEREVY;

/7 Initiatize the dialog box by disabling the Reverse button.
EnableWindow{GetD1gIltem{hwnd, IDC_REVERSE}, FALSE):
return{TRUE};
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L L

void D1g_OnCommand(HWND hwnd, int id, HWND hwndCtl, UINT codeNotify) {
TCHAR szPathname[MAX_PATH];

switch (id) {
case IDCANCEL:
EndDiatog(hwnd, 1d):-
hreak:

case IDC_FILENAME:
EnabteWindow(GetD1gltem(hwnd, IDC_REVERSE),
Edit_GetTextLength{hwndCt1) > @);
break;
case IDC_REVERSE:
GetDlgltemText{hwnd, [DC_FILENAME, szPathname, chDIMOF(szPathname)):

/{ Make a copy of input file so that we don't destroy it.
1f (fCopyFite(szPathname, FILENAME, FALSE)) {

chMB("New file could not be created.”};

break;
}

BOOL flsTextUnicode;
if (FileRevérse(FILENAME, &fIsTextUnicode)) {
SetDlgltemText(hwnd, IDC_TEXTTYPE,
flsTextUnicode ? TEXT(“Unicode™) : TEXT("ANSI™)):

/7! Spawn Notepad to see the fruits of our labors.
STARTUPINFG s1 = { sizeof(si) }; '
PROCESS_INFORMATION pi:
TCHAR sz[] = TEXT{"Hotepad "} FILENAME:
if (CreateProcess(NULL, sz,

NULL, NULL, FALSE, @, NULL, MNULL, &si, &pi)) {

CloseHandle(pl.hThread);
CloseHandle{pi.hProcess):
}
}
break;

case IDC_FELESELECT: -
OPENFILENAME ofn = { OPENFILENAME_SIZE_VERSION_400 };
ofn.hwndOwner = hwnd;
ofn.1pstrfFile = szPathname;
ofn.1pstrFitef@] = @;
ofn.nMaxFite = chDIMOF(szPathname);
ofn.tpstrTitle = TEXT("Select file for reversing");
ofn.Flags = OFN_EXPLORER | OFN_FILEMUSTEXIST;
GetOpenFileName(&ofn); )
SetDlgitemText(hwrid, IDC_FILENAME, ofn.lpstrFile);
SetFocus(GetDigltem(hwnd, IDC_REVERSE)):
break; :
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INT_PTR WINAPI D1g_Proc{HWND hwnd, UVINT uMsg, WPARAM wParam, LPARAM 1Param} {

switch {uMsg) {
chHANDLE_DLGMSE{hwnd, WM_INITDIALOG, Dlg_OnInitDfalog):
chHANDLE_DLGMSG{hwnd, WH_COMMAND, D1g_OnCommand};
) : -
return{FALSE);

FEESETTEERE T EEI I I ETELETEE T FTERT T ERETT IR T RGP B R R I T 8P E I ERTiiEiEEity

int WINAPI _tWinMain(RINSTANCE hinstExe, HINSTANCE, FTSTR pszCmdline, int) {

DiatogBox(hinstExe, MAKEINTRESQURCE(IGD_FILEREV). NULL, Dlg_Proc):
return{@});

FERPPEFEREITEREA I FEEIT I i 80117 F End of File SAfI70EFFTAETIEIIIRERETITEFESETEY

FileRev.rc

{/Wicrosoft Develaper Studic generated resource script.
H
#inctude "Resource.h"

#define APSTUDIO_READONLY_SYMBOLS

FETRIEETER I ET PR R PR AT ET T EET R IR TT iR i T i T ididtiiiiteiiiiid
/!

/4 Generated from the TEXTINCLUDE 2 resource.

i/

#include "afxres.h"

/!/////f/l/////l////!l//l/////!/////////If////fff/////fff//////////f/////////
ffundef APSTUDIO_READONLY_SYMBOLS

FEEETHIITEE I FHEII IS TE T AT FRIE T F I IR T i i i i didiiiiiitiititiiitits
/f English (U.S5.) resources

#if ldefined (AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
#ifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(l252)

fendif //_WIN3Z

FPIIPEHTIT AR IR EEEF PRI E LRI TP EEET P EEE IR E TP RE T ET A FEE R R e
i
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ff Icon
/I

// Tcon with lowest ID value placed first to ensure application icon
/f remains consistent on all systems.
IDI_FILEREY ICON DISCARDABLE "FileRev.Ico"

#ifdef APSTUDIO_INVOKED

FHIFEHIIITTEHEERT IR PP REE L EF R I T L E R G L EEET L PR T E i il
/1

// TEXTINCLUDE

f/

1 TEXTINCLUDE DISCARDABLE
BEGIN

“Resource.h\8”
END

2 TEXTIMCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h”"\r\n"
l!\all

END

3 TEXTENCLUDE DISCARDABLE
BEGIN

“Arin"

g
END

#endif // APSTUDIO_INVOKED

SHEFREFREFFHEFF TR T T R FFREI i TP T Fir i iiriiiiiiriiiriiiiariiirritist
Iy

ff Dialog

i

IDD_FILEREV DIALOG DISCARDABLE 15, 24, 216, 46

STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION "File Reverse"

FONT 8, "MS Sans Serif™

BEGIN
LTEXT “&Pathname:" ,IDC_STATIC,4,4,35,8
EDITTEXT IDC_FILENAME.44,4,168,12,ES_AUTOHSCROLL
PUSHBUTTON “&Browse...", IDC_FILESELECT,4,16,36,12,WS_GROUP
DEFPUSHBUTTON  "&Reverse flle contents”,IDC_REVERSE,4,32,88,12
LTEXT "Type of characters in file:",IDC_STATIC,88,34,80.,8
LTEXT "(unknown)" ,IDC_TEXTTYPE.172,34.34,8

END

FHEFEREITEHERET I TR R THEE P00 P8R T i Ei i b i i ity
Iy

// DESIGNINFO

i
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#ifdef APSTUDID_INVOKED
GUIDELIKES DESIGNINFD DISCARDABLE
BEGIN
IDD_FILEREY, DIALOG
BEGIN
RIGHTMARGIN, 192
BOTTOMMARGIN, 42
END
END
ffendif /f APSTUDIO_INVOKED

#endif f// English (U.S.) resources
FEERFFEETER IR I T Ed i i i iR i i i i iifi it iieiiiiiisiiiiisttity

#ifndef APSTUDIO_INVOKED
FEFFTEFETPEFFEFERIRFEFFETEEIT T TRt Eid i iiiiiirirriiiiiititiiiiieriiiiifit/
i

// Generated from the TEXTINCLUDE 3 resource.

i/

FEEEEIEEOEEEITEE T R FEE R T EELF T EETFET R EETEE I T I E L ETTEi i i Eii ey
fendif /f not APSTUDIO_INVOKED

17.4

16 EB

8GB 32

__int64 Count@s{void) {

// Views must always start on a multiple
ff of the allocation granularity
SYSTEM_INFO sinf;

GetSystemInfo(&sinf);

// Open the data file.
HANDLE hFile = CreateFile("C:\\HugeFile.Big", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, FILE_FLAG_SEQUENTIAL_SCAN, NULL):

// Create the file-mapping cbject.
HANDLE hFileMapping = CreatefileMapping{hFile, HULL,
PAGE_READONLY, @. 8, NULL):
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DWORD dwFileSizeHigh:
__int6d qwFileSize = GetFileSize(hFile, &dwFileSizeHigh):
qwFileSize += ({{__int64) dwFileSizeHigh) << 32}:

f/ We no longer need access to the file object’s handle.
CloseHandle(hFile);

__int64 qwF1leOffset = @, qwNumODfds = @;
while (qwFileSize > 8) {

// Determine the number of bytes to be mapped in this view

DWORD dwBytesInBlock = sinf.dwAllocationBGranularity;

if (gqwFileSize < sinf.dwAllocationGranularity)
dwBytesInBlock = (DWORD) qwFileSize;

PBYTE pbFile = (PBYTE) MapViewOfFile(hFileMapping, FILE_MAP_READ,

(DWORD} {quwFfleOffset >> 32), // Starting byte
(DWORD) (qwFileOffset & OxFFFFFFFF), £/ in file
dwBytesInBlock); /1 # of bytes to map

/7 Count the number of Js in this block.

for (DWORD dwByte = 9; dwByte < dwBytesInBlock: dwBytet++) {
1f (pbFile[dwByte] == @)
qwHum0fas++;

}

// Unmap the view; we don't want multiple views
/7 in our address space.
UnmapViewOffile(pbFile);

// Sk1p to the next set of bytes in the file.
qwFileOffset += dwBytesInBlock;
qwFileS1ze -= dwBytesInBlock:

}

CloseHandle(hFileMapping):
return{gwNum0fos;;

64 KB

OfFile
64 KB

17.5

4 KB

RAM
RAM

MapView

10 KB
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RAM
Windows Windows
CreateFile
ReadFile WriteFile
ReadFile WriteFile
CreateFile dwShareM ode
0
17.6
VirtualAlloc
MapViewOfFileEx MapViewOfFile

PYOID MapViewOfF{leEx(
HANDLE hFileMappingObject,
DWORD dwDes{redAccess,
DWORD dwFileOffsetHigh,
DWORD dwFile0ffsetlow,
SIZE_T dwNumber0fBytesToMap.
PYOID pvBaseAddress);

MapViewOfFile
pvBaseAddress VirtualAlloc
64 KB MapViewOfFileEx
NULL
Windows 2000
GetLastError 1132 ERROR_MAPPED_ALIGNMENT Windows 98
NULL MapViewOfFileEx
NULL pvBaseAddress
MapViewOfFileEx MapViewOfFile

MapViewOfFileEx
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MapViewOfFileEx MapViewOfFile
Microsoft
__based
Windows 98 MapViewOfFileEx 0x80000000 OxBFFFFFFF
MapViewOfFileEx ULL
Windows 20000 MapViewOfFileEx
MapViewOfFileEx NULL
17.7
Windows 98 Windows 2000
Windows 98 0x80000000 OXBFFFFFFF
MapViewOfFile
MapViewOfFile Windows 98
Windows 98 MapViewOfFile
. Windows 2000
. UnmapViewOfFile
MapView
OfFile

UnmapViewOfFile UnmapViewOfFile
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MapViewOfFile
Windows 2000 Windows 98 Windows 2000
MapViewOfFile
MapViewOfFile
MapViewOfFile
MapViewOfFile
MapViewOfFile

Windows 98 MapViewOfFile
Windows 2000

#include <Windows.h>

int WINAPI WinMain {(HINSTANCE hinstExe, HINSTANCE,
PTSTR pszCmdLine, int nCmdShow) {

// Open an existing file-it must be bigger than 64 KB.
HANDLE hFile = CreateFile(pszCmdLine. GENERIC_READ | GENERIC_WRITE,
@, NULL, OPEN_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);

/f Create a file-mapping object backed by the data file.
HANDLE hFileMapping = CreateFileMapping(hFile, HULL,
PAGE_READWRITE, 8, @. NULL);

// Map a view of the whole file into our address space.
PBYTE pbFile = (PBYTE) MapViewOfFile(hFileMapping,
FILE_WAP_MRITE, 9, @, @);

// Map a view of the file (starting 64 KB in) into ocur address space
PBYTE pbFile2 = (PBYTE) MapViewOfFile(hFileMapping,
FILE_MAP_WRITE, 8, 65536, 8);

if ((pbFile + 65536) == pbFile2) {
// 1f the addresses overlap, there is one address
// space region for both views: this must be Windows 98,
MessageBox(NULL. ™We are running under Windows 98", NULL, MB_OK}:
} else {
// If the addresses do not overlap, cach view has its own
// address space reglon: this must be Windows 2008.
MessageBox(NULL, "We are running under Windows 2006™, NULL, MB_OK):

}

UnmapViewOfFile(pbFile2);
UnwapViewOfF1le(pbFile};
CloseHandle(hFileMapping);
CloseHandle(hFite):

return{®);
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Windows 98
MapViewOfFile
64 KB 1GB
MapViewOfFile
MapViewOfFile
MapViewOfFile 64 KB
Windows 2000
MapViewOfFile Windows 2000
64 KB
Windows 98
17.8
Windows
RPC COM OLE DDE WM_COPY DATA
Windows
CreateFile
.exe CreateFileMapping
MapViewOfFileEx SEC_IMAGE
.exe MapViewOfFileEx
MapViewOfFile .exe
CPU
.exe
3 3
3 3

17.9
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Microsoft
CreateFile
CreateFileMapping
INVALID_HANDLE _VALUE hFile

CreateFileMapping dwMaximumsSizeHigh dwMaximumsSizel ow

CreateFileMapping

0 pszName
CreateFileMapping OpenFileMapping
CloseHandle
HANDLE hFile = CreateFile(...):
HANDLE hMap = CreatefFileMapping(hFile. ...}:
if {(hMap == NULL)
return{GetlastError{)); .
CreateFile INVALID_HANDLE_
VALUE
CreateFileMapping hFile INVALID_HANDLE_
VALUE
CreateFile
CreateFile
17-3 MMFShare “ 17 MMFShare.exe”
17-MMFShare
MMFShare 17-9
MMFShare Data
Create Mapping Of Data MMFShare

CreateFileMapping 4 KB
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MMFSharedData MMFShare ‘[w¢ Memory-Mapped File Sharing BEE

e
Eloee Maping ot I

MMFShare Drata: ISome test data

Dpen mapping and get Data |

17-9 MMFShare
MMFShare Create Mapping Of Data
Close Mapping Of Data MM FSharedData
MM FShare Open Mapping And Get Data
MMFShare OpenFileMapping
MM FSharedData MMFShare
MMFShare
Close Mapping Of Data
MMFShare

17-3 MMFShare

H MMFShare.cpp

L L L T e T T T T

Module: MMFShare.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

RAREARRE AR R R AR R AR AR R AR R R R kR R R R R R AR R R KRR R F R KR EE R R Rk [

#include 7. . \CmnHdr. h" f+ See Appendix A. =/
#include <windowsx.h>

#include <tchar.h>

#include "Resource.h"

FHERIISEHIEFREESEEIT R EL T80T 8P PR L L R LT EEER T

BOOL Dlg_OnInitDialog(HWND hwnd. HWND hwndFocus, LPARAM 1Param)} {
ChSETDLGICONSChwnd, IDI_MMFSHARE):

{f Inftialize the edit control with some test data.
Edit_SetText(GetDlgltem{hwnd, IDC_DATA}. TEXT{"Some test data"));

// Disabte the Close button because the file can't
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// be closed if it was never created or opened.
Button_Enable(GetDigIltem(hwnd, IDC_CLOSEFILE)}. FALSE};
return{TRUE);

FHLERLRETFEERITETRET I ETFE LR TFEERFREEEET IR T HEC T IR P EHE P i

void Dig_OnCommand{HWND hwnd, int id, HWND hwndCt1, UINT codeNotify) {

// Handle of the open memory-mapped file
static HANDLE s_hFileMap = NULL;
switch (id) f
case IDCANCEL:
EndbDiatog{hwnd, id);:
break;

case IDC_CREATEFILE:
1f (codeNotify != BN_CLICKED)
hreak:

// Create a paging file-backed MMF to contain the edit controel text.

// The MMF is 4 KB at most and is named MMFSharedData.

s_hFileMap = CreateFileMapping{INVALID_HANDLE_VALUE, MULL,
PAGE_READWRITE, @, 4 * 1824, TEXT("MMFSharedData™)):

if (s_hFileMap != RULL) {

if (GetLastError() == ERROR_ALREADY_EXISTS} {
chMB("Mapping already exists - not created."):
CloseHandle(s_hFileMap);

} else {
/{ File mapping created successfully.

// Map a view of the file into the address space.
PVOED pView = MapView(QfFile(s_hFiteMap,
FILE_MAP_READ | FILE_MAP_WRITE, 8, 8. @):

if (pView != NULL) {
// Put edit text into the MMF.
Edit_GetText{GetDlglitem(hwnd, IDC_DATA),
(LPTSTR) pView. 4 = 1824);

// Protect the MMF storage by unmapping it.
UnmapV¥iewODfFile(pView);

ff The user can't create another file right now.
Button_Enable{hwnd{t1. FALSE):

// The user c¢losed the file.
Button_Enable{GetDI1gltem(hwnd, IDC_CLOSEFILE), TRUE):

} else {
chMB("Can't map view of file.");
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}

} else {
chMB{"Can't create file mapping.”):

K
break;

case IDC_CLOSEFILE:
if {codeMotify != BH_CLICKED)
break:

if {CloseHandle(s_hFileMap)) {
/f User closed the file; fix up the buttoens.
Button_Enable(GetDigltem{hwnd, IDC_CREATEFILE), TRUE):
Button_Enable(hwndCtt, FALSE):

1l
break:
case IDC _DPENFILE:

if (codeNotify != BN_CLICKED)

break;

/! See if a memory-mapped file named MMFSharedData already exists.
HANDLE hFileMapT = OpenFileMapping{FILE_MAP_READ | FILE_MAP_MRITE,
FALSE, TEXT("MMFSharedData™));

if (hFileMapT != NULL) {
// The MMF does exist; map 1t into the process’s address space.
PYOID pY¥iew = MapViewOfFite{hFileMap¥,
FILE_MAP_READ | FILE_MAP_WRITE, &, @, @):

1f (pView != NULL) {

!/ Put the contents of the MMF into the edit control.
Edit_SetText(GetDlgltem{hwnd, IDC_DATA}, (LPTSTR} p¥iew);
UnmapV¥iewOfFile{pView}:

} else {
chMB("Can't map view."):

}
CloseHandle(hFileMapT);

1 else {
chMB{"Can't open mapping.”};
}

break:

}
TILLEEIRT LTI E TR ET LT ETFE TR E I LR ET R I FETEERTIEE0 88082008001

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
ChHANDLE_DLGHMSGE(hwnd, WM_INITDIALOG, D1g_OnInitDialog):
ChHANDLE_DLGMSG{hwnd, WM_COMMAND, D1g_OnCommand ) ;
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}
return{FALSE);

FELIIEEEEL LI B8 IETLEEELEE LT TEFL LD R PRSI E R AL L ETEEFEEEII I E1EE1111

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_MMFSHARE), NULL, Dlg_Proc):
return{g):

FHHLEETITIIT I T FEEEDEETEI I End of File F7HIEIIITEITEIIIIIIEILEIITII0EEE

MMFShare.rc

//Microsoft Developer Studic generated resource script.
i/
#include "Resource.h"

#idefine APSTUDIO_READONLY_SYMBOLS
///////f//////////fff//ff/////f////////////////////////f///////////l//////fff
i/

// Generated from the TEXTINCLUDE 2 resource.

£

#include "afxres.h"

THHLELETERI BT ELE L BT EEEE B LTI EESELEE LT EE T TEEE R R EEE T i eI ]
#fundef APSTUDIO_READONLY_SYMBOLS

FEEEFERFFEEREEERRFETEEEEERRFFFEER AR EE TR EEEERPPEEEEdEEiidiiiittit]
// English {U.S.} resources

#if 'defined (AFX_RESODURCE_DLL) || defined(AFX_TARG_ENL)

#ifdef _WIN3Z

LAMGUAGE LANG_ENGLISH, SUBLANG_EWGLISH_US

f#pragma code_page(1252)

ftendif //_WIN32

FLELERRILEEFRTEIEEEEF RSP E R it d i FLEfE TR IR NI R AP ET I EEFif ity
ff

// Dialog

i

IDD_MMFSHARE DIALOG DISCARDABLE 38, 36, 186, 6l
STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION | WS_SYSMEKU
CAPTION "Memory-Mapped File Sharing”
FONT 8, "MS Sans Serif”
BEGIN
PUSHBUTTON "&Create mapping of Data”,IDC_CREATEFILE.4.,4,84,14,
HS_GROUP
PUSHBUTTON "&Close mapping of Data”,IDC_CLOSEFILE.96.4,84,14
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LTEXT gData:”,IDC_STATIC,4,26,18.8

EDITTEXT IDC_DATA, 28.24,153,12

PUSHBUTTON "%0pen mapping and get Data”,IDC_OPENFILE,46.44,194,14,
WS_GROUP

END

FEEFFFEETTEIIFEFEIIIEEI it ir i it i it iiatitidddiiitiiiiitidiittitiy
1/

// Teon

I

// Icon with lowest ID value placed first to ensure application icon

// remains consistent on all systems. .
[DI_MMFSHARE ICOM DISCARDABLE "MMFShare.Ico

fifdef APSTUDIO_INVOKED

FELEEEEREFFIEEREE TR I EEETEEEEdqE TR ET TR EEEEETEEI R EEiiitiiieis
f

/4 TEXTINCLUDE

!

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource.h\@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
“finclude ""afxres.h""\rin”
L

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

I‘\r\n“

n\a“
END

fendif // APSTUDIQ_INVOKED

#endif // English (U.5.) resources
////ff//////////////////////ff////f//////f//////f///////////////!////////////

#ifndef APSTUDIO_INVOKED
///////////f/////f//l///////////////l//////////////////////I/!//////!////////
i

!/ Generated from the TEXTINCLUDE 3 resource.

i/

////f////////////////!/////ffI/////ff////////////ff///////!////////////!/////
fendif /4 not APSTUDIO_IRYOKED
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CELLDATA CellDatal20@][256];
CELLDATA 128 6 553 600 200 x 256 x 128
15

CreateFileMapping fdwProtect
SEC_RESERVE SEC COMMIT
SEC_COMMIT
CreateFileMapping

CreateFileMapping SEC_RESERVE
MapViewOfFile
MapViewOfFileEx MapViewOfFile MapViewOfFileEx
VirtualAlloc

PYOID VirtualAlloc(
PYOID pvAddress,
SIZE_T dwSize,
DWORD fdwAllocationType,
DWORD fdwProtect);

15 VirtualAlloc
VirtualAlloc MEM_RESERVE
VirtualAlloc VirtualAlloc
MapViewOfFile MapViewOfFileEx
MapViewOfFile MapViewOfFileEx

SEC_RESERVE VirtualAlloc
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CellData
Windows 98 VirtualAlloc 0x00400000
Ox7FFFFFFF VirtualAlloc
SEC_RESERVE VirtualAlloc
0x80000000 OxBFFFFFFF Windows 98
Windows 2000 VirtualFree SEC RESERVE
Windows 98 VirtualFree
NT NTFS 5
MMF
MMEF
Stop
5 5
MMF B MMF Sparse _[Ex]
[ Createaihe 1026 KE] SpasebE |
Offset(0- 1023k} [I000 | Eeadble
17-4 MM FSparse EVAVIVIS S
parse' exe" NTFS 5 Allocated Ranges:
=
17-MMFSparse
17-10
CreatealMB 1024 KB Sparse MMF
1IMB 1024 KB MMF
“ C \MMFSparse” C
NTFS5 hd
NTFS5 17-10 MMF Sparse
Allocated Ranges
“ No allocated rangesin the file” (
)
Offset Read Byte
1024 1KB Byte
0

Offset 0 255
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Byte Write Byte 1024

Allocated Ranges

17-11 1024 000 1000 x 1024
17-11 983 040
65 536 Explorer C \MMFSparse
17-12
B} MMF Sparse ] 21

= ST General | Secu
Ceatea 0B [TH24 EElEpase MAE | el | Secuy|

Oifset (0~ 1023k} [T000 Fiead byte | @ pvFSparse

ﬁl,JtE [0-255] I5 Tupe of file:  File
Eree 4l allocated regions: I Description:  MMFSparse
Allocated Ranges: e =
Diffzet: 0983040, Length: OOES53R ;I B 100 ME (1048578 bytes]

Seeondisk:  B4.0KE [B5.536 byutes)

Cieated: Thursday, Apr 07, 1939, 3:21:30 PH
Modified: Today, &pril 13, 1999, 8:47.08 PM
Arcessed: Today, &pril 13,1939, 8:47;08 PM

Aftributes:
= |
17-11 MMF Sparse 17-12 MMF Sparse Properties
1 MB
64 KB
Free All Allocated Regions
0
CSparseStream
C++ SparseStream.h
MM FSparse.cpp C++ CMMFSparse CSparseStream
CMMFSparse CSparseStream
CMMFSparse
g_mmf
Createal MB 1024 KB Sparse MMF 1MB 1024 KB
MMF CreateFile NTFS 5
g_mmf Initialize
1 MB Initialize CreateFileMapping

MapViewOfFile
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Initialize
Windows
g_mmf

g_mmf

g_mmf

Windows
g_mmf
CloseHandle
DecommitPortionOf Stream
g_mmf

Ranges

ForceClose ForceClose

Initialize
“ No allocated ranges in the file”

0
——Explorer

SetFilePointer SetEndOfFile

17-4 MMFSparse

Dlg_ShowAllocatedRanges

g_mmf

Free All Allocated
UnmapViewOfFile
0 1MB

Dlg_ShowAllocatedRanges

DIR
ForceClose

MMFSparse.cpp

IR RR AN R AT A R AT AT AR A A A AR B0 ok ok o o oK K o

Module: MMFSparse.cpp
Notices: Copyright (c) 2088 Jeffrey Richter

M e e e L T T Y e P

", ACmnHdr.h"
<{tchar.h>
<HindowsX.h>
<HinloCtl.h>
"SparseStream.h”
"Resource.h”

#include
#include
#include
#include
#include
#Finclude

/+ See Appendix A. =/
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TIEHIELETER B LI TEEL LTI T EEITEEE T EE T EEE I IR T EEEIEERT 1T TE0141EE

// This class makes it easy to work with memory-mapped sparse fites.
class CMMFSparse : public CSparseStream |

private:

HANDLE m_hfitemap; /¢ File-mapping object

PYOID m_pvFile; // Address to start of mapped file
public:

// Creates a Sparse MMF and maps 1t in the process’'s address space.
CMMFSparse(HANDLE hstream = NULL, SIZE.T dwStreamSizeMax = @):

/f Closes a Sparse MMF.
virtual ~CMMFSparse() { ForceClose(): }

/! Creates a sparse MMF and maps it in the process’s address space.
BOOL Initialize(HANDLE hstream, SIZE_T dwStreamSizeMax};

// MMF to BYTE cast operator returns address of first byte
// 1n the memory-mapped sparse file.
operator PBYTE() const { return((PBYTE) m_pvFile): }

// Allows you to explicitiy close the MMF without having
f/ to wait for the destructor to be called.
¥YOID ForceClose{):

FEFEEFRRREFLREERERFFERE IR EREEEEEREEEHEEEE R EEREFTELEEEETELEEEEEET

CMMFSparse: :CMMFSparse(HANDLE hstream, SIZE_T dwStreamSizeMax) {

Inftialize(hstream, dwStreamSizeMax};
}

FLRIREEEIEERETEREEI PRI L EREE I EEEER I EiE BT EEE T B i e i Tt

BOOL CMMFSparse::Initialize(HANDLE hstream, SIZE_T dwStream$izeWax) {

if (m_hfilemap != NULL)
ForceCtose();

ff Initialtze to NULL in case something goes wrong.
m_hfilemap = m_pvFile = NULL:

BOOL fOk = TRUE; // Assume success,

if (hstream l= NULL) {
if (dwStreamStizeMax == 8) {
DebugBreak(); // Illegal stream size
}

CSparseStream::Initialize(hstream);
fOk = MakeSparse(); // Make the stream sparse.
if (FOk) {
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// Create a file-mapping object
m_hfilemap = ::CreateFileMapping(hstream, HULL, PAGE_READWRITE,
(DWORD) (dwStreamSizeMax >> 32164), (DWORD) dwStreamSizeMax, NULL};

1f (m_hfilemap != NULL) {
f// Map the stream into the process’s address space.
m_pvFile = ::MapV¥iewOGfFile(m_hfilemap,

FILE_MAP_KWRITE | FILE_MAP_READ, @, 9, 8);

} else {
f/f Failed to map the file; clean up
CSparseStream::Initialize(NULL);
ForceClose();
fOk = FALSE;

}
}
return{f0k):

TEHLIEEE I EE T E R EEEFE DI TR TET I E R ERFET IR AL b TR

VOID CMMFSparse::ForceClose() {

// Clean up everything that was done successfully
1f (m_pvFite I= NULL) {
s:UnmapView(fFile(m_pvFile):
m_pvFile = NULL: :
1
if (m_hfilemap != NULL) {
::CloseHandle(m_hfilemap);
m_hfilemap = NULL;

}
FEEEIIELEEIITE R TR EETER LT TR EE T FEREE AT PEERELEE R

f#define STREAMSIZE (1 = 1024 = 1024) // 1 MB (1824 KB)
TCHAR szPathname[] = TEXT{"C:\\MMFSparse."};

HANDLE g_hstream = INVALID_HANDLE_VALUE;

CHMMFSparse g_mmf;

FELERITITETT R PRI R I FEEE R F TR PR R P T IR R EE TR R R EfEE I

BOOL g _OnInitDialog{HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS(hwnd, IDI_MMFSPARSE};
ff Initialize the dialog box controls.
EnableWindow(GetDlgltem{hwnd, [DC_OFFSET)., FALSE):
Edit_LimitText{GetDlgltem{hwnd, IDC_OFFSET), 4);
SetDigItemint{hwnd, IDC_OFFSET, 1084, FALSE);

EnableKindow{GetD1gIltem{hwnd, IDC_BYTE), FALSE):
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Edit_LimitText(GetDlgltem{hwnd, IDC_BYTE), 3);
SetDlgltemInt{hwnd, IDC_BYTE, 5, FALSE):

EnableWindow(GetDigltem{hwnd, IDC_WRITEBYTE)., FALSE);
EnableWindow(GetDigltem{hwnd, IDC_READBYTE), FALSE);
EnableWindow(GetDlgltem{hwnd, IDC_FREEALLOCATEDREGIONS), FALSE);

return{TRUE}:

FEEIPITEEEIETEEER DT ET NI FFET LT ETET T ETES I T RS Rt TR ETE i P i E IR i)

void Dlg_ShowAltocatedRanges (HWHD hwnd) {

// Fill in the Allocated Ranges edit control

OWORD dwNumEntries;

FILE_ALLOCATED_RANGE_BUFFER* pfarb =
g_mmf.QueryATlocatedRanges (&dwHumEntries);

if (dwNumEntries == 9) {
SetClgltemText{hwnd, IDC_FILESTATUS,
TEXT{"No allocated ranges in the file"));
} else {
TCHAR sz[4896]1 = ( @ };
for (DWORD dwEntry = &; dwEnatry < dwNumEntries: dwEntry++) {
wsprintf(_tcschrisz, @), TEXT("0ffset: %7.7u, Length: %7.7u\r\n").
pfarbldwEntry].FiTeOffset.LowPart, pfarb[dwEntry].Length.LowPart):
}
SetDlgltemText(hwnd, I[DC_FILESTATUS, sz);
H
g_mmf.FreeAllccatedRanges{pfarb):

FEEIIIPFREREEEEEEET R EEERFFFEFRE P FREE PR EEEEREERFFITELELEEEEEEE T

void D1g_OnCommand(HWND hwnd, int id. HWND hwndCt1, UINT codeNotify) {

switch (id) {
case EDCANCEL:
if (g_hstream 1= INVALID_HANDLE_VALUE)
ClosedHandle(g_hstream):
EndDialog{hwnd, id);
break;

tase IDC_CREATEMMF:
// Create the file
g_hstream = CreateFile(szPathname, GENERIC_READ | GENERIC_MWRITE,
@, NULL, CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
if {(g_hstream == INVALID_HANDLE_VALUE) {
chFAIL{"Fafled to create file."};
}

// Create a 1 MB (1624 KB) MMF using the file
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1f (lg_mmf.Initialize(g_hstream, STREAMSIZE)) {
chFAIL("Failed to initialize Sparse MMF."}:

1

Dig_ShowAllocatedRanges{hwnd);

// Enable/disable the other controls.
EnableWindow(GetDigltem(hwnd, IDC_CREATEMMF), FALSE):
EnableWindow(GetDlgltem{hwnd, IDC_OFFSET)}, TRUE):
EnabteWindow(GetDlgItem{hwnd, IDC_BYTE), TRUE};
EnableWindow(GetD1gItem{hwnd. IDC_WRITEBYTE), TRUE};
EnablekWindow{GetDlgItem(hwnd, IDC_READBYTE). TRUE);
EnableWindow{GetDlgItem({hwnd, [DC_FREEALLOCATEDREGIONS), TRUE):

{/ Force the Offset edit control to have the focus,
Setfocus(GetDigltem{hwnd, IDC_OFFSET));
break:

case [DC_WRITEBYTE:

{

BOOL fTramslated:

DWORD dwOffset = GetDlgltemInt(hwnd, IDC_OFFSET. &fTranslated, FALSE);

if (fTranslated) {
g_mmf[dwOffset * 10241 = (BYTE)

GetDlgltemInt(hwnd, IDC_BYTE, NULL, FALSE);

D1g_ShowAllocatedRanges{hwnd);

}

}

break;

case IDC_READBYTE:

{

BOOL fTranslated;

DWORD dwOffset = GetDigltemInt{hwnd, IDC_OFFSET, &fTransltated, FALSE);

if (fTranslated) {
SetDlgltemInt(hwnd, IDC_BYTE, ¢g.mmf[dwOffset = 1824], FALSE);
D1g_ShowAllocatedRanges{hwnd);

1

}

break;

case IDC_FREEALLOCATEDREGIDNS:
// Normally the destructor causes the file-mapping to close.
// But, in this case, we wish to force it so that we can reset
ff a portion of the file back to all zeroces. :
g_mmf . ForceClose():

// We call ForceClogse above because attempting te zero a portion of
// the file while it is mapped causes DeviceloControl to fail with
// error ERROR_USER_MAPPED_FILE ("The requested operation cannot

// be performed on a file with a user-mapped section open.™)
g_mmf.DecommitPortion0fStream(d, STREAMSIZE):
g_mmf.Initialize{g_hstream, STREAMSIZE}:
DTg_ShowAllocatedRanges{hwnd):

break:
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FEIEEERIEE LI TR IR EI T FE TR ELEFEELTRETEAERIEELF I EEE I e i 80P EELET

INT_PTR WINAPI Dlg_Proc{HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM TParam) {

switch {(uMsg) {
chHAMDLE_DLGMSG hwnd., WM_IMITDIALOG, D1g_OnInitDfalog);
chHAKDLE_DLGMSG{ hwnd, WM_COMMAND, D1g_O0nCommand);

}
return{FALSE);

FHIEREFEAFERETTFEEES PR EE TR IR T F I EE R EEEFE LI ETEFEEEFIEEEERSIT Y

int WINAPI _tWinMain{HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdlLine. int) {
chiindows2008Required():

bialogBox(hinstExe, MAKEINTRESQURCE(IDD_MMFSPARSE), NULL, Dlg_Proc);
return(};

FEEITISEAESFRERETSFETITEF LRI ALfT End of FiYe JIFFIIIIETTREREEITETIIILILIFIITTEY

MMFSparse.rc

//Microsoft Deve]opér Studio generated rescurce script.
/!
finclude "Resource.h”

#tdefine APSTUDIO_READONLY_SYMBOLS

FHEEEEREFETEE TR ERE R FEE R AT FREEF R T it it it i diiiifirriidiitiriiss
1 :

// Generated from the TEXTINCLUDE 2 resource.

¥

#include "afxres.h”

FHEFETTFRIETE R R PR i it E3EEF TR ITT IR iFFTTTidiiiiiiiteiediiitid
#undef APSTUDIO_READONLY_SYMBOLS

FEETREFFETEFERETE I iR e T Ff i i i iifiiriiiitiiitiitiiiritiiiiiiiiiitid
/f English (U.5.) resources

if 'defined(AFX_RESOURCE_DLL) || defined(AFX.TARG_ENU}
#ifdef _WIN32

LANGUAGE LAMG_ENGLISH, SUBLANG_ENGLESH_US

#pragma code_page(1252)

fendif //_WIN32

FETLTERTEEEESFFI IO IR T it FEEEiFEE R Eiirdiredittitisdiitiiiiediiiist
fH
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// Dialog
i

IDD_MMFSHARE DIALOG DISCARDABLE 38, 36, 186, 61

STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTIOK "Memory-Mapped File Sharing”

FONT &, "MS Sans Serif”

BEGIN
PUSHBUTTON "&Create mapping of Data”,IDC_CREATEFILE,.4,4,84,14,
WS_GROUP
PUSHBUTTON "&Close mapping of Data™,IDPC_CLOSEFILE,96,4,.84,14
LTEXT "&Data:",IDC_STATIC,4,24,18,8
EDITTEXT . IDC_DATA,28,24,153,12
PUSHBUTTOM "%0pen mapping and get Data™,IDC_OPENFILE.46.44,104,14,
WS_GROUP
END

/!//II///I/i/////ff///!f////ff/////l!////l!/!/ffl///ff/ff////!ff/i/l/i///////
¥

// Icon

¥

/4 Tcon with Towest ID value placed first to ensure app11cat10ﬁ tcon
// remains consistent on all systems,
IDI_MMFSHARE ICON DISCARDABLE "MMFShare.Ico"

#ifdef APSTUDIO_INYOKED
/f!!/////!////!//////!///IlI/ffff!//ff/!/l!//////////////!///ff!//ffffff/////
1

/4 TEXTINCLUDE

1/

1 TEXTINGLUDE DISCARDABLE
BEGIN

“Resource.h\8"
END

2 TEXTINCLUDE DISCARDABLE
BEGIN
m#include "™afxres.h”"\r\n"
"\ell
END

3 TEXTINCLUDE DISCARDABLE
BEGIN

“rin*

Il\an
END

f#endif /4 APSTUDIO_INVOKED

fendf f // English (U.S.) resources
FERRERIFERETIF R R IEET I ETE I T IE IR IR i i it i bttt iiiri it iiirtei

#ifndef APSTUDIO_INVOKED
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FEIEETFTRIFEFIEFFi IR ifTiiiiffiirfiriiiiiiidrifidlriffriittirififiriiisifittl
£

// Generated from the TEXTINCLUDE 3 resource,

¥

FEELEITEEEI I EE S LRSS EEFTRE LRI TR E TR PR PR TR i i ii il
fendif /1 not APSTUDIO_INYOKED

SparseStream.h

/11(ﬂ(ll*)Bl)k*#*****#****#*m**1(*Iull**!3’ktv**!&*l‘****’ﬁ******#****************t**t****#***
Module: SparseStream.h

Notices: Copyright (c) 2800 Jeffrey Richter

ok oW o o MO S Ao A R MO o o ok oo o s o o ol o o ol o o o o ok oo o o o e o o o o ook ok
#include “. . \CmnHde.h" /* See Appendix A. */

#include <MinloCtl.h>

FEITIEEEERT I T L E R TR R R TR FE T FFEdd it a iR i i i b Eiiiidiliiiitits
#pragma once
FEREELRIITEEF I T EET IS F TR EE IR F AR T IEFEFR I I i i i T iEdititiies

class CSparseStream {

public:
static BOOL DoesFileSystemSuppoertSparseStreams(PCTSTR psz¥olume);
static BOOL DoesFileContainAnySparseStreams{PCTSTR pszPathname);

public:
CSparseStream(HANDLE hstream = INVALID_HANDLE_VALUE) {
InitializeChstream):
}

virtual ~CSparseStream(} { }

void Initialize(HANDLE hstream = INYALID_HAMDLE_VALUE) {
m_hstream = hstream;
1

public:
operator HANDLE() const { return{w_hstream): }

public:
BOOL IsStreamSparse() const;
BCOL MakeSparse();
B3Ol DecommitPortiondfStream(
—_tntéd qwFileOffsetStart. __int64 qwFileOffsetEnd);

FILE_ALLOCATED_RANGE_BUFFER+ QueryAllocatedRanges{PDWORD pdwNumEntries):
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BOOL FreeAllocatedRanges(FILE_ALLOCATED_RANGE_BUFFER+ pfarb);

private:
HANDLE m_hstream:

private:
static BOOL AreFlagsSet(DWORD fdwFlagBits, DWORD fFlagsToCheck) {
return{{fdwFlagBits & fFlagsToCheck} == fFlagsToCheck);
1
}:

HIPTEREETHEERTTIREETT PRI TR R R R E AP PR E I P i a i I Ef i ierirefiitts

inline BOOL CSparseStream::DoesFileSystemSupportSparseStreams(
PCTSTR pszVolume) {

DWORD dwFileSystemFlags = 9;
BOOL fOk = Get¥olumelnformation{pszVoTume, NULL, @, NULL, NULL,
&dwFileSystemFlags, NULL, 8);
fOk = fOk &% AreflagsSet(dwFileSystemFlags, FILE_SUPPORTS_SPARSE_FILES):
return(fOk):
}

FIEEEEIET R R G EET I T EE PRI ER R T TEF T EE R T FEE iR i itiiiitititis
inline BOOL CSparseStream::IsStreamSparse() const {

BY_HANDLE_FILE_INFORMATION bhfi;

GetFileInformationByHandle{m_hstream, &bhfi);:

return{ArefFlagsSet(bhfi.dwFileAttributes, FILE_ATTRIBUTE_SPARSE_FILE));
1

FEEHEFIERITIEEEEEEE P EEF R iR it i it iiiri i iiiiiiifiiiiiiiriiiirtiitiiiiied
inline BCOOL CSparseStream::MakeSparse() {

DWORD dw;
return(DeviceloControl{m_hstream, FSCTL_SET_SPARSE.
NULL, &, NULL, @, &dw, NULL));
}

FHHTEEEEERREEFRITEFEILTEEAEE RT3 0 E 0TI LT TR TREE IR RIS IIEEEEiiiiiiid

fnline BOOL CSparseStream::DecommitPortionOfStream(
__int64 qwiffsetStart, __int64 quwOffsetEnd) {

/f NOTE: This function does not work if this file 1s memory-mapped.
DWORD dw;

FILE_ZERO_DATA_INFORMATION fzdi;

fzdi.FileOffset.GuadPart = qwlffsetStart;
fzdi.BeyondFinalZero.QuadPart = qwOffsetEnd + I;

return{DeviceloControl (m_hstream, FSCTL_SET_ZERQO_DATA, (LPVOID) &fzdi.
stzeof(fzdi), MULL, @, &dw, NULL));
}
FEEETEIEEER IR EE T EFE R E TR TR E i IR T R i I FEETTif i iiitriisidtititid

inline BOOL CSparseStream::DoesFileContainAnySparseStreams(
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PCTSTR pszPathname} {

DWORD dw = GetFileAttributes(pszPathname);
return{{dw == Oxfffffff) :
? FALSE : AreFlagsSet{dw, FILE_ATTRIBUTE_SPARSE_FILE}}:

}
HHITEEETELET P I EEE TR E RO I EE SR TT A F ST T EEEE T TR PR FFREEE R LTI I IE !

inline FILE_ALLOCATED_RANGE_BUFFER+ CSparseStream::QueryAllocatedRanges(
PDWORD pdwNumEntries) {

FILE_ALLOCATED_RANGE_BUFFER farb;
farb.File0ffset.QuadPart = 8;
farb.Length.LowPart =
GetFileSize(m_hstream. (PDWORD) &farb.Length.HighPart);

/! There is no way to determine the correct memory block size prior to

/7 attempting to collect this data, so I just picked 188 = sizeof(+pfarb)

DWORD ecb = 188 * sizeof{farb);

FILE_ALLOCATED_RANGE_.BUFFER» pfarb = (FILE_ALLOCATED_RANGE_BUFFER=)
HeapAlloc(GetProcessHeap(), HEAP_ZERQ_MEMORY, cb);

DeviceloControl(m_hstream, FSCTL_QUERY_ALLOCATED_RANGES,
&farb, sizeof(farb), pfarb, cb. &cb, KULL);
*pdwNumEntries = ¢b / sizeof(*pfarb);
return{pfarb);
H

HETTEEEIEITEEEEI I TR LT EF TR it et i Eirii i iriiiirety

inline BOOL CSparseStream::FreeAllocatedRanges(
FILE .ALLOCATED_RANGE_BUFFER* pfarb} {

// Free the queue entry's allocated memory
return(HeapFree(GetProcessHeap(), @, pfarb)):
3

FERREETAETHEFER P EAEI0 08007018 Bnd OFf File JI/HHFIHIEETHTHEEEITITEEdHETIIETT
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Microsoft
Windows 98 Windows 2000

18.1

DLL

/HEAP
/HEAP: reservel,commit]

Windows
Unicode
ANSI
ANSI

Windows

18
15
Windows 98
Windows 2000
Microsoft

VirtualAlloc VirtualFree

1MB
/HEAP 1MB

DLL /IHEAP
Windows 2000

Windows ANSI

Unicode Unicode
Unicode
Windows
16 Windows LocalAlloc GlobalAlloc
Windows

ANSI
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Windows
GetProcessHeap
HANDLE GetProcessHeap();
18.2
18.2.1
BRANCH
LnkLst.cpp 3
NODE BinTree.cpp
18-1
1 8
3 BinTree.cpp
it
2
2
3
i

18-1
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18.2.2 5
5
24 32
4
18-2
2 4 6
5
32 48 :
2
2
18.2.3 3
1
RAM RAM b e cane | ae
18-2
RAM
CPU
18.2.4
18.2.5

Windows Explorer
Windows Explorer
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18.3

HANDLE HeapCreate(

DWORD fdwOptions,

SIZE_T dwinitialSize,
SIZE_T dwMaximumSize); -

fdwOptions

SERIALIZE HEAP_GENERATE_EXCEPTIONS

1)
2)
3
4)

HeapCreate
0 HEAP_NO_

HeapAlloc

HEAP_NO_SERIALIZE
1

2 2
1 2
1
2 “
1 2 1

2

HEAP_NO_SERIALIZE
HEAP_NO_SERIALIZE

HEAP_NO_SERIALIZE
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18
HEAP_GENERATE_EXCEPTIONS
23 24 25
HeapCreate dwinitial Size
HeapCreate CPU dwMaximumSize
dwMaximumSize 0
dwMaximumSize 0
HeapCreate
18.3.1
HeapAlloc
PYOID HeapAlloc(
HANDLE hHeap,
DWORD fdwFlags,
SIZE_T dwBytes);
hHeap dwBytes
fdwFlags
3 HEAP_ZERO_MEMORY HEAP_GENERATE_EXCEPTIONS HEAP_NO_
SERIALIZE
HEAP_ZERO_MEMORY HeapAlloc
0 HEAP_GENERATE_EXCEPTIONS
HeapAlloc HeapCreate
HEAP_GENERATE_EXCEPTIONS
HeapCreate
HeapAlloc
HeapAlloc HeapAlloc
HeapAlloc 18-1
18-1
STATUS_NO_MEMORY
STATUS ACCESS_VIOLATION
HeapAlloc
HEAP_GENERATE_EXCEPTIONS HeapAlloc NULL

HEAP_NO_SERIALIZE HeapAlloc



China=pubecom

Windows 98 HeapAlloc 256 MB Windows
98

NULL
HEAP_GENERATE_EXCEPTIONS

1MB VirtualAlloc

18.3.2

HeapReAlloc
PVOID HeapReAlloc(
HANDLE hHeap,
DWORD fdwFlags,
PVOID pvMem,
SIZE_T dwBytes):
hHeap fdwFlags
HeapReAlloc 4
HEAP_GENERATE_EXCEPTIONS HEAP_NO_SERIALIZE HEAP_ZERO_MEMORY

HEAP_REALLOC_IN_PLACE_ONLY

HeapAlloc HEAP_ZERO_MEMORY
0
HEAP_REALLOC _IN_PLACE_ONLY HeapReAlloc
HeapReAlloc HeapReAlloc
HeapReAlloc
HeapReAlloc

HEAP_REALLOC_IN_PLACE_ONLY

pvMem dwBytes
HeapReAlloc
NULL

18.3.3
HeapSize

SIZE_T HeapSize(
HANDLE hHeap,
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DWORD fdwFlags,
LPCVYOID pvMem):

hHeap pvMem fdwFlags
HEAP_NO_SERIALIZE

18.3.4

HeapFree

BOOL HeapFree(
HANDLE hHeap,
DWORD fdwFlags.
PVOID pvMem);

HeapFree TRUE fdwFlags
HEAP_NO_SERIALIZE

18.3.5
HeapDestroy
BOOL HeapDestroy(HANDLE hHeap):
HeapDestroy
HeapDestroy TRUE
HeapDestroy
18.3.6 C++
C++ C++ new
C malloc
delete C free
CSomeClass
CSomeClass+ pSomeClass = new (SomeClass;
C++ CSomecClass new
new
C++ new
delete
delete pSomeClass;
C++ new delete
CSomeClass

class CSomeClass {
private:
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static HANDLE s_hHeap:
statfc UINT s_uNumATlocsInHeap;

/7 Other private data and member functions

.

public:
void+ operator new (size_t size);
votd operator delete (voidx p);
/1 Other public data and. member functions

.

Y:
s hHeap s uNumAllocslnHeap
C++ CSomeClass
C++ s hHeap s uNumAllocsinHeap
CSomeClass
s _hHeap CSomeClass s_uNumAllocslnHeap
CSomeClass
CSomeClass s_uNumAllocsinHeap s uNumAllocsinHeap
0 .cpp

HANDLE CSomeClass::s_hHeap = NULL:
UINT CSomeC1ass::s_uNumA11ocsInHeap =a;

void* CSomeClass::operator new (size_t size) {
if (s_hHeap == NULL) {
// Heap does not exist; create it.
s_hHeap = HeapCreate(HEAP_NO_SERIALIZE, 8, 0);

if (s_hHeap == NULL}
return(NULL):

1
// The heap exists for CSomeClass objects.

void» p = HeapAlloc(s_hHeap, @, size);

if (p != NULL) {
// Memory was allocated successfully; increment
// the count of CSomeClass objects in the heap.
s_uNumAllocsInHeapt+;

1
// Return the address of the allocated CSomeClass object.
return{p):
}
s hHeap s uNumAllocsinHeap
NULL O
C++ new Size CSomeClass

new
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s hHeap NULL NULL HeapCreate

HeapAlloc

HeapCreate s hHeap

new

HeapCreate HEAP_NO_SERIALIZE

HeapCreate

new size

HeapAlloc

HeapAlloc
CSomeClass

s uNumAllocsinHeap

New

CSomecClass

CSomeClass delete
void CSomeClass::operator detete (voids p) {

if

}

(HeapFree(s_hHeap, 8, p}) {
/f Object was deleted successfully.
s_uNumillocsInHeap--:

if (s_uNumAllocsInHeap == 9} {

}

delete

{// If there are no more objects 1n the heap,
// destroy the heap.

if (HeapDestroy(s_hHeap)) {

HeapCreate

CSomecClass
HeapAlloc

CSomecClass

/! Set the heap handle to NULL so that the new operator
ff will know to create a new heap if a new CSomeClass

// object is created.
s_hHeap = NULL:

HeapFree
s_uUNumAllocsinHeap 1
s_UuNumAllocslnHeap 0 0

s hHeap

CSomeClass

CSomeClass
HeapDestroy
NULL

new
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s hHeap
CsomeClass

CSomeClass new delete
CSomeClass new
CSomeClass

CSomecClass
s hHeap s uNumAllocsinHeap new delete
new delete

18.4

Windows

ToolHelp 4
Platform SDK Heap32First

Heap32Next Heap32ListFirst Heap32ListNext ToolHelp Windows 98

Windows 2000
Windows 2000

GetProcessHeaps
DWORD GetProcessHeaps(
DWORD dwNumHeaps,
PHANDLE pHeaps);
GetProcessHeaps HANDLE

HANDLE hHeaps[251;
DWORD dwHeaps = GetProcessHeaps(25, hHeaps);
1f (dwHeaps > 28) {
// More heaps are in this process than we expected.
} else {
// hHeaps[8] through hHeap[dwHeaps - 1]
/7 identify the existing heaps.
}
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HeapValidate

BOOL HeapValidate(
HANDLE hHeap,
DWORD fdwFlags,
LPCVOID pvMem):

0
HEAP_NO_SERIALIZE pvMem NULL
pvMem
UINT HeapCompact{
HANDLE hHeap,
DWORD fdwFlags):
fdwFlags 0 HEAP_NO_SERIALIZE
HeapLock HeapUnlock
BOOL HeapLock(HANDLE hHeap);
BOOL HeapUnlock(HANDLE hHeap};
HeapL ock
HeapUnlock
HeapAlloc HeapSize HeapFree HeapLock HeapUnlock
HeapLock HeapUnlock
HeapWalk

BOOL HeapMalk(
HANDLE hHeap,
PPROCESS_HEAP_ENTRY pHeapkEntry);

PROCESS HEAP ENTRY

typedef struct _PROCESS_HEAP_ENTRY {
PVOID lpData;
DWORD chbData:
BYTE chilverhead:

BYTE iRegionIndex:
WORD wFlags;
union {
struct {
HANDLE hMem:
DWORD dwReserved[ 3 ];
} Block:
struct {
DWORD dwCommittedSize:
DMORD dwUnCommittedSize:
LPVOID TpFirstBlock:
LPYOID pLastBlock;
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} Regton:

b '
} PROCESS_HEAP_ENTRY, =LPPROCESS_HEAP_ENTRY, *PPROCESS_HEAP_ENTRY;

IpData NULL HeapWalk
HeapWalk
HeapWalk
PROCESS _HEAP_ENTRY HeapWalk FALSE
Platform SDK

HeapWalk HeapLock HeapUnlock
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19 DLL
Microsoft Windows DLL
Windows API DLL 3 DLL
Kernel32.dll User32.dll
GDI132.dll
Windows DLL
AdvAPI32.dll ComDlg32.dll
FileOpen File Save ComCtl32.DLL
DLL DLL
. DLL
DLL
. DLL
Microsoft Visual Basic C++
Visua Basic C++DLL Cobol DLL Fortran DLL
100 DLL—— 5 DLL
100
. DLL DLL
RAM C/C++
sprintf  strcpy malloc
DLL C/C++
. DLL
DLL
. DLL
DLL
. Widnows

Windows



China=hubecom

DLL
SetWinEventHook
Windows Explorer

ActiveX ,
19.1 DLL
DLL
DLL
/DLL
DLL
DLL
DLL
DLL
DLL DLL
DLL
VirtualAlloc
Windows 98
copy-on-write
DLL
C/C++
C/C++

C/C++

Windows
DLL Windows
Windows DLL
SetWindowsHookEx
DLL COM
Web Web
DLL
DLL
DLL
DLL
DLL
DLL
DLL DLL
20
DLL
DLL
DLL
DLL
DLL
Virtual Free
Windows 2000 13
DLL
DLL
C/C++ DLL
C/C++


mkylin
Highlight

mkylin
Highlight


China=pubecom

19 DLL

YOID EXEFunc() {

}

PVOID pv = DLLFunc():

/{ Access the storage pointed to by pv...

// Assumes that pv is in EXE's C/C++ run-time heap
free(pv);

PVOID DLLFunc{) {

// Allocate block from DLL's C/C++ run-time heap
return(maltoc{169)):

EXE
EXE DLL DLL C/C++

DLL

CIC++

free

free

¥OID EXEFunc() {
PYOID pv = DLLFunc(); _
// Access the storage pointed to by pv...
// Makes no assumptions about C/C++ run-time heap
DLLFreeFunc{pv);

}

PYOID DLLFunc() {
/f Allocate block from DLL's C/C++ run-time heap
PVOID py = malloc{109);
return(pv);

H

BOOL DLLFreeFunc(PVOID pv) {
// Free block from DLL's C/CH run-time heap
return{free(pv)};

C/C++ malloc

C++ new delete

19.2 DLL

DLL DLL
19-1
DL
Windows 20

19-1 DLL

free

malloc

DLL

DLL


mkylin
Note
C/C++运行库肯定是有一些维护内存管理的全局数据结构。如果一个或两个都链接到静态C/C++运行期库，将导致两份这种全的数据结构拷贝。在一份拷贝中malloc将导致相关数据结构被修改而另一份不被修改。这样，在另一份中free操作必将失败。
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1
2)
3
4
5)

6)

8)
9)

10)
11)

1

2)

“ DLL "
DLL
1{E —PG?
ot olcy e[c cf] e [ed)
—_— Y

SD SQ SD s s[::]

DLL

/ lib

.obj .exe ( DLL

19-1 DLL
DLL
DLL
DLL
DLL

C/IC++

DLL

DLL
DLL

DLL
DLL
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3) DLL .obj
.0bj
4) .obj .obj
DLL DLL /
5) DLL
dib dib
DLL
6) DLL
7 C/C++
DLL
8) .0bj
.0bj
9) .0bj .0bj
/
DLL
17 DLL
DLL
10)
DLL
DLL DLL DLL
DLL DLL
DLL
DLL
19.3 DLL
DLL DLL DLL
C/C++
DLL
C++ C++
C++ DLL
DLL

DLL
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DLL

DLL

SRR R AR KRR A AR R R AR R R EER R KRR R AR AR AR R AR AR AR RE R

Module: Mylib.h
*****##***********t*tm****&l****************************tt*****$*#*#$$$$***f
#ifdef MYLIBAPI

/! WMYLIBAPI should be defined in all of the DLL's source
// code modules before this header file is included.

// A11 functions/variables are being exported.

fielse

ff This header file is included by an EXE source code module.
// Indicate that all functions/variables are being imported,
fidefine MYLIBAPI extern (™ __declspec(dllimport)

frendif

FRERTEITEE I I P T RIS i b i ii i i i it iidridiriiiiiriitiiitiiiiiil}
// Define any data structures and symbols here.

FHHETRIITHEET A EEE T EE LT EEL LT TR ITF IR ETTTEEEI I IIIEIIIEEET T

// Define exported variables here. (NOTE: Avoid exporting variables,)
NYLIBAPI int g_nResult;

IHEEEELITIELE TR T HEEE LR LI EETEF IR RR P EERIEE LI I I i F b EEEiT]

/7 Define exported function prototypes here,
MYLIBAPI int Add{int nLeft, int nRight);

FIRTRTLEESRL AP RIIIAEEF 177 End of File FPAFFFIFTHEEREIIITIRIFTFIELELELLY
DLL

/***t***t**ttm*tt*****$*****t**t**************#**#&tt***t*********&***k*!***
Module: MyLibFilel.cpp

bbbt bbb bl R L i Lt R L e L LI P E e T T e eys

// Include the standard Windows and C-Runtime header files here.
#include <windows.h>

f// This DLL source code file exports functions and variables.
f#define MYLIBAPI extern “C" __declspec(dllexport)

// Include the exported data structures, symbols, functions, and variables.
#Finclude “MyLib,h" )
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FHIHEIIFEEIIFEERERL IR FIT R EEE LT LTI AL EEL IR EEITEE R E P EEI1iEITEY

// Place the code for this DLL source code file hera,
int g_nResult:

int Add(int nLeft, int nRight) {
g_nResult = nLeft + nRight:
retura{g_nResult);

1

FEFLEREEFEFRLIAIIIIEEL 101717 End of File F/171HEFRIEIIERIIIIIITTTTETEEELE

DLL MyLib.h __declspec(dllexport)
MYLIBAPI C++ __declspec(dilexport)
C++ DLL MYLIBAPI
MyLibFilel.cppO MYLIBAPI
MY LIBAPI
MYLIBAPI extern“ C” C++
C C++
C++ DLL C
DLL
extern* C” C
C++
DLL
MY LIBAPI
MYLIBAPI MYLIBAPI __declspec(dllimport)
DLL
Microsoft Windows WinBase.h Microsoft
19.3.1
__declspec(dilexport) Microsoft C/C++
C++
.0bj DLL .obj
DLL C++
dib lib DLL DLL
dib dib
DLL
RVA DLL

Microsoft Visual Studio DumpBin.exe -exports
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DLL Kernel32.dll
DUMPBIN
C:\WINNTASYSTEM3Z>DUMPBIN -exports Kernel32.DLL

Hicrosoft (R} COFF Binary File Dumper Version 6.00.8168
Copyright (C) Microsoft Corp 1992-1998. Al1 rights reserved.

Dump of file kernel32.di1
File Type: DLL
Section contafns the following exports for KERNEL32.d11

9 characteristics
36DB3213 time date stamp Mon Mar @1 16:34:27 1999
8.80 version
1 ordinal base
829 number of functions
829 number of names

ordinal hint RVA name

@ 9681A3C6 AddAtomA

1 0801A367 AddAtomW

2 0083F7C4 AddConsoleAliasA

3 0003F78D AddConsoleAliasW

4 @004085C AllocConsole

5 0082C91D AllocatelUserPhysicalPages
6 00005953 AreFileApisANSI

7 D0B3IF1AG AssignProcessTodobObject
8 00021372 BackupRead

9 000215CE BackupSeek

A 00021F21 BackupWrite

H oS WO~ 3 N B L R

(U —

828 33B 00003209 1strlenA
829 33C 90084005 lstrienk

Summary
3000 .data
4000 .reloc
40000 .rsrc
50088 .text
RVA DLL
16 Windows
hint
DLL
16 Windows Microsoft

DLL DLL Windows



China=pubecom

19 DLL

Microsoft
Windows Windows

Microsoft System Journal Windows NT 3.
Windows NT 3.5

1

Windows NT 3.1

Microsoft

DLL
DLL Microsoft
19.3.2 Visual C++ DLL
Microsoft Visual C++ DLL DLL
Visual C++ DLL DLL
C C++ extern“ C” C++
C
C++
Microsoft C C __stdcall(WINAPI)
__stdcall C Microsoft
@
DLL _MyFunc@8
——declspec{dllexport) LONG __stdcall MyFunc{int a, 1nt b):
MyFunc
Microsoft DLL
Microsoft
Microsoft
.def .def EXPORTS
EXPORTS
MyFune
Microsoft .def _MyFunc@8 MyFunc
MyFunc .def
_MyFunc@8
Microsoft
DLL _MyFunc@8
Microsoft

MyFunc
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.def DLL

#pragma comment(linker, "/export:MyFunc=_MyFunc@8™)

MyFunc
_MyFunc@8
DLL
MyFunc _MyFunc@8
MyFunc .def
19.4

DLL

f******$*t*************‘!**ﬁ*********h$$***********#***********$$*$*******$$

Module: MyExeFilel.cpp

********ttt**************#****$$*#*$$*$***********$$$$#*****#*$*******$$***;

// Include the standard Windows and {-Runtime header files here.
#Finclude <windows.h>

// Include the exported data structures, symbols, functfons, and variables.
fHinclude "MyLib\MyLib.h*

FERTEEIII TR E AT EFE TR TR R EFRE I FRFEF IRt EFE L iiitiiiititiiiy
Tnt WINAPI WinMain(HINSTANCE htnstExe, HINSTANCE, LPTSTR pszCmdLine, int) {
int nleft = 1@, nRight = 25;
TCHAR sz[19@];
wsprintf(sz, TEXT{("%d + %d = %d"), nleft, nRight, Add{nLeft, nRight));
MessageBox{NULL, sz, TEXT("Calcutaticn®), MB_OK);:
wsprintfi{sz, TEXT("The result from the last Add Is: %d™), g_nResult}:
MessageBox(NULL, sz, TEXT{"Last Result™), MB_0K);

return{9)};
}

HITERLITEREIT BRI ERETIEEED 127 End of File FAEIIIIFTTEFHIIIEIEIIETIITIIIIIEY

DLL
DLL MY LIBAPI
MYLIBAPI MyLib.h __declspec(dllimport)
C++ __declspec(dllimport) DLL

DLL


mkylin
Highlight
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19 DLL
.obj
DLL DLL DLL .lib
dib DLL
DLL
--declspec(dllimport)
declspec(dllimport) C extern
DLL .lib
--decl spec(dllimport) Windows
Microsoft
DLL DLL
Visual Studio DumpBin.exe -imports
Calc.exe DUMPBIN

C:\WINNTASYSTEM3Z2>DUMPBIN -imports Calc.EXE

Microsoft (R) COFF Binary File Dumper Version 6,00.8168
Copyright (C) Microsoft Corp 1992-1998. All rights reserved.

Dump of file calc.exe
File Type: EXECUTABLE IMAGE
Section contains the following imports;

SHELL32.dN
10010F4 Import Address Table
1812828 Import Name Table
FFFFFFFF time date stamp
FFFFFFFF Index of first forwarder reference

77042983 7A  ShellAboutW

MSVCRT.d11?
1081094 Import Address Table
10127C0 Import Mame Table
FFFFFFFF time date stamp
FFFFFFFF Index of first forwarder reference

78010040 295 memmove
78018124 42 _EH_prolog
78814C34 201 toupper
78016F6E 20D wcschr
70010668 2E3 wcslen


mkylin
Highlight

mkylin
Highlight

mkylin
Highlight

mkylin
Highlight
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ADVAPI3Z. 411
1061000 Import Address Table
101272C Import Name Table
FFFFFFFF time date stamp
FFFFFFFF Index of first forwarder reference

779858F4 19A RegQueryValueExA
77985196 198 RegOpenKeyExA
77984BAl1 178 RegCloseKey

KERNEL3Z.d11
100101C Import Address Table
1012748 Import Name Table
FFFFFFFF time date stamp
FFFFFFFF Index of first forwarder reference

77ED4134 336 lstrcpyW
77ED33EE  1E5 LocalAlloc
F7EDEF36 DB GetCommandLineW
77ED1619  15E GetProfilelntM
77ED4BA4  1EC LocalReAllioc

Header contains the following bound import information:
Bound to SHELL32.d11 [36E449EQ] Hon Mar 08 14:06:24 1999
Bound to MSVCRT.d13 [36BB8379) Fri Feb 65 15:49:13 1999
Bound to ADVAPI32.d11 [36E449E1] Mon Mar 88 14:06:25 1999
Bound to KERNEL3Z.d11 [36DDAD55] Wed Mar 83 13:44:53 1999
Bound to GDI32.d171 [36E449E@] Mon Mar 88 14:06:24 1999
Bound to USER32.d11 [36E449E6G] Mon Mar 08 14:06:24 1999

Summary

2008 .data

3800 .rsrc

13000 .text

Calc.exe DLL DLL Shell32.dIl
MSVCRt.dll AdvAPI32.dll Kernel32.dll GDI32.dll User32.dll DLL
Calc.exe Calc Kernel32.dll
IstrcpyW LocalAlloc GetCommandLineW  GetProfilelntwW
hint
DumpBin

19.5

DLL


mkylin
Highlight
注意：“只有在可执行模块相链接时才出现“这句话的理解：这里给的是calc.exe，如果换一个自己生成的.exe文件，则并没有发现”最左边的数字“。这说明了什么呢？
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19 DLL
DLL
DLL
1)
2)
3) Windows
4) Windows
5) PATH
DLL 20
DLL DLL
DLL
DLL
DLL 19-2 19-3
Windows 2000 19-2 Windows 98
19-3
22 DIPS.ene - Unable To Locate DLL Ewror Starting Program

The cyrzic [k fbrary 22 DIPSLE.d] coud not e Found i by speciizd path
CABiocuments and Setfings] elfiey Fichte ke
Diaeumentziadi A inCD 8B ebug . O WIN N T Syslem 32 CAIN N Thapetem C: AN
N CAWANMT Sayetem32 DA IN KT L imesdkABINAWIMN T Cimeadengin.

19-2 Windows 2000

DLL
DLL
DLL
19-4 19-5
19-4 Windows 98

22 DIP5. exe - Application Exnor

e The applizstion f=lad toinkigize propeily [xe000007E] Clek on OF. b berminats e

application

7
s ! E A requied DLL fie, 22 DIPSLIB.DLL, was nct found,

19-3 Windows 98
DLL

Windows 2000
19-5

Error Starling Program E

f! The 22 DIPS EXE fls & ) ) )
/ finkiec! o rissirg expon 22 DIPSLIB DLL 75D IFSHook B GHKEE.

19-4 Windows 2000 DLL

Windows 2000
0xC000007B

19-5 Windows 98
DLL

Windows

RVA DLL

C++


mkylin
Cross-Out

mkylin
Highlight

mkylin
Highlight
解释了P474的疑问。。。

mkylin
Highlight
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20
DLL

DLL

20.1 DLL

DLL
DLL

DLL

‘B B B s B D
4 t% 5 A - ]
m
8
DLL
1) / /
2) / CIC++
3) CIC++ .obj
2 DLL .obj
5) / lib
EXE
6) / / ( )
7 / C/C++
8) C/C++ .obj
9) .obj .exe
:DLL lib .exe
10) .exe
DLL
11) LoadLibrary (Ex) DLL GetProcAddress
20-1 DLL

DLL
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DLL
DLL
DLL
DLL
DLL DLL
20-1 DLL
20.1.1 DLL
DLL
HINSTANCE LoadLibrary(PCTSTR pszDLLPathName);
HINSTANCE LoadLibrarykx{
PCTSTR pszOLLPathHame,
HANDLE hFile,
DMORD dwFlags);
DLL HINSTANCE
DLL NULL
GetL astError.
LoadLibraryEx hFile dwFlags hFile
NULL dwFlags 0

DONT_RESOLVE_DLL_REFERENCES LOAD_LIBRARY_AS DATAFILE LOAD_WITH_
ALTERED_SEARCH_PATH
1. DON T_RESOLVE_DLL_REFERENCES

DON T_RESOLVE_DLL_REFERENCES DLL
DLL DLL
DIlIMain DLL DON T_RESOLVE_
DLL_REFERENCES DlIMain
DLL DLL DLL
DLL DLL DLL DON
T_RESOLVE_DLL_REFERENCES DLL

2. LOAD_LIBRARY_AS DATAFILE
LOAD_LIBRARY_AS DATAFILE DON T_RESOLVE_DLL_REFERENCES
DLL
DLL
DLL
LOAD_LIBRARY_AS DATAFILE

DLL
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DLL
LoadLibraryEx HINSTANCE
.exe LoadLibraryEx .exe
.exe HINSTANCE
.exe DIIMain LoadLibraryEx .exe

LOAD_LIBRARY_AS DATAFILE
3.LOAD_WITH_ALTERED_SEARCH_PATH

LOAD_WITH_ALTERED_SEARCH_PATH LoadLibraryEx
DLL LoadLibraryEx 19
LOAD_WITH_ALTERED_SEARCH_PATH LoadLibraryEx

1) pszDL L PathName
2)

3) Windows

4) Windows

5) PATH

20.1.2 DLL
DLL DLL

BODL FreeLibrary(HINSTANCE hinstD11);
HINSTANCE DLL

LoadLibrary(Ex)
DLL
VOID FreeLibraryAndExitThread(
HINSTANCE hinstDil,
DWORD dwExitCode);
Kernel32.dl

¥oID FreeLibraryAndEx1tThr‘ead(HINSTANCE hinst011, DWORD dwExitCede) {

EreeLibrary(hinstD11):
ExitThread(dwExitCode};

Microsoft
FreeLibraryAndExitThread DLL
DLL

FreeLibrary DLL

ExitThread
FreeLibrary ExitThread

FreeLibrary DLL FreeLibrary

ExitThread

FreeLibraryAndExitThread FreeLibrary DLL
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Kernel32.dll DLL
ExitThread ExitThread
FreeLibraryAndExitThread
Microsoft Windows 3.1
Microsoft Windows
LoadLibrary LoadLibraryEx
FreeLibrary FreelLibraryAndExitThread

LoadLibrary DLL DLL
DLL 1
LoadLibrary DLL DLL
DLL 1
DLL FreelLibrary
DLL 1 DLL 0
DLL 0 DLL
DLL
DLL A
B MyLib.dll
A B DLL 1
HINSTANCE hinstD11 = LoadLibrary("MyLib.d11™);
B B DLL 0
DLL B A DLL
A DLL 1
FreeLibrary(hinstD11);
GetModuleHandle DLL
HENSTANCE GetModuleHand1e(PCTSTR pszModuleName):

MyLib.dll

HINSTANCE hinstD11 = GetModuleHandle{"MyLib™); // DLL extension assumed
if (hinstD11 == NULL) {
hinstBl1 = LoadLibrary("MyLib™}; // DLL extension assumed
1
DLL HINSTANCE GetModuleFileName DLL
.exe

DWORD GetModuTeFileName
HINSTANCE hinstModule,
PTSTR pszPathName,
DWORD cchPath}:
DLL .exe HINSTANCE pszPathName

cchPath
20.1.3

DLL
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20 DLL
FARPROC GetProcAddress{
HINSTANCE hinstD11,
PCSTR pszSymbolName);
hinstDII LoadLibrary(Ex) GetModuleHandle
DLL pszSymbolName 0

FARPROC pfn = GetProcAddress(hinstD11, “SomeFuncInD117);
pszSymbolName PCSTR PCTSTR GetProcAddress
ANSI Unicode /
ANSI DLL
pszSymbolName
FARPROC pfn = GetProcAddress(hinstD11, MAKEINTRESOURCE(Z));

DLL 2
Microsoft GetProcAddress
DLL DLL
GetProcAddress NULL
GetProcAddress
GetProcAddress NULL
Windows
20.2 DLL
DLL
DLL
DLL DLL
DLL DLL

BOOL WINAPI D11Main{HINSTANCE hinstD11, DWORD fdwReason, PVOID flmpLoad) {

switch {fdwReason) {
case DLL_PROCESS_ATTACH:

// The DLL is being mapped into the process's address space.
break;

case DLL_THREAD_ATTACH:
f/ A thread is being created,
break;

case DLL_THREAD_DETACH:
// A thread is exiting cleanly.
break;
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case DLL_PROCESS_DETACH:

// The DLL ts being unmapped from the process's address space,

break:
}
return(TRUE);

// Used only for DLL_PROCESS_ATTACH

DIIMain DLLMain
DLL
DIIMain
DLL
hinstDlI| DLL (W)WinMain hinstExe
DLL
DialogBox LoadString
flmpLoad DLL 0 DLL
0
fdwReason 4

DLL_PROCESS ATTACH DLL_PROCESS DETACH DLL_THREAD_ATTACH

DLL_THREAD_DETACH

DLL DIIMain
DLL
DLL
LoadLibrary(Ex) Freelibrary
Platform SDK DIIMain
21
Shell ODBC COM RPC
DLL
C++

DIIMain

20.2.1 DLL_PROCESS_ATTACH

DLL
fdwReason DLL_PROCESS ATTACH
DLL
DLL DlIMain
DLL_PROCESS ATTACH DLL

DLL
DLL_PROCESS ATTACH

DlIMain

DLL_PROCESS ATTACH

DIIMain
DlIMain
DIIMain

User

LoadLibrary(Ex)

DLL DlIMain
DLL
DLL LoadLibrary(EX)
DLL_PROCESS ATTACH

DLL
HeapCreate DLL DlIMain
DLL

DlIMain DLL
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20 DLL

HeapCreate DIIMain TRUE
FALSE fdwReason DLL
PROCESS DETACH DLL_THREAD_ATTACH DLL_THREAD_DETACH
DIlIMain

DIIMain
.exe DLL
DLL DLL_PROCESS_
ATTACH DlIMain DLL
C/C++
main  wmain WinMain wWinMain DLL DIlIMain FALSE
Windows 2000 20-2
Windows 98 20-3
22 DIPS_exe - Application Error | Error Starting Program
Q :::Iizzﬁg:.:tbn failed to intialze propery (Tke00001 42, Click @ 0K to terminate the & En;sztELﬁ?;lE-dD:trﬂ?nsz;zmh

20-2 Windows 2000 20-3 Windows 98
DLL LoadLibrary(Ex)
DLL
LoadLibrary(Ex) DLL DLL_PROCESS ATTACH DlIMain DLL
DIIMain LoadLibrary(Ex)
DIIMain FALSE
DLL LoadLibrary(Ex) NULL

20.2.2 DLL_PROCESS_DETACH

DLL DLL DlIMain fdwReason
DLL_PROCESS DETACH DLL

DLL HeapDestroy DLL_PROCESS DETACH

DIIMain DLL_PROCESS DETACH FALSE
DlIMain DLL_PROCESS DETACH DLL
ExitProcess DIIMain
C/C++
ExitProcess
FreeLibrary FreeLibraryAndExitThread DLL
DIIMain FreeLibrary DIIMain
DLL_PROCESS DETACH FreeLibrary
DLL DIIMain DLL_PROCESS DETACH

DLL DLL_PROCESS DETACH
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TerminateProcess
DLL_PROCESS DETACH DLL DlIMain
DLL
TerminateProcess

20-4 LoadLibrary 20-5 FreeLibrary

: Load
Library
DLL

\/- 3 |

v

hd

DLL_
PROCESS ATTACH
DIl Main

'

DIIMain DLL

TRUE > " NULL
DLL

\
(

hinstDLL
)

-

20-4 LoadLibrary
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20 DLL

Free

Library

hinstDI

. 4

LRy

S

. 4

PROCESS DETACH
0 DIIMain

_’.
\J
DLL
—
0
\

TRUE

DLL_
DLL

20-5

20.2.3 DLL_THREAD_ATTACH

DLL
DLL
DLL
DLL
DLL DlIMain
DIIMain

PROCESS ATTACH
20.2.4 DLL_THREAD_DETACH

FreeLibrary

DLL
DIIMain
DLL

DLL_THREAD_ATTACH
DIlIMain

DDL DlIMain
DLL_THREAD_ATTACH

DLL_THREAD_ATTACH

DLL_THREAD_ATTACH
DLL DLL_

DLL_THREAD_ATTACH

ExitThread
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ExitThread
DLL
DLL_THREAD_DETACH DIIMain DLL
DLL C/C++
DLL DIIMain DLL_THREAD _
DETACH DLL DLL_THREAD_
DETACH
TerminateThread
DLL_THREAD_DETACH DLL DIIMain
DLL
TerminateProcess
TerminateThread
DLL DLL_THREAD_
DETACH DIIMain DLL_THREAD_DETACH
LoadLibrary DLL
DLL_PROCESS ATTACH DLL DlIMain
DLL_THREAD_ATTACH DLL DLL DlIMain
DLL_THREAD_DETACH DLL
DLL_THREAD_ATTACH
LoadLibrary FreeLibrary
20.2.5 DlIMain
DLL DlIMain
A B DLL SomeDLL.dll
CreateThread
C D
A CreateThread C DLL THREAD_ATTACH
SomeDLL.dIl DIlIMain C DIIMain B CreateThread
D DLL_THREAD_ ATTACH DIIMain
D DIlIMain D
C DlIMain
C DIIMain D
DIlIMain D
DIIMain
DlIMain

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PYOID fImpLoad) {

HANDLE hThread;
DWORD dwThreadId:
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switch (fdwReason) {
case DLL_PROCESS_ATTACH:
// The DLL 1s being mapped into the process's address space,

// Create a thread to do some stuff.
hThread = CreateThread(NULL, @, SomeFumction, NULL,
0, 4dwThreadld);

// Suspend our thread until the new thread terminates.
WaitForSinglebbject{hThread, INFINITE}:

// We no longer need access to the new thread,
CloseHandle(hThread):
break;

case DLL_THREAD_ATTACH:
// A thread 15 befng created.
break;

case DLL_THREAD_DETACH:
// A thread is exiting cleaniy.
break;

case DLL_PROCESS_DETACH:
// The DLL 1s being unmapped from the process's address space.

break;
1
return(TRUE);
1
DIIMain
DLL_PROCESS_ATTACH

DLL_THREAD_ATTACH DlIMain
DLL _PROCESS ATTACH DIIMain

WaitForSingleObject

DIlIMain
DisableThreadLibraryCalls

BOOL DisableThreadtibraryCalls(HIMSTANCE hinstD11);

DisableThreadLibraryCalls DLL_THREAD_ATTACH
DLL_THREAD_DETACH DLL DlIMain
DLL DLL

BOOL WINAPI D1TMain(HINSTANCE hinstD11, DWORD fdwReason, PVOID fImpLoad) {

HANDLE hThread:
DWORD dwThreadId;

switch (fdwReason) {

case DLL_PROCESS_ATTACH:
/7 The DLL is being mapped into the process'’s address space,
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// Prevent the system from caliing DV11Main
i/ when threads are created or destroyed.
DisableThreadlibraryCalls(hinstDl1);

/! Create a thread to.do Some stuff.
hThread = CreateThread{NULL, 8, SomeFunction, NULL,
@, &dwThreadId);

// Suspend our thread until the new thread terminates.
WaitForSingleQbject{hThread, INFINITE):

/f We no longer need access to the new thread.
CloseHandle{hThread);
break:

case DLL_THREAD_ATFACH: -
/f A thread is being created.
break;

case DLL_THREAD_DETACH:
/1 A thread is exiting cleanly.-
break;

case DLL_PROCESS_DETACH:
// The DLL 1s being unmapped from the process's address space.
break:

H

return(TRUE};

DLL DlIMain
CreateThread
WaitForSingleObject

DLL_THREAD_ATTACH DLL DlIMain
ReleaseM utex
DisableThreadLibraryCalls
WaitForSingleObject DLL
DlIMain

20.2.6 DlIMain C/C++

DIIMain Microsoft Visua C++ DLL

DLL C/C++ DLL
C++ DIIMain
C/C++ DLL

DLL DLL DLL
/ENTRY Microsoft
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20

DLL

/DLL
DLL
DLL C/C++
DLL
DIlIMain
_DIIMainCRT Startup

C/C++

Startup

C++
DlIMain
DLL DLL_PROCESS DETACH
DlIMain DIlIMain
C++ _DIIMainCRT Startup
_DIIMainCRT Startup
C/C++
tiddata
_endthreadex C/C++

ExitThread

tiddata

_threadstartex 6

Pascal
Pascal
C/C++ DLL
Pascal
ExitThread
tiddata

Pascal
DLL_THREAD_DETACH

DLL
DIIMain

DIlIMain
C/C++
CIC++

_DIIMainCRT Startup

_DIIMainCRT Startup
DLL_PROCESS ATTACH
_DIIMainCRT Startup

_DIIMainCRT Startup

C/C++
DLL

_DIIMainCRT
C/C++

_DIIMainCRT Startup

DLL

DLL_THREAD_ATTACH
DLL_THREAD_DETACH

DLL C/C++
_beginthreadex

tiddata

C/C++ DLL

DlIMain

BOOL WINAPI D11Main{HINSTANCE hinstD11, DWORD fdwReason, PVOID fImpLoad) f

if (fdwReason == DLL_PROCESS_ATTACH)
DisabteThreadLibraryCalls(hinstDl1);
return{TRUE);

DLL
DIIMain

DLL
C/C++
C/C++

.0bj DIIMain

DIIMain

DLL_THREAD_ATTACH DLL_THREAD_DETACH

DisableThreadLibraryCalls

20.3 DLL

Microsoft Visual C++ 6.0
DLL DLL

DLL

DLL
DLL
DLL
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. DLL
DLL
DLL DLL
Windows 2000
PSAPI Windows 98 ToolHelp Process32Next
GetVersionEx
Windows 98
Windows 98 PSAPI.dII DLL
Visual C++ 6.0 DLL Microsoft
Windows98  Windows 2000
DLL
DLL
/Lib:Delaylmp.lib
/DelayL oad:MyDII.dII
Lib --delayl oadHel per
. MyDIlI.dll
DLL
. Delay Import .didata
MyDlIl.dll
. --delayL oadHel per
--delayL oadHel per
Delay Import LoadLibrary GetProcAddress
--delayL oadHel per
DLL
/delayL oad
DLL
DLL DLL
DLL
DLL DLL --delayLoadHelper
SEH
SEH 23 24 25
--delayL oadHel per DLL DLL
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DLL
--delayL oadHel per
SEH
SEH
DLL
Visual C++ V cppException
(ERROR_SEVERITY_ERROR ERROR_MOD_NOT_FOUND) VcppException ERROR_
SEVERITY_ERROR ERROR_PROC_NOT_FOUND DLL
DelayL oadDIIExceptionFilter
EXCEPTION_CONTINUE_SEARCH
--delayL oadHel per
DelayL oadinfo Visual C++ Delaylmp.h DelayL oadinfo
typedef struct DelayLoadInfo {
DWORD ch; /7 5ize of structure
PCImgDelayDescr pidd: /f Raw data (everything is there)
FARPROC = ppfn; /! Points to address of function to load
LPCSTR 52011; // Name of d11
DelayLoadProc dip: /{ Name or ordinal of procedure
HMODULE hmodCur; // hInstance of loaded library
FARPROC pfnCur; // Actual function that will be called
DWORD dwLastError;// Error received
} DelayloadInfo, « PDelaylLoadInfo;
--delayL oadHel per
DLL SEH
szDIlI DLL dip
dip
typedef struct DelaylLoadProc {
BOOL fImportByName;
union {
LPCSTR szProcName;
DWORD dwOrdinal;
}:
} DelayLoadProc;
DLL hmodCur
DLL dwLastError
pfnCur NULL --
delayL oadHel per
cb pidd DLL

ppfn --delayL oadHel per
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DLL
Microsoft DLL
DLL DLL
DLL DLL
Print DLL DLL
DLL
DLL
DLL
/delay:unload DLL --
FUnloadDelaylL oadedDL L
BOOL __FUnloadDelayLoadedDLL{PCSTR szD11);
/Delay:unload
--delayL oadHel per --
FUnloadDelayL oadedDl| DLL
DLL --FUnloadDelayL oadedDl| FreeLibrary
DLL
FreeLibrary DLL
DLL
--FUnloadDelayL oadedDl| DLL
DLL /DelayL oad --FUnload
DelayL oadedDl| DLL
/Delay:unload
/Delay:unload --FUnloadDelayL oadedDl| --
FUnloadDelayL oadedDlI| FALSE
DLL

DLL
/Delay:nobind

DLL Microsoft
--delayL oadHel per --
delayL oadHelper DLL

20-1 DliHook DliHook --delayL oadHel per
DliHook
--delaylL oadHel per
Delaylmp.lib --pfnDIliNotifyHook --
pfnDliFailureHook pfnDliHook

typedef FARPROC (WINAPI *PfnDl1iHook)({
unsigned dliNotify.
PDelayLoadInfo pdli):
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20 DLL
DliHook Delaylmp.lib
NULL --delayL cadHel per
PfnDYiHook __pfnDl1iNotifyHook = D1tHook:
PfnD1iHook __pfnD1iFailureHook = D1iHook;
--delayL oadHel per
dliNotify
Visual C++ 6.0 DLL
Microsoft
DelayLoadApp
20-1 DelayL cadApp “ 20 DelayL ocadApp.exe’
DLL DLL
20-DelayLoadLib
“ 20 DelayLoadLib”
I sM odul eL oaded
“ 20 DelayLoadLib” 20-6
DLL __delayL oadHelper

DLL 20-7

C:\Documents and S cttingaWekrey Richter\Mp Documents\AdyWin\CO%063De . E3 C:\Documents and S citings\Wefficy AichteriHy Documents\AdvWinSCDAsBEADe. [

fdmdule 20 Delayload B i nal naded Pl mdule 20 0 elayload b i lnaded.

20-6 DelayLoadApp “ 20 DelayLoadLib” 20-7 DelayLoadApp “ 20 DelayLoadLib”
DLL DLL
DLL

FUnloadDelayL oadedDLL “ 20 DelayLoadedLib”

IsModul el oaded 20-6
“ 20 DelayLoadLib” IsModul el oaded

20-7
“ 20 Delay
LoadLib”

DliHook
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20-1 DelayLoadApp

DelayLoadApp.cpp

fﬁ!tt****mk***ﬂt*#****##*****t**t&***t*****#***********lkt#*****’!*****“***********

Module: [elayLoadApp.cpp
Notices: Capyright (c) 2000 Jeffrey Richter

!1(1!It’i**l(l‘I‘**$*l"#***l(ti***l(‘i***i(!tt*’i**lk*‘***********‘t****#*i*#***‘*****$$¥$**!

#include . .\CmnHdr.h" /+ See Appendix A. */
#include <Windowsx.h>
#include <tchar.h>

f/!lf/f!!/i/ff!!/if///I!ffl!///fff!///ff///li/fl/ll/iff!//!l/l/ff!fl!ll/////f!!

#include <Delayimp.h> /! For error handling & advanced features
#include " . \20-Detayloadtib\DelayLoadlib.h” // My DLL function prototypes

/fl!//f/l/!////!/////fl////f/!////f/l////!f/{/!fIf/f////f//ff!f/!////!li!/f!///

// Statically link __delayloadHelper/__FUnloadDelayLoadedDLL
fipragma comment{1ib, “"Oelayimp.1ib™)

// Tell the tinker that my DLL should be delay loaded
// Note the 2 (\") because the filename has a space in it
f#pragma comment(linker, "/Delayload:\"2@ DelayLoadiib.d11\"")

/f Tell the tinker that I want to be able to unload my DLL
f#pragma comment{1inker, "/Delay:unioad™)

/! Tell the tinker to make the delay load DLL unbindable
// You usually want this, so I commented out this line
//#pragma comment(1inker, "/Delay:nobind™)

// The name of the Delay-Load module (only used by this sample app)
TCHAR g_szDeilayLoadModuleName[] = TEXT("2@ DetayLcadbLib™);

FRIEEERIFREIIF BT TERESEFRETETTIT LTI TR FEITEEFT LI it it iiiiiiniii

// Forward function prototype
LONG WINAPI DelayloadD11ExceptionF11ter(PEXCEPTION_POINTERS pep};

FHETRIFEERITEETILEET IR IR R i F T E TR LR i i EE R P HEETE T

void IsModuleioaded(PCTSTR pszModuleName) {
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20 DLL

HMODULE hmod = GetModuleHandle(pszModuleName):
char sz[1090]:

f#ifdef UNICODE
wsprintfa(sz, “Module \"E5\" is %51oaded.™,

pszModuteName, (hmod == KRULL} ? L"not ™ : L"7);

felse
wsprintfAa(sz, "Module \"%s\" is %sloaded.”,
pszModuteName, (hmod == NULL) ? “not " : ""};
flendif
chMB(sz);
}

FIPFEATIEEEESTFEEEFEFRF LRI R I EET T EEE TR LTI EEiairiiiiiieetisitsy
int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdlLine, int) {

// Wrap all calls to delay-lecad DLL functions inside SEH
__try {

1

int x = 9;

/f If you're in the debugger, try the new Debug.Modules menu item to
// see that the DLL is not Toaded prior to executing the Tine below
IsModuleloaded{g_szDelayLoadModuleName);

X = falib(): // Attempt to call delay-lcad function

/f Use Debug.Modules to see that the DLL is now loaded
IsModuleloaded(g_szDelaylLoadModuleName);

X = fnLib2{): // Attempt to call delay-load function
// Unload the delay-loaded DLL

f// NOTE: Name must exactly match /DelaylLoad:{D11Name)
__FUnloadDelaylLcadedDLL(*20 DelaylLoadlLib.d11");

// Use Debug.Modules to see that the DLL #5 now unloaded
IsModuleloaded(g_szDelayloadModuleName);

x = fnlib(); // Attempt to call delay-load functian

f/ Use Debug.Modules to see that the DLL is loaded again
IsModuleloaded(g_szDelayLoadModuleName);

——except (DelaylLoadD11ExceptionFilter(GetExceptionInformation())) {

}

/f Nothing to do in here, thread continues to run normally

{f More code can go here,..

return{@);

FEELEETERIEELETFERFELE R F R T bt T E i r i i bbbt it it i riire bt !

LGNG WINAPI DelayLoadDl11ExceptionFilter(PEXCEPTION_POINTERS pep) {
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// Assume we recognize this exception
LONG 1Disposition = EXCEPTION_EXECUTE_HANDLER:

// If this is a Delay-load problem, ExceptionInformation[9] points

// to a DelayloadInfo structure that has detailed error info

PhetaylLoadInfo pdli =
PDelayLoadInfol{pep->ExceptionRecord->Exceptioninformation[8]);

ff Create a buffer where we construct error messages
char sz{508] = { 8 };

switch (pep->ExceptionRecord->ExceptionCode} {

case VeppException(ERROR_SEVERITY_ERROR, ERROR_MOD_NOT_FOUND):
/i The DLL module was mnot found at run time
wsprintfA{sz, "D11 not found: %s*, pdli->szRi1);
break;

case YcppException{ERROR_SEVERITY_ERROR, ERROR_PROC_NOT_FOUND):
// The DLL module was found. but it doesn't contain the function
if (pdli->dip.fImportByName) {
wsprintfA(sz, "Function %s was not found in %s”,
pdii->dip.szProcName, pdl1i->szD11);
} else {
wsprintfA{sz, “Function ordina? ¥d was not found in %s”,
pdt1->dip.dwlrdinal, pdli->szD11);
1
break;

default: .
// We don't recognize this exception
10isposition = EXCEPTION_CONTINUE_SEARCH:
break;

}

if (1Disposition == EXCEPTION_EXECUTE_HANDLERY (
ff We recognized this error and constructed a message, show it
chMB(sz);

}

return{1Disposition}:

FRIEELRITEEE TR FETEEREEE I FEE TR I RELF T R F LI LEFFREL I EEERE R b ETEiiE))

// Skeleton DliHook function that does nothing interesting
FARPROC WINAFI DliHook(unsigned dViNotify, PhelaylLoadInfo pdli) {

FARPROC fp = KULL: f// Default return value

/f NOTE: The members of the DelayLoadInfo structure pointed
f{ to by pdii shows the results of progress made so far.

switch (dliNotify) {
case dliStartProcessing:
// Called when __delayLoadHelper attempts to find a DLL/function
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// Return B to have normal behavior or nonzero to override
// everything (you wiltl still get d1tNoteEndProcessing)
break:

case dliNotePreloadLibrary:
f/f Called Just before Loadlibrary
/f Return NULL to have __delaytoadHelper call LoadLibary
/7 or you can call LoadiLibrary yourself and return the HMOBULE
fp = {FARPROC) (HMODULE) NULL;
break:

case dliFallLoadlib:
/7 Called if LoadlLibrary fails
/7 Again, you can call LoadLibary yourself here and return an HMODULE
/4 1f you return NULL, _._delaylLoadHelper rafses the
// ERROR_MOD_NOT_FOUND exception
fp = (FARPROC) (HMODULE) NULL:
break;

case dliNotePreGetProcAddress: :
/7 Called just before GetProcAddress
// Return NULL to have __delayLoadHelper call GetPracAddress
f/ or you can call GetProcAddress yourself and return the address
fp = {FARPROC) NULL;
break;

case dliFajlGetProc: .

// Called if GetProcAddress fails :

// You can call GetProcAddress yourself here and return an address

/7 If you return NULL, __delayLoadHelper raises the

// ERROR_PROC_NOT_FOUND exception

fp = (FARPROC) NULL;

break;

case dliKoteEndProcessing:
ff A simple notification that __delayloadHelper is done
ff You can examine the members of the DelaylLoadInfo structure
f// pointed to by pdli and raise an exception if you desire
break;
}

return{fpl;

FELEITETRERTEEEEE IR EEFEF I EEE DT E LR PR E R FE LR R IR E L i iriiri iy

// Tell __delaylLoadHelper to call my hook function
FfnD1iHook __pfnDiiNotifyHook = D1iHook;
PfaD1iHook __pfnDTiFailuredook = D1iHook;

FHEPPEEEEERFT ORI ETE A0 i0FE End of File J7A7HFHTEE07P000E0HEEEEFTHTEEEEEET

DelayLoadLib.cpp
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JF 3002 A A o oA o b o o o o O oo ke o o R e R
Module: DelaylLoadLib.cpp
Notices: Copyright {c) 2806 Jeffrey Richter

ko o o o o o o o o o o A A A R R A R kAR RN R R R AR R R k]

#include *..\CmnHdr.h" /¥ See Appendix A. =/
#include <Windowsx.h>
#include <tchar.h>

HHTEEEETRIEE TR RT TR ELT IR BRI TR E T F R E R I TEE AR E I T eeie il

f#idefine DELAYLOADLIBAPI extern "C" __declispec(dllexport)
#include “DetayLoadlLib.h”

FEHEERETITEE DI ET P IT AR TF T EFE P EE R b7 il i iriitifdiiiiiririst
int faLib() {

return(321);

FIREERTFEREIT IR R EERI LTI TR PRI T E I EEFEF R ET R AL EE I ET i Ei

int falib2() {

return(123);

PRPERELIEIAEL IR EE0 I EETH it End of File FAJFIIFITERRRFEITEEIIEIFELILIELIEY

DelaylLoadLib.h

f*****‘**#1‘*********9***********S******$$*******lt**’3$$**‘#*’l$$$$ttt$****$lﬁtt*$*
Modute; DelayloadlLib.h
Notices: Copyright (¢} 2668 Jeffrey Richter

B R Ty T T T e T T T T T L L L1V

#ifndef DELAYLOADLIBAPI
#define DELAYLOADLIBAPI extern "C* __decispec{d]limport)
fendif

FEEEITFTEI R EE LTS ETERFEATTF RS FEET TP FESRI R EE T ET BT R R T ETi Rttt iii

DELAYLOADLIBAPE int fnLib{);
DELAYLOGADLIBAPI int fnLib2();
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20 DLL

FHHIPEHEEEREIERER AT 8708 i77) End of File f/HI0HHEFIIIEEETEATEFEEETEETEETTY

20.4

DLL DLL
Windows 2000 Kernel32.dll Visual C++ DumpBin

C:\winntisystem32>DumpBin -Exports Kernel3Z.d11
{some output omitted)

360 167 HeapAlloc (forwarded to NTDLL.Rt1AVlocateHeap)

361 168 HeapCompact (880128D9)

362 169 HeapCreate {(0B8L26EF)

363 16A HeapCreateTagsW (0081279E)

364 16B  HeapDestroy (08812758)

365 16C HeapExtend (00012773)

366 16D HeapFree {(forwarded to NTDLL.Rt1FreeHeap)

367 16E Heaplock (@8#0128£D)

368 16F HeapQueryTagW (0@6127B8)

369 178 HeapReAlloc (forwarded to NTDLL.RtIReAllocateHeap)

370 171 Heap$ize (forwarded to NTDLL.Rt1S$izeHeap)
(remainder of output omitted)

4 HeapAlloc HeapFree HeapReAlloc
HeapSize Kernel32.dll
Kernel32.dll NTDLL.dII
NTDLL.dII HeapAlloc NTDLL.dlI
RtlAllocateHeap HeapAlloc
GetProcAddress Kernel32 HeapAlloc
GetProcAddress NTDLL.dII RtIAI-

locateHeap
GetProcAddress(GetModuleHandle{"Kernel32"), "HeapAlloc™}:

DLL pragma

// Function forwarders to functions in D11Work
f#pragma comment{linker, "/export:SomeFunc=D11Work.SomeOtherFunc™)

pragma DLL SomeFunc
SomeFunc SomeOtherFunc
DllWork.dll pragma
20.5 DLL
DLL DLL DLL DLL

HKEY_LOCAL_MACHINEASYSTEM\CurrentControlSet\Control\
Session Manageri\KnownDLLs

RegEdit.exe 20-8
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£ Registiy Editor

Begizhy Edit Wew Favaries  Help:
i : 0 ServiceGrouprder o] [Mame | Tupe | mata
& ServiceFrovider (s8] el REG 52 el o sel|
_-.I Sesaion Ma"agﬂ’_ 4] stvapizz REG_SZ advap=2 dil
@g AppCompelibiity (36 somdig32 AEG 52 comdlgdZ. di
- ey Fectory ; 57 hystemfBinotihaysren.
2 Soer st [0 REG_ENPAND_SZ  SystemRnotzhystena
£ Checl pps [3F) gdiz2 REG 52 gdia2di
[ [ CheckBadbpped0n S :
T DD Devices _,__]lmq:pnb REG_52 magzhlp.dl
Erviicement Eg?cemalﬂ HEE_EZ kemel3241
Ficsiin E.zaz REG 52 £32.4d1
(23 FilFlerameD poraliors 0le32 REGSE o3zl
BE oL (3B] oleauta2 REG. 52 oleaut?2dI
Mema Management 28] e REG 52 okscliz dl
-] Power [_;‘ﬂnbnnv.'i? REG_SZ olecny=2 dll
S SubSystems ;‘%obswlﬂ REG_SZ olesvr32.dl
21 Seup (o8] sz REG_SZ olsiic32.dl
23 Stillmage (28] rpertt REG_SZ ot dl
(2| SystemPssources [3E] shell3z REG 52 shell32.di
& ] Tesminal Server ] REGE_SZ il
" TimeZenelformalion 3] mon REG 57 almardl
. ) Lizersl G52 uger3Zdi
el 8] izers REG 24
i \J“: SvcoLnvgy (2] versian REG.SZ amipnal
ﬂ o (28] wiinet REG5Z wariret.dl
7 c [l wicanaz REG_SZ wiciap3Z.dl
&1 Enum
i [0 Hardwars Profles
{0 Services =14l | it
|W-Edmnder\ﬁl{E"r;_'l:E'i -C:‘iL_I;I-AEHIIIF;'\"S-ﬁ""S'f'E-M'\C-uner'-t'Cur"troBel\'danu_ol'\'S gxi'n'n MmaueﬁknowﬁDLI:s 5
3
20-8 RegEdit .exe
LoadLibrary LoadLibraryEx
KnownDLL
DLL DlIDirectory DLL
Windows 2000 DlIDirectory %SystemRoot%\System32
KnownDLL
Value name: Somelib

Value data: SomeOtherlLib.dll

LoadLibrary(“SomelLib"};

dil
LoadLibrary("SomelLib.d11"7);
SomeOtherLib.dll
SomeOtherLib.dll
LoadLibrary(Ex)
2 ERROR_FILE NOT_FOUND

%Sy stemRoot%\System32

GetL astError

20.6 DLL

Windows 98 Windows 98 DLL

SomeLib.dll

NULL
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20 DLL
Windows RAM Windows
Microsoft
C/C++ Microsoft MFC DLL
Windows
RAM
Microsoft
Windows
Microsoft Windows 2000 DLL
AppName.local
SuperApp.exe
SuperApp.exe.local
LoadLibrary(Ex)
LoadLibrary(Ex)
COM COM
DLL COM
20.7
DLL
0x00400000 DLL 0x10000000 Visual Studio
DumpBin /Headers
DumpBin

C:\>DUMPBIN /headers dumpbin.exe

Kicrosoft (R) COFF Binary File Dumper Version 6.06.8168
Copyright (C) Microsoft Corp 1992-1998. A1l rights reserved.

Dump of file dumpbin.exe

PE signature found

File Type: EXECUTABLE IMAGE
FILE HEADER VALUES

14C machine ({386)
3 number of sections

3588004A time date stamp Wed Jun 17 10:43:38 1998

@ file pointer to symbol table
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8 number of symbols

E8 size of optional header

18F characteristics
Relocations stripped
Executable
Line numbers stripped
Symbols stripped
32 bit word machine

OPTIONAL HEADER VALUES
108 magic #
6.9@ linker version
1900 size of code
2000 size of initialfzed data
8 size of uninitfalized data
13286 RVA of entry point
1086 base of code
2000 base of data
400000 image base
1000 section alignment
100@¢ file alignment
4.06 operating system version
©.68 fmage version
4,00 subsystem version
9 Win32 version
4900 size of image
1000 size of headers
127E2 checksum
3 subsystem {Windows CUI)
8 DLL characteristics
100008 size of stack reserve
16806 size of stack commit

0x00400000 DLL

int g_x:

void Func() {
g_x = §;
1

// This is the important 11ne.

Func
MOW [6x00414540]), 5

0x00400000
DLL

MOV [0x16814548], 5
DLL
DLL

g .z

<{-- Module's preferred base address

0x10000000
g_Xx 0x00414540
DLL
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20 DLL
DLL .exe
0x00400000 DLL 0x10000000
.exe .exe
0x00400000 DLL 0x10000000
DLL
DLL
DLL
DLL 0x20000000
g_Xx 5
MOV [Bx20014548]1, 5
MOV [0x10014548], 5
DLL 4 5
DLL 0x20000000
0x10000000 0x10000000
MOY [6x2@814548], 5
DLL g_X

. copy-on-write

CAD

DLL

/FIXED
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/FIXED

Windows 2000

/SUBSYSTEM CONSOLE 5.0

IMAGE_FILE_RELOCS_STRIPPED

/SUBSY STEM

Output
20-9

Visual Studio

DLL
DLL

DLL

DLL

DLL

/SUBSYSTEM WINDOWS 5.0
/FIXED

Windows 2000

IMAGE_FILE_RELOCS_STRIPPED
Windows 2000

64 KB

5.0
Microsoft Visual Studio Project Settings
Link
Base Address
DLL 0x20000000
Pioject Settings

Setiings For: j\.\.-"n32 Debug _ﬂ General l Debug | CiC+ Lk | Resourct EI

" 23 14 WMStat =] g |
51 15 MenBaset Caegon: |Elutput vl Resst
i @; 15\"}""6]"-“? Bae addess: Entry-poiat syrmbol:
[ 1B Surnmation -
e [3:20000600 [
= ER 17 FleFev Stack sllocation:
G 17 MMFShare Resarve: it
5 17 MMFSparce = ~
=IE8 20 Delayloadipp | | [
I-' a ~Versioninformation
L Haior | | ‘
[
[ Project Cntioas:
F{E8 22 LastMagRodinf kernel32.lib user32lib odi2. Ib winepoatlib comdlg32 ib &
#E8 22 LastMscRaxnfalib aivapi32 ib shel 32 lib ole32 b olezur32 lib uuid. b
|-+-.. 23 SEHTem =] | |odbeiz b odbecp32 Ib /nologo /base:0:20000000" =l

coes |
20-9 Project Settings
DLL
13
Rebase.exe Rebase
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usage:

REBASE [switches]

[-R image-root [-G filenamej [-0 filename] [-N filename]]
tmage-names...

One of -b and -i 'switches are mandatory.

[-aJ Used with -x. extract A1l debug fnfo into .dbg file
[-b InitialBase] specify initial base address
[-c coffbase_filename] generate coffbase.txt
-C includes filename extensions, -c does not
d] top down rebase
f] Strip relocs after rebasing the image

1 coffbase_filename] get base addresses from coffbase_filename
1 logFilePath] write image bases to log file.

P] Used with -x. Remove private debug info when extracting

q] minimal output

[-5] just sum image range

[-u symbot_dir] Update debug info in .DBG along this path

[-v] verbose output

[-x symbol_dir] extract debug info into separate .DBG fite first
[-z] allow system file rebasing

[-?7] display this message

[-
[-
[-.
L

[-
[-.

R fmage_root] set image root for use by -G, -0, -N

-G filename] group images together in address space

0 filename] overlay images in address space

N filenamel Teave images at their origicnal address

-G, -0, -N, may occur multiple times. File "filename"
contains a 1ist of files (relative to “image-root™)

Platform SDK Rebase
ReBaselmage
B0OL ReBaselImage(
PSTR CurrentImageName, // Pathname of file to be rebased
PSTR SymbolPath, © // Symbol file path so debug fnfo
ff 1s accurate
BOOL fRebase, // TRUE to actually do the work: FALSE
// to pretend
BOOL fRebaseSysFfleDk, // FALSE to not rebase system images
BOOL fGoingDown, /7 TRUE to rebase the image below
// an address
ULONG CheckImageSize, // Maximum size that image can grow to
ULONG* p0ldImageSize, // Receives original image size
ULONG#* pOldImageBase, // Recelves original image base address
ULONG* pMewImageSize, - // Receives new image size
ULONG* pNewImageBase, // Receives new image base address
ULONG TimeStamp); // New timestamp for image
Rebase

1
2)
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3)
4)
5)
Rebase

Project Settings

0x10000000

Windows

Processinfo.exe

0x10000000

20-10

20.8

19

Rebase

Processinfo.exe

BaseAddr

Acrord32.exe

DLL

Rebase
Microsoft
Rebase
BaseAddr
ImagAddr
B& Process Information | ={ 0 ]
Froceszssl  Modulesdt  MhMapl
Filsnane. C:-ACROBATI-READER-ACRORDZ2 EXE o -
FID=FFF71E15 . Par=ntPID=FFFE(145, Friorityllass=8. Thr
Hodules Informalion:
Uzage  Bas=dddr| Imagidddz) Size Hoduls
1 70100000 336872 C NWINDOWSWSYSTEM:
1 D1BEOOOD[ 10000000 90112 ©:ACROBATI.READER
1 0Dl2A0000f10000000) 2BE¥20 L “aACROBATIWREALER
1 MSFO000CL0000000) 492928 C “ACROBATIREADER
1 ?FCACO00 282624 € SWINDOWS-SYSTEM
1 D1760000(10000000% 135168 € ~ACRCBATIREALER
1 Diiz0000[10000000% 102400 C.~ACRCBATI-REALER
1  s5240000 549801 o TIHDOWSNSYETEM
1 DOFEOO00[10000000) 233472 NALRCBATISREADER
1 EBFE1OO00O 65536 C SWINDOWS-SYSTEM~
1 EBEEIC0000 . 24570 CoSTIHDOWS-SYSTEM-
1 DOEECOO00 (10000000} 49152 C~ACRCHATINREADER
1 ?DBE30000 aniiz. C o TINDOWSSYETEM™
1 78400000 CO7904 CoAUINDOWSNSVSTEM
I 1 DoDsoonof1ooooonny 106436 C“ACROBATI-REALER ¥
4 | >

20-10 Process Information

.exe
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20 DLL

Visual Studio Bind.exe

usage: BIND [switches] image-names...
[-?] display this message
[-¢] no caching of import dlls
[-0] disable new import descriptors
[-p d1t search path]
[-s Symbol directory] update any associated .DBG file
[-u] update the image
{-v] verbose output
{-x image name] exclude this image from binding
[-¥] allow bhinding on images located above 24

Bind Platform SDK
Rebase
BindlmageEx
BOOL BindImageEx( ;
DWORD dwFlags, // Flags giving fine contrel over the function
PSTR pszImageName, // Pathname of ftle to be bound
PSTR pszD11Path, // Search path used for locating image files

PSTR pszSymbolPath, // Search path used to keep debug info accurate
PIMAGEHLP_STATUS_ROUTINE StatusRoutine); // Callback function

StatusRoutine BindlmageEx

BOOL WINAPI StatusRoutine(
THAGEHMLP_STATUS_REASON Reason, // Module/procedure not found, etc.

PSTR pszlmageName, // Pathname of file being bound
PSTR pszD11Kame, ff Pathname of DLL
ULONG_PTR VA, /f Computed virtual address
ULONG_PTR Parameter);  // Additional info depending on Reason
Bind
1)
2) DLL DLL
3) DLL
4) RVA
5) DLL
19 DumpBin Calc.exe
5

Header contains the following bound import information:
Bound to SHELL32.d11 [36E449E0] Mon Mar 08 14:86:24 1999
Bound to MSVCRT.d11 [36BBB379] Fri Feb 05 15:49:13 1999
Bound to ADVAPI32.d11 [36E449E1] Mon Mar 98 14:96:25 1999
Bound to KERNEL32.d11 [36DDAD55) Wed Mar 93 13:44:53 1999
Bound to GDI32,d11 [36E449E8] Mon Mar 08 14:86:24 1999
Bound to USER3Z.d11 ([36E449EG] Mon Mar @8 14:06:24 1999
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Calc.exe Microsoft
DLL 32
Bind
. DLL
Rebase
. DLL
DLL 5
Bind
DLL

DLL

DLL Windows 98
Windows NT Windows 2000

Windows 98 Windows 2000
Windows 2000

Microsoft
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21
SetWindowsWord SetWindowL ong

C/C++

strtok

Strtok
strtok

C/C++
strtok

strtok

DLL
DLL TLS

21.1 TLS

TLS
21-1 Windows

TLS
strtok
strtok NULL
strtok
strtok
TLS
C/C++ asctime gmtime
TLS
C
C
C
TLS TLS TLS
DLL
4 DLL

TLS
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- 0-(TLS_MINIMUM_AVAILABLE-1)

1 2
0 0 | o0 0
0 1 | 0 1
0 2 k0 2

o
w
o
w

o | 4 0 4
0 TLS MINIMUM_AVAILABLE-2 0 TLS MINIMUM_AVAILABLE-2
0 TLS MINIMUM_AVAILABLE-2 0 TLS MINIMUM_AVAILABLE-2
21-1 TLS
FREE
INUSE TLS (slot) Microsoft TLS MINIMUM_AVAILABLE
TLS MINIMUM_AVAILABLE WIinNT.h 64 Windows
2000 1000 TLS
TLS TIsAlloc
DWORD T1sAlloc();
FREE
FREE INUSE TlsAlloc DLL
TIsAlloc FREE TLS OUT_OF_INDEXES
WinBase.h OxFFFFFFFF TIsAlloc FREE
INUSE TlsAlloc 0 TIsAlloc 99%
1% TIsAlloc
TLS MINIMUM_AVAILABLEPVOID
0 21-1
PVOID
PVOID
TlsAlloc TlsAlloc
TIsAlloc 3 3
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TIsSetVaue
BOOL TisSetValue(
DWORD dwTlsIndex,
PVOID pvTlisValue);
PVOID pvTIsValue dwTlslndex
PvTlsVaue TIsSetVaue TRUE
TIsSetValue TLS
Tls
CreateThread _beginthreadex
TIsSetValue TIsAlloc
Microsoft
TIsAlloc
TIsGetVaue
PYOID TisGetValue(DWORD dwTlsIndex);
dwTIslndex TLS TIsSetValue
TIsGetValue TlsGetValue
TLS TlsFree
BOOL T1sFree(DWORD dwT1sIndex):
INUSE
FREE TIsAlloc INUSE TIsFree
TRUE
TLS
DLL TLS DLL_PROCESS ATTACH
DlIMain TIsAlloc DLL_PROCESS DETACH DlIMain
TlsFree TIsSetValue TIsGetVaue DLL
TLS DLL
strtok 40

DWORD 9_dwTisIndex; // Assume that this is inftialized
/7 with the result of 3 ¢all to T1sAlloc.

void MyFunction(PSOMESTRUCT pSomeStruct) {
if (pSomeStruct != NULL) {
// The caller is priming this function.

// See if we already allocated space to save the data.

if (TlsGetValue(g_dwTlsIndex} == NULL) {
/f Space was never allocated. This is the first
ff time this function has ever been called by this thread.
TisSetVatue{g_dwTlsindex,
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HeapAlloc(GetProcessHeap(}, 9. sizeof(#pSomeStruct));
}

ff Memory already exists for the data;

// save the newly passed values.

memcpy (T1sGetValue(g_dwT1sIndex), pSomeStruct.
sizeof(»pSomeStruct));

} else {

ff The caller already primed the function. Now it
// wants to do something with the saved data.

// Get the address of the saved data.
pSomeStruct = (PSOMESTRUCT} TIsGetValue(g_dwTlsIndex});

// The saved data is pointed to by pSomeStruct: use ft.

.

.

1
MyFunction
64 TLS DLL
DLL 10 TLS DLL 5 TLS
TLS TLS
MyFunction TLS 40
MyFunction
TLS Windows 2000 1000
TLS Microsoft
DLL
TIsAlloc 99%

1%

DWORD dwT1sIndex;
PYOID pvSomeValue;

dwTisIndex = TIsAlloc();
T1sSetValue(dwTisIndex, (PVDID) 12345):
TlsFree{dwTlsIndex);

// Assume that the dwTlslIndex value returned from
f/ this call to TIsAlloc is identical to the index
// returned by the earlier call to T1sAlloc.
dwT1sIndex = T1sA1loc();

pvSomeValue = Tl1sGet¥alue(dwTlsIndex):
pvSomeValue 12345 0
TIsAlloc 0
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21
LoadLibrary DLL DLL TIsAlloc
FreelLibrary DLL DLL TlsFree
DLL LoadLibrary
DLL DLL TIsAlloc DLL
TIsAlloc
DLL TIsGetVaue
TIsAlloc DLL
MyFunction MyFunction

memcpy

TIsAlloc
21.2 TLS

TLS TLS TLS
—_declspec(thread) DWORD gt_dwStartTime = @:
__declspec(thread) Microsoft Visual C++
DLL __declspec(thread)

__declspec(thread)

gt_ TLS st TLS

TLS tls
tls DLL
tls
TLS
tls
TLS
TLS
x86 CPU TLS
3
TLS TLS
TLS
TLS DLL
TLS TLS DLL
tls
DLL tls
TLS DLL
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DLL
DLL
DLL

TLS
TLS
TLS

Ch?ww&%

LoadLibrary TLS

TLS
FreeLibrary TLS

TLS

TLS
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22 DLL API
Microsoft Windows
Windows 98 Windows 98 2GB
0x80000000 OxFFFFFFFF
13 14 17
. DLL
DLL DLL
22.1 DLL
SetWindowL ongPtr
WndProc Platform SDK
SetWindowsL ongPtr
hwnd MySubclassProc
SetWindowLongPtr(hwnd, GWLP_WNDPROC, MySubclassProc):
WndProc
WndProc MySubclassProc
MySubclassProc
22-1 A
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User32.dll A User32.dll
A
User32.dll WndProc
wParam |Param WndProc User32.dll

22-1 B A
B A B
22-1
FindwWindow B SetWindowL ongPtr
WndProc “ "
NULL SetWindowL ongPtr
WndProc
SetWindowL ongPtr WndProc
MySubclassProc
A User32 MySubclassProc
My SubclassProc B A
User32 A
My SubclassProc B
Microsoft
Windows
. CPU
. B MySubclassProc

e User32.dll
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22 DLL

API

Microsoft

SetWindowsL ongPtr

A SetWindowL ongPtr A
MySubclassProc DLL" "
22.2 DLL
Windows
HKEY_LOCAL_MACHINE\Software\Microsoft
\Windows NT\CurrentVersion\Windows\AppInit_DLLs
Windows 98 Windows 98 Windows 98
DLL
22-2 Registry Editor
DLL DLL
DLL
DLL DLL Windows
DLL C:\MyLib.dIl
£ Registiy Editor
Beqgizhn  Edit Wews  Eaworites  Help:
; : -0 SeCEdlt | Tupe [ pala
(0 Sraiz T = e p——
[ (] Svohes! FEG.SZ  Chiwbdl
;:‘g Torn e [ . REGSZ 15
IJ-.IL:.I Type.'l T : L-L;%E:nlzlzccssHandIBQuota EEEZQM'D 3:3[032?10[10000]
-‘_'l U:err\stdlahle.dwers E‘}]swapdsk AEG &7
I'Flg \'\'::,:::103‘2; L‘,‘_’] Trensmissionf ety Timeow  AEG 52 a0
: I.t' \.:l W @LIEEHF’:ﬁ:&;:HandEﬂu REG_CwWi0 000002710 [10000)
Lo B Windows Soipting Hes!
| @[3 opec
[:l Polises
=i ||
i |1 SourceCadeCantolPiovider ;‘ 1] | _Pi
[re Carnputen HEE'Y_ LOCAL MACHINENS OF TwisREMvlictoscitvwindoms HTACLrentveisoniwindons =
22-2
Windows
User32.dll DLL_PROCESS ATTACH
User32.dll DLL
LoadLibrary DlIMain fdwReason
DLL_PROCESS ATTACH DLL
kernel 32.dl
DLL User32.dll
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DLL
—_— DLL
. DLL User32.dll GUI User32.dll
CuUl DLL
. DLL GUI
DLL 13 ”
. DLL GUI
DLL
WordPad
DLL WordPad
WordPad
DLL WordPad DLL
22.3 Windows DLL
DLL 16 Windows
Microsoft DLL
A Microsoft Spy++
WN_GETMESSAGE
SetWindowsHO00KEX
HHOOK hHook = SetWindowsHookEx(WH_GETMESSAGE, GetMsgProc,
hinstD11, @):
WH_GETMESSAGE GetMsgProc
hinstDII GetMsgProc DLL Windows DLL hinstDII
DLL 0
SetWindowsHookEx ID
0 GUI
1) B
2) WH_GETMESSAGE
3) GetMsgProc DLL B
4) DLL DLL B B

DLL 1
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22 DLL API
5) DLL hinstDll B DLL hinstDII
A
hinstDII GetMsgProc
A GetMsgProc
hinstDII B GetMsgProc

GetMsgProc B = hinstD1 B + (GetMsgProc A - hinstD11 A)

GetMsgProc A hinstDIl A GetMsgProc
hinstDIl B GetMsgProc
B DLL
6) B  DLL 1
7) B GetMsgProc
8) GetMsgProc B DLL 1
DLL DLL
DLL
B
WH_GETMESSAGE GetMsgProc SetWindowL ongPtr
GetMsgProc DLL
DLL DLL

DLL

BOOL UnhookWindowsHookEx{HHOOK hhook);
UnhookWindowsHookEx DLL
DLL 0 DLL
GetMsgProc DLL
6
B GetMsgProc
UnlookWindowsHookEx
22-2 DIPS.exe DLL Explorer.exe
DLL 22-DIPS 22-DIPSlib
1152 x 864
640 x 480
Display 640 x 480
Display 1152 x 864

Windows
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« Dazklop Item Pozition $aver Utidity |2 =]

DIPS: Deskiop llem Posibon 5 2wt Liilky
Copwight [c] 2000 by Jefitey Richler,

D I PS D I PS This utiliiy s esrestores he posiion of iiems o e deskiop

D L L Ta save the deshbop kem positions: DIFS 5
Ta 1ezhore the deskbop item pasifions DIFS B

22-3 Beslere Catzel
S
DIPS 22-3
HKEY_CURRENT_USER\Software\Richter\Desktop Item Position Saver
DIPS
S DIPSR DIPS
DIPS S
DIPS ListView
LVM_GETITEM LVM_GETITEMPOSITION
LVM_GETITEM LPARAM LV_ITEM
DIPS Explorer.exe
LVM_GETITEM LVM_GETITEMPOSITION ListView

LB _GETTEXT
LPARAM
Microsoft LB _GETTEXT
Microsoft
16 Windows
LB_GETTEXT
16 Win32 Microsoft
16 Windows
Microsoft
DIPS.exe ListView

// The Desktop ListV¥iew window is the
// grandchild of the ProgMan window.
hwndL¥ = GetFirstChild(
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22 DLL API

GetFirstChild(FindWindow{__TEXT("ProgMan™), NULL)})}}:

ProgMan Program Manager
Windows
ProgMan SHELLDLL_DefView
SysListView32 SysListView32 ListView
Spy++
ListView GetWindowThreadProcessld
ID ID SetDIPSHook DIPSLib.cpp
SetDIPSHook WH_GETMESSAGE
Windows Explorer
PostThreadMessage(dwThreadld, WM_NULL, @, 8);
WH_GETMESSAGE
DIPSLib.dll Explorer GetMsgProc
“ Richter DIPS "
Explorer DIPS.exe SetDIPSHook
GetMessage{Amsg, NULL, @, 8);
DIPS.exe
PostThreadM essage
DIPSLib.cpp GetMsgProc
CreateDialog PostThreadM essage
SIPS.exe ID SetDISPHook
Windows
API
DIPS FindWindow
DIPS

Windows Explorer
Windows Explorer

// Tel)l the DIPS window which ListView window to manipulate
// and whether the items should be saved or restored.
SendMessage(hwndDIPS, WM_APP. (WPARAM) hwndL¥, fSave);

WM _APP
WPARAM ListView LPARAM

SendMessage Postmessage
Explorer
WM_CLOSE
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DIPS SetDI PSHook 0
ID 0 WN_GETMESSAGE
Explorer DIPSLib.dll
Explorer
Explorer DLL
22-1 DIPS

% Dips.cpp

/*******************#t*****##ﬁ‘*“***$$#ﬁ*$$$*****3*********#**********t#******

Hodule: DIPS.cpp
Notices: Copyright (c) 2888 Jeffrey Richter

**vlt****t#***#***$$******************************$t$##****$$t“*t¢$$$*t‘####*/

finclude . . A\CmnHdr.h" /+ See Appendix A. »/
ftinclude <WindowsX.h>

#include <tchar.h>

#include "Resource.h”

f#include *,.\22-DIPSLib\DIPSLib.h"

FEHEEEERIELERR TR ET RS ER L TR LT ETES LT ETEF LTI EE R e i itiirities

BOOL DYg_OninitDiaTog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

chSETOLGICONS(hwnd, IDI_DIPS});
return{TRUE):

FHELERFEETIIAETEI BT T S E LT T E P FT L E R T Ed R T Ee b be i inie s

void D1g.OnCommand({HWND hwnd, int 1d. HWND hwndCtl1, UINT codeNotify) {

switch (id) {
case IDC_SAVE:
case IDC_RESTORE:
case IDCANCEL:
EndDialog{hwnd, id);
break:

}

FEEERTERERE T E iR i i iF i i irt i fiiiitiiifrtitiiiiititiitiiddirriiiiitiiiits}
B00L WIMAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg)} {
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}

ChHARDLE_DLGMSG{hwnd, WM_INITDIALOG, Dig_OnInitPialog);
ChHANDLE.DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand} ;

return{FALSE);

HPHETIPEHEEE LR TR T EEL R E T F TR TR R LTI ERFES I REIEIEI11780 0}

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdlLine. int) {

1

Convert command-Tine character to uppercase.

CharUpperBuff(pszCmdLine, 1):
TCHAR cWhatToDo = pszCmdLine[8]:

if

if

if

}

((cWhatToDo 1= TEXT('S')) && (cWhatTeDo I= TEXT('R*))) {

f/f An invalid command-1ine argument; prompt the user.
cMhatTolo = 8; '

{cWhatToDo == 8) {
// Ho command-1ine argument was used to tell us what to
/1 do; show usage dfalog box and prompt the user.
switch (DialogBox(hinstExe, MAKEINTRESOURCE(IDD_DIPS), NULL, DBig_Proc)) {
case IDC_SAVE: ’
cWhatToDo = TEXT('$");
break;

case IDC_RESTORE:
cWhatTolo = TEXT('R*):
hreak:

(cWhatTolo == B} {
/! The user doesn't want to do anything.
return(@);

// The Desktop ListView window is the grandchild of the ProgMan window.
HWND hwndLV = GetFirstChild{GetfirstChild{(

FindWindow(TEXT("ProgMan"). NULL3}}):

chASSERT(IsWindow(hwndL¥});

i
i
1

Set hook that injects our DLL into the Explorer’'s address space. After
setting the hook, the DIPS hidden modetess dialog box is created. We
send messages to this window to tell it what we want it to do.

chVERIFY{SetDIPSHook (GetWindowThreadProcessId(hwndlL¥, NULL}));

1

Wait for the DIPS server window to be created.

MSG msg;
GetMessage{&msg, NULL, @, 8);

I

Find the handle bf the hidden dialog box window,
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HWND hwndDIPS = FindWindow{MULL, TEXT("Richter DIPS"));

/f Make sure that the window was created.
chASSERT{IsWindow(hwndDIPS));

/7 Tell the DIPS window which ListView window to manipulate
// and whether the items should be saved or restored.
SendMessage{hwndDIPS, WM_APP, (WPARAM) hwndL¥, {(cWhatToDo == TEXT('S")}):

// Tell the DIPS window to destroy 1tself. Use SendMessage
// instead of PostMessage so that we Kknow the window is

ff destroyed before the hook is removed.
SendMessage{hwndDIPS, WM_CLOSE, 0. @);

// Make sure that the window was destroyed.
chASSERT{ ! [sWindow{hwndDIPS));

// Unhook the DLL. removing the DIPS dialog box procedure
ff from the Explorer's address space.
SetDIPSHook(0):

return(9):

FHEFFAFRFELEEERTFE I Eadiiiitiid End of File FAHFFEFITFETEIIIREEIITEETITEITEGES
DIPSLib.cpp

/!l*t*****4(tt***s***1&1!1(1!**t**l‘i*$ﬂ‘tt****at*tﬂl*******$*tt##***#*&t******‘t$$$****’l
Module: DIPSLib.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

***umnum1=t*:u:u&mn::*s*mmw«1(ta**su:Mut*z*Hn-nmﬂ(m****au:mna*stttt«t****sa*.***/

#include ", .\CmnHdr.h" /+ See Appendix A. =/
#include <WindowsX.h>
#include <CommCtrl.h>

#define DIPSLIBAPI __declspectdilexport)
fHinclude "DIPSLib.h"™
#include "Resource.h”

THLLIIII P E LT EETEEFEEE I ET I E I T E BB EEEEETEEEEL i1 dEiiiitlitii

#ifdef _DEBUG
/{ This function forces the debugger to be fnvoked
void ForceDebugBreak(} {
——try { DebugBreak(): }
] ——except{UnhandledExceptionFiiter(GetExceptionInformation{))) { }
#lelse
#define ForceDebugBreak(}
fendif
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HILTEREEEEIEEL T D EEFEF IR I B EE R EFEEE I AR EI 0100000 TRE80010101

// Forward references
LRESULT WINAFI GetMsagProc(int nCode, WPARAM wParam, LPARAM 1Param);

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM TParam);
/ff////////////!///!///////////////////////////!/f////!!!////////////i!////////

// Instruct the compiler to put the g_hhook data variable in
/4 1ts own data section callted Shared., We then instruct the
// linker that we want to share the data fn this section

// with all instances of this application.

ffpragma data_seg("Shared”)

HHOOK g_hhook = NULL;

DWORD g_dwThreadIdDIPS = 8;

fipragma data_seg(}

// Instruct the linker to make the Shared section
// readable, writable, and shared.
#pragma comment(linker, "/section:Shared.rws")

FIITLEETTEEETTEN IR RIS TFERETETTI TG IR EETFEET ST Ee i iiiiiiiei

f/f/ Nonshared variables
HINSTAMCE g_hinstD11 = NULL:

R L s s sy v

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PVQID flmpLoad) {
switch (fdwReason)} {

case DLL_PROCESS_ATTACH:
// DLL is attaching te the address space of the current process.
g_hinstD11 = hinstD11;
break:

case DLL_THREAD_ATTACH:
// A new thread is being created in the current process.
break:

case DLL_THREAD_DETACH:
/f A thread 1s exiting cleanly.
break;

case DLL_PROCESS_DETACH:
/! The calling process is detaching the DLL from jts address space.
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break:
}
return(TRUE);
1

f!/////f////f!/////////ff////////////////!/f//////////////!//////////!!////////
BOOL WINAPI SetDIPSHook(DWORD dwThreadid) f
BOOL fQk = FALSE;

if (dwThreadlId = 8) {
/{ Make sure that the hook is not already tnstalled.
chASSERT(g_hhook == NULL);

// Save our thread ID in a shared variable so that our GetMsgProc
f/ function can post a message back to the thread when the server
// window has been created.

g_dwThreadIdDIPS = GetCurrentThreadld(};

/f Install the hook on the specified thread
g_hhook = SetWindowsHookEx(WH_GETMESSAGE, GetMsgProc, g_hinstD11,
dwThreadId);

fOk = (g_hhook I= NULL):

if {(fOky {
// The hook was installed successfully; force a benign message to
// the thread's queue so that the hook function gets called,
fO0k = PostThreadMessage(dwThreadId, WM_NULL, @, @):

}

} else {

/! Make sure that a hoock has been installed.
CchASSERT{g_hhook 1= NULL};
fOk = UnhookWindowsHookEx{g_hhook):
g_hhook = NULL;
}

return(fok);
}

FEEEEEEEETFREEFREEEEEER BRI EEEER PR FFFEEEEEER R EII I I E IEEELEEEEE]
LRESULT WINAPI GetMsgProc(int nCode, WPARAM wParam, LPARAM 1Param) {

static BOOL fFirstTime = TRUE;

1f (fFirstTime) {
f/ The DLL just got injected.
fFirstTime = FALSE:

/¢ Uncomment the line below to Tnvoke the debugger
/! on the process that just got the injected DLL.
/{ ForceDebugBreak();

// Create the DTiIS Server window to handle the client request.
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CreateDialog(g_hinstD11, MAKEINTRESOURCE{IDD_DIPS), NULL, D1g_Proc};

// Tell the DIPS application that the server is up
// and ready to handle requests.
PostThreadMessage({g_dwThreadIdBIPS, WM_NULL, @, @);

}

return{CaltNextHookEx(g_hhook, nCode, wParam, 1Param));
i

FEITEFEITREELFRREE BT T REEETEETTE R LA EEETHFEETF LTI i i iieidiiitd

void DTg_OnClose{HWND hwnd) {

DestroyWindow{hwnd);
}

PEEFERTFLRIEEEETTIF RGN PR TP i BT FFEEL TSI E T e b it iiiei i

static const TCHAR g_szRegSubKey[] =
TEXT("Software\\Richter\\Desktop Item Position Saver");

FEITEEREIREEI I RRITEFERESETIEEEIT I TEII P EEI IR EEEF i Ei i iiiiiid

void SavelListViewItemPositions(HWND hwndLV} {
int nMaxItems = ListView_GetItemCount(hwndLV);:

// When saving new positions, delete the old position
/f information that is currently in the registry.
LONG 1 = RegDeleteKey(HKEY_CURRENT_USER, g_szRegSubKey):

ff Create the registry key to hold the info
HKEY hkey;
1 = RegCreateKeyEx({HKEY_CURRENT_USER, g_szRegSubKey, @, NULL,

REG_OPTION_NWON_VOLATILE, KEY.SET_VALUE, NULL, &hkey. NULL):
chASSERT(1 == ERROR_SUCCESS):

for (int nitem = @; nltem < nMaxItems; nltem+) {
// Get the name and position of a ListView item.
TCHAR szName[MAX_PATH]:
ListView_GetItemText{hwndLV¥, nItem, @, szName, chDIMOF (szName));

POINT pt;
ListView_GetItemPosttion(hwndL¥, nltem, &pt);

/7 Save the name and position in the registry.

T = RegSetValueEx(hkey, szHame, @, REG_BINARY, (PBYTE) &pt, sizeof(pt)):

chASSERT{] == ERROR_SUCLESS):
}
RegCloseKey(hkey};
}

IO TITITEET I E R EE TR E L EEF BT E I TR R TET I II 0T 00000000 TEITREiiEttite
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vold Restorelist¥iewltemPositions(HWND hwndLV) {

HKEY hkey;

LONG 1 = RegOpenKeyEx{HKEY_CURRENT_USER, g_szRegSubKey,
9, KEY_QUERY_VALUE, &hkey):

if {1 == ERROR_SUCCESS) (

// 1f the ListView has AutoArrange on, temporarily turn jt off,
DWORD dwStyle = GetWindowStyle{hwndLV¥):
if (dwityle & LVS_AUTOARRANGE}

SetWindowlong(hwndL¥, GWL_STYLE, dwStyle & ~LVS_AUTOARRANGE);

1 = NO_ERROR;

for (int nIndex = 8; 1 I= ERROR_NO MORE_ITEMS: nindex++) (
TCHAR szName[MAYX_PATH];
DWORD cbValueName = chDIMOF(szName):

POINT pt;
DWORD cbData = sizeof(pt), nltem;

// Read a value name and pesition from the registry.
DWORD dwType;

1 = RegEnum¥alue(hkey, nlndex, szName, &cb¥alueName,
NULL, &dwType, (PBYTE) &pt, &cbData):

if (1 == ERROR_NO_MORE_ITEMS)
continue;

if {{dwType == REG_BINARY) &4 (cbData == sizeof(pt))) {

// The value 1s something that we recognize; try to find

// an item 1n the ListView control that matches the name.

LV_FINDINFO 1vfi;

tvfi.flags = LVFI_STRING;

Tvfi.psz = szName;

nItem = ListView_FindItem({hwndL¥, -1, &Ivfi):

if (nltem 1= -1) {
// We found a match: change the 1tem’s position.
tistView_SetItemPosition(hwndlY, nltem, pt.x, pt.y¥):

}

}
// Turn AutoArrange back on if it was originally on.

SetWindowLong({hwndL¥, GHL_STYLE, dwStyle);

RegCloseKey(hkey):
}
IO REEITERETERFII DT EEEFFEEE LT EEEE L EEEL 8 i E T T ELL R
INT_PTR WIKAPI D1g_Proc{H¥ND hwnd, UINT uMsg. WPARAM wParam, LPARAM t1Param) {

switch (uMsg) {
chHANDLE_DLGMSG(hwnd, WM_CLOSE, D1g_OnClose)l;

case WM_APP:
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/f Uncomment the line below to invoke the debugger
/f on the process that just got the injected DLL.
/f ForceDebugBreak();

if {(YParam)
SaveL1stvlewltemPos1tions({HwND) wkaram};

else
RestoreListV¥iewItemPositions({HMND} wParam);

break;

return{FALSE):

FHIEILEELEEEITERIITEE AL ITITEIIE Bnd of Flle F7701070010F0TEI11T1010010101074

DIPSLIb.h

/&$#***$%**t**tt****##‘****tt**$$t**##*t#t***#**t***t***ttt***t*ttt**t**tt*#tt*
Hodule: DIPSLib.h
Notices: Copyright (c) 2068 Jeffrey Richter

#***$$**s$t*‘*****8**#‘***8*****‘t*#****tt‘t***$**$$t*#**ﬂ‘&*t**********%****#!

#if !defined(DIPSLIBAFI)
#define DIPSLIBAPI __declspec(dilimport)
fendif

TIHTITEEEEEE L EI LR TEREL LI EEETF I EEEEEET TR I T T EE i 101111141

// External function prototypes
DIPSLIBAPI BOOL WINAPI SetDIPSHook(DWORD dwThreadld);

PIPHEPEHITEEIREETTRITE 00177 Bnd of File J711IHIIIETEIIIIIIIEIIEE11101014

DIPSLib.rc
//Microsoft Developer Studio generated resource scr:pt.
I

e e s v s apus
I

finclude "resource.h”

#define APSTUDIO_READONLY SYMBOLS

///!////l!//////ff////f/////!//////!//l//////fI////ff///////////////////f////

I

// Generated from the TEXTINCLUDE 2 resource.

/7

#include "afxres.h"
FIIFRETETEIFEIETIEEEFRIIEEFEREFET I IR EFE L EEdE T AR EF I EfFfEiisridiiti

#undef APSTUDIO_READORLY_SYMBOLS
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////I//fff//}f!f/l//!/I/fff//llf///l//!///f!!ff/l!l!ll!/l!l!/liii!!/llii!/li/
ff English (U.S5.) resources

#4f ldefined (AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
#ifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG.ENGLISH_US

#pragma code_page{1252}

f#endif //_WIN3Z

FEELRRTEERERETFFIIEEEdd TR ER T IR EF i Edddd it i it e iidriiditiifiditi i
i/

/f Dialog

/7

IDD_DIPS DIALOG DESCARDABLE @, @&, 132, 13
STYLE WS_CAPTION

CAPTION "Richter DIPS™®

FONT 8, "MS Sans Ser{f"

BEGIN

END

fifdef APSTUDIO_INVOKED
f!//!/f/////l////l!//}f{!/////!f/////f///!/fl!l/f///////If/f//l////////!l////
/

// TEXTINCLUDE

/

1 TEXTINCLUDE DISCARDABLE
BEGIN

“resource.h\@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
*#inctude "“afxres,.h™"\r\n"
"\a“

END

3 TEXTINCLUDE DISCARDABLE
BEGIN
“rin"
"\an
END
#endif // APSTUDIO_INVOKED

fendff /f English (U.5.) resources
FETERLITVEET R FEFE LI ETF L EFEI I FET IR T FE 1R EE R E I ET it iiitititi

#ifndef APSTUBIO_INVOKED

FIPTERTETETER I E BRI RE R I FETEL IR T EEE R EET I RI R ITEiiittiity
1/

// Generated from the TEXTINCLUDE 3 resource.

Iy

LI E R LT EF LRI FEES PRI P E I LR EFEEEI TR BT ITEE I IIEILEE
fendif /{ not APSTUDIO_INVOKED
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22 DLL API

22.4 DLL

DLL
Windows DLL Unicode
Windows

DLL LoadLibrary DLL

Windows CreateRemoteThread

HANDLE CreateRemoteThread(
HAMDLE hProcess,
PSECURITY_ATTRIBUTES psa,
DWORD dwStackSize,
PTHREAD_START_ROUTINE pfnStartAddr,
P¥0ID pvParam,
DWORD fdwCreate,
PDWORD pdwThreadId):
CreateRemoteThread CreateThread hProcess

pfnStartAddr

Windows 2000 CreateThread

HANDLE CreateThread(PSECURITY_ATTRIBUTES psa. DWORD dwStackSize,
PTHREAD_START_ROUTINE pfnStartAddr, PVOID pvParam,
DWORD fdwlreate, PDWORD pdwThreadID) {

return({CreateRemoteThread(GetCurrentProcess(), psa, dwStackSize,
pfnStartAddr, pvParam, fdwCreate, pdwThreadID)):

}

Windows 98 Windows 98 CreateRemoteT hread

NULL GetL astError ERROR_CALL NOT_IMPLEMENTED
CreateThread
CreateRemoteThread Windows 98
DLL
DLL LoadLibrary

HINSTAMCE LoadLibrary{PCTSTR pszLibFi]e):

WinBase.h LoadLibrary

HINSTANCE WINAPI LoadLibraryA(LPCSTR pszLibFileName);
HINSTANCE WINAPI LoadLibraryW(LPCWSTR pszLibFileName);
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#ifdef UNICODE

f#define LoadLibrary LoadLibraryW
#else

#define LoadLibrary LoadlLibrarya
fendif // PUNICODE

LoadLibrary LoadLibraryA LoadLibraryW
ANSI
LoadLibraryA A ANSI Unicode
LoadLibraryWw W LoadLibrary LoadLibraryA
LoadLibraryw LoadLibrary LoadLibraryA
LoadLibrary

DWORD WINAPI ThreadFunc(PYOID pvParam):

LoadLibraryA LoadLibraryW

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, O,
LoadLibraryA. “"C:\\MyLib.d11", @, NULL);

Unicode

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, 8,
LoadLibraryW, L"C:\\MyLib.d11", @. NULL);

LoadLibraryA LoadLibraryWw

DLL
LoadLibraryA LoadLibraryW
CreateRemoteThread
19 thunk
LoadLibraryA
CreateRemoteThread LoadLibraryA
LoadLibraryA
LoadLibraryA
GetProcAddress LoadLibraryA
CreateRemoteThread Kernel 32.dll
Kernel32.dIl Kernel32.dIl
CreateRemoteThread

// Get the real address of LoadLibraryA in Kernel3z.d11,
PTHREAD_START_ROUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE}
GetProcAddress{GetModuleHandle(TEAT("Kerne132")), "LoadLibraryA"):

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, 8,
pfnThreadRtn, “C:\\MyLib.d11", @, NULL);
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Unicode

/{ Get the real address of LoadLibraryW in Kernel32.dl1.

PTHREAD_START_ROUTINE pfnThreadRtn

= {PTHREAD_START_ROUTINE)

GetProcAddress{GetModuleHandle(TEXT{"Kernel132")), "LoadLibraryW"):

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, @,
pfaThreadRtn, L™C:\\MyLib.d11", &, NULL):

MyLib.dll”
LoadLibraryA

DLL
CreateRemoteThread
Windows

PY¥OID VirtualAllocEx(
HANDLE hProcess,
PYOID pvAddress,
SIZE_T dwSize,
DWORD flAllocationType,
DWORD fl1Protect):

BOOL VirtualFreeEx(
HANDLE hProcess,
PYOID pvAddress,
SIZE_T dwSize,
DWORD dwFreeType);

Ex

Windows

BOOL ReadProcessMemory(
HANDLE hProcess,
PYOID pvAddressRemote,
PYOID pvBufferLocal,
DWORD dwSize,
PDWORD pdwNumBytesRead);

BOOL WriteProcessMemory(
HANDLE hProcess,
PVOID pvAddressRemote,
P¥OID pvBufferLocal.
DWORD dwSize,
POWORD pdwNumBytesWritten):

DLL

LoadLibraryA

Virtual AllocEx

15

DLL

C:\\
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hProcess
pvBufferLocal
pdwNumByYytesWritten

1) Virtual AllocEx
2) WriteProcessMemory

3) GetProcAddress
Kernel32.dII
4) CreateRemoteThread

DLL
DLL_PROCESS ATTACH
LoadLibrary
BaseThreadStart ExitThread

5) Virtual FreeEx

6) GetProcAddress

7 CreateRemoteThread
DLL HINSTANCE

pvAddressRemote
dwSize pdwNumBytesRead
DLL
LoadLibraryA LoadLibratyW
LoadLibrary

DLL DlIMain

Windows 2000

22.4.1 Inject Library

22-2 InjLib.exe
DLL
InjLib 22-ImgWalk
ID
Windows 2000
ID ID

hProcess = OpenProcess(
PROCESS_CREATE_THREAD |
PROCESS_VM_OPERATION |
PROCESS_VM_MWRITE.
FALSE, dwProcessld):

OpenProcess NULL

DIIMain
BaseThreadStart 6
DLL
FreeLibrary Kernel32.dll
FreeLibrary
DLL ,Windows 98
CreateRemoteThread DLL
22- . Tniack Lirany Tasles EEE
22'4 Frocasz|d |decimal: I'_
Task Manager 22-4 Inject Library Tester
OpenProcess

// For CreateRemoteThread
ff For ¥irtualAllocEx/VirtualfreeEx
ff For WriteProcessMemory

WinLogon SvcHost Csrss

4 Processinfo
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22 DLL API
OpenProcess DLL
InjectLib DLL
InjectLib DLL
ID 0 0 GetCurrent
Processld ID InjectLib.exe ID InjectLib
DLL
InjLib
InjLib DLL
InjectLib
InjectLibA InjectLibW InjectLibwW
InjectLibA
ANSI DLL Unicode InjectLibwW
2
22-2 InjLib

\ InjLib.cpp

FESELETI IR e Ly e e e e e e e e e P e s R PRIt R R LT

Module: InjLib.cpp
Notices: Copyright (c) 2080 Jeffrey Richter

*tt****t*************&***t*s*tt**s*t***********$t*t**ttttﬁ#*t‘t‘t#“t##*“““f

#include "..\CmnHdr.h" /* See Appendix A. =/
#include <windowsx.h>

Finclude <stdio.h>

#inctude <tchar.h>

#include <malloc.h> // For alloca
f#include <T1Help32.h>

#include "Resource.h”

f/////!/////!//////////I////fff/l//f!f///l/f///l//f/l(l!!!ff/f/lll!//!f//!l/lll

#ifdef UNICODE

#define InjectLib InjectLibw
f#define EjectLib EjectlLibW
#else

#define InjectlLib InjectLibA
#define EjectLib EjectLiba
#endif f/ 1UNICODE

FEHEEFFETHITESEIIITES NI IA SR ER T EE TP R I ERE IS EET T PR FRETEEIdiEEidlid
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BOOL WINAPI InjectLibW(DWORD dwProcessid, PCHWSTR pszLibFile) {

BOOL fOk = FALSE: // Assume that the function falls
HANDLE hProcess = NULL. hThread = NULL:
PWSTR pszLibF{leRemote = NHULL:

__try {
/f Get a handle for the target process.
hProcess = OpenProcessi(

PROCESS_CREATE_THREAD | £t For CreateRemoteThread
PROCESS_VM_OPERATION | // For VirtualA1locEx/¥irtualFreetx
PROCESS_YM_MRITE, /1 For MriteProcessMemory

FALSE, dwProcesslid);
1f (hProcess == HULL) __leave:

// Calculate the number of bytes needed for the DLL's pathname
int cch = 1 + Istrlen(pszLibFile);
int cb = cch = sizeof(WCHAR);

// Allocate space in the remote process for the pathname
pszLibFileRemote = (PWSTR)

¥irtuwalAllocEx{hProcess, NULL, cb, MEM_COMMIT, PAGE_READWRITE):
if (pszLibFileRemote == NULL) __leave:

/{ Copy the DLL's pathname to the remote process's address space
if (IWriteProcessMemory(hProcess, pszLibFileRemote,
{PYOID) pszLibFite, cb, HULL)} __leave;

// Get the real address of LoadLibraryW in Kernel32.dl1
PTHREAD_START_ROQUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE)

GetProcAddress{(GetModuleHand1e(TEXT("Kernel32"}}, "LoadLibrary®”);
if {(pfnThreadRtn == NULL) __leave;

/! Create a remote thread that calls LoadlLibraryW(DLLPathname)
hThread = CreateRemoteThread(hProcess, NULL, @,

pfnThreadRtn, pszLibFileRemote, 8. NULL):
1f (hThread == NULL) __leave;

// Wait for the remote thread to terminate
WaitForSingleObject(hThread, INFINITE):

fOk = TRUE; // Everything executed successfully

}
—_finally { // Now, we can clean everthing up

// Free the remote memory that contained the DLL's pathname
if (pszLibFileRemote I= NULL)
VirtualFreeEx(hProcess, pszLibFileRemote, @, MEM_RELEASE):

if {(hThread != NULL)
CloseHandle(hThread):

1f (hProcess != NULL)
CtoseHandle(hProcess):
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return{fok);

R R R R R R L R R R L R R R R R s i

BOGL WINAPTI InjectLibA(DWORD dwProcessId, PCSTR pszLibFile} {

/7 Allocate a (stack) buffer for the Unfcode version of the pathname

PWSTR pszLibF1leW = (PHSTR)
_alloca{{lstrienA{pszLibFile) + 1) * sizeof(MCHAR}):

/f Convert the ANSI pathname to 1ts Unicode equivalent
wsprintfW{pszLibFileW, L"%S™, pszLibFile):

ff Calt the Unicode version of the function to actually do the work.
return(InjectLibW{dwProcessld, pszLibFileW));

FEEETERETETEEER IR TP I T8 i i it i i it in et ir i ey

BOOL WINAPL EjectlLibW(DWORD dwProcessld, PCWSTR pszLibFile) {

BOOL fOk = FALSE; // Assume that the function fails
HANDLE hthSnapshot = NULL;
HANDLE hProcess = NULL, hThread = NULL;

__try {
// Grab a new snapshot of the process
hthSnapshat = CreateToolthelp32Snapshot{TH32CS_SNAPMODULE, dwProcessld):
1f (hthSnapshot == NULL) __leave:

// Get the HMODULE of the desired Tibrary

MOGULEENTRY3ZW me = { sizeof(me) }:

BOOL fFound = FALSE;

BOQL fMoreMods = Moduled2FirstW(hthSnapshot, &me):

for {; fMoreMods; fMoreMods = Module32NextW(hthSnapshot. &me)) {
fFound = (1strempiW{me.szModule, pszLibFile) == @) ||

(1strcmpiW{me.szExePath, pszLibFile) == 8);

if (fFound) break;

}

if (!fFound) __leave;

ff Get a handle for the target process.

hProcess = OpenProcess(
PROCESS_CREATE_THREAD
| PROCESS_VM_OPERATIQN, // For CreateRemoteThread
FALSE, dwProcessId);

if (hProcess == NULL) __leave;

// Get the real address of LoadLibraryW in Kernel3Z2.dl1
PTHREAD_START_ROUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE)
GetProcAddress{GetModuleHandle(TEXT{"Kernel32”}}, "Freelibrary™);
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1f (pfnihreadRtn == NULL) __leave;

/7 Create a remote thread that calls LoadLibraryW(DLLPathname)
hThread = CreateRemoteThread{hProcess, NULL. 8,

pfnThreadRtn, me.modBaseAddr, &, NULL);
if (hThread == NULL} __leave;

// Wait for the remote thread to terminate
WaitForSinglelObject{hThread, INFINITE);

f0k = TRUE; // Everything executed successfully

}
~finally { // Now we can clean everything up

if (hthSnapshot l= NULL)
CloseHandle(hthSnapshot});

if (hThread != NULL)
CloseHandle{hThread);

tf (hProcess != HULL)
CloseHandle{hProcess);
}
return(f0k);

FOEITTEEERETEEET T ET R R EPEF I E TP R EE T FRE TR TP ET i Eidiit il

BOOL WINAPI EjectLibA{DWORD dwProcessld, PCSTR pszLibFile) {
/7 Allocate a (stack)} buffer for the Unicode version of the pathname

PWSTR pszLibFileW = (PWSTR}
_alloca{(1strlenA(pszLibFile) + 1) = sizeof(WCHAR));

{// Convert the ANSI pathname to its Unicode eguivaient
wsprintfW{psztLibFiTeW, L"%S", pszLibFile):

f/ Call the Unicode version of the function to actually do the work.
return(EjectLibW{dwProcessId, pszLibFileW));

FHPREREPEIEEEI R EOE T TR E L E EE AR TSR E R FER I R FRREEEF LTI LT

BOOL D1g_OnInttBiatog{HWND hwnd, HWND hwndFocus., LPARAM 1®aram} {

ChSETDLGICORS{hwnd, IDI_INJLIB):
return{TRUE);

FEEPIFEEEER I FE PRI E T TR AT E I R T EF IR PR R E TR ITE T EE i Ei Ty

void D1g_OnCommand{HWND hwnd, int id, HWND hwndCtt, UINF codeNotify) (
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switch (1d) {
case IDCANCEL:
EndDialog(hwnd, id};
break;

case IDC_INJECT:
DWORD dwProcessld = GetDlgltemEInt(hwnd, IDC_PROCESSID. NULL, FALSE):

if (dwProcessld == @) [

/f A process ID of B causes everything to take place in the
f/ local process: this makes things easier for debugging.
dwProcessId = GetCurrentProcessld():

}

TCHAR szLibFile[MAX_PATH]:
GetModuleFileName(RULL, szLibFile, sizeof{szLibFilel));
_tesepy{(_tesrchriszLibFile, TEXT('\\')) + 1, TEXT{("22 ImgWalk.DBLL")};
if {(InjectLib{dwProcessId, szLibFile)} {
chVERIFY(EjectLib{dwProcessId, szLibFile)};
chMB("DLL Injection/Ejection successful.™);
} else {
chMB("DLL Injection/Ejaction fafled.™);

}

break;

PP EETFERITEEETTE R EEEERT SR ETIF R RIS EF I ERf R EE R R BB IR EFi i i iiiiiitt

INT_PTR WINAPI DI1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {
switch (uMsg) {
c¢hHAKDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OnlnitDialog);

ChHANDLE_DLGMSG{hwnd, WM_COMMAND, Dig_OnCommand) ;

}
return{FALSE);

FEHIFEINTES I PRI EEEFRTTEE LT FRR ST L EE P ELT RIS I EERTEF ATt

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

chWindows9xNotAllowed():
BialogBox(hinstExe, MAKEINTRESOURCE(IDD_INJLIB), NULL, D1g_Proc);
return(@l;

FRIEIIEIEESSIETEELEEIERRFEE A P End of File F77HIEEEFEITIIEFIFITE0IEIEIEEEES

InjLib.rc
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//Microsoft Developer Studio generated resource script.

/i

#include "resource.h"

#define APSTUDIO_READONLY_SYMBOLS

FEEEERETETETIEEEET IR EET T ir i i i i i i i it iititiritiiiiiirifitiiiis
I

// Generated from the TEXTINCLUDE 2 resource.

i

#include "afxres.h”

FIREEETESERIEEET I P ERT IR T R R I TR EETET BRI E IR BT FTEE kT
fundef APSTUDIO_READONLY_SYMBOLS

FHEFRTEEEREIT TR T FER I EE PR FE T TR FEr i i i s i idirftiii it irissfriiifiiiissy
ff Emglish (U.5.) resources

#Hif ldefined(AFX_RESOURCE_DLL) || defined{AFX_TARG_ENU}
#ifdef _MWIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

flpragma code_page{1252)

fendif //_WIN32

FERETEETETTEE R EEE R I F T ER I T ER T PRI TR i E R i ittt iiiiirty
i

// lcon

¥

// Tcon with lowest ID vatue ptaced first to ensure application icon
// rematns consistent on all systems.
IDI_INJLIB ICON DISCARDABLE "InjLib.ico”

#ifdef APSTUDIO_INVOKED

TIELREREEELII TR R PR TR IR IR E IR P R0 R T ER T TR e i il it
r .

/f TEXTINCLUDE

i

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
“#include ""afxras.h""\r\n"
il\all

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

(1] \eﬂ
END

Fendif f/ APSTUDIO_INVOKED
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22

DLL

API

FEERTEEETIIEEERI IR EHET R EPRTEE AT TR LER IR T EFRFEET L

//
/7 Dialog
i

IDD_INJLIB DEALOG DISCARDABLE 15, 24, 158, 24
STYLE DS_3DLOOK | DS_CENTER | WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION |
WS_SYSMENU

CAPTION “"Inject Library Tester”

FONT 8, "MS Sans Serif”

BEGIN
LTEXT

EDITTEXT
DEFPUSHBUTTON

END

"4Process Id (decimal):",-1,4.6,69.8

IDC_PROCESSID,78,4,36,12,ES_AUTOHSCROLL
"&Inject”,IDC_INJECT,120,4,36,12 MS_GROUP

SLERERIITRT BRI ET T T TP T TR TP RIS R ET T TP i it

'y

/1 DESIGNINFO

i

#ifdef APSTUDIO_INVQKED
GUIDELINES DESIGNINFO DISCARDABLE

BEGIN

IDD_INJLIB, DIALOG

BEGINM

RIGHTMARGIN, 134
BOTTOMMARGIN, 28

END
END
#endif

flendi f

/7 APSTUDIO_INVOKED

// English (U.S.) resources

FRIREFEEII IR TR R R EE LTI E R IEET I T AT ELEREE LTI EIIiEifii ]
#1fndef APSTUDIO_INVOKED
HIEEERIESFTTEEFT T REEL I IR EER LA EFET IS EF R I Rt I i Ittt it iiiiieittiniitir

i

// Generated from the TEXTINCLUDE 3 resource.

i

HIALEETIEESETTEEREI T IR I AR IR R R T T PR R R P LT A ET LI T R ELEREi T
f/ not APSTUDIO_INVOKED

#endif

22.4.2

22-3

Notepad

Image Walk DLL

ImgWalk.dll

Notepad

ID InjLib

DLL

ImgWalk.dll

DLL
22-ImgWalk
InjLib
Notepad

DLL

C:WINNTAS petem32inotepad. ene. x

01 000000-CATHNT Worabemadinckepad sea
TEEFO00C VT NN T Sepstem =2y comolg 22,41l
FTEFODI0-CAWIMNT epotem 3RS HELLIZOLL

T TEAOMI0E ] MNT ! Sy stemmid 21 AP OOL O W
FTETOO00-C VKN T st =2 COMETLI2 DLL
P CHOCO0CAW RN T hapsbemn 2 SH LR DLL
TOSMN00-CAWIM KT Sapabem32VAPCRTA. DLL
270 CON00CAAINM Thaystamd2Wa DV AP 32 DLL
FTEZ0000-C:VATHMT depstern 22N USER Z2.0LL
FTEON00C VI MM T hopratern 32V KERMELZ2.DLL
TR0 A THNT st e TAGDHAZ DLL
ATPROCENC S N T Sustemmid 2t d ] dl
AHLOODA0-C W HN T hapstemIAHEVERT dl

22-5
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ImgWalk Notepad

DLL 22-5
ImgWalk Virtual Query

MEMORY_BASIC_ INFORMATION ImgWalk

char szBuf[MAX_PATH *» 100] = { @ }:

PBYTE pb = RULL:
MEMORY_BASIC_INFORMATION mbi:
while {(VirtualQuery(pb, &mbi, sizeof(mbi}) == sizeof(mbi)) {

int nlLen;
char szModName[MAX_PATH];

1f (mbi,State == MEM_FREE)
mbi.AllocationBase = mbi.BaseAddress;

if ((mbi.AllocationBase == hinstD11) |}
(mbt.AllocationBase != mbi.BaseAddress) ||
(mb1.AlTocationBase == NULL)) {

// Do not add the module name to the 1ist
f/f if any of the following is true:
// 1. This region contains this DLL.
// 2. This block fs NOT the beginning of a region.
/4 3. The address is NULL.
nLten = 9;
} else {
nlLen = GetModuleFileNameA{ (HINSTANCE) mbi.AllocationBase,
szModName, chDIMOF{szModName)):
}

i1f (nlen > @) {
wsprintfA(strchr(szBuf, @), "\n%¥@8X-%s".
mbi.AllocationBase, szModName):

1

pb += mbi.RegionSize:
}
chMB(&szBuf[1]);

DLL nLen
0
nLen 0
szModName HINSTANCE
szBuf
DLL
22-3 ImgWalk.dll

ImgWalk.cpp

f’l’k’k**********’k’k***’l’i********t****ﬂ‘*tﬂ’k)&ﬂt***********’k’k********************’k!&***
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22 DLL API

Module: ImgWalk.cpp
Notices: Copyright (c) 2008 Jeffrey Richter

e o o oo o e o o o o oo o R o o o oo R e o S R o o o o oo ok s o o3 s o R ok o K R R ok

#include “..\CmnHdr.h" /% See Appendix A, */
#include <tchar.h>

JEEEEFIERE R IT I FERL T FEEEEE L PP FEEEE LTI i i

BOOL WINAPI D1IMain{HINSTANCE hinstD17, DWORD fdwReason, P¥0ID fImpLoad) £

if (fdwReason == DLL_PROCESS_ATTACH) {
char szBUf[MAYX_PATH = 1901 = ( @ }:

PBYTE pb = NULL:
MEMORY_BASIC_TNFORMATION mbi;
while (VirtualQuery(pb, &mbi. sizeof(mbi)) == sizecf(mhil} {

int nken:
char szModName[MAX_PATH]:

{f (mbi.State == MEM_FREE}
mbi.AllocationBase = mbi.BaseAddress;

if {({mbi.AllocationBase == hinstD11) ||
(mbi.AllocationBase 1= mbi.BaseAddress} ||
{mbi.AllocationBase == NULL)) {
// Do not add the module name fo the list
f// 3f any of the following is true:
/4 1. If this region contains this DLL
/7 2. If this block is NGT the beginning of a region
/4 3. If the address is NULL
nlen = 9;
} else {
nLen = GetModuteFileNameA{(HINSTANCE) mbi.Allocat{onBase,
szModName, chDIMOF(szModHName}}:
}

1f (nlen > @) {
wsprintfA(strchr(szBuf, 8)., “\nZp-%s",
mbi.AlVocationBase, szModName);
}

pb += mbi.RegionSize:
}

chMB(&szBuffl]);
H

return{TRUE);

HIETEEEHEIT TR TERTEITTEEi8E87 End of File [/Hi0FHI0IIIIITEETELEiitttitiiiri




544 Wm-m&&

22.5 DLL DLL
DLL DLL
Xyz.dll DLL
Xyz.dil
Xyz.dll Xyz.dll
20
DLL
Microsoft DLL
DLL
.exe DLL
DLL
.exe DLL
22.6 DLL
WriteProcessM emory
CONTEXT CPU
CPU
Windows
22.7 Windows 98
Windows 98 Windows 98 32
Windows 2 GB
2 GB
17 MapViewOfFile
CPU
CPU Windows 98 x86 CPU
CreateRemoteThread

Windows 98

22.8 CreateProcess
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22 DLL AP|
1)
2) .exe
3)
4) LoadLibrary
DLL
5)
6)
7)
6 7
Windows 98 Windows 2000
DLL GUI
DLL
CPU CPU
22.9 API
DLL DLL
Windows
DLL DLL
DLL DLL_PROCESS
_DETACH DLL DLL
DLL_PROCESS DETACH
DLL DLL_PROCESS DETACH
DLL DLL
ExitProcess
ExitProcess DLL DLL_PROCESS DETACH ExitPrecess
ExitProcess DLL
DLL DLL_PROCESS DETACH DLL
DLL
ExitProcess DLL
DLL_PROCESS DETACH DLL
DLL
DLL DLL

DLL

ExitProcess ExitProcess
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DLL DLL
ExitProcess ExitProcess
ExitProcess Kernel32.dll

API
22.9.1 API

API API

1 Kernel32.dll ExitProcess
2)
3) JUMP CPU

4) JUMP

5)

6)

16 Windows
CPU x86
Alpha CPU JUMP

Windows 98 Windows 98 WindowsDLL Kernel32 AdvAPI32 User32
GDI132
VxD

22.9.2 API

API

19
19
DLL
DLL
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CPU

void ReplacelATEntryInOneMod{PCSTR pszCalleeModName,
PROC pfnCurrent, PROC pfnNew, HMODULE hmodCaller) {

ULONG ulSize:

PIMAGE_IMPORT_DESCRIPTOR pImportDesc = (PIMAGE_IMPORT_DESCRIPTOR)
ImageDirectoryEntryToDataChmodCalier, TRUE,
IMAGE_DIRECTORY_ENTRY_IMPORT, &ulSize):

if (pImportDesc == NULL)}
return; // This module has no import section.

// Find the import descriptor containing references
ff to callee's functions.
for (; plmportDesc->Name; plmportDesc++) {
PSTR pszModName = (PSTR)
((PBYTE) hmedCaller + pImportDesc->Name);
if (IstrcmptA{pszModName, pszCalleeModName) == @}
break:
}

if (pImportDesc->Name == @)
/f This module doesn't import any functions from this callee.
return;

// Get caller’s import address table (IAT)

// for the callee's functions.

PIMAGE_THUNK_DATA pThunk = (PIMAGE_THUNK_DATA)
((PBYTE} hmodCaller + piImportDesc->FirstThunk):

// Replace current function address with new function address.
for (; pThunk->ul.Function; pThunk++) [

// Get the address of the function address.
PROC* ppfn = (PROC+} &pThunk->ul.Function:

// Is this the function we're looking for?
BOOL fFound = {(+ppfn == pfnCurrent);

// See the sample code for some tricky Windows 98
/{4 stuff that goes here.

if (fFound) {
/f The addresses match; change the import section address.
WriteProcessMemory(GetCurrentProcess{(), ppfn, &pfnNew,
sizeof{pfnNew), NULL):
return; // We did it: get out.

/7 1f we get to here, the function
/f is not in the caller’'s {mport section.
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DataBase.exe Kernel32.dlI ExitProcess
DBExtend.dll MyEXxitProcess
Replacel ATEntrylnOneMod

PROC pfnOrig = GetProcAddress{GetModuleHandle("Kernel32"),
"ExitProcess"):
HMODULE hmodCatler = GetModuleHandle("DataBase.exe");

void ReplacelATEntryInOneMod(
"Kernel32.d11™, // Module containing the function (ANSI)
pfnlrig, // Address of function in callee
MyExitProcess, // hddress of new function to be called
hmodCaller): // Handle of module that should call the new function
Replacel ATEntrylnOneMod hmodCaller
ImageDirectoryEntryToData IMAGE_DIRECTORY_ENTRY_IMPORT
NULL DataBase.exe
DataBase.exe ImageDirectoryEntryToData
PIMAGE_IMPORT_DESCRIPTOR
DLL “ Kernel32.dIl”
Replacel ATEntrylnOneMod for
DLL ANSI Unicode
IstrempiA I strcmpi
“ Kernel32.dll”
“ Kernel32.dll”
IMAGE_THUNK _ DATA
“ Kernel32.dIIl”
ExitProcess

Replacel ATEntrylnOneMod
WriteProcessM emory WriteProcessM emory
I nterl ockedExchangePointer WriteProcessM emory
PAGE_READONLY Interlocked
ExchangePointer WriteProcessM emory

DataBase.exe ExitProcess
Kernel32.dll ExitProcess ExitProcess

Replacel ATEntrylnOneM od
DLL DLL ExitProcess DataBase.exe

ExitProcess Kernel 32.dll ExitProcess

ExitProcess
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Replacel ATEntrylnOneM od

Replacel ATEntrylnAllMods ToolHelp
Replacel ATEntrylnOneMod

Replacel ATEntrylnAllMods
DLL

LoadLibrary DLL
LoadLibraryA

ExitProcess

LoadLibraryW LoadLibraryExXA LoadLibraryExW
Replacel ATEntryInOneMod

GetProcAddress

typedef int (WINAPI #PFNEXITPROCESS)(UINT uExitCode);
PENEXITPROCESS pfnExitProcess = (PFNEXITPROCESS) GetProcAddress(

GetModuleHandle(™Kerne132"), "ExitProcess™):
pfnExitProcess(9);

Kernel32.dll ExitProcess
GetProcAddress
API LoadLibrary
GetProcAddress
22.9.3 LastMsgBoxInfo
22-4 LastMsgBoxInfo “ 22 LastMsgBoxInfo.exe” API
User32.dll M essageBox
Windows DLL DLL
22- LastMsgBoxInfo 22- LastMsgBoxInfoLib
22-6
2 Last MessageBox Info = =] B3
W aiting for a Mesza o
&) ¥ ;
22-6 LastMsgBoxInfo
Notepad Notepad
Notepad 22-7
LastMsgBoxInfo 22-8
B Last MessageBox Info H[=1E3

Hotepad

acess: (1 304] CUWINMT vstem3Zinotepad. ave

Ap\ Theteatinthe Urktied flefhas chenged. et
71 Capiion: Motapad S
Do vou wark b s2ve the chanpea? heszage: The best in bre Litled hle has changed. Do you want ba save fhe changes?
Fesuk: Mo
0 ST -
o | _en | S
22-8 Notepad LastMsgBoxInfo

22-7 Notepad
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LastMsgBoxInfo M essageBox
Last MessageBox Info API

API CAPIHook C++
APIHook.h APIHook.cpp

CAPIHook g_MessageBoxA("User32.d11", "MessageBoxA",
(PROC) Hook_MessageBoxA, TRUE);

CAPIHook g_MessageBoxW("User32.d11", "MessageBoxW",
(PROC} Hook_MessageBoxW, TRUE);

MessageBoxA MessageBoxW  User32.dll

MessageBoxA Hook_MessageBoxA M essageBoxW
Hook_M essageBoxW
CAPIHook API Replacel AT

EntrylnAllMods
CAPIHook
Replacel ATEntryInAllMods

Hook_M essageBoxA

int WINAPI Hook_MessageBoxA{HWND hiWnd, PCSTR pszText,
PCSTR pszCaption, UINT uType} {

{nt nResult = ({PFNMESSAGEBOXA)(PROC) g_MessageBoxA}
(hWnd, pszText, pszCaption, uType):
SendLastMsgBoxInfo(FALSE, (PVOID) pszCaption, (PYOID) pszText, nResult):

return{nResult); :
}
g_MessageBoxA CAPIHook PROC
User32.dll M essageBoxA
C++
CAPIHooK.cpp C++ CAPIHook
LoadLibraryA LoadLibraryW LoadLibraryExA LoadLibraryExW CAPIHook

22-4 LastMsgBoxInfo

LastMsgBoxinfo.cpp

/**********$**$*$$**#*********#*****$$******#*tt**t**$*****#*t**#*#*****t#*****
Module: LastMsgBoxInfo.cpp _
Notices: Copyright (c) 2008 Jeffrey Richter

**********$*********#**#‘#****!‘***************&***#$**$$$**********tt***$$t$$/
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finclude "..\CmnHdr.h" /% See Appendix A, =/
fHinclude <windowsx.h>

f#Hinclude <tchar.h>

#include “Resource.h”

finclude “._\22-LastMsgBoxInfolLib\LastMsgBoxInfalib.h™

FELITTEEREFRTITETFEREETI IR EI T E T T E TR L P AT ERE I EEREEREifiiiiitiey

BOOL D1g_OnInitDialog{HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS (hwnd, IDI_LASTMSGBOXINFO};
SetDlgltemText{hwnd, IDC_INFO, '

TEXT{"Watting for a Message Box to be dismissed™));
return{TRUE) ;

FIEIITEESEETT A TG ETREES ST T R ITER R T T E R TTEE RT3 i i ffEiietiiili

vold D1g_OnSize(HWND hwnd. UINT state, int cx, int cy) {

SetWindowPos(GetDlgitem{hwnd, IDC_INFO), NULL,
@, 8, cx, cy, SWP_NOZORDER):

HHHEELELTERELRIITEEE L FFEI P E L ERE R BRI AT LT IR PR R E R F 8 881iEiiidd

void Dlg_OnCommand(HWND hwnd, int id, HWND hwndCtl, UINT codeNotify) {

switeh (id) {
case IDCANCEL:
EndDialog{hwnd, 1d):
break;

FEEFRREREEFFLFETERFREEFREFEEFEER IR FLEEFREETERF B BEFEFR I IIEETEE04EELLETLEE
BOOL D1g_OnCopyData(HWND hwnd. HWND hwndFrom, PCOPYDATASTRUCT peds) {
// Some hooked process sent us some message box info, display it

SetDlgltemTextA(hwnd, IDC_INFG, (PCSTRY peds->l1pData):
return(TRUE}:

FEEEERREEEEREEEETEES PR EEEEEEREE R EEEEFEIEEREEEEREEEIEEFEETTIEIEEEELEEE

INT_PTR WINAPI D1g_Proc{HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {
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switch (uMsg) {
ChHANDLE_DLGMSG{hwnd, WM_INITDIALOG, Dg_OnInitdialog):
¢hHANDLE_DLGMSG( hwnd, WM_SIZE, Dlg_OnSize):
chHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand) s
ChHANDLE_DLGMSG(hwnd. WM_COPYDATA, D1g_OnCopyData);

}

return{FALSE};

THEEEIEIEEEL R T I BT FFETEETELTEEE T TR E IR EE I EL TR I EEEEEIIE1i0141

Int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

DWORD dwThreadld =
#ifdef _DEBUG
HWND hwnd = FindWindow{MULL, TEXT("Untitled - Paint™)}:
dwThreadld = GetWindowThreadProcessId(hwnd, MULL):
fendif
LastMsgBoxInfo_HookAl1Apps(TRUE, dwThreadld);
DiatogBox(hinstExe, MAKEINTRESOURCE{IDD_LASTMSGBOXINFO), NULL, D1g_Proc}:

LastMsgBoxInfo_HaokAT1Apps(FALSE, 9);
return{@};
]

FEERERERFRLEREEEIFRIEEFEE T80 End of File JAfFFFHIIIArit b IEIIEFEIEIIETIIEEY

LastMsgBoxinfo.rc

fiMicrosoft Developer Studic generated resource script.

ff
f#finclude “resource.h”

#define APSTUDIO_READONLY_SYMBOLS
FIRPRETEFREER R FEEE A ETFR IR I T TR TI LT RS F PR E RN FEiE i if

i

/f Generated from the TEXTINCLUDE 2 resource,
i

#includae "afxres.h"

/////////f/!/!ff/////I!//////f//f///////!ff//l/f///I//l!f/fff///ffff/////i///
fundef APSTUDIO_READONLY_SYMBOLS

FHRETEEER R EEFERERFREd T i id it it diiiidiiirtiiitditdritiiiiitiitilititsd
/{ English (U.S.) resources

fif ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENL)

#ifdef _WIN32
LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page{1252}
fendif //_WIN32

!//}///!/}fff/////!////!//l!/!f/!//!!f////!ff///////l//l//l/!?f//!///////l//I
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/
/f Dialog
I

IDD_LASTMSGBOXINFO DIALOG DISCARDABLE o, 8, 379, 55
STYLE OS_CENTER | WS.MINIMIZEBOX | WS_MAXIMIZEBOX | WS_VISIBLE | WS_CAPTION |
WS_SYSMENU | WS.THICKFRAME
CAPTION "Last MessageBox Info™
FONT 8, “MS Sans Serif"
BEGIN
EDITTEXT IDC_INFO,Q,8,376,52, ES_MULTILENE | ES_AUTOVSCROLL |
ES.AUTOHSCROLL | ES_READONLY | WS_VSCROLL | WS_HSCROLL
EKD

TELELLEL T E R RETEEETEET IR ELE R ES LI LT ET I L L ETEEE I i EEELitiitis
i

// DESIGNINFQ

ff

#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_LASTHMSGBOXINFO, DIALOG
BEGIN
LEFTMARGIN, 7
RIGHTMARGIN, 372
TOPMARGIN, 7
BOTTOMMARGIN, 48
END
END
fendif f/ APSTUDIO_INVOKED

#ifdef APSTUDIQ_INVOKED

PELELLE IR LT AT LRI T IR E L T TR ETEEERE L IR TR ETEI I I ETEEi1EEE]
r

/4 TEXTINCLUDE

//

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\@"
END

2 TEXTINCLUDE DISCARDABLE
BEGIN
"#include ""afxres.h""\r\n"
"\9“
END
3 TEXTINCLUDE DISCARDABLE
BEGIN
“\rin®
v\g"
END
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fendif 1/ APSTUDID_INVOKED

FEITETEFFERFTEEFRTP LT EEd I i 8 d it difiiiidiiriiiiriiitisidiititiitty
i/

/f lcon

i

// Icon with Towest ID value placed first to ensure application icon

/f remains consistent on all systems.

IDI_LASTMSGBOXINFO ICON DISCARDABLE "*LastMsgBoxInfo.ico”

#endif /7 English (U.5.) resources
FEFEIILETETRERESTEET R Ea it i ddiitid it igfiiiiridiiitititiediiititiiritid

#ifndef APSTUDIQ_INVOKED
FHIFFRRIEEERIEEE PRI R EEFETERETESERIEERE R T i i E R F R I LR T i T EE ]

i
// Generated from the TEXTINCLUDE 3 resource.

¥}

FEITEEEITERETTEEREE AT TR TR TER P EF TR EERFEIITREE Sl
#endif /4 not APSTUDBIO_INVOKED )

LastMsgBoxiInfolLib.cpp

Friskrrrdiorkddokdclobkkdop kR R R R R TRk bRk R Rk e e e ek R Rk kR R Rk kR

ModuTe: LastMsgBoxInfolib.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

*****t-***#***********$*******$*$$$$$$¢tt$$$*t****&#***************#$‘$$$$$$¥¥f

f#define WINVER #x0500
f#include *..\CmnHdr.h"
#include <WindowsX.h>
#include <tchar.h>

#include <stdio.h>

#include "APIHook.h"

fidefine LASTMSGBOXINFOLIBAPI extern “C* —_decispec(dliexport}
#include "LastMsgBoxInfolLib.h"

FELLITEET LTI EETI IR P I FEF L 88 bR EddddE I friidtiiieiiifit
// Prototypes for the hooked functions
typedef int (WINAPT +PFNMESSAGEBOXA)(HWND hWnd, PCSTR pszText,

PCSTR pszCaption, UINT uType):

typedef int (WINAPI *PFNMESSAGEBOXW)(HWND h¥nd, PCHSTR pszText,
PCHSTR pszCaption, UINT uType):

// We need to reference these variables before we create them.
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extern CAPIHook g_MessageBoxA;
extern CAPIHook g_MessageBoxH:

TELERIIIR I HLEEEREELEE B AT RS EEELLEL BRI EEE R I TR B EFTELER I I T EiiEiEdTE

7/ This function sends the MessageBox fnfo to our main dialog box
void SendLastMsgBoxInfo(BOOL fUnicode,
PVOID pvCaption, PYOID pvText, int nResult) {

// Get the pathname of the process displaying the message box
char szProcessPathname[MAX_PATHI;
GetModuteFileNameA(NULL, szProcessPathname, MAX_PATH):

!/ Convert the return value into a human-readable string
PCSTR pszResult = "{Unknown)";
switch (nResult) {

case IDOK: pszResult = "0k"; kreak;
case IDCANCEL: pszResult = "Cancel"”; break;
case IDABORT: pszResult = "Abort”; break:
case IDRETRY: pszResult = "Retry"; break;
case IDIGNORE: pszResult = “Ignore”; break:
case IDYES: pszResult = "Yes“: break:
case IDNO: pszResult = "Ho“: break:
case IDCLOSE: pszResult = "Close”; break;
case IDHELP: pszResuit = "Help": break;

case IDTRYAGAIN: pszResult = "Try Again™: break;
case IDCONTINUE: pszResult = "Continue™: break;
}

£/ Construct the string to send to the main diatog box

char sz[2048];

wsprintfA{sz, fUnicode
7 "Process: (%d) %s\rinCaption: %S\r\nMessage: %S\ri\nResult: %s*
: "Process: (%d) %s\rinCaption: %s\r\nMessage: %s\rinResult: %s",
GetCurrentProcessId{), szProcessPathname,
pvCaption, pvText, pszResult);

// Send the string to the main dialog box
COPYDATASTRUCT cds = { @, IstrlenA(sz) + 1, sz }:
FORWARD_WM_COPYDATA(FindWindow(NULL, TEXT("Last MessageBox Info")),
NULL, &cds, SendMessage);
}

FHHEETTELEL BT TR LT FE I E I TR F I IS E8 TR LI I FETEiLLiHiIEET]

/7 This is the MessageBox¥W replacement function
int WINAPI Hook_MessageBoxW{(HMND hWnd, PCWSTR pszText, LPCWSTR pszCaption,
UINT uType) { :

/7 Call the original MessageBoxW function
int nResult = ((PFNMESSAGEBOXW)(PRGC) g_MessageBoxh}
(hWnd, pszText, pszCaption, uType);

// Send the information to the main dialog box
SendLastMsgBoxInfo(TRUE, (PVOID) pszCaption, (PVDID) pszText, nResult):
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/! Return the result back to the caller
return(nResuit};
]

TIHORELES IR EEFETETF I E LRI I IS T EREIFIF R I F i E it ittt idiititifs

// This is the MessageBoxA replacement function
int WINAPI Hook_MessageBoxA(HWND hWnd, PCSTR. pszText, PCSTR pszCaption,
UINT uType} {

// Call the original MessageBoxA function
int nResult = ({PFNMESSAGEBOXA)(PROC) g_MessageBoxA)
(hWnd, pszText, pszCaption, uType);
// Send the information to the main dialog box
SendLastMsgBoxInfo{FALSE, (PY0ID) pszCaption, (PVYOID) pszText, nResult});

f// Return the result back to the caller
return{nResult);
}

FEHEEEEEIEEER I ER BTSN EE T AT T FF RS R E A TIPS T EEE R I E T T EE i i ity

// Hook the MessageBoxA and MessageBoxW functions
CAPIHook g_MessageBoxA("User32.d11", "MessageBoxA",
(PROC) Hook_MessageBoxA, TRUE);

CAPIHook g_MessageBoxW({"User32.d11", "MessageBoxW",
{PROC) Hook_MessageBoxW, TRUE);

// Since we do DLL injection with Windows' hooks, we need to save the hook
/7 handle in a shared memory bTock (Windows 2008 actually doesn't need this)
f#fpragma data_seg("Shared")

HHOOK g9_hhook = NULL:

{#fpragma data_seq(}

#pragma comment(linker, "/Section:Shared. rws")

FREFERRTEEEF TP EE it it id i i iirtiiiridiiitiiiriiditittiiiitiiiiitiiise
static LRESULT WINAPI GetMsgProc{int code, WPARAM wParam, LPARAM 1Param} {

ff ROTE: On Windows 2008, the 1st parameter to CallHextHookEx can
// be NULL. On Windows 98, it must be the hook handle.
return{CallNextHookEx(g_hhook. code, wParam, 1Param)):

1

FELITEEITTEILEEITTEREIT R TEER G EEE T L EETTE LT TERLEER IR Eeiiiiintl

// Returns the HMODULE that contains the specified memory address
static HMODULE ModuleFromAddress{PVOID pv) {

MEMORY_BASIC_INFORMATION mbi:
return({¥irtualQuery(pv, &mbi, sizeof{mbi}} != @)
? (HMODULE) mbi.AllocationBase : NULL);
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22 DLL API

FEERIEET TR EFFIILEFELEEE T T IR HE I EEFEE LTI ET T iiiiiitilig
BOOL WINAPI LastMsgBoxInfo_HookAT1Apps(BOOL fInstall, DWORD dwThreadId) {

BOOL fOk:

if {fInstall) {

ChASSERT(g_hhook == NULL}; // I11egal te install twice in a row

/7 Install the Windows®' hook
g_hhook = SetWindowsHookEx(WH_GETMESSAGE, GetMsgProc,
ModuleFromAddress{LastMsgBoxInfo_HookA11Apps), dwThreadld);

fok = (g_hhook != NULL):
} else {

ChASSERT(g_hkhook != NULL); // Can't uninstall if not installed
Ok = UnhookWindowsHookEx(g_hhook);
g_hhook = NULL;

1

return(f0k);
1

ELIIIEESELLEL AT TETEEEETFI IS Bnd OF File FIHITHETEEEEIEIEIFETEiidddtiteili

LastMsgBoxinfoLib.h

f*****tt#**t*******tt#*********tt$*******$$**tt***%***#t*******t**t****ttt**‘t*
Medule: LastMsgBoxInfolib.h
Nottces: Copyright (c) 2086 Jeffrey Richter

*********‘********&&#l‘**#******$***********$********$**‘#****%*********%*****/

#ifndef LASTMSGBOXINFOLIBAPI

fidefine LASTMSGBOXINFOLIBAPI extern “C" ——dectspec(dllimport)
fendif

HEEEEITRT I EL LT FE R BT EEI R LR ETEEEE I IR FIEE T I808E8LY

LASTMSGBOXINFOLIBAPI BOOL WINAPI LastMsgBoxInfo_HookA1lApps(BOOL flInstall,
DWORD dwThreadld);

FORTEITEORIREGEIIEAETRETEFIEFF Bnd of File fHIPFEHIEERTTIIRIIEEIIEIEFE IS

APlHook.cpp

f***###*i*t*#*‘*t***tt*lt*tt###*ttt#t**ﬁ*ttt***#t#*ttt*#*#**ta**ttt***t*&****##
Modute: APIHeok.cpp
Kotices: Copyright (c) 2880 Jeffrey Richter
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L Ly R T e T P T T T e PR L P P e T Ty

finclude ". . \CmnHdr. h"
#include <ImageHip.h>
#pragma comment(lib, "ImageHip™)

#include “APIHook.h"
#include "..\04-ProcessInfo\Toolhelp.h”

FHEEREEITIIIE TR R TFRRELEETEEER T EEE T PE TR E R PP ERETF LI EEEEFEFEfEl]

/! When an application runs on Windows 98 under a debugger, the debugger

// makes the module’'s import section point to a stub that calls the desired
// function, To account for this, the code in this module must do some crazy
// stuff, These variables are needed to help with the crazy stuff.

// The highest private memory address (used for Windows 98 only)
PYOID CAPIHook::sm_pvMaxAppAddr = NULL; .
const BYTE cPushOpCode = 0x68: // The PUSH opcode on x86 platforms

FELEFEIITERITEEER ST EEEGFEELEEREITER I AT R iR I8 dEEdd I ii i iitiiiififis

// The head of the linked-Tist of CAPIHook objects
CAPIHook+ CAPIHook::sm_pHead = NULL:

f!//l!i!l!//!f//l/!/f///f!f///f)/ff!/ffff/////!fil/l/f!///////!/lf//!////!/f/!/

CAPIHook: :CAPTHook(PSTR pszCalleeModName, PSTR pszFuncKame, PROC pfnHook,
BOOL fExcludeAPIHookMod) {

1f {sm_pvMaxAppAddr == NULL) {

// Functions with address above TpMaximumApplicationAddress require
// special processing (Windows 98 only)
SYSTEM_INFO si;
GetSystemInfoldsi):
sm_pvMaxAppAddr = si.lpMaximumApplicationAddress;
] .

m_pNext = sm_pHead: // The next node was at the head
sm_pHead = this; /f This node is now at the head

// Save information about this hooked function

m_pszCalleeModName = pszCalleeModName;
m_pszFuncHame = pszFuncName;
m_pfnHook = pfnHook;
m_fExcludeAPIHookMod = fExcludeAPIHookMod;
m_pfndrig = GetProcAddressRaw(

GetModuleHandteA{pszCalleeModName), m_pszFuncName);
ChASSERT(m_pfnlrig 1= NULL); // Function doesn’'t exist

if (m_pfnlrig > sm_pvMaxAppAddr) {
// The address is in a shared DLL: the address needs fixing up
PBYTE pb = (PBYTE) m_pfnOrig:
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if (pbf8] == cPushQpCode) {
// Skip over the PUSH op code and grab the real address
PYOID pv = « (PVOID«) &pb{ll;
m_pfnlrig = (PROC) pv:

1
// Hook this function in all currently loaded modules
ReplacelATEntryInAllHods{m_pszCalleeModName, m_pfnOrig, m_pfnHook,
r_fExcludeAPIHookMod):
}
LEREIEEEIRETEE T EEET iR i E R i i F I E i i T i i i iiiiiritiiitiis
CAPIHook: :~CAPTHook(} {
/f Unhook this function fromlall modules
ReplacelATEntryInAl1Mods(m_pszCalleeModName, m_pfnHook, m_pfnlrig,
m_fExctudeAPIHookMoad);

// Remove this object from the linked list
CAPIHook* p = sm_pHead;

if (p == this) { /f Removing the head node
sm_pHead = p->m_pNext;
} etse £

BOOL fFound = FALSE:;

/f Malk 1ist from head and fix pointers
for {; 1fFound &% (p->m_pNext 1= NULL); p = p->m_pNext) {
if (p->m_pNext == this) (
// Make the node that points te us point to the our next node
p->mepNext = p->m_pNext->m_pHNext;
break:
}
}
ChASSERT(fFound):

}
FHRPEETTIEEIIF RN E RS TR RS IR E R ET I LSRRI P FE T TR E R E i i ET TS

// NOTE: This function must NOT be inlined
FARPROC CAPIHook::GetProcAddressRaw(HMODULE hmod, PCSTR pszProcName) {

return(::GetProcAddress(hmod. pszProcName));
}

FEEFRFEEIEETERT IS EERRT R AT EE IS F LT IFE R T FEFFEL T EEEET8000000811E)

// Returns the HMODULE that contains the specified memory address
static HMODULE ModuleFromAddress{PV¥DID pv) {

MEMORY_BASIC_INFORMATION mbi;
return{(¥irtualQuery(pv, &mbi, sizeof(mbi)) l= @8}
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? {HMODULE) mbi.AllocationBase : NULL);
1

FOETEEFESHT TR ORI I AT I FETEL T IE T I FRE AT ERFEE I T TEF RS T LETT TR i TR

void CAPIHook::ReplacelATEntryInAliMods{PCSTR pszCalleeModName,
PROC pfrCurrent, PROC pfnNew, BOOL fExcludeAPIHookMod) {

HMODULE hmodThisMod = fEx¢ludeAPIHookMod

t ModuleFromAddress({ReplaceIATEntryInAl1Mods) ; NULL;
f/ Get the 1ist of modules 1n this process
CToclhelp th(TH32CS_SNAPMODULE, GetCurrentProcessld(});

MODULEENTRY32 me = { sizeof({me} }:
for (BOOL fQk = th.Modu1eF1rst(&me); fO0k: fOk = th.ModuleNext(&me)) [

// NOTE: We don't hook functions in our own module
if (me.hMedule != hmodThisMod) {

// Hook this function in this module
ReplaceIATEntryInOneMod(
pszCalleeModiame, pfnCurrent, pfnNew, me.hModule}:

1
FOEITERES LI E ARSIt R bt I it P TR P EEd b LI i s i i i iiiiiirifeeiel

void CAPIHook::ReplacelATEntryInOneMod(PCSTR pszCalleeModHame,
PROC pfnCurrent, PROC pfnMew, HMODULE hmodCaller) {

ff Get the address of the module's import section

ULONG ulSize: ’

PIMAGE_IMPORT_DESCRIPTOR pImportDesc = (PIMAGE_IMPORT_DESCRIPTOR)
ImageDirectoryEntryToData{hmodCaller, TRUE,
IMAGE_DIRECTORY_ENTRY_IMPORT, &ulSize);

if {pImportDesc == NULL)
return; // This medule has no import section

// Find the import descriptor containing references to callee's functions
for (: plmportDesc->Name: plmportDesc++) {
PSTR pszModName = (PSTR) ((PBYTE) hmodCaller + pImportDesc->Name):
if {1strempiA(pszModName, pszCalleeModName) == @)
break; ff Found
}

if (plmportDesc->Name == @) -
return; // This module doesn’t import any functions from this callee

// Get caller's import address table (IAT) for the callee's functions
PIMAGE_THURK_DATA pThunk = (PIMAGE_THUNK_DATA)
{{PBYTE) hmodCaller + pImportDesc->FirstThunk);

// Repiace current function address with new function address
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22 DLL API

for {; pThunk->ul,Function; pThunk++) {

// tet the address of the function address
PROC* ppfn = (PROC#) &pThunk->ul.Function;

// Is this the function we're looking for?
BOOL fFound = (»ppfn == pfnCurrent);

if (!fFound && (+=ppfn > sm_pvMaxAppAddr)) {

// If this is not the function and the address is in a shared DLL,
// then maybe we're running under a debugger on Windows 98. In this
// case, this address points to an instruction that may have the

f/{ correct address.

PBYTE pbInFunc = (PBYTE) =ppfn;

1f {pbInFunc[8]} == cPushOpCode) {
f/ We see the PUSH instruction, the real function address follows
ppfn = (PROC#) &pbInFunc[l1:

f/f 1s this the function we're looking for?
fFound = (+ppfn == pfnCurrent);

if {fFound) {
/f The addresses match, change the import section address
WriteProcessMemory{GetCurrentProcess(), ppfn, &pfnNew,
sizeof(pfnNew), NULL):
return: // We did it. get out

}

ff If we get to here, the function is not in the caller's import section
]

FHEFELFFRFEFRRI PRI EEEREE TR0 08P FLEL T EET R i EE b TR PR R

// Hook Loadiibrary functions and GetProcAddress so that hooked functions
// are handled correctly if these functions are called.

CAPIHook CAPIHook::sm_LoadLibraryA ("Kernel32.d11", "LeadLibraryA™,
{PROC) CAPIHook::LoadLibraryA, TRUE}:

CAPIHook CAPIHook::sm_LoadLibraryW ("Kernel32.d11", “LoadLibraryW",
(PROC) CAPIHook::LoadLibraryW, TRUE);

CAPIHook CAPIHook::sm_LoadLibraryExA{"Kernel32.d11", "LoadLibraryExA™.
(PROC)Y CAPIHook::loadLibraryExA, TRUE);

CAPIHook CAPIHook::sm_LoadlLibraryExW{"Kernel32.d11", "LoadLibraryExW"™,
(PROC) CAPIHook::LoadLibraryExW, TRUE):

CAPIHook CAPIHook::sw_GetProcAddress{"Kernel32.d11", “GetProcAddress™,
(PROC) CAPIHook::GetProcAddress, TRUE);
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FdFEE T FEE I FFEEF R T L E R i E i I F T EF i arFF b b EF b iR FF T d e b i riTibirievirisiry
void CAPIHook::FixupNewlyLoadedModule{HMODULE hmod, DWORD dwFlags) {

f1 1f a new module 1s loaded, hook the hooked functions
if ((hmod != NULL} && ((dwFlags & LOAD_LIBRARY_AS_DATAFILE) == @}} {

for (CAPIHook+ p = sm_pHead: p 1= NULL; p = p->m_pHNext) {
ReplacelATEntryInOneMod(p->m_pszCalleeModName,
p«>mn_pfndrig, p->m_pfnHook, hmod);

1

FREFEFELEETIEEI IR R HEF R TP ETHEFEa i F i T EI IR E i Eiiiief
HMODULE WINAPI CAPIHook::LoadlLibraryA(PCSTR pszModulePath} {

HMODULE hmod = ::loadLibraryA{pszModulePath);
FixupNewlyloadeddodule(hmod, @);
raturn(hmod):

}

FREERFELEETT ISP I FETI IR e E iR EdTTa i i8I EEF i iiii it irisitatiitiititdi
HMODULE WINAPI CAPIHook::LoadLibraryW(PCWSTR pszModulePath} {

HMODULE hmod = ::LoadL1braryw(pszModulePath):.
FixupNewlylLoadedModule(hmod, 8);
return(Chmed);

}

FHEPEFSTRIRTEET I EER IR EEE T I AT I RIS T REEEIFEFTE TSR FEE TR FEIEEE I

HMODULE WINAPI CAPIHook::LoadLibraryExA(PCSTR pszModulePath,
HANDLE hFile, DWORD dwFlags) {

HMODULE hmod = ::LoadlibraryExA(pszModulePath, hFile, dwFlags);
FixupMewlyLoadedModule(hmod. dwFlags):
return(hmod);

1

FHIEIRRPETEERTET TR EF BT EE R R TTELE R TR T EFE LI PR ET T

HMODULE WINAPI CAPIHook::LoadLibraryExW{PCMSTR pszModulePath,
HANDLE hFile, DWORD dwFlags} {

HMODULE hmod = ::LoadlLibraryExW(pszModulePath, hFile, dwFlags);
FixupNewlyLoadedModule{hmod. dwFlags):
return(hmod):

}
FATHEEEERIIEE R IR TR E T ER I T EE R E A E T EF TP IEEEEFEE iR ETiTEET
FARPROC WINAPI CAPIHook::GetProcAddress(HMCDULE hmod, PCSTR pszProcName) (

// Get the true address of the function
FARPROC pfn = GetProcAddressRaw(hmod, pszProcName);
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f/ Is it one of the functions that we want hooked?
CAPIHook* p = sm_pHead:
for (; {pfn != NULL} && (p I= NULL); p = p->m_pHext) {

if (pfn == p->m_pfnlrig) {

// The address to return matches an address we want to hook
// Return the hook function address instead

pfn = p->m_pfnHook:

break:

}

return(pfn);

}

FHEFEER DT EREP 000008077 Bnd of File J/ILTHIHFETIIIITEFEEETITIILTETETY

APlIHook.h

/******$****$******************I!t*t**********************#***#*******8*******‘*

Module: APIHook.h
Notices; Copyright (c) 2800 Jeffrey Richter
A o o O S A N N e e o o o e o

#pragma once
FRIAFEFHEEETREETETERFET I ETT R E TR TR iR f i Ti i i iiiiiitiiiiiiiiiy

class CAPIHook {
public:
// Hook a function in all modules
CAPIHook(PSTR pszCalleeModName, PSTR pszFuncName, PROC pfnHook,
BOOL fExcludeAPIHookMod);

// Unhook a function from all modules
~CAPIHoOK( ) ;

// Returns the original address of the hooked function
eperator PROC{) { return{m_pfnOrig); }

publics
// C€alls the real GetProcAddress
static FARPROC WINAPI GetProcAddressRaw(HMODULE hmod, PCSTR pszProcMName);

private:
static PVOID sm_pvMaxAppAddr; // Maximum private memory address
static CAPIHook+ sm_pHead; // Address of first object
CAPIHook* m_pNext: // Address of next object
PCSTR m_pszCalleeModName: // Module containing the function (ANSI)
PCSTR m_pszFuncName; // Function name in callee (ANSI)

PROC m_pfnirig: f/ Original function address in callee



China=pubecom

PROC m_pfnHook; // Hook function address
BOOL m.fExcludeAPIHookMod; = // Hook module w/CAPIHook implementation?

private:
// Replaces a symbol's address in a module's import section
static void WINAPI ReplacelATEntryInAlTMods{PCSTR pszCalleeModName,
PROC pfnOrig. PROC pfnHook, BOOL fExcludeAPIHookMod}:
// Replaces a symbol*s address in all medule’s import sections
static void WINAPL ReplacelATEntryInOneMod(PCSTR pszCalleeModName,
PROC pfnOrig, PROC pfnHook, HMODULE hmodCaller);

private:
/1 Used when a DLL is newly loaded after hooking a fumction
static void WINAPI FixupNewlyloadedModule(HMODULE hmod, DWORD dwFlags):

/7 Used to trap when DLLs are newly loaded

static HMODULE WINAPI LoadLibraryA(PCSTR pszModulePath):

static HMODULE WINAPI LoadLibraryW(PCWSTR pszModulePath);

stattc HMODULE WINAPI LoadlibraryEXA{(PCSTR pszModulePath,
HANDLE hFile, DWORD dwFlags);

static HMODULE WINAPI LoadLibraryExM(PCWSTR pszModulePath,
HANDLE hFile, DWORD dwFlags}:

/{ Returns address of replacement function if hooked function i1s requested
static FARPROC WINAPI GetProcAddress(HMODULE hmod. PCSTR pszProcName);

private:
// Instant{ates hooks on these functions
static CAPIHook sm_LoadlLibraryA;
static CAPIHook sm_LoadLlLibraryW;
static CAPIHook sm_LoadLibraryExA:
static CAPIHook sm_LoadLibraryExW;
static CAPIHook sm_GetProcAddress:

Y;

THHEHITIIEEET R ETEEE8) End of FAVe SH/F7TFTHETEIHEEEREEEIITEIEETIILEY
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23

if goto
SEH

SEH

Windows SEH
SEH
SEH
exception block
SEH

SEH

SEH
SEH

Microsoft Visual C++

C++
C++

SEH
handling

guarded body

Visual C++

SEH
SEH
table
callback
SEH
SEH
C++
throw Visual C++ C++
Windows
termination handling exception

termination handler
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_try {
£/ Guarded body

.

1
__finally {
// Termination handler
}
--try --finally
--finally try
return goto longjump
finally
23.1
SEH SEH

23.2 Funcensteinl

DMORD Funcensteini{) {
DWORD <dwTemp;

/¢ 1. Do any processing here.

__try {
// 2. Reguest permission to access
I protected data, and then use it.
WaitForSingleObject{g_hSem, INFINITE):

g_dwProtectaedData = 5;
dwTemp = g_dwProtectedData:

1

__finally { )
/7 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);

}

// 4, Continue processing.
return{dwTemp):

Funcensteinl try-finally
semaphore
dwTemp

23.3 Funcenstein2

DWORD Funcenstein2() {
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OKORD dwTemp;

// 1. Do any processing here.

—try {
// 2. Request permission to access
i protected data, and then use it.
WaitForSingledbject(g_hSem, INFINITE):

g_dwProtectedData = 5;
dwTemp = g_dwProtectedData;

f/ Return the new value.
return{dwTemp):

}

——finally {
/4 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);

}

/7 Continue processing--this code

/7 will never execute in this version.
dwTemp = 9;

return{dwTemp);

}
Funcenstein2 try return return
dwTemp 5 return
return return try
finally finaly try return
Funcenstein2 ReleaseSemaphore
CPU
finally finally
try 5 9
try finaly
try return 5
finaly
try
findly finaly
CPU Alpha
CPU try finally
__leave

try
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SEH
try finally Funcensteinl finally

x86 CPU try finally

Funcenstein2

23.4 Funcenstein3

DWORD Funcenstein3() {
DWORD dwTemp;

// 1. Do any processing here,

.

—try {
/1 2. Request permission to access
I protected data. and then use it.
WaitForSinglelbject(g_hSem, INFINITE):

d_dwProtectedData = 5;
dwTemp = g_dwProtectedbata;

// Try to jump over the finally block.
goto Return¥alue:
}

——finally {
// 3. Allow others to use protected data.
ReleaseSemaphore{g_hSem, 1, 'NULL);

) .

dwTemp = 9;

// 4. Continue processing,
Returnvalue;
return(dwTemp);

Funcenstein3 try goto
finally finally ReturnValue

try finally 5
try finally CPU

23.5 Funcfurterl

DWORD Funcfurterl() {
DWORD dwTemp;

// 1. Do any processing here.



China=pubecom

23

_try {
/7 2. Request permission to access
H protected data, and then use it.
WaitForSingleObject(g._hSem, INFINITE);

dwTemp = Funcinator{g_dwProtectedData);

}
__finally {

/7 3. Allow others to use protected data.

ReteaseSemaphore{g_hSem, 1, NULL);
}
// 4. Continue processing.
return{dwTemp};

}
try Funcinator
SEH
Rel easeSemaphore finally
setjiump  longjump
23.6 FuncaDoodleDoo

DWORD FuncaDoodleDoo() {
DWORD dwTemp = 8:

while (dwTemp < 19) {

__try {
1f (dwTemp == 2)
continue:

if (dwTemp == 3}
break:
}
__finally {
dwTemp++;
}

dwTemp+t;
}

dwTemp += 10;
return{dwTemp):

dwTemp

if TRUE finally

finally dwTemp 2

Application Error

break continue

0 try

dwTemp

CPU
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dwTemp 2 try continue
try finally while dwTemp
continue try
finally finally dwTemp 3 finally
continue
if FALSE
TRUE try finally dwTemp
4 break finally
dwTemp 10 dwTemp 14
FuncaDoodleDoo continue break
try
finally ExitThread ExitProcess
finally TerminateThread
TerminateProcess finally C
abort ExitProcess finally

ExitThread ExitProcess

23.7 Funcenstein4d

DWORD Funcensteind() {
DWORD dwTemp; -
// 1, Do any processing here.

_try {
// 2. Request permission to access
i protected data, and then use it.
WaitForSingleObject{g_hSem, INFINITE):

g_dwProtectedData = 5;
dwTemp = g_dwProtectedData;

// Return the new value.
return{dwTemp):

}

——Finally {
/1 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL):
return(183);

1

/1 Continue processing--this code will never execute.
dwTemp = 9;
return(dwTemp);

Funcenstein4 try
Funcenstein2

dwTemp 5
try

Funcenstein4
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finally
Funcenstein2 finally return Funcenstein4 5
103 103 finally return 103 5
5 finaly 103 Funcensteind
try
try
try return continue break goto
try finally
try
23.8 Funcaramal

BOOL Funcaramal{) {

}

HANDLE hFile = INVALID_HANDLE_VYALUE;
PV¥OID pvBuf = MULL: ’
DCWORD dwhumBytesRead:

BOOL fOk;

hFile = CreateFile("SOMEDATA.DAT", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, 8, NULL):

if (hFi{le == IMVALID_HANDLE_VALUE) f
return{FALSE):

}
pvBuf = VirtualAlloc(NULL, 1824, MEM_COMMIT, PAGE_READWRITE):

if (pvBuf == HULL) {
CloseHandle(hFile);
return{ FALSE)};

}

fO0k = ReadFile(hFile, pvBuf, 1824, &dwNumBytesRead, NULL):
if (1f0k || (dwhumBytesRead == @)} {
VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
CloseHandle(hFile};
return(FALSE};
1

// Do some calculation on the data.

.

ff Clean up all the resources.
VirtuatFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
CloseHandle(hFile);

return(TRUE);

Funcaramal
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23.9 Funcarama?

Funcaramal
BOOL Funcarama2() {
HANDLE hFile = INVALID_HANDLE_VALUE;
PYOID pvBuf = NULL:
DWORD dwNumBytesRead;
BOOL fOk, fSuccess = FALSE:

hFite = CreateFile(™SOMEDATA.DAT™, GENERIC_READ,
FILE_SHARE_READ, NULL, OPEM_EXISTING, @, KULL):

1f (hFile != INVALID_HANDLE_VALUE) {

pvBuf = VirtualAlloc(NULL, 1824, MEM_COMWIT, PAGE_READWRITE):

if (pvBuf != NULL) {

fok = ReadFile(hFile, pvBuf, 1824, AdwNumBytesRead. NULL):
if (fO0k && (dwMumBytesRead != 9)) {
// Do some calculation on the data.

fSuccess = TRUE;

}

VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT):
}

CloseHandle(hFiTe);
return{fSuccess};
}

Funcarama2 Funcaramal

23.10 Funcarama3

SEH Funcaramal
DWORD Funcarama3(} {

// IMPORTANT:; Initfalize all variables to assume failure.
HANDLE hFile = INVALID_HANDLE_VALUE;
PYOID pvBuf = NULL:

——try {
DWORD dwMumBytesRead:
BOOL fQk:

hFile = CreateFiTe("SOMEDATA.DAT", GEMERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, @, NULL):

if (hFile == INVALID_MANDLE_ VALUE) {
return(FALSE);

}
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pvBuf = VirtualAlloc(NULL, 1824, MEM_COMMIT, PAGE_READWRITE);
if (pvBuf == NULL) {

return(FALSE):
}

fO0k = ReadFile(hFile, pvBuf, 1024, &dwNumBytesRead, NULL);
if (1f0k || (dwNumBytesRead != 1024)) {

return{FALSE);
}

// Do some calculation on the data.

}

__finally {
// Clean up all the resources.
if (pvBuf != NULL)
YirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
if (hFile != INVALID_HANDLE_VALUE)
CloseHandle(hFile);
}
// Continue processing.
return(TRUE); '
1

Funcarama3 cleanup
finally finally

23.11 Funcarama4

Funcarama3 Funcensteind try
return
try return C/C++ --
leave Funcarma4 --leave

DWORD Funcaramad{) {

// IMPORTANT: Initialize all vartables to assume failure,
HANDLE hFile = INVALID_HANDLE_VALUE;
PYOID pvBuf = NULL;

// Assume that the function will not execute successfully.
BOOL fFunctionQk = FALSE:

__try (
DWORD dwNumBytesRead:
BOOL fOk;
hFile = CreateF1le("SOMEDATA.DAT", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, @, RULL);
1f (hFile == INVALID_HANDLE_VALVE) {
——leave:

}

pvBuf = VirtualAlloc(NULL, 1824, MEM_COMMIT, PAGE_READWRITE):
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1f (pvBuf == NULL) [
__leave;

}

fO0k = ReadFile(hFile, pvBuf, 1024, &dwHumBytesRead, NULL);
1f (1T0k || (dwMumBytesRead == @)) {

__leave:
}

// Do some calculation on the data.

// Indicate that the entire function executed successfully.

fFunction0k = TRUE:

}
—finally {

// Clean up all the resources.

if (pvBuf != NULL)

VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
if (hFile Y= INVALID_HANDLE_VALUE)

CloseHandie{hFile);
}
f/ Continue processing.
return{fFunctionQk):

)]
try --leave try try
try finally
Boolean fFunctionOk
try
finally
finally
23.12 finally
finally
o try finally
. try goto longjump continue break return
finally
global unwind
Funcfurterl Funcfurterl try Funcinator
Funcinator memory access violation

Funcfurterl finally

finaly
BOOL AbnormalTermination();
finally

finally
intrinsic function Abnormal Termination

finally try
Abnormal Termination

Boolean

try finally
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FALSE try —— goto return break continue
—— Abnorma Termination
TRUE finally
inline memcpy
/0i memcpy memcpy
memcpy memcpy

23.13 Funcfurter2

Funcfurter2 Abnormal Termination

DWORD Funcfurter2(} {
DWORD dwTemp;

/f 1. Do any processing here.

__try {
// 2. Request permission to access
I protected data, and then use it.
WaitForSingleObject{g_hSem, INFINITE};

dwTemp = Funcinator(g_dwProtectedData};

1

__finally {
i/ 3. Allow others to use protected data.
ReleaseSemaphore{g_hSem, 1, NULL}:

if (tabnormaiTermination()) {
/f No errors cccurred in the try block, and
// control flowed naturally from try inte finally.

} else |
/{ Something caused an exception, and
/¢ because there is no code in the try block
/4 that would cause a premature exit, we must
// be executing in the finally block
/¢ because of a global unwind.

// If there were a goto in the try block,
f/ we wouldn't know how we got here.

}

/¢4 4. Continue processing,
return{dwTemp);



23.14 SEH
SEHTerm “ 23 SEHTerm.exe” 23-1
CD-ROM 23-SEHTerm
try try 23-1
Yes
NULL 5 NULL
23-2 Windows98
Pertorm invalid memory access? : xﬂfg&ﬂaﬁx?m 2 ll=cal cpetztian
Mo I m bk persists, contzct e pogiam
23-2 Windows 98
23-1 SEHTerm
Windows2000 23-3
Close windows98 OK Windows 2000
finally finally finally
23-4
.-‘.E:SEHImm.E}:»: Application Error
.
e = : .. ' Abnormal termination
“Click on 0K b berminats the progiam E -
Llick an CANCEL b debug the prgram
23-3  Windows 2000 23-4 SEH Term: Infinally
block
finally try
No No
try finally finally 23-5
try finally
23-6
Marmal terminaban Np’(mal_pl_oce_ss_fe'rmihatim
23-5 No SEH Term: In finally 23-6 23-5

block SEHTerm After finally block
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WinMain

23-1 SEHTerm

SEHTerm.cpp

f***********#********#************%******************************************##

Modute: SEHTerm.cpp
Notices: Copyright {(c) 2088 Jeffrey Richter

**********%******#**********************************************************#*/

#include "..\CmnHdr.h" /+ See Appendix A. =/
#include <tchar.h>

FEPIEELEL IR ET PRI E PR LI TP L E 8T T EEERE IR RE i i ity
int WINAPT _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdliine, int) {

——try {
int n = MessageBox(NULL, TEXT("Perform invalid memory accessi™),
TEXT("SEHTerm: In try block™), MB_YESNO):

if (n == IDYES) {
* (PBYTEY NULL = 5: // This causes am access violation.
}
}
__finally {
PCTSTR psz = AbnormalTermination()
? TEXT("Abnormal termination™) : TEXT{("Normal termination");
MessageBox(NULL, psz, TEXT("SEHTerm: In finally block"™). MB_0K):
}

MessageBox(NULL, TEXT("Normal process termination™),
TEXT{"SEHTerm: After finally block"™}, MB_0K);

return{@);

FEHERTERETITIAEFHEEE i Airidiris end of File J/AAH7 0800 00F 07 E0TERETEETETEETTEET
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0 CPU
0 CPU
hardware exception
software exception

try [
// Guarded body

}
__except (exception filter) {
// Exception handler

--except try finally except
try finally except try-except try-finally

24.1

exception filter

try-except

24.1.1 Funcmeisterl

try-exception

DWORD Funcmeisterl() {
DWORD dwTemp;

// 1, Do any processing here.

__try {

// 2. Perform some operation.
dwTemp = 93 -

}
__except (EXCEPTION_EXECUTE_HANDLER} {
// Handle an exception; this never executes.
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}

// 3. Continue processing.

return{dwTemp);
1

Funcmeisterl try 0 dwTemp

except try-finally dwTemp

0 return
try return goto continue break
try
except try

24.1.2 Funcmeister2

DWORD Funcmeister2() {
DWORD dwTemp = @;

/7 1. Do any processing here,

__try {
// 2. Perform some operation{s).
dwTemp = 5 / dwTemp: // Generates an exception
dwTemp += 10; // Never executes

H

——except ( /» 3. Evaluate filter, #/ EXCEPTION_EXECUTE_HANDLER) {

// 4. Handle an exception,

MessageBeep(8);

.

}
// 5. Continue processing.
return(dwTemp);
1

Funcmeister2 try

24-1
24-1

0 5 CPU

except

Windows Excpt.h

EXCEPTION_EXECUTE_HANDLER
EXCEPTION_CONTINUE_SEARCH

EXCEPTION_CONTINUE_EXECUTION




530

- CPU 4—|
_;_
% ;
\J
try
\r:
\ trye(m —_— try
\d
- - /
¥
except
K
except
24-1
24.2 EXCEPTION_EXECUTE_HANDLER
Funcmeister2 EXCEPTION_EXECUTE_HANDLER
except except

Windows
except
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CPU Funcmeister2
dwTemp 10
Funcmeister2 Funcmeister2
CPU
CPU
Funcmeister2 C
malloc{s / dwTemp);
CPU malloc
except
dwTemp = 2:
except 2 5
“ EXCEPTION_CONTINUE_EXECUTION"
except
EXCEPTION_EXECUTE_HANDLER except
except
24.2.1
7 24
SEH
C strepy

char® strcpy(
char+ strDestination,
const char+ strSource):

NULL strepy

SEH strcpy
char* RobustStripy(char# strbDestination, const char® strSource) {

__try { .
strepy(strDestination, strSourcel;
}
——except (EXCEPTION_EXECUTE_HANDLER) {
/f Nothing to do here
1
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return{strDestination);

strepy strcpy
strcpy EXCEPTION_
EXECUTE_HANDLER
RobustStrCpy

int RobustHowManyToken{coenst char+ str) {

int nHowManyTokens = -1; // -1 indicates failure
char+ strTemp = NULL; // Assume failure

~try {

// Allocate a temporary buffer
strTemp = {char+} maltoc{strien{str) + 1);

f/ Copy the original string to the temporary buffer
strepy(strTemp, str);

// Get the first token
char* pszToken = strtok(strTemp, ™ ");

/{ Iterate through all the tokens
for (; pszToken l= NULL: pszToken = strtok(NULL, ™ "))
nHowManyTokens++:
nHowManyTokens++; ff Add 1 since we started at -1
) _
——except (EXCEPTION_EXECUTE_HANDLER} {
// Nothing to do here
}
// Free the temporary buffer {(guaranteed)
free(strTemp):

return{nHowManyTokens);

C
strtok strtok SEH
NULL nHowManyTokens
-1 try strlen except
except except free
free NULL ANSI C NULL free
free -1
malloc try
NULL strcpy
except free NULL -1
malloc
nHowM anyTokens try
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except
nHowManyTokens
SEH RobustHowMany Token try-finally
try
SEH
PBYTE RobustMemDup(PBYTE pbSrc, size_t cb) {
PBYTE pbllup = NULL; // Assume failure
——try {
/{ Allocate a buffer for the duplicate memary biock
pbDup = (PBYTE) malloc(ch);
memcpy{pbDup, pbSrc, cb);
1
_—except {EXCEPTION_EXECUTE_HANDLER} {
free(pbDup};
pbDup = NULL;
1
return(pbbup}:
}
NULL
except
. pbSrc malloc
NULL  memcpy except
except pbDup NULL
ANSI C free NULL
. malloc
24.2.2
EXCEPTION_EXECUTE_HANDLER
globa unwind try_exoept try-findly
24-2

void FuncOStimpyl() {

/¢ 1. Do any processing here,

—=try {
/4 2. Call another function.
FuncORenl();

/{ Code here never executes.
}

__except ( /+ 6. Evaluate filter. */ EXCEPTIDN_EXECUTE_HANDLER} {
// 8. After the unwind, the exception handler executes.
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MessageBox{(..);
H

// 9. Exception handled--continue execution.

}
void FuncORenl()
DWORD dwTemp = @;

// 3. Do any processing here.

—-try { .
// 4. Request permission to access protected data.
WaftForSingleObject(g_hSem, INFINITE):

// 5, Modify the data.
i An exception is generated here.
9 _dwProtectedbData = 5 / dwTemp;
1
__finally { )
£/ 7, Global unwind occurs because filter evaluated
14 to EXCEPTIQN_EXECUTE_HANDLER.

// Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, RULL);
1

/{ Continue processing--never executes.

}
FuncOStimpyl FuncOrenl SEH
FuncOStimpy1 try FuncORenl FuncORenl
try FuncORenl1 g_dwProtectedData
0 except try
FuncORenl1 try finally try
FuncOStimpy1 try try except
FuncOStimpyl except
EXCEPTION_EXECUTE_HANDLER FuncORenl finaly
FuncOStimpyl except
try finally try
finally FuncORen1 finally
FuncORenl finally SEH
FuncORenl finally ReleaseSemaphore
finally finally
finally try-except
except

SEH
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24-1  24-2 SEH

EXCEPTION_ EXECUTE_
HANDLER try

!
!

except
v
¥

try

try - try
\J
finally
24-2
EXCEPTION_EXECUTE_HANDLER
except FuncORenl try 23
try-finally finally

24.2.3

finaly return

void FuncMonkey() {
try {
FuncFish{(};

}
__except (EXCEPTION_EXECUTE_HANDLER) {

MessageBeep(8);
1
MessageBox(..):
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}

void FuncFish(} {
FuncPheasant();
MessageBox(.);:
}

void FuncPheasant() {
__try {

strepy(NULL, NULL);
1

~—finally {
return;
}
}
FuncPheasant try strepy
FuncPheasant finally
return FuncPheasant
FuncMonkey FuncMonkey
FuncMonkey
finally return
SEH

24.3 EXCEPTION_CONTINUE_EXECUTION

“ Funcmeister2”
EXECUTE_HANDLER

char g_szBuffer[188];

void FunclinRooseveltl{) {
int x = 8;

char *pchBuffer = HULL;
__try {

*pchBuffer = *J*;

x =51 x;
}

—~-except (0i1Filterl{(&pchBuffer}} {
MessageBox(NULL, "An exception occurred™

}

MessageBox(NULL,

"Function completed™, NULL,

FuncMonkey
return
FuncFish FuncFish
M essageBox
M essageBeep FuncPheasant
finally return
Excpt.h
EXCEPTION_

. NMULL, HB_OK):

MB_QJK);
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LONG 041F11terl{char **ppchBuffer) {
if (+#ppchBuffer == NULL) {
*ppchBuffer = g_szBuffer:
return(EXCEPTION_CONTINUE_EXECUTION);
}
return{EXCEPTION_EXECUTE_HANDLER) ;

pchBuffer T
pchBuffer g_szBuffur pchBuffer
NULL CPU try except
except QilFilter pchBuffer
OilFilter * ppchBuffer NULL
g_szBuffer EXCEPTION_CONTINUE_EXECUTION
EXCEPTION_CONTINUE_EXECUTION
CJ g_szBuffer
try 0
OilFilter *ppchBuffer NULL EXCEPTION_EXECUTE_HANDLER

except

EXCEPTION_CONTINUE_EXECUTION

FunclinRooseveltl
CPU C C++

C/C++
*pchBuffer = *J°:

MOV EAX., [pchBuffer] /{ Wove the address Tnto a register

MOY {EAX], *9J° // Move *'J' inte the address
pchBuffer
CPU pchBuffer
CPU
bug

EXCEPTION_CONTINUE_EXECUTION

EXCEPTION_CONTINUE_EXECUTION
15
VMAIlloc VMAIloc
SEH Virtual Alloc
16 1MB
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SEH
VirtualAlloc EXCEPTION_CONTINUE_
EXECUTION CPU
SpreadSheet SEH

24.4 EXCEPTION_CONTINUE_SEARCH

char g_szBuffer[l00];

void FunclinRoosevelt2() {
char spchBuffer = NULL;

__try {
FuncAtude2(pchBuffer);
}
__except (QiTFilterZ{&pchBuffer)) {
MessageBox(..):
}
1

void FuncAtude2(char #sz) {
*52 = 9;
1

LONG Q11Filter2 (char «»ppchBuffer}) {
if (*ppchBuffer == NULL) {
»ppchBuffer = g_szBuffer;
return(EXCEPTION_CONTINUE_EXECUTIDN);

}
return{EXCEPTION_EXECUTE_HANDLER);

FunclinRoosevelt2 FuncAtude2 NULL
try
FunclinRoosevelt2 try try
_ FunclinAtude2
try_except
char g_szBuffer[180]; ’

void FunclinRoosevelt3() {
char »pchBuffer = NULL:
__try {

FuncAtude3{pchBuffer):
)

FuncAtude?

OilFilter2
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__except (0iVFilter3(&pchBuffer)) {
MessageBox(.):
}
}
void FuncAtude3{char »*sz) {
——try {
*5Z = @;
1
——except (EXCEPTION_CONTINUE_SEARCH) {
// This never executes.

}

LONG 0i11Filter3{char *sppchBuffer) {
if (*ppchBuffer == NULL) {
sppchBuffer = g_szBuffer;
return(EXCEPTION_CONTINUE_EXECUTION) ;
}
return(EXCEPTION_EXECUTE_HANDLER);
1

FuncAtude 3 NULL 0

FuncAtude3 FuncAtude3 EXCEPTION _
CONTINUE_ SEARCH except try

try

FuncAtude3 EXCEPTION_CONTINUE_SEARCH
try FunclinRoosevelt3 OilFilter3
OilFilter3 pchBuffer NULL pchBuffer

FuncAtude3 try FuncAtude3
sz
except try
finally except try
finally
FuncAtude3 finally except FunclinRoosevelt3
OilFilter3
25 EXCEPTION_CONTINUE_SEARCH

24.5 GetExceptionCode
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__except ({GetExceptionCode() == EXCEPTION_INT_DIVIDE_BY_ZERO} ?
EXCEPTION_EXECUTE_MANDLER : EXCEPTION_CONTINUE_SEARCH) {
/f Handle divide by zero exception.

}
GetExceptionCode

DWORD GetExceptionCode();
Platform SDK
WinBase.h
1.
« EXCEPTION_ACCESS VIOLATION

* EXCEPTION_DATATYPE_MISALIGNMENT alignment
16 2 32
4
« EXCEPTION_ARRAY_BOUNDS EXCEEDED

* EXCEPTION_IN_PAGE_ERROR

* EXCEPTION_GUARD_PAGE PAGE_GUARD
EXCEPTION_GUARD_PAGE
* EXCEPTION_STACK_OVERFLOW
* EXCEPTION_ILLEGAL_INSTRUCTION
CPU CPU
* EXCEPTION_PRIV_INSTRUCTION

2

« EXCEPTION_INVALID_DISPOSITION
EXCEPTION_EXECUTE_HANDLER EXCEPTION_CONTINUE_SEARCH
EXCEPTION_CONTINUE_EXECUTION

« EXCEPTION_NONCONTINUABLE_EXCEPTION

EXCEPTION_CONTINUE_EXECUTION

3.

« EXCEPTION_BREAKPOINT

« EXCEPTION_SINGLE_STEP

« EXCEPTION_INVALID_HANDLE

4,

« EXCEPTION_INT_DIVIDE_BY_ZERO 0

« EXCEPTION_INT_OVERFLOW

5.

« EXCEPTION_FLT_DENORMAL_OPERAND

« EXCEPTION_FLT _DIVIDE_BY_ZERO 0
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* EXCEPTION_FLT _INEXACT_RESULT
« EXCEPTION_FLT_INVALID_OPERATION
* EXCEPTION_FLT_OVERFLOW
* EXCEPTION_FLT_STACK_CHECK
*« EXCEPTION_FLT_UNDERFLOW
GetExceptionCode --except

__try {

x=4/fy:
}

__except (
{{GetExceptionCode() == EXCEPTION_ACCESS_VIOLATION) I
(GetExceptionCode() == EXCEPTION_INT_DIVIDE_BY_ZERO)) ?
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH) {

switch (GetExceptionCode()) {
case EXCEPTION_ACCESS_VIOLATION:
// Handle the access violation.

break;
case EXCEPTION_INT_DIVIDE_BY_ZERD;
// Handle the integer divide by @.

break:;
1
1
GetExceptionCode
__try {
y=4;
XxX=47 y;:

——except (CoffeeFilter()) {

// Handle the exception.

}

LONG Coffeefilter (void) {
/f Compilation error: i1légal call to GetExceptionCode.
return((GetExceptionCode() == EXCEPTIQON_ACCESS_VIOLATION) ?
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH):

__try {
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——except {CoffeeFilter{GetExceptionCode()}} {

// Handle the exception.

1

LONG CoffeeFilter (DWORD dwExceptionCode) {
return{{dwExceptionCode == EXCEPTION_ACCESS_VIOLATION) %
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH):

WinError.h DWORD
24-2
24-2
31-30 29 28 27-16 15-0
/
0 0= 0
1 (243
2 1=
3
( 24-3)
24-3
FACILITY_NULL 0 FACILITY_CONTROL 10
FACILITY_RPC 1 FACILITY_CERT 11
FACILITY_DISPATCH 2 FACILITY_INTERNET 12
FACILITY_STORAGE 3 FACILITY_MEDIASERVER 13
FACILITY_ITF 4 FACILITY_MSMQ 14
FACILITY_WIN32 7 FACILITY_SETUPAPI 15
FACILITY_WINDOWS 8 FACILITY_SCARD 16
FACILITY_SECURITY 9 FACILITY_COMPLUS 17
EXCEPTION_ACCESS VIOLATION (bit)
WinBase.h EXCEPTION_ACCESS VIOLATION 0xC0000005
C 0 0 0 0 0 0 5
1100 0000 0000 0000 0000 0000 0000 0101
30 31 1 29 0
Microsoft 28 0 16 27 0
FACILITY_NULL
0 15 5 5

24.6 GetExceptioninformation
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EXCEPTION_RECORD CONTEXT EXCEPTION_POINTERS
EXCEPTION_RECORD CPU CONTEXT
CPU EXCEPTION_POINTERS

EXCEPTION_RECORD CONTEXT

typedef struct _EXCEPTION_POINTERS {
PEXCEPTICGN_RECORD ExceptionRecord:
PCONTEXT ContextRecord:

} EXCEPTION_POINTERS, *PEXCEPTION_POINTERS:

GetExceptionlnformation

PEXCEPTION_POINTERS GetExceptionInformation();

EXCEPTION_POINTERS
GetExceptionlnformation
CONTEXT EXCEPTION_RECORD EXCEPTION_

POINTERS

EXCEPTION_POINTERS CONTEXT EXCEPTION_RECORD
EXCEPTION_

RECORD CONTEXT

void FuncSkunk() {
// Declare variables that we can use to save the exception
// record and the context if an exception should occur.
EXCEPTION_RECORD SavedExceptRec;
CONTEXT SavedContext;

——try {

}

——except (
SavedExceptRec =
s(GetExceptionInformation())->ExceptionRecord,
SavedContext =
s(GetExceptionInformation())->ContextRecord,
EXCEPTION_EXECUTE_HANDLER) {

// We can use the SavedExceptRec and SavedContext
// variables inside the handler code block.
switch (SavedExceptRec.ExceptionCode) {
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c
FuncSkunk EXCEPTION_RECORD
Saved ExceptRec SavedExceptRec
CONTEXT SavedContext
SavedContext

EXCEPTION_EXECUTE_HANDLER

EXCEPTION_EXECUTE_HANDLER except

SavedExceptRec SavedContext except
SavedExceptRec SavedContext try
EXCEPTION_POINTERS ExceptionRecord

EXCEPTION_RECORD

typedef struct _EXCEPTEON_RECORD {

DWORD ExceptionCode;

DWORD ExceptionFlags:

struct _EXCEPTION_RECORD »ExceptionRecord;

PYOID ExceptionAddress:

DWORD NumberParameters:

ULONG_PTR ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS]:
} EXCEPTION_RECORD;

EXCEPTION_RECORD CPU
» ExceptionCode GetExceptionCode
« ExceptionFlags 0

EXCEPTION_NONCONTINUABLE
EXCEPTION_NONCONTINUABLE_
EXCEPTION
 ExceptionRecord EXCEPTION_RECORD

NULL
* ExceptionAddress CPU
*NumberParameters 0 15
Exceptionlnformation
* Exceptionlnformation

EXCEPTION_RECORD NumberParameters Exceptionlnformation
EXCEPTION_ACCESS_VIOLATION NumberParameters

Exceptionlnformation
EXCEPTION_ACCESS VIOLATION Exceptionlnformation[0]
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0
1 Exceptionlnformation[1]

__try (

1
__except (ExpFltr{GetExceptionInformation()->ExceptionRecord}) {

}

LONG ExpFltr (PEXCEPTION_RECORD pER) f
char szBuf[380], *p: )
DMORD dwExceptionCode = pER->ExceptionCode;

sprintf(szBuf, "Code = ¥x, Address = ¥p".
dwExceptionlode, pER->ExceptionAddress);

/f Find the end of the string.

p = strchr{szBuf, 8);

ff 1 used a switch statement in case Microsoft adds
ff information for other exception codes in the future.
switch (dwExceptionCode) {
case EXCEPTION_ACCESS_VIOLATION:
sprintfip., "Attempt to ¥s data at address %p".
pER->ExceptionInformation[@] ? "write™ : "read".
pER->ExceptionInformation[1]);
break:

default:
break:
}

MessageBox(NULL, szBuf, "Exception™, MB_OK | MB_ICONEXCLAMATION);

return(EXCEPTION_CONTINUE_SEARCH};

1
EXCEPTION_POINTERS ContextRecord CONTEXT 7
CPU
CPU
CONTEXT
#ifdefs Windows CPU CONTEXT
WinNT.h
24.7

CPU
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SEH
SEH
SEH
SEH
Windows
Windows Heap
HeapCreate heapAlloc 18
heap NULL
HEAP_GENERATE_EXCEPTIONS
NULL STATUS NO_MEMORY
SEH
try
except try finally
RaiseException
YOID RafseException{
DWORD dwExceptionCode.
DWORD dwExceptionFlags.,
DWORD nNumberQfArguments,
CONST ULOMG_PTR *pArguments);
dwExceptionCode HeapAlloc
STATUS NO_MEMORY Windows
WinError.h 24-1
DWORD 4
e 31 30 (severity)
e 29 10 HeapAlloc STATUS NO_MEMORY
- 28 0

- 27 16
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24

« 15 0

RaiseException dwExceptionFlags 0 EXCEPTION_
NONCONTINUABLE EXCEPTION_
CONTINUE EXECUTION RaiseException
EXCEPTION_NONCONTINUABLE EXCEPTION_CONTINUE
EXECUTION CPU

Rai seException
RaiseException EXCEPTION_NONCONTINUABLE

HeapAlloc ~ STATUS NO_MEMORY
EXCEPTION_NONCONTINUABLE

EXCEPTION_NONCONTINUABLE EXCEPTION_CONTINUE_
EXECUTION EXCEPTION_NONCONTINUABLE_EXCEPTION

finally
GetExceptionlnformation EXCEPTION_ POINTERS
EXCEPTION_POINTERS ExceptionRecord EXCEPTION_ RECORD
ExceptionRecord EXCEPTION _
RECORD
ExceptionRecord NULL
EXCEPTION_RECORD

EXCEPTION_RECORD ExceptionRecord EXCEPTION_

RECORD EXCEPTION_RECORD

RaiseException nNumberOf Arguments pArguments
pArguments NULL
RaiseException nNumberOf Arguments
nNumberOf Arguments pArguments ULONG_PTR
EXCEPTION_MAXIMUM_PARAMETERS EXCEPTION_MAXIMUM_
PARAMETERS WinNT.h 15
EXCEPTION_RECORD Number
Parameters Exceptionlnformation nNumberOf Arguments pArguments

RaiseException
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25 C++

EXCEPTION_CONTINUE_SEARCH
EXCEPTION_CONTINUE_SEARCH
EXCEPTION_CONTINUE_SEARCH
“ " Unhandled exception

6 Kernel32.dl
BaseProcessStart BaseT hreadStart
Primary thread
YOID BaseProcessStart(PPROCESS_START_ROUTINE pfaStartAddr) {
__try {
ExitThread((pfnStartAddri(});
}

__except (UnhandledExceptionFilter{GetExceptioninformation())) {
ExitProcess{GetExceptionlode());

1

// NOTE: We never get here

Secondary thread

¥0OID BaseThreadStart(PTHREAD_START_ROUTINE pfnStartAddr, PYOID pvParam) {

—_—try { B
ExitThread((pfnStartAddr)(pvParam}};

}

__except (UnhandledExceptionFilter{GetExceptionInformation())) {
Ex1tProcess(GetExceptionCode());

}

// NOTE: We never get here

SEH try try

EXCEPTION_
CONTINUE_SEARCH Unhandled

ExceptionFilter
LONG UnhandledExceptionFilter(PEXCEPTION_POINTERS pExceptionlnfo);

Windows 98 25-1
Windows 2000 25-2
Windows 2000

UnhandledExceptionFilter
EXCEPTION_RECORD Exceptionlnformation
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25 C++
+ 23 sehterm E3
Thiz program haz performed an illegal operation
an_d-will_be shut dowr.
) o - Debug
I the problem persists. contact the progranm _
wendor. =
etz
Z3 SEHTERM caused an invalid page faalt in -
module 23 SEHTERM.EXE st OL5f: 004010&8f.
Registers: . : -
EAX=00000006 C2=015f EID=0040106f EFLGS=00010246
EEX=00000000 25=0157 ESP=0064fdZc EBP=0064fd%:c
ECH=800055d8 DS=0167 E5I=0064fdZo FS=537f
EDX¥=800097=8 EZ=0167 EDI=0064fds4 08=0000
Bytes. at CS:EIP:
o6 05 00 00 00 00 OF o7 45 fo £f £f ££ £f e8 02 ;]

25-1 Windows 98

23 SEHTerm.exe - Application Error

The instiuction at *0x00401 06" referenced memamy at "0x00000000° The
memony could not be “wiitten'.

Click ar OF ta termirate the progranm
Click on CAMCEL to debug the program

Cancel I

25-2  Windows 2000

OK
UnhandledExceptionFilter EXCEPTION_EXECUTE_HANDLER
finally BaseProcessStart BaseThreadStart
ExitProcess
kill
Cancel Cancel
UnhandledExceptionFilter
Windows

Windows 2000 user-mode
kernel-mode
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bug

UnhandledExceptionFilter Blue
Screen of Death
balt

25.1

Just-in-time Debugging
Cancel UnhandledExceptionFilter

UnhandledExceptionFilter
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug

a Debugger Visual Studio

“C:\Program Files\Microsoft Visual Studioc\Common\MSDev98\Bin\msdev.exe”

-p %1d -e ¥1d
Windows 98 Windows 98 Win.ini
MSDev.[éxe
UnhandledExceptionFilter
ID
UnhandledExceptionFilter
ID -p -e
ID UnhandledExceptionFilter
CreateProcess g
-p ID DebugA ctiveProcess
BOOL DebugActiveProcess(DWORD dwProcessID);
debuggee
DDL
UnhandledExceptionFilter WaitForSingleObject
-e

SetEvent
UnhandledExceptionFilter
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25

C++

“ MSDEV -p PID” PID
Task Manager Process
Debug Task Manager
CreateProcess ID

25.2

2521

UnhandledExceptionFilter
SEM_NOGPFAULTERRORBOX
UINT SetErrorMode{UINT fuErrorMode);
UnhandledExceptionFilter
EXCEPTION_EXECUTE_HANDLER
BaseT hreadStart

25.2.2

wman WinMain wWinMain
EXCEPTION_EXECUTE_HANDLER
UnhandledExceptionFilter

25.2.3

ID Windows 2000

Task Manager 0

Cancel

SetErrorM odel

BaseProcessStart

main
try-except

UnhandledExceptionFilter
try-except

Windows SetUnhandledExceptionFilter SEH
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PTOP_LEVEL_EXCEPTION_FILTER SetUnhandledExceptionFilter(
PTOP_LEVEL_EXCEPTION_FILTER pTopLevelExceptionFilter);

SetUnhandledExceptionFilter

LONG UnhandledExceptionFilter(PEXCEPTION_POINTERS pExceptionInfo);
UnhandledExceptionFilter

EXCEPTION_*
25-1
25-1
EXCEPTION_EXECUTE_HANDLER
EXCEPTION_CONTINUE_EXECUTION PEXCEPTION_
POINTERS
EXCEPTION_CONTINUE_SEARCH Windows UnhandledExceptionFilter
UnhandledExceptionFilter SetUnhandled
ExceptionFilter NULL
SetUnhandled ExceptionFilter Unhandled Exception
Filter NULL
EXCEPTION_CONTINUE_SEARCH
SetUnhandledExceptionFilter
25.2.4
UnhandledExceptionFilter
Auto UnhandledExceptionFilter
Auto 1 UnhandledExceptionFilter
Auto 0
UnhandledExceptionFilter
25.3 UnhandledExceptionFilter
UnhandledExceptionFilter Windows

void Funcadelic() {
__try {

1
__except (ExpFltr{GetExceptionInformation(})) {
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25 C++

}

LONG ExpF1tr(PEXCEPTION_POINTERS pEP} {
DWORD dwExceptionCode = pEP->ExceptionRecord.ExceptionCode;

if (dwExceptionCode == EXCEPTION_ACCESS_VIOLATION) {
/{ Do some work here.,..

return(EXCEPTION_CONTINUE_EXECUTION):
}

return(UnhandlediExceptionFilter{pEP});
}

Funcadelic try ExpFltr GetExceptionlnformation

ExpFltr EXCEPTION_
ACCESS_VIOLATION

EXCEPTION_CONTINUE_EXECUTION

ExpFltr UnhandledExceptionFilter EXCEPTION_POINTERS
UnhandledExceptionFilter
UnhandledExceptionFilter ExpFltr

25.4 UnhandledExceptionFilter

UnhandledExceptionFilter

Unhandl edExceptionFilter

1)
.exe DLL
16 Windows 32 64

Windows UnhandledExceptionFilter
Virtual Protect PAGE_READWRITE EXCEPTION_
CONTINUE_EXECUTION

2) SetUnhandledExceptionFilter Unhandled
ExceptionFilter EXCEPTION_

EXECUTE_HANDLER EXCEPTION_CONTINUE_EXECUTION UnhandledExceptionFilter

EXCEPTION_CONTINUE_SEARCH 3

Windows 98 Windows 98 bug
spreadsheet

3) EXCEPTION_CONTINUE_SEARCH
try except
EXCEPTION_CONTINUE_SERCH
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I sDebuggerPresent
4) SEM_NOGPFAULTERRORBOX SetErrorMode
UnhandledExceptionFilter EXCEPTION_EXECUTE_HANDLER
5) job JOB_OBJECT_LIMIT_
DIE_ ON_UNHANDLED_EXCEPTION UnhandledExceptionFilter
EXCEPTION_EXECUTE_HANDLER
Windows 98 Windows 98
6) UnhandledExceptionFilter Auto 1 7
0
Debugger OK Cancel Debugger
OK OK UnhandledExceptionFilter
EXCEPTION_EXECUTE_HANDLER Cancel 7
Windows 98 Windows 98 Win.ini
7) UnhandledExceptionFilter CreateEvent
Debugger
sprintf ID GetCurrentProcess| D
STARTUPINFO IpDesktop “ WinstaO\\Default”
CreateProcess fInheritHandles TRUE
UnhandledExceptionFilter
WaitForSingleObjectEx WaitForSingleObjectEx
WaitForSingleObject
APC
8) UnhandledExceptionFilter
UnhandledExceptionFilter EXCEPTION_
CONTINUE_SEARCH 3
25.5
Microsoft Visual C++
first-chance
notificontion
EXCEPTION_CONTINUE_SEARCH
(last-chance notification)
Exceptions 25-3
32

(Access Violation)
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25 C++
Stop always
25-4
Exceptions K E3

Hurnber: I amme: |—At:tic.. [

|CDDDDDUS IAccess Wiolation |+ Stop always

" Stopif not handled Cacel
E xceptions: =

40010005
40070002
20000002

Control-C
Control-Break
Datatupe Misalignment

In Page Emror
llegal Instruction

Array Bounds Excesded
Float Denormal Operand
Float Divide by Zero
Float Inexact Result

Stop always
Stop ahways
Stop if not handled

Stop always

|»

Stop if not handled
Stop if not handled
Stop if not handled
Stop if not handled
Stop if not handled
Stop if not handled

et}
Remove

. Change

duuae

Rezat

cOooo0a0 Float |nwalid Dperation Stop if not handled

25-3 Exceptions

Microsoft Vizsual C++

254 © "
Microsoft Visual C++ %]
9
25-5 Q Pass exception on ta the pragram being debugged?
Ha Cancel
Cancel — I |
NO CPU
25-5
RaiseException
C++
C++ throw C++
Yes

EXCEPTION_EXECUTE_HANDLER EXCEPTION_CONTINUE_EXECUTION
EXCEPTION_C ONTINUE_

SEARCH 25-6

Microzoft Vizual C++

- . :
QQ Unhandled exception in 23 SEHT arm.exe; 02C0000005; Access Violation,

25.6 “ "
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Stop Always

Stop If Not Handled
Stop If Not Handled

Output 25-7

. Advwfin - Microsoft Visual C++ [break] - [c:h

!‘B Ele Edit Wiew lnsert Emisct Dehug ool Windaw Heln [Kristin =] &) =]
I ;
int WINAPT _tWinMain(HINSTANCE hinstExe. HINSTANCE., LPTSTRE pszCmdLine. int) { Zl

o
=

2 = (FEYTE) O = 0.

:

jl Context: IWinMain[HlNSTANCE_ *, HINSTAMCE__ * char ® HINSTANCE__ %]
| [Name [Walue
hinstExe O0x00400000

[T Auto f Locals &, this /

Firzt-—chance cxception in 23 SEHTerm.cxe: 0xCO000005: Access Viclation. :|

L e
[

A1 Build ,_Debug 4 Findin Files 1 % Find in Files2 3| 4] | i

Ready [[Ir1ECel1  [REC|DOL [DVRFEAD /‘A’

25-7 Output
Stop If Not Handled
25-8

Microgoft Visual C++ E3

S - = -
\]\i) Unhandled exception in 23 SEHT erm.exe: DxCO000005; Access Violation.

25-8
Exceptions EHE
Humber: M amne: |—At:ti0n K
|1 2345678 | |J eff's Software Exception | Stop ahways

|ﬁ.' Stop if hat handled e

Exception:

et Stop if kot hate
4001 0005 Control-C Stop always
4001 0008 Contral-Break Stop always
0000002 D atatype Mizalignment Stop if not handled
0000005 Aocess Violation Stop if nat handlad
cO000006 In Page Emor Stop if not handled
c000001d lllegal Instruction Stop if not handled Reszet
c000008c Amay Bounds Exceeded Stop if not handled

cO0000sd Float Denomal 0perand Stop if not handled

000008 Float Divide by Zero Stop if not handled

cO0000st Float |nexact Rezult Stop if not handled ﬂ

Bemove

. Charge:

L

25-9 Exceptions
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607/

25 C++
Exception
Add
25-9
Spreadsheet
25-1 Spreadsheet
£&i Spreadsheet P ] 24
“  25- SpreadSh eet” gell si;e: ;g? bytes
Spreadsheet 25-10 %glt;mzse ;gédma (256,435 455 bytes)
256 1024 1024 i
268 435 456 Column [01023; [100 Fisad Cell |
256MB 256MB S |12345 wiite Cel |
Execution log;:
100 100 12345
25-10 Write Cell
25-10 readsheet
SEH Sp
“ Violation: Attempting to Write”
CPU
25-11
5 20
“ Violation: Attempting to Read” Value
25-12
5 Spreadshest o B 2 Spreadsheet o [ 3
Cell size: 1024 bytes Cell size: 1024 bytes
Rows: 256 Fows: 256
Columngz; 1024 Columnz: 1024 :
Total size: 256 MEB [268 435 456 bytes) Total size: 256 MB [268.435 456 bytes)
Fiow [0-255]; 100 o [0-255] |5

Column [3-1023]; |1UD Rsad Call |
|12345 wiite Cell |

Walue: Walue:

E xecution log:

Column [0-1023): |2D

Esecution log:

ke Cell |

Violation: Attempting to Write

Winlation: Attempting to Fead

25-11 Spreadsheet 25-12

Vaue
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3 100 100
25-13
4 100 101 54321
100 100
“ No Violation Raised” 25-14)
Spreadsheet o ] i o ]
Cell size: 1024 bytes Cell size: 1024 bytes
Rows! 256 Rows! 256
Columns: 1024 Columns: 1024
Total size: 256 ME (268 435 456 bytes) Total size: 256 ME [268 435 456 bytes)
Flow (0-255; |00 Fiow(0-255; |00

Column [0-1023): |1|Ju

Columin (01023 |101 FRead Cel I
Vi |12345 wirlte Cel | Valie: [543z _

Execution log: Execution log:

Mo wiolation raised Mao winlation raized

25-13 3 25-14 4

SEH C++
CVMATrray C++ VMATrray.h 25-1
Spreadsheet CVMArray
VirtualAlloc EXCEPTION_CONTINUE_EXECUTION
CVMArray
SEH
CVMArray C++
overload

OnAccessViolation Spreadsheet
CVMATrray

25-1 Spreadsheet

Spreadsheet.cpp

f****#t********$s***#$$**t**$$ttt**********##1**t*t*****st*##**t*t***t*****t#*t
Module: Spreadsheet.cpp
Notfces: Copyright (c) 2668 Jeffrey Richter

******t*t***ﬁ*****t****$*#‘*ﬁ**##*********#*tt*##********3**&**‘*#************/

#include ". . \CmnHdr.h" f+ See Appendix A. */
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#include <windowsx.h>
#include <tchar.h>

#include "Resource.h™
#include "VMArray.h™

FLELEEEEIIEIEEEL LI TR T EEE LRI E L TR R EEEEEEEI AT

HWND g_hwnd: // Global window handle used for SEH reporting

const int g_nNumRows = 256:
const int g_nNumCols = 1824;
// Declare the contents of a single cell in the spreadsheet
typedef struct {
DWORD dwValue:
BYTE bDummy[1020]:
} CELL, *PCELL:

// Declare the data type for an entire spreadsheet
typedef CELL SPREADSHEETLg_nNumRows][g_nNumCols];
typedef SPREADSHEET =PSPREADSHEET:

FIREHEETSERIITET RIS ETFERITEd 8T EEdT TP E R PR LTI R R R T T ER i

// A spreadsheet 1s a 2-dimensional array of CELLs
class CVMSpreadsheet : public CV¥MArray<CELL> {

public:
CVMSpreadsheet() : CYMArray<CELL>{g_nNumRows » g_nNumCols) (}

private:
LOKG OnAccessViolation(PY¥OID pvAddrTouched, BOOL fAttemptedRead,
PEXCEPTION_POINTERS pep, BOOL fRetryUntilSuccessful);

FIEEIEEETIFEETTSFERI RS EEI IR BT ET BT ES T E LRI ER LI T T REEE iR T

LONG CVMSpreadsheet::OnAccessViolation(PVOID pvAddrTouched, BOOL fAttemptedRead,
PEXCEPTION_POINTERS pep, BOOL fRetryUntilSuccessful) {

TCHAR sz[200]:

wsprintf(sz., TEXT("Violation: Attempting to %s"),
fAttemptedRead ? TEXT{("Read"™) : TEXT("Write"));

SetDlgitemText(g_hwnd, IDC_LOG, s5z);

LONG 1Disposition = EXCEPTION_EXECUTE_HANDLER;
if (IfAttemptedRead) {

// Return whatever the base class says to do
1Disposition = CVMArray<CELL>::0OnAccess¥iolation{pvAddrTouched,
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fAttemptedRead, pep, fRetryUntilSuccessful}:
}

return{1Disposition);
}

TIERITEELEE I EE T LI L EEEL R0 R TI I EE I I T EERIREIIIETEI I iE1111

/7 This is the global CYMSpreadsheet objfect
static CVMSpreadsheet g_ssObject;

/f Create a global pointer that points to the entire spreadsheet region
SPREADSHEET& g_ss = » (PSPREADSHEET) (PCELL) g_ssObject;

TEIEII LT RTEL L E LTI P EREELETFE LTI EE R B EFEEETETEI I Eii1iiT87E

BOOL D1g.OnlnitD1alog(HWND hwnd, HWND hwndFocus, LPARAM 1Param} [
ChSETDLGICONS(hwnd, IDI_SPREADSHEET):
g_hwnd = hwnd; // Save for SEH reporting

// Put default values in the dialeg box controls
Edit_LimitText(GetDIgltem{hwnd, IDC_ROW}. 3);
Edit_LimitText(GetD1gltem{hwnd, IDC_COLUMN), 4):
Edit_LimitText(GetDlgltem(hwnd, IDC_VALUE), 7):
SetDlgltemInt (hwnd, IDC_ROM, 100, FALSE);
SetDlgltemInt{hwnd, IDC_COLUMN, 104, FALSE);
SetDigIltemInt{hwnd, IDC_VALUE, 12345, FALSE):
return(¥RUE);

HITEREPERLELEE TR T I LR T EEL I EE T EEREETIIE 0000000 ETEII 000100010

votd g _OnCommand(HWND hwnd, int 1d, HWND hwndCtl, UINT codeNot{fy) {
int nRow, nCol:

switch (id) {
case IDCANCEL:
Endbialog(hwnd, id):
break;
case IDC_ROW:
// User modified the row, update the UI
nRow = GetDlgltemInt({hwnd, IDC_ROW. NULL, FALSE)};
EnableWindow(GetDlgItem{hwnd, I[DC_READCELL),
chINRANGE(®, nRow, g_nNumRows - 1))
EnableWindow(GetDlgltem({hwnd, IDC_WRITECELL).
chINRANGE(®, nRow, g_nNumRows - 1));
break;
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case IDC_COLUMN:

// User modified the column, update the UI

nCol = GetDlgItemInt(hwnd, IDC_COLUMN, NULL, FALSE}:

EnableWindow(GetDlgltem{hwnd, IDC_READCELL),
chINRANGE(®, nCol, g_nNumCols - 1)):

EnableWindow{GetDlgltem{hwnd, IDC_WRITECELL),
chINRANGE(8, nCol, g_nNumCols - 1));

break;

case [DC_READCELL:
// Try to read a value from the user's selected cell
SetD1gltemText(g. hwnd, IDC_LOG, TEXT("No violation raised™));
nRow = GetDlgltemInt{hwnd, IDC_ROW, NULL. FALSE};
nCol = GetDlgltemInt{hwnd, IDC_COLUMN, NULL, FALSE):
—try {
SetDlgIitemInt(hwnd, IDC_VALUE, g_ss[nRow]l[nlol].dwValue, FALSE):
}

__except (
g_ssObject.ExceptionFilter{GetExceptionlnformation{). FALSE)) {

// The cell is not backed by storage, the cell contains nothing.
SetDigltemText(hwnd, IDC_VALUE, TEXT(""});

H
break;

case IDC_WRITECELL:
// Try to read a value from the user's selected cell

SetDlgltemText(g_hwnd, IDC_LOG, TEXT("No violation raised™});
nRow = GetDigIitemInt(hwnd, IDC_ROW, WULL, FALSE};
nCol = GetDlgltemInt(hwnd, IDC_COLUMN, NULL, FALSE):

// If the cell is not backed by storage, am access viclation is
// raised causing storage to automatically be committed.

g_ss[nRowllnCol].dwValue =
GetDlgitemInt(hwnd, IDC_VALUE, NULL, FALSE);

break:

//////////////////l////////////////////////////////////////I///////////////////

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switeh {uMsg) {
chHANDLE_DLGMSG(hwnd, WM_INITDIALQG, Dlg_OninitDialog);
ChHANDLE_DLGHSGC(hwnd, WM_COMMAND, D1g_OnCommand);

1

return{FALSE);

f/////ff/////f/////f//////////l/////!///////////////////////I//i///////////////
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Tnt WINAPL _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdtine, int) {

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_SPRE&DSHEET). HULL, Dlg_Proc):
return(@);

}

HITEHIELELELIEELEFEEELEITEIE Bnd of File TILLELH T EEE R L EETEL 1188 1ET

Spreadsheet.rc

//Microsoft Developer Studio generated resource script.
ff

#include “Resource.h”

#define APSTUDIO_READONLY_SYMBOLS

/////////////////!//////////////////////////////////l////////////////////////
17 . .

// Generated from the TEXTINCLUDE 2 resource,
I

#include "afxres.h”

//////////////////////////l//////f//////f/////f/////////////////f!///////li!f
f#undef APSTUDIO_READONLY_SYMBOLS

IIPEFIFFER R A IE TR T ETEEEETTEET L EI I EFREEIFEI I EEEE LT FEi i iiitieli
/4 English (U.S,) resources

Fif Idefined (AFX_RESOURCE_DLL) || defined(AFX_TARG_ENY)
#ifdef _WIN32

LANGUAGE LAMG_ENGLISH, SUBLANG_ENGLISH_US

fipragma code_page(1252)

#endif //_WIN32

#ifdef APSTUDIO_INVOKED
FREFREFTRRIIERGHFIEIEEEEEEERERFE P EEREEFREFRFRIIEELEEEFELEI LTI EEEEET]
/

/{ TEXTINCLUDE

/i

1 TEXTINCLUDE DISCARDPABLE
BEGINM

"Resource. h\@”
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#inctude "“afxres.h”"\rin*
ﬂ\all

END

3 TEXTINCLUDE DISCARDABLE
BEGIN
"\rin"
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LU \a“
END

fendif /{/ APSTUDIO_INVOKED

FREFTEEEERITEEE LT IEFE A i i Ed i it i tiir it it iiiqfdiiititiiititiriiitiidi
Iy

J/ Dialog

i/

IDD_SPREACSHEET DIALOG DISCARDABLE 18, 18. 164. 165
STYLE DS_CENTER }{ WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION | WS_SYSMENU

CAPTION "Spreadsheet™
FONT 8, "MS Sans Serif"

BEGIN
LTEXT "Cell size:\nRows:\nColumns:\nTotal size:™,IDC_STATIC,4,
4,36,36
LTEXT "1824 bytes\n256\nl024\n256 MB (268,435,456 bytes)",
IDC_STATIC,44.4,104,36
LTEXT “Réow (B8-255):",IDC_STATIC,4,56.42.,8
EDITTEXT IDC_ROW,.60,52,40,14 ,ES_AUTOHSCROLL | ES_NUMBER
LTEXT "&Column (B-1923):",IDC_STATIC,4,76.54,8
EDITTEXT IDC_COLUMN,60,72,40,14 ,ES_AUTOHSCROLL | ES_WUMBER
PUSHBUTTON "ERead Cel1™,IDC_READCELL,1@8,72,56,14
LTEXT "&Value:",IDC_STATIC,4,96,21,8
EDITTEXT IDC_VALUE,.68,92,48,14 ,ES_AUTOHSCROLL | ES_NUMBER
PUSHBUTTGN "&Write Cell" IDC_WRITECELL,188,92,56,14
LTEXT “"Execution lokg:",IDC_STATIC,4,118,448.8
EDITTEXT I10€_L0G,4,132,156,28,ES_MULTILINE | ES_AUTORSCROLL |
ES_READONLY
END

FEEIIIEEERL R HE LI RT R TETE LR R FFLEdE R I FEEfFRIEITEiiiittitity
/i :

ff Icon

i

/f lcon with lowest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_SPREADSHEET ICON DISCARDABLE “Spreadsheet.Ico"”

Fendif /4 English (U.S.) resources

FHITHRIEEERIT TR T E BT S EEI T EEFTT L8R I P EE TS dEda B TIdidiiitititiss

#ifndef APSTUDIO_INVOKED
NNy NSNS NNy,
'y

// Generated from the TEXTINCLUDE 3 resource.

i

TIELEEEII I ES TR TEEFEED IS EE TP ET I T EEI IR EE I ETEELI I i}
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

#endif // not APSTUDIO_INVOKED

VMArray.h

FRErradkerkaRRd b nRehtmiob kit ke dokoh koo e ok ko MR R kR R

Module: VHMArray.h
Notices: Copyright (c) 2800 Jeffrey Richter

*****$$*****$$**t*$**t*$************$*******$****8*****=**t*******************;

fipragma once
FHRFEETFEEERTFEAEI IR FEd LR EdF L i TR EEFF T F IR ITEE I RER RIS TR ELEfEIL]

/1 NOTE: This C++ class fs not thread safe. You cannot have multipte threads
/f creating and destroying objJects of this class at the same time,

// However, once created, multiple threads can access different CVMArray
// objects simuttaneously and you can have multiple threads accessing a single
// CV¥MArray object if you manually synchronize access to the object yourself,

TEEPHIFEI R ET R ET R EE B TR EFEL IS ETT TR I EEF I EE H T

template <class TYPE>

class CVMArray {

public:
// Reserves sparse array of elements
CVYMArray (DWORD dwReserveElements);

{// Frees sparse array of elements
virtual ~CVMArray();

// Allows accessing an element in the array
operator TYPE+() { return{m_pArray): }
operator const TYPEx()} const { return{m_pArray): }

/7 Can be calted for fine-tuned handling 1f commit fails
LONG ExceptionFiT1ter(PEXCEPTION_POINTERS pep,
B00L fRetryUntilSuccessful = FALSE):

protected:
ff Override this to fine-tune handling of access viclation

virtual LONG OnAccessViolation(PVOID pvAddrTouched, BOOL fAttemptedRead,
PEXCEPTION_POINTERS pep, BOOL fRetryUntilSuccessful):

private;
static CVMArray* sm_pHead; // Address of first object
CVMArray+ m_pNext; // Address of next object
TYPE* m_pArray; // Pointer to reserved region array

DWORD m_cbReserve; // Size of reserved region array (in bytes)
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privates
// Address of previous unhandled exception filter
static PTOP_LEVEL_EXCEPTIOR_FELTER sm_pfnUnhandledExceptionFilterPrev;

// OQur global unhandled exception filter for instances of this class
static LONG WINAPI UnhandledExceptionFilter(PEXCEPTION_POINTERS pepl:

HETITRELED B RS TR I L E LS EIDEFITEEI IR EEEEEEITITI T EFI I i IEI0IiTEE2Ed

// The head of the linked-l1ist of objects
template <class TYPE>
CVMArray<TYPE>» CVMArray<TYPE>::sm_pHead = NULL;

// Address of previous unhandled exception filter
template <{class TYPE>
PTOP_LEVEL_EXCEPTION_FILTER CVMArray<TYPE>::sm_pfnUnhandledExceptionFitterPrev;

TIELLLTFESTEI TR EEE LRI L ERIEEETTEETEE TR E B EETII TR IIIITE1171017148

template <class TYPE>
CYMArray<TYPE>::CVMArray (DWORD dwReserveElements) {

if (sm_pHead == NULL) {
// Install our ¢global unhandled exception filter when
/{/ creating the first instance of the class.
sm_pfnlnhandledExceptionFiiterPrev =
SetUnhandledExceptionFilter(UnhandledExceptionFilter);
}
m_pRext = sm_pHead; // The next node was at the head
sm_pHead = this: f/ This node is now at the head

m_chReserve = sizeof(TYPE) » dwReserveElements:
/f Reserve a region for the entire array
m_pArray = (TYPE*») V¥irtualAlloc(NULL, m_cbReserve,

MEM_RESERVE | MEM_TOP_DOWM, PAGE_READWRITE):
ChASSERT{m_pArray != NULL);

HIPTEREHTTT AT EE T E S F G E TP EF R TT RS TEEE T E A TP AR ETEEELiTT

template <class TYPE>
CYMArray<TYPE>::~CV¥MArray() {

/! Free the array's region (decommitting all storage within it}
¥irtualFree(m_pArray. 8, MEM_RELEASE);

// Remove this object from the linked 1ist
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CYMArray+ p = sm_pHead;

if (p == this) { // Removing the head node
sm_pHead = p->m_pNext;
} else {

BOOL fFound = FALSE;

ff Walk tist from head and fix pointers
for {(: tfFound &% (p->m_pNext 1= NULL); p = p->m_pNext) {
1f (p->m_pNext == this) {
// Wake the node that points to us point to the next node
p->m_pNext = p->m_pNext->m_pNext:
break:;
}

}
ChASSERT(fFound);

FEEFFERRIFFEEEEEFEEEET L E G EEEEE R EEE LB FFREEEEEEFRITEEE LT

// Default handling of access violations attempts to commit storage
template <class TYPE>
LONG CYMATray<TYPE>::OnAccess¥1olation(P¥OID pvAddrTouched,
BOOL fAttemptedRead, PEXCEPTION_POINTERS pep, BOOL fRetryUntilSuccessful) {

BOOL fCommittedStorage = FALSE; // Assume committing storage fails

do {
/7 Attempt to commit storage
fCommittedStorage = (NULL != VirtualANoc(pvAddrTouched,
sfzeof (TYPE), MEM_COMMIT, PAGE_READMRITE)):

/{ If storage could not be committed and we're supposed to keep trying

/1 until we succeed, prompt user to free storage

if ({fCommittedStorage &% fRetryUntilSuccessful) {

MessageBox {NULL,

TEXT("Please close some other applications and Press 0K."},
TEXT("Insufficient Memory Available”), MB_ICONWARNING | WB_OK);

1

} while (!fCommittedStorage && fRetryUntilSuccessful);

/f If storage committed, try again. If not, execute the handler
return(fCommittedStorage '
7 EXCEPTION_CONTINUE_EXECUTION : EXCEPTION_EXECUTE_HANDLER):
1

FEEFREEFEEI TR EFFEFTER B EFER IR T I TR EEELTTIITEF 8803 L0000 0011E011E
/7 The filter associated with a single CVMArray object
template <class TYPE>
LONG CYMArray<TYPE>::ExceptionFiTter(PEXCEPTION_POINTERS pep.
BOOL fRetryUntilSuccessful) [

// Default to trying another filter (safest thing to do)
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25 C++

}

LONG 1D1sposition = EXCEPTION_CONTINUE_SEARCH;

// We only fix access viotations

1f (pep->ExceptionRecord->ExceptionCode )= EXCEPTION_ACCESS VIOLATION)
return(TDisposition):

// Get address of attempted access and get attempted read or write
PVOID pvAddrTouched = (PVOID) pep->ExceptionRecord->ExceptionInformation[1];
BOOL fAttemptedRead = (pep->ExceptionRecord->ExceptionInformation[8l == 0);
// Is attempted access within this VMArray's reserved regfon?
if ((m_pArray <= pvAddrTouched) &%

{pvAddrTouched < ((PBYTE) m_pArray + m_cbReserve))) {

// Access is in this array, try to fix the problem
1Disposition = OnAccessViolation{pvAddrTouched, fAttemptedRead,

pep, fRetryUntilSuccessfull}:
1

return(1Disposition};

FHAETTESELPIFEETRETTEFLEET IR LET T EIR TR EFEE R T T ET TP EfRE R

// The filter asscciated with alt CVMArray objects
template <class TYPE>
LONG WINAPI CYMArray<TYPE>;:UnhandledExceptionF{1ter(PEXCEPTIGN_POIRTERS pep} {

}

// Default to trying another filter (safest thing to do)
LONG 1Disposition = EXCEPTION_CONTINUE_SEARCH;

ff We only fix access viclations
if (pep->ExceptionRecord->ExceptionCode == EXCEPTION_ACCESS_VIOLATION} {

/7 Walk all the nodes in the linked-list
for (CYMArray+ p = sm_pHead; p != NULL; p = p->m_pNext) [

// Ask this node if it can fix the problem.
// NOTE:; The problem MUST be fixed or the process will be terminated!
IDisposition = p->ExceptionFilter(pep. TRUE):

ft If we found the node and it fixed the problem, stop the loop
if {(1Disposition 1= EXCEPTION_CONTINUE_SEARCH)
break;

}
/f 1f no node fixed the problem, try the previous exception filter
if {(1Disposition == EXCEPTION _CONTINUE_SEARCH)

1hisposition = sm_pfnUnhandledExceptionFi1terPrev(pep);

return{1Disposition};

FERFIESEETITEER 000008070801 End of File F/007 0000780000 0FHTHEEEREEEEETEEET
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25.6 C++
C++
SEH
C++ C++ C++
C++ C++
C++
Microsoft Visual C++
C++ C++ try SEH__try C++
catch SEH catch SEH__except
C++ throw Windows RaiseException
throw RaiseException
C++
C++
vold ChunkyFunky{) { void ChunkyFunky() {
try { ——try {
/1 Try body /f Try body
throw 5; RaiseException(Code=0xEB6D7363,
Flag=EXCEPTION_NONCONTINUABLE,
Args=5);
} 1
catch (int x) { ——except ((ArgType == Integer) ?
: EXCEPTION_EXECUTE_HANDLER :
EXCEPTION_CONTINUE_SEARCH) {
// Catch body // Catch body
} 1
} 1
RaiseException
OxE06D7363 Visual C++ C++
Exceptions
25-15
C++ EXCEPTION_NONCONTINUEABLE C++
C++ EXCEPTION_CONTINUE_EXECUTION

__except
EXCEPTION_EXECUTE_HANDLER EXCEPTION_CONTINUE_SEARCH
Rai seException
RaiseException
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25 C++
Exceptions ﬂﬁ
Mumber: M ame: - Action
IeDBd?BES |Microsoft C++ Exception | Stop always ;
= st Cancel

e !'F Stap if not handled ,—I
cO0000ZE  Irvvalid Disposiion Stop if not handied a] £l
0000094 Integer Divide by Zero Stop if not handled

c000035 Integer Overflow Stop if not handled
c0000036 Privileged Instruction Stop if not handled

c00000kd Stack Overflow Stop if not handled Changs: !
0000135 DLL Mot Faund Stop if not handled

000071 42 DLL Initialization Failed Stop if not handled Reset |
cOBd007e M odule Mot Found Stop if not handled

cOEdO0TE Procedure Mat Found Stop if not handled

cO00a00g |rwvalid Handle Stop always
fellEd /A P icrogoft C++ E=cephon Stop if not handled

25-15 Exceptions

__except throw C++
catch EXCEPTION_EXECUTE_
HANDLER catch __except
EXCEPTION_CONTNUE_SEARCH catch

C++
C++
resumptive exception handling
__except EXCEPTION_CONTINUE_EXECUTION
C++
C++
C++

void main(} {
try {
* (PBYTE) @ = 9; /! Access violation
}
catch (...) {
// This code handles the access-violation exception
}
// The process is terminating normailly

catch

void Functastic() {

try {
* (PBYTE) & = 8; /1 Access viclation
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x=5/7x: // Division by zero

catch (StructuredException) {
switch (StructuredExceptionCode) [
case EXCEPTION_ACCESS_VIOLATION:

/! This code handles an access-violation exception
break;

case EXCEPTION_INT_DIVIDE_BY_ZERO:

// This code handles a division-by-zero exception
break;

default:
// We don't handle any other exceptions

throw; // Maybe another catch is looking for this
break: /! Never executes

}
1
}
Visuad C++
C++
#include <eh.h> // For _set_se_translator
class CSE {
public: )
/f Call this function for each thread.
static void MapSEtoCE() { _set_se_translator{TranslateSEtoCE); }
operator DWORD() { return{m_er.ExceptionCode); }
private:
CSE(PEXCEPTION_POINTERS pep) {
m_er = spep->ExceptionRecord;
m_context = »pep->ContextRecord:
H
static void _cdecl TranslateSEtoCE{UINT dwEC,
PEXCEPTION_POINTERS pep) {
throw CSE(pep);
}
private:
EXCEPTION_RECORD m_er; // CPU independent exception information
CONTEXT m_context; // CPU dependent exception infermation
};
MapSEtoCE C
_set_se translator CSE TranslateSEtoCE
_set_se tranglator C++ TranslateSEtoCE
CSE CPU CPU
CSE

C++
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25 C++

C++
void Functastic() {

CSE::MapSEtoCE(); // Must be called before any exceptions are raised

try {
* (PBYTE) 8 = @; f/ Access viglation
int x = 8;
x =5/ x; // Division by zero
}

catch (CSE se) {
switch (se) { // Calls the operator DWORD() member function
case EXCEPTION_ACCESS_VIOLATION:
// This code handles an access-violation exception
break;

case EXCEPTION_INT_DIVIDE_BY_ZERO:
// This code handles a division-by-zerc exception
hreak: ’

default:
// Me don't handie any other exceptions
throw; /! Maybe another catch 1s looking for this
break: // Never executes
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26
Microsoft Windows
Windows 2000 Windows 98
. 16 Windows 16 Windows
16 Windows
Windows 10 000
User object
hook) User
WM_DESTROY WM_NCDESTROY
dispatch
26.1
Windows

keyboard focus
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WM'NW&

THREADINFO
THREADINFO
THREADINFO
posted-message queue send-message queue reply-
message queue virtualized-input queue wake flag
26-1 THREADINFO
THREADINFO

H MSG} MSg)

1 MSG }- MSG }- MSG )

H MSG } MSG )

- MSG MSG )

nExitCode
THREADINFO
- MSG}- MSG)
-~ MSG }- MSG }- MSG )
- MSG }- MSG )
H MSG }- MSG )
nExitCode
THREADINFO

- MSGH mMsa

- MSG } MSG |~ MSG )

H MSG }- MSG )

- MSG }- MSG )

nExitCode

26-1

THREADINFO
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26

THREADINFO
26.2
THREADINFO
CreateWindow
PostM essage
BOOL PostMessage(
HWND hwnd,
UINT uMsg.

WPARAM wParam,
LPARAM 1Param):

hwnd

QS_POSTMESSAGE
PostM essage

PostThreadM essage

BOOL PostThreadMessage(
DWORD dwThreadld,
UINT uMsg,

WPARAM wParam,
LPARAM 1Param);

GetWindowsThreadProcessld

OWORD GetWindowThreadProcessId(
HWND hwnd,
POWORD pdwProcessId):

ID hwnd
pdwProcessld DWORD
ID ID
ID NULL

PostThreadM essage dwThreadld
MSG hwnd NULL

GetMessage PeekMessage
hwnd NULL MSG msg

DispatchMessage
PostM essage PostThreadM essage

PostQuitM essage
¥OID PostQuitMessage(int nExitCode);

PostQuitMessage
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PostThreadMessage(GetCurrentThreadld(), WM_QUIT, nExitCode. @);

PostQuitMessage
PostQuitM essage QS QUIT
nExitCode
VOID

26.3

SendM essage

LRESULT SendMessage{
HWND hwnd,
UINT uMsg,
WPARAM wParam, -
LPARAM 1Param):

THREADINFO
THREADINFO
PostQuitMessage

SendM essage

PostMessage PostThreadMessage SendMessage

SendM essage
SendMessage

SendMessage

SendM essage

QS_SENDMESSAGE

GetMessage PeekMessage WaitMessage

SendM essage

SendMessage
SendMessage

SendMessage

SendMessage

SendMessage

QS_SENDMESSAGE

QS_SENDMESSAGE

idle

SendM essage
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26

GetMessage Peek Message WaitMessage
Windows hang
SendM essage
bug

4 ——SendMessageTimeout SendMessageCallback SendNotifyMessage
ReplyMessage SendM essageTimeout
LRESULT SendMessageTimeout(

HWND hwnd,

UINT uMsg,

WPARAM wParam,

LPARAM 1Param,

UINT fuFtags.

UINT uTimeout,

POWORD_PTR pdwResult);

SendM essageTimeout 4

SendM essage fuFlags SMTO_NORMAL(
0) SMTO_ABORTIFHUNG SMTO _BLOCK SMTO_NOTIMEOUTIFNOTHUNG

SMTO_ABORTIFHUNG SendM essageTimeout
SMTO_NOTIMEOUTIFNOTHUNG
SMTO_BLOCK

SendM essageTimeout SMTO_NORMAL
Winuser.h 0

SMTO_BLOCK (

) SMTO_BLOCK
SendM essageTimeout uTimeout
TRUE pdwResult
WinUser.h
BOOL LRESULT

SendM essageTimeout

FALSE GetlL astError

GetLastError 0 ERROR_SUCCESS
GetLastError 1400 ERROR_INVALID_WINDOW_HANDLE

SendM essageTimeout

pdwResult
SendM essageTimeout
SendM essageCal | back
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BOOL SendMessageCallback(
HWHD hwnd,
UINT uMsg,
WPARAM wParam,
LPARAM 1Param,
SENDASYNCPROLC pfnResultCallBack,
ULONG__PTR dwData):

4 SendM essage

VOID CALLBACK ResultCallBack(
HHND hwnd,
UINT uMsg.
ULONG_PTR dwbata.
LRESULT 1Result):

SendM essageCal | back

dwData
SendM essageCallback
ResultCallback
SendM essageCal | back

SendM essageCallback

SendM essageCal lback

pfnResultCallback

dwData
ResultCallback

GetMessage PeekMessage WaitMessage SendM essage
ResultCallBack
SendM essageCallback Windows
overlapped
SendM essage hwnd HWND_BROADCAST 1
SendM essage LRESULT
SendM essageCallback
ResultCallback
SendM essageCal | back
ResultCallBack ResultCallBack
SendM essageCallback
SendNotifyMessage
BOOL SendNotifyMessage(
HWND hwnd,
UINT uMsg,
WPARAM wParam,
LPARAM 1Param):
SendNotifyMessage
PostM essage SendNotifyMessage PostM essage

SendNotifyM essage

SendNotifyMessage
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26

PostM essage
SendNotifyMessage SendMessage
SendNotifyMessage

WM_ACTIVATE WM_DESTROY WM_ENABLE WM _SIZE WM_SETFOCUS
WM_MOVE

WM_CREATE

ReplyMessage
BOOL RepliyMessage(LRESULT TResult);

SendMessageTimeout SendM essage

Callback SendNotifyMessage Reply
Message ReplyM essage
ReplyMessage IResult ReplyMessage
ReplyMessage Send
Send
SendM essage ReplyMessage
ReplyMessage
ReplyMessage
ReplyMessage TRUE
ReplyMessage FALSE
InSendM essage
BOOL InSendMessage();
TRUE FALSE
TRUE

FALSE InSendMessage ReplyMessage

DWORD InSendMessageEx(PVOID pvReserved};
pvReserved

ISMEX_NOSEND

0

ISMEX_NOSEND 26-1
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26-1

ISMEX_SEND

SendMessage Send Message Timeout

ISMEX_REPLIED

ISMEX_NOTIFY SendNotify

Message
ISMEX_CALLBACK SendMessage

Callback
ISMEX_REPLIED ReplyMessage

26.4
GetMessage WaitMessage
CPU
CPU
CPU
26.4.1
GetQueueStatus
DWORD GetCueueStatus(UINT fuFlags);
fuFlags OR 26-2
26-2
QS _KEY WM_KEYUP WM_KEYDOWN WM_SYSKEYUP WM_SYSKEYDOWN
QS _MOUSEMOVE WM_MOUSEMOVE
QS _MOUSEBUTTON WM_?BUTTON* L M R * DOWN UP DBLCLK)
QS _MOUSE QS_MOUSEMOVE|QS MOUSEBUTTON
QS_INPUT QS MOUSE|QS KEY
QS_PAINT WM_PAINT
QS _TIMER WM_TIMER
QS _HOTKEY WM_HOTKEY
QS _POSTMESSAGE
QS ALLPOSTMESSAGE
QS ALLPOSTMESSAGE
QS _POSTMESSAGE

QS ALLEVENTS QS_INPUT|QS_POSTMESSAGE|QS TIMER|QS_PAINT|QS HOTKEY
QS QUIT PostQuitM essage WinUser.h

QS_SENDMESSAGE
QS _ALLINPUT QS _ALLEVENTS|QS SENDMESSAGE




China=pubecom

26

GetQueueStatus fuFlags GetQueueStatus
OR QS * GetQueueStatus

BOOL fPaintMsgWalting = HIWORD{GetQueueStatus{QS_TIMER)) & QS_PAINT;

fPaintM sgWaiting FALSE WM_PAINT
GetQueueStatus QS _PAINT
GetQueueStatus GetQueue

Status GetMessage PeekMessage
QS _MOUSEMOVE

WM_MOUSEMOVE GetMessage  PeekMessage (
PM_REMOVE) WM_MOUSEMOVE QS KEY
QS MOUSEBUTTON QS HOTKEY

QS _PAINT QS _PAINT
ValidateRect
ValidateRegion BeginPaint QS_PAINT

GetMessage PeekMessage
QS_POSTMESSAGE

gooff QS TIMER Get Message
PeekMessage WM_TIMER QS TIMER
QS _SENDMESSAGE
QS_SENDMESSAGE
QS QUIT PostQuitM essage QS _
QUIT WM_QUIT GetQueue
Status
26.4.2
GetMessage PeekMessage
26-2
1) QS _SENDMESSAGE GetMessage
PeekM essage
2) GetMessage PeekM essage
MSG DispatchM essage
3) QS QUIT GetMessage PeekMessage WM_QUIT

wParam QS QUIT
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GetMessage PeekMessage

GetMessage PeekMessage

4)

WM-

QS_PAINT

5)
PAINT

WM_TIMER

GetMessage PeekMessage

QS TIMER

6)

° (@] G A8 eSSAAIRD €

CHREREE T

I HOV
SSHINANAS™ SO

o 42 4

“HNALE Fr 98BSO ‘€
*HAOIWHSNOW SO[HE “E *HOVSSHINCNAS SO
AMALEE 9Bessoppen v | I B chfig vy (36 B RRGIF Bkl T
S \HINLITSD "NOLLAFASNON SO
i Sl @Eﬁﬁ:@%%%ﬁﬂ%@ A,
o . i 1S A4 MW S I f
%EW&MW 4 XSSO SN L{H FY 295eSSANID '€
75 T7 d 7T
e ] o)
1193 e B GICEFRS B ke oh YA T LB DR
omE@m’u eSSONIRO[EFIH N HY T oy Rerp it v ai
DSINLHISeSSANIPO(1E T3 U By T Wit
A DSIGHIBUSSIID (g L L HY T
A
AN CHS TV [a] B 98esSaANAD ¢
[eEmi ‘0 BYHERE O N
¥y ) HNMLE B 93esSINRD T x W ww
ks 57
OwEE&%%EBO@% wﬁwm 1 OmE@muwm%&%@ﬁ%m@@% T
2
g N N \ R oV
JAALL SO INIVd mo LOdNI mo 1IN0~ mo SSHNLSOd mo
m_h @ m_h @ u.w
9 S ¥ € 4 I

(+++)35BSSANIRD)

26-2



China=pubecom .

WM_LBUTTONDOWN

TranslateM essage
WM_KEYDOWN WM_SYSKEYDOWN
virtual key
TranslateM essage PostM essage WM_CHAR WM_SYSCHAR
GetMessage
WM_CHAR WM_SYSCHAR
GetMessage
WM_ SYS KEYUP GetMessage
WM_KEYDOWN WM_KEYUP

WHM_KEYDOWN

WH_CHAR

WM_KEYHP

GetMessage PeekM essage
QS QUIT
PostQuitM essage QS QUIT PostQuitM essage
PostThreadMessage PostThreadM essage
PostQuitM essage WM_QUIT
low memory
WM_USER

WM_QUIT WM_USER PostQuitM essage

case WM_CLOSE:

PostQuitMessage(d);
PostMessage(hwnd, WH_USER, @, @):
WM_PAINT WM_TIMER WM_PAINT
WM_PAINT
WM_PAINT
Enter
WM_PAINT Enter
QS_PAINT

WM_TIMER WM_PAINT
WM_TIMER
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WM_TIMER

GetMessage PeekMessage

26.4.3

GetMessage PeekMessage
ul

Ul

MsgWaitForMulti pleObjects

DWORD MsgWaitForMultipleObjects(
DWORD nCount,
PHAMDLE phCbjects.
BOOL fWaitAll,
DWORD dwMilliseconds,
DWORD dwWakeMask);

DWORD MsgWaitForMultipleObjectsEx(
DWORD nCount,
PHANDLE phObjects,
DWORD dwMilliseconds,
DWORD dwWakeMask,
DHORD dwFlags);

WaitForM ultipleObjects

WM_PAINT

ul
Cancel Ul

MsgWaitForM ulti pl eObjectsEx

signaled

dwWakeM ask

dwWakeM ask GetQueue
Status
WaitForMultipleObjects
WAIT_OBJECT_O WAIT_OBJECT_O+nCount-1 dwWakeM ask

M sgWaitForM ultipleObjects(Ex)

WAIT_OBJECT_O nCount
MsgWaitFor_MultipleObjects
MsgWaitForMultipleObjects(@, NULL, TRUE, INFINITE, QS_INPUT):
nCount phObjects 0]

NULL

fWaitAll FALSE
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26
MsgWaitForM ultipleObjects
MsgWaitForMultipleObjectsEx MsgWaitFor
MultipleObjectsEx MsgWaitForMultipleObjects superset
dwFlags 26-3
26-3 dwFlags
MWMO_WAITALL
signaled
MWMO_ALERTABLE
MWMO_INPUTAVAILABLE
dwFlags 0
MsgWaitForMultipleObjects Ex
. nCount
MAXIMUM_WAIT_OBJECT 1 63
. fWaitAll FALSE signaled
. fWaitAll TRUE
MsgWaitForMultipleObjects Ex
dwWakeM ask QS_INPUT
MsgWaitForMultipleObjects Ex
MWMO_INPUTAVAIL
ABLE M sgWaitForM ultipleObjectsEx M sgWaitForM ultipleObjects
MsgWaitForM ultipleObjectsEx
BOOL fQuit = FALSE: /{ Should the loop terminate?

while (1fQuit) {

// Wake when the kernel object is signaled OR

/! 1f we have to process a UI message.

DWORD dwResult = MsgWaitForMultipleObjectsEx(1l, &hEvent,
INFINITE, QS_ALLEVENTS, MWMO_IMPUTAVATLABLE}:

switch (dwResult) {
case WAIT_OBJECT_ @: f# The event became signaled.

break:

case WAIT_OBJECT_® + 1: // A message is in our queue.
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// Dispatch all of the messages.

MSG msg;
while (PeekMessage{&msg, MULL, 9, @, PM_REMOVE)) {

if (msg.message == WM_QUIT) {
/f A MM_OUIT message, exit the Toop
fQuit = TRUE;

} else {
// Transtate and dispatch the message.

TranslateMessage(imsg);
DispatchMessage(&msg);

}
} // Our queue is empty.
break:
}
} 7/ End of while loop
26.5
|Param
WM_SETTEXT |Param
SendMessage(FindWindow(NULL, "Calculator™), WM_SETTEXT.
8, (LPARAM) "A Test Caption"}:
Calculator
“ A Test Caption”
[Param Calculator |Param
|Param Cdculaor
WM_SETTEXT
SendMessage WM_SETTEXT
WM_SETTEXT
WM_SETTEXT

wParam |Param
—— WM _GETTEXT

char szBuf[200];
SendMessage(FindWindow(NULL, "Calculator™), WH_GETTEXT,

sizeof(szBuf), (LPARAM) szBuf};:
WM_GETTEXT Calculator szBuf
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WM_GETTEXTLENGTH

SendM essage
SendM essage

WM_USER  x

WM_COPYDATA

COPYDATASTRUCT ¢ds;:
SendMessage (hwndRecelver, WM_COPYDATA,
(WPARAM) hwndSender, (LPARAM) &cds);

COPYDATASTRUCT

typedef struct tagCOPYDATASTRUCT {
ULONG_PTR dwData;
DWORD cbData:
PYOID 1pbData:

1 COPYDATASTRUCT;

dwData

cbData
IpData
SendMessage
cbData

WM_COPYDATA

COPYDATASTRUCT IpData

WM_COPYDATA

SendMessage

. WM_COPYDATA 16 32

98 WM_COPYDATA
Visual C++ 1.52 WM_COPYDATA

WinUser.h

szBuf

COPYDATASTRUCT

IpData

|Param

WM_COPYDATA

32 64
Windows 2000 Windows
16 Windows Microsofe
COPYDATASTRUCT

// Manually include this in your 16-bit Windows source code.

#define WM_COPYDATA  Ox984A

typedef YOID FAR» PYOID;

typedef struct tagCOPYDATASTRUCT {
DWORD dwData;
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DWORD cbData;
PYOID TpData;

} COPYDATASTRUCT, FAR+ PCOPYDATASTRUCT:
WM_COPYDATA

WM_COPYDATA

22 LastMsg

BoxInfo
CopyData
26-1 CopyData “ 26 CopyData.exe WM_COPYDATA
=izl
26-CopyData Dol [Some test dta " Gand Dt o ctharvinons |
CopyData Data2: [Fome rere Iostdata Send Deta? b sther wincns |
CopyData 26-3 26-3 CopyData Application
Datal Data?
Send Data* to Other Windows CopyData
CopyData 26-3 CopyData
1) Send Datal To Other Windows 0 COPYDATASTRUCT
dwData Send Data2 To Other Windows 1 dwData
2) 1
Sizeof (TCHAR) COPYDATASTRUCT cbData
3) _aloca
COPYDATASTRUCT IpData
4)
WM_COPYDATA CopyData FindWindowEx
CopyData WM _COPYDATA
26-1 CopyData
CopyData.cpp

fl(*’kl(******’R****’k**********************************$**‘8&*****#*$$#*$$t##$$$‘**$

Module: CopyData.cpp
Notices: Copyright (c) 2889 Jeffrey Richter

LR TR L Ty e R R R P A g P e e T T T4

ffinclude ™. . \CmnHdr.h" f* See Appendix A. #/
#include <windowsx.h>

#inchude <tchar.h>
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#include <malloc.h>
#include "Resource.h”

HHITEOTTEE IR E I EEF ISP R T Ed E T F P R TP E L ERE LT FRE TR ELETEEL

' _OnCopyData, so here it is.
ff WindowsX.h doesn't have a prototype for Cls
/+ BOOL Cis_OnCopyData(HWND hwnd, HWND hwndFrom, PCOPYDATASTRUCT pcds) =/

FEEERREEEFEEEI DRI T EEEE R F R E R EETER TR EFHTFIT I FEEEI I EE T

BOOL D1g_OnCopyData(HWND hwnd, HWND hwndFrom, PCOPYDATASTRUCT cds) {

Edit_SetText(GetDlgltem{hwnd, cds->dwData ? IDC_DATA2 : IDC_DATAL),
(PTSTR) cds->1pData);

return{TRUE};
}
///////////////////////////////////////////////////////l///l////////!/////////l

BOOL D1g_OnInftDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

chSETDLGICONS (hwnd, IDI_COPYDATA);

/ Inftialize the edit controls with some test data.
Edit_SetText(GetDlgItem(hwnd. IDC_DATAL}, TEXT(“Some test data™));

Edit_SetText(GetD]gItem(hwnd, IDC_DATAZ), TEXT("Some more test data"}):
return(TRUE);

////////////////!///f///f///!////////////f//////////////////////////////Il!/!//

votd Dlg_OnCommand (HWND hwnd, int id, HKND hwndCtl, UINT codeNotify) {

switch (id) {
case IDCANGEL:
EndBialogthwnd, id);
break:

case TDC_COPYDATAL:
case IDC_COPYDATAZ:

¥ (codeNotify != BN_CLICKED)
break;

HWRD hwndEdit = GetDlgitem{hwnd,
(id == IDC_COPYDATAL) ? IDC_DATAL : IDC_DATA2);

/{ Prepare the COPYDATASTRUCT.
COPYDATASTRUCT cds:
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// Indicate which data field we're sendin
9 (B=ID_DATALl, 1=ID_DATA
cds.dwData = (DWORD) ((id == IDC_COPYDATAL) 2 @ ; 1); ?

// Get the length (in bytes) of the data block we're sending.
cds.cbData = (Edit_GetTextLength(hwndEdit) + 1} * sizeof(TCHAR);

// Allocate a block of memory to hold the string.
cds.1pData = _alloca(cds.chbData);

// Put the edit control's string fn the data block.
Edit_GetText (hwndEdit, (PTSTR} cds.lpData, cds.cbData);

!/ Get the caption of our window.
TCHAR szCaption[l1e8];
GetWindowText{hwnd, szCaption, chDIMOF(szCaption));

/f Enumerate through all the top-level windows with the same caption,
HWND hwndT = NULL:

do {
hwndT = FindWindowEx{NULL, hwndT, NULL, szCaption);

§f (hwndT != NULL) {
FORWARD_WM_COPYDATA(hwndT., hwnd, &cds, SendMessage};

}
} while ChwndT l= KULL):

break:

FEFAFERSEERATE R T TEFRTEF ST EIITERI LRI EREI PRI RTE T EERTEERETEE TR T

INT_PTR WINAPI D1g_Proc(HWHD hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
chHANDLE_DL GHSG(hwnd, WM_INITDIALOG, Dlg_OnlnitDialog);
chHANDLE_DLGMSG{hwnd, WM_COMMANG, D1g_OnCommand?;
chHANDLE_DLGMSG( hwnd, WM_COPYDATA, D1g_OnCopyDatal;

}
return{FALSE};

FEEFITRETEEIRERFEEERLRE R EE R T EEDEERTETEEF i i it r e i et ittt i

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszimdLine, int) {

DialogBox{hinstExe, MAKEINTRESQURCE(IDD_COPYDATA), WULL, Dig_Proc):
return(9};
}

FEFEPETEAIFRLEEAITEEPRAEEII G End of File J/FFHEIFATREE0ITEEIEEIERIEEREETEE]
CopyData.rc :

//Wicrosoft Developer Studio generated resource script.
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i/
#include "Resource.h”

fidefine APSTUDIO_READONLY_SYMBOLS _
/I///f//iff///f!//I/////!/f/l/f!/}f//Il//{/!!{//I/f/f///f{//f!///////fllf!f//
fl

fi Generated from the TEXTINCLUDE 2 resource.

ff

#include "afxres.h”

FILERTEETTEEEIEEEI I T eI TR Ed i i it it i ittt iiiitiiitiiittiiiii iy
ffundef APSTUDIO_READONLY_SYMBOLS

FEIETEEREFERTEETIEFFI T EEF i d it iid it piiidiiiediiiititiziiriiiiiiilie
/4 English (U,5.) resources

#if ldefined{ AFX_RESOURCE_DLL) }| defined(AFX_TARG_ENU}
f#ifdef _WIN3Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page{1252)

fendif //_WIN32

FEITEEFERTFERTEEIIF AR i dtii it id ittt iiirtiifiiiitiidtidiiriitiief
H

£/ Dialog

Iy

IDD_COPYDATA DIALOG DISCARDABLE 38, 36, 228, 42

STYLE WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION { WS_SYSMENU
CAPTION “CopyData Application”

FONT 8, “MS Sans Serif”

BEGIN
LTEXT "Databl:",IDC_STATIC,.4,4,24,12
EDITTEXT I0C_DATAL.2B,4,76,12
PUSHBUTTON “kSend Datal to other windows",IDC_COFYDATAY,112,4,104,
14, 4S_GROUP
LTEXT "Data&2:",IDC_STATIC,.4,24,24,12
EDITTEXT 10C_DATAZ,28,24.76,12
PUSHBUTTON *Send &Data? to other windows™,IDC_COPYDATAZ,112,24,164,
14 ,HS_GROUP
END

R R A R R R N RN
/

/7 lcom

'

7/ Tcon with lowest ID value placed first to ensure application icon

/! remains consistent on all systems.
IDI_COPYDATA ICON DISCARDABLE "CopyData.Ico®

#1fdef APSTUDIO_INVOKED

I N R R e e
1

/1 TEXTINCLUDE
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i

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource.hi\@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#inctude ""afxres.h”"\r\n"
Il\a“

END

3 TEXTINCLUDE DISCARDABLE
BEGINH

"\riwn”

H\BN
END

fendif f/ APSTUDIO_INVOKED

fendi f /7 English (U.5.) resources
FEITFEETEEREEI I Eit it iitdiiidiit ittt it idittiiitiidistidetiiieitisi

#itndef APSTUDIO_INVOXED

FIEFTERFTEFEEEF IR REER B EE I EF it i iid it bt it i it tiid ittt riidisitiiriiiy
Iy

/f Generated from the TEXTINCLUDE 3 resource.

i

JEEEERTERERI L ETEEPEI I E I DI EE TR T E I
fendif // not APSTUDIO_INVOKED

26.6 Windows ANSI Unicode
Windows 98 Windows 98 ANSI ANSI
WM_SETTEXT |Param
ANSI Unicode
ANSI Unicode
WNDCLASS RegisterClassA
ANSI RegisterClasswW
Unicode RegisterClass RegisterClassA RegisterClasswW
UNICODE

BOOL IsWindowUnicode(HWND hwnd);
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Unicode TRUE
ANSI Unicode

Unicode

LONG_PTR SetWindowLongPtrA{
HWND hwnd,
int nindex,
LONG_PTR dwNewLong);

LONG_PTR SetWindowLongPtrW({
HWND hwnd,
tnt nlndex,
LONG_PTR dwNewLong};

nlndex GCLP_WNDPROC dwNewLong
ANSI

SetWindowL ongPtrA
SetWindowL ongPtrA I sWindowUnicode
Unicode

CallWindowProcA CallWindowProcW

LRESULT CallWindowProcA(
WNDPROL wndprcPrev,
HWND hwnd,

UINT uMsg.
WPARAM wParam,
LPARAM 1Param);

LRESULT CallWindowProcW(
HWNDPROC wndprcPrev,
HWHD hwnd.

UINT uMsg,
WPARAM wParam,
LPARAM 1Param};

ANSI

ProcA Unicode
CallWindowProcW

FALSE
WM_SETTEXT
IsWindow Unicode

ANSI
FALSE

CallWindow

SetWindowLongPtrA  SetWindowL ongPtrW

ANSI Unicode

Unicode

ANSI SetWindowL ongPtr



644 WM'NW&

SetWindowL ongPtr

ANSI
Unicode CallWindowProc

ANSI Unicode
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16 Windows

Windows 2000 Windows 98

27.1

27-1
raw input thread RIT
System hardware input queue, SHIQ RIT SHIQ

b T

V Q | A MRS

A B c
THREADINFO THREADINFO THREADINFO




646

RIT
RIT
Processld

taskbar

RIT

27-1

Alt+Tab

27.2

CMM-MM&

RIT GetWindowThread

ID
RIT" ”
foreground thread
Windows Explorer
RIT Calculator
RIT Windows Explorer
RIT SHIQ RIT
RIT
RIT
RIT RIT
Alt+Tab Alt+Esc Ctrl+Alt+Del RIT
RIT RIT Windows
RIT
RIT B, B,
B B
RIT
Bl B2 A,
RIT Alt+Tab
A A RIT A

1
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27.2.1
RIT
RIT
GetMessage
27-2
| [N S
= .
| | | | | |
) e )
27-2 RIT
1 RIT A B C SetFocus

1 RIT E SetFocus
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GetFocus NULL
SetA ctiveWindow top-level

HWND SetActiveWindow(HWND hwnd};

SetFocus
SetActiveWindow GetActiveWindow
HWND GetActiveWindow(};
GetFocus
GetActiveWindow NULL
Z Z-order BringWindowTo

Top SetWindowPos
BOOL BringWindowToTop(HWND hwnd);

BOOL SetWindowPos(
HWND hwnd,
HWND hwndInsertAfter,
int x.
int ¥.
int cx,
int cy.
UINT fuFlags);
BringWindowToTop SetWindowPos
HWND_TOP RIT

RIT

RIT RIT
Microsoft Qutlook
Outlook
Qutlook RIT
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SetForegroundWindow
RIT RIT
SystemParameterslinfo SPI_SETFOREGROUND_LOCKTIMEOUT

SetForegroundwWindow

SystemParametersinfo SPI_SETFOREGROUND-
FLASHCOUNT
AllowSetForegroundWindow
SetForegroundWindow
SetForegroundWindow

ASFW_ANY/( 1) dwProcessid
BOOL AllowSetForegroundWindow{DWORD dwProcessld);
SetForegroundWindow Lock

SetForegroundWindow
BOOL LockSetForegroundWindow{UINT uLockCode):

uLockCode LSFW_LOCK LSFW_UNLOCK
Windows
Explorer Start Start
Alt SetForegroundWindow
SetForegroundWindow
GetAsyncKeyState
SHORT GetAsyncKeyState(int nVirtKey);
nVirtkey 1

\/K | RIITTONI n



650 Wm-ww&

ClipCursor
BOOL ClipCursor(CONST RECT #prc);
prc ClipCursor
SetForegroundWindow Ctrl+Esc
SetCapture
RIT
ReleaseCapture
SetCapture
RIT SetCapture SetCapture
SetCapture
SetCapture SetCapture
RIT

SetCapture
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27.3
RIT RIT
AttachThreadl nput
BOOL AttachThreadInput(
DWORD dAttach,
DWORD idAttachTo,
BOOL fAttach);
idAttach ID
idAttachTo ID
fAttach
TRUE
FALSE AttachThreadl nput
A AttachThreadlnput ID
B ID TRUE
SHORT GetKeyState(int n¥irtKey):
27-3 Al Bl B2
B A
AttachThreadl nput FALSE

# | S—
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AttachThreadl nput

journal record hook

WS _CHILD
AttachThreadlnput

27.3.1 LISLab

LISLab “ 27L1SLab.exe”

LISLab
Notepad
LISLab Notepad

LISLab Notepad LISLab

27-4

AL vnA AL

journal playback hook

AttachThreadl nput
GreatWindow
27-1
27-LISLab
2, Local Input State Lah
findo :
Funztice;
Focus: “[ComboBos] SetFocus & =
Achve: [#32770] Local Input State Lab i
Forsground: [#32770] Local Input StateLab : I Exscuted
Capture: [nowindow] By I HERES
Clip Cursar left=0, top=U. ight=800, bioctom=500 Previwind:

; : Fresdous window info
HNotepad windows and Self:

== Thiz dialog box <--- Attach o Notepad I

[Malepad] niitled - Natepad

[Edit] |na caption] Distach fom Natepad I
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Module: LISiab.cpp
Notices: Copyright (c) 20688 Jeffrey Richter

tnmuae****ttss***swus***xnnu:s**num*usmn:*1:uass:nw:xu:naumumn*wnaumst!;#_t-t_p:[_--_.-‘

f#define TIMER_DELAY (5890) // Half a second

UINT_PTR g_uTimerid = 1
int g_nEventid = 8

[P

DWORD g_dwEventTime = 8;
HWND g_hwndSubject = NULL:;
HWND g_hwndNotepad = NULL:

f////f/!Ill/fI//f/f/!f///fl///!//Il//ff///!!//f/l!l//lf///l!/l//ff/f////ff//f?/.

void CalcWndText(HWND hwnd., PTSTR szBuf, int nLen) {
TCHAR szClass[58]. szCaptionfS58], szBufT[158]:

if (hwnd == (HWND) NULL) {
_tesepy(szBuf, TEXT("(no window)"}):
return;

if (11sWindow(hwnd)} {
_tcsepy(szBuf, TEXT("(invalid window)”}):
return;

}

GetClassName(hwnd, szClass, chDIMOF(szClass)):
GetWindowText (hwnd, szCaption. chDIMDF(szCaption));

wsprintf(szBufT, TEXT{"[%s] %s™)}, (PTSTR) szClass,

(*szCaption == @) ? (PTSTR) TEXT("(no caption}”) : (PTSTR) szCaption}:
_tcsncpy(szBuf, szBufT, nlen - 1):
szBuf[nlen - 1} = @; // Force zero-terminated string
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void WalkWindowTreeRecurse(PWALKWINDOWTREEDATA pWWT) {

if (lIsWindow{pWWT->hwndParent))
return:

pWKT->nLevel++;
const int nlndexAmount = 2;

for (pWWT->1Buf = @; pWWT->iBuf < pWWT->nlevel = nindexAmount; pWWT->i1Buf++)
PWHT->szBuf[pWNT->1Buf] = TEXT(" ");

CalcWndText(pWWT->hwndParent, &pWWT->szBuf[pWWT->1Buf],

chDIMOF (pWWT->szBuf) - pWWT->{Buf};
pWWT->nlndex = ListBox_AddString(pWWT->hwndlB, PWHT ->5zBuf):
ListBox_SetItemData(pWWT->hwndLB, pWWT->nEndex, pHWT->hwndParent);

HWND hwndChild = GetFirstChi1d(pWHT->hwndParent);
while (hwndChild != HULL) {
pWWT->hwndParent = hwndChild;
WalkWindowTreeRecurse(pWHT)
hwndChild = GetNextSibling(hwndChild);
}

pWWT->nLevel--:

i

vold WalkWindowTree( HWHD hwndLB, HWND hwndParent) {

WALKMINDOWTREEDATA WWT;
WMT.hwndLB = hwndlB:
WWT.hwndParent = hwndParent;
WMT.nLevel = -1;

HalkKWindowTreeRecurse{&WWT);
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ComboBox_Addstring{hwndT, TEXT("SetFocus")}:
ComboBox_addstring(hwndT, TEXT("SetActiveWindow™});
ComboBox_AddString(hwndT, TEXT{"SetForegroundWnd™));
ComboBox_AddString(hwnd¥, TEXT("BringWindowToTop™));
ComboBox_AddString{hwndT, TEXT("SetWindowPos-TUP")):
ComboBox_AddStringChwndT, TEXT(“SetWindowPos-BTM")):
ComboBox_SetCurSel (hwndT, ©):

// Fill the windows 1ist box with our window
hwndT = GetDMlgltem(hwnd, IDC_WNDS);
ListBox_AddString(hwndT, TEXT("---> This dialog box <---"));

ListBox SetItemData{hwndT, @, hwnd);
ListBox_SetCurSel(hwndT, 8);

// Now add Notepad's windows
g_hwndNotepad = FindWindow{TEXT("Notepad™), HULL):
if (g_hwndfotepad == NULL) {

// Wotepad isn't running: run it.
STARTUPINFG si = { sizeof(si) };
PROCESS_INFORMATION pi;
TCHAR szCommandLine[] = TEXT("Notepad");
if (CreateProcess(NULL, szCommandLine. NULL, NULL, FALSE, @,
NULL, NULL, &si, &pi)) {

// Wait for Notepad to create all its windows.

WaitForInputldle(pi.hProcess, INFINITE}:

CloseHandle(pi.hProcess):

CloseHandle{pi.hThread}:

g_hwndiotepad = FindWindow(TEXT("Notepad"), NULL);
}

X
WalkWindowTree{hwndT, g_hwndNotepad);

return{TRUE);
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g_dwEventTime = GetTickCount{) + 1080 *

GetDlgItemInt(hwnd, IDC_DELAY, NULL, FALSE):

hwndT = GetDlgltem(hwnd, IDC_WNDS5);:
g_hwndSubject = (HWND)

ListBox_GetItemData¢hwndT, ListBox_GetCurSel(hwndT}):
g_nEventld = CombeBox_GetCurSel{GetDIgltem(hwnd, IDC_WNOFUNC)): _
SetWindowText(GetD1gltem(hwnd, IBC_EVENTPENDING), TEXT("Pending”}):

break:
case IDC_THREADATTACH:

AttachThreadInput{GetWindowThreadProcessId(g_hwndNotepad, NULL),

GetCurrentThreadId{), TRUE};
break;

case IDC_THREADDETACH:

AttachThreadInput{GetWindowThreadProcessld(g. hwndNotepad, NULL).

GetCurrentThreadld(). FALSE):
break:

case IDC_REMOVECLIPRECT:
ClipCursor{NULL);
break;

case IDC_HIDECURSOR:
ShowCursor(FALSE) ;
break;

. case IDC_SHOWCURSOR:
ShowCursor(TRUE) ;
break:

case IDC_INFINITELOOP:
SetCursar{LoadCursor{NULL, IDC_NO)):
for (;3)

break;

case IDC_SETCLIPRECT:
RECT rc:

CatDartitns 0O O

RatSvetamMatricrciSH

FYSrREFNY /7 2
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ListBox_DeleteString(hwndlLB, 8);
} while (nindex == LB_ERR);

ListBox_SetCurSel{hwndLB, nindex):
}

////////!//i///////i!!//!/////////!I/ff///f//!f///f{//lI//f!//ff////f!/!f//l!fi

int D1g_OnRButtonDown(HWND hwnd, BODL fDoubleClick,
int x, Int ¥y, BINT keyFlags) {

TCHAR szBuf[160];

wsprintf{szBuf,
TEXT{"Capture=%-3s, Msg=RButtonDown, Db1Clk=%-3s, x=%5d. y=%5d"},
(GetCapture() == NULL) ? TEXT(“No™) : TEXT{("Yes"),
fhoubleClick 7 TEXT{"Yes") : TEXT("No™)., X, ¥):

AddStr(GetD1gItem{hwnd, IDC_MOUSEMSGS), szBuf}:
if (!fDoubleClick) SetCapturelhwnd);

else ReleaseCapture();

return(@);

FEIEEFEFLERFEFFEEREERREEEEE R EEEERETEREEEEFPEEREEF - EFLEEEEEE LR

int D1g_OnRButtonUp(HWND hwnd. int x, int y, UINT keyFlags) {

TCHAR szBuf[1@0];
wsprintf(s2Buf, TEXT("Capture=%-3s, Msg=RButtonUp, x=%6d, y=%5d"),
(GetCapture() == NULL) ? TEXT("No™) : TEXT{"Yes™), X, ¥}:

AddStr{GetDdlgIitem(hwnd, IDC_MOUSEMSGS), szBuf);
return{@};
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vold D1g_OnLButtonUp(HWND hwnd. int x. int y. UINT keyFlags) {
TCHAR szBuff180];
wsprintf(szBuf,
TEXT("Capture=%-3s, Msg=LButtonlUp, x=%5d, y=%5d").
(GetCapturel) == NULL) ? TEXT{"No")} : TEXT("Yes"™}, X, ¥):

AddStr{GetDlgItem(hwnd, IDC_MOUSEMSGS). szBuf):

HEHFLEITHFIEETITT ORI R TR P i b i i et i it i i i i id irirr b irisriiiriinfre it

void Dlg_OnMouseMove(HWND hwnd, int x, int y, UINT keyFlags) {
TCHAR szBuf[l1@@]:
wsprintf{szBuf, TEXT{"Capture=%-3s, Msg=MouseMove, x=%8d, y=%5d"),
(GetCapture{) == NULL) ? TEXT("Ro") : TEXT("Yes"), x, ¥};

Addstr(GetDigltem(hwnd, IDC_MOUSEMSGS), szBuf);

FEEEFRERRTEEER T EE R EI I E R I T E R I F R i i it i iir i iei b rdiiirtirietiiriitvl
void Dlg_OnTimer(HWND hwnd, UINT fd) {

TCHAR szBuf[100];

CalcWndText(GetFoecus(), szBuf, chDIMOF(szBuf}):
SetWindowText(GetDlgltem{hwnd, IDC_WNDFOCUS), szBuf);

CalcWndText(GetCapture(), szBuf, chDIMOF(szBuf)):
SetindowText(GetD1gltem(hwnd, IDC_WHDCAPTURE), szBuf};

CalcWndFext(GetActiveWindow(), szBuf, chDIMOF(szBuf));
SetNindowText(GetD1gitem{hwnd, IDC_WNDACTIVE), szBuf):
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break:

case 1: // SetActiveWindow
g_hwndSubject = SetActiveWindow(g_hwndSubject):
break:

case 2: // SetForegroundWindow

hwndT = GetForegroundWindow();

SetForegroundWindow(g. hwndSubject);

g_hwndSubject = hwndT;

hreak;

case 3: // BringWindowToTop
BringdindowToTop{g_hwndSubject);
break;

case 4: /7 SetWindowPos w/HWND_TO?P
SetWindowPos{g_hwndSubject, HWND_TOP, @, 8, @, @,
SWP_NOMOVE | SWP_NOSIZE):
g_hwndSubject = (HWND) 1;
break;

case 5: [/ SetWindowPos w/HWND_BOTTOM
SetWindowPos(g_hwndSubject, HWND_BOTTOM, o, 8, @&, @,
SWP_WOMOVE | SWP_NDSIZE):
g_hwndSubject = (HWND) 1;
break;
H

if (g_hwndSubject == (HWND} 1) {
~ SetWindowText(GetDlgltem(hwnd, [DC_PREVWND), TEXT("Can't tell.”)};
} else (
CalcWndText (g_hwndSubject, szBuf, chRIMOF(szBuf)):
SetWindowText(GetD1gltem{hwnd, IDC_PREVWND), szBuf):

}

g_hwndSubject = NULL; g_nEventld = @; g._dwEventTime = 8;
SetWindowText{GetDlgltem(hwnd, IDC_EVENTPENDING), TEXT("Executed”)};
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chHANDLE_DLGMSG{hwnd, WM_RBUTTONDOWN, D1g_OnRButtonDown};
chHANDLE_DLGMSG (hwnd, WM_RBUTTONDBLCLK, D1g_OnRButtonDown);

chHANDLE_DLGMSG(hwnd, WM_RBUTTONUP, D g_0nRButtonlpl;
chHAKDLE_DLGMSG(hwnd, WM_TIMER, Dlg OnTimer);

}

return(FALSE);

I I R L L R R

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszlmdLine, int) {

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_LISLAB), NULL. D1g_Proc);
return(®);

FREFFEIEEERFEAEERRBFEEEIEEdees Bad of File FFHITAHITEIIEHEEEEEEIEEEIEEEIEEEE

LISLab.re

//Microsoft Developer Studio generated-resource script.
)
#include “Resource.h”

fidefine APSTUDIO_READONLY_SYMBOLS
///lf/!}f/f////ff/////!!//f////////f//}f////////f///!/!////////!l/ff!!/!f////
i

// Generated from the TEXTINCLUDE 2 resource,

i

#include "afxres.h”
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f/ remains consistent on all systems.
IDI_LISLAB ICON DISCARDABLE "LISLab.Ico"

FEIEIPEEERREIE I IR RT T I IR E R R T F I FE R I LI EI I T EE i T
i

// Dialog

i

IDD_LISLAB DIALOG DISCARDABLE 12, 38, 286, 178

STYLE WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION "Local Input State Lab™

FONT 8, "MS Sans Serif™

BEGIN
GROUPBOX "Windows"™,IDC_STATIC,.4,.9,192,56
LTEXT “Focus:™,IDC_STATIC,8,12,23,8
LTEXT "Focus window info”,IDC_WNDFOCUS,52,12.149,8
LTEXT “Active:",IDC_STATIC.8.20,24,8
LTEXT “"Active window info",IDC_WNDACTIVE.52,28,1408.8
LTEXT "Foreground:"™,IDC_STATIC,.8,28,.40.8
LTEXT "Foreground window info",IDC_WNDFOREGROUND,52,28,140.8
LTEXT "Capture:”™,IDC_STATIC,8,36,29,8
LTEXT "Capture window info”,IDC_WNDCAPTURE,52,36,149,8
LTEXT "Clip Cursor:™, IDC_STATIC,8,44,39.8
LTEXT "Cursor clipping info”,IDC_CLIPCURSOR.52,44,148,8
LTEXT “&Function:™,IDC_STATIC,286.4,32.8
CCMBOBOX IDC_WNDFUNC,200,14,82,54,CBS_DROPCOWNLEST | WS_VSCROLL

WS_TABSTOP

PUSHBUTTON "Dela&y:" . IDC_FUNCSTART,209,30.26,14
EDITTEXT IDC_DELAY,228,38,24,12 ,ES_AUTOHSCROLL
LTEXT "Executed” ,IDC_EVENTPENDING,252,38,32,19
LTEXT "Prevind:",IDC_STATI(,208,46,.34,8
LTEXT "Previous window info",IDC_PREVWND,268,54,76,18
LTEXT "&Notepad windows and Self:"“,IDC_STATIC,.4,62,98.8
LISTBOX IDC_WNDS,4,72,192,32 ,WS_VSCROLL |} WS_TABSTOP
PUSHBUTTON "sAttach to Notepad™,IDC_THREADATTACH,208,72,80,12
PUSHBUTTON "4Detach from Notepad™,IDC_THREADDETACH,200,88,80,12
LTEXT "&Mouse messages received:”,IDC_STATIC.4.102,89,8

LISTBOX IDC_MOUSEMSGS,4,112,192,32 ,WS_ VSCROLL | WS_TABSTOP

1 TEVT LU o TR Y PR Sy TR Lkk e Be aad e L. LR T N
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!/ TEXTINCLUDE
/

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Rescurce.h\g"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
“Finclude ““afxres.h"*\rin"
e

ENG

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\rin”

H\a“
END

fendif {f APSTUDIO_INVOKED

FIPFETIPEEGHEFFEET TR TFIFE AT d 7RI I i ittt iit iy

i
// DESIGNINFO
i

{#1fdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD._LISLAB, DIALOG
BEGIN
RIGHTHARGIN, 283
BOTTOMMARGIN, 170
END
END
flend1f /f APSTUDIO_INVOKED

fendif // Engiish (U.S.} resources
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Local Input State Lab
Function SetFocus SetFocus
LISLab Os Delay
SetFocus Local Input State Lab
Notepad Windows And Self [Notepad]
Untitled-Notepad SetFocus Delay Windows
SetFocus Notepad Attach To Notepad
LISLab
LISLab Note- pad LISLab
Notepad

AttachThreadInput{GetWindowThreadProcessId{g_hwndNotepad., NULL},
GetCurrentThreadId{), TRUE);

Attach To Notepad Inpul =l
figiEass | Functice:
N Otepad L I SL a.b Focis: [E dit] jno captior] _S F v
ke [Motepad] Lintitled - Matepad Sl OcLs
_ Fareground:  [Motepad] Untitled - Matepad % I_E d
27 5 Capture: [rowindow] ) Dda!'! e
Clig Cursor  left=0, top=0, right=800, boctom=600 Previwind:
Frestous window info
Motepad windows and Self:
L I SL ab N Otepad = iz dialog box ¢-- Attachto Notepad I
[Moiepad] Unbitled - Hotepad
27_ 5 [Edit] o caption) Dietach from Maotepad !
X Mouze messages eceived: .
Edit et e 367 A Click ight mouse butian
uzeMove, 4= 387 e
Notepad File Open LISLab 2] : Diible-click raht meuss
Clipping rect: Top, left Femove I MR
Not d Cursor visibli: Hide Show | iniaiaes
ote-pal
27-5 Notepad LISLab
LISLab Delay SetFocus Notepad
SetFocus

Fiinctinn Qat A rtive\NinAdnw
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SetFocus

SetActiveWindow
LISLab PrevWnd
GetForegroundWindow

PrevWnd

RIT Notepad “ !
LISLab SetForegroundWindow
Mouse Message Received
Received
LISLab
LISLab Windows
LISLab
LISLab
LISLab
e Local Input State Lab
. LISLab
Windows

Ton | &ft

LISLab

Mouse Message

Click Right Mouse Button To Set Capture

SetCapture LISLab
LISLab
LISLab
LISLab
M ouse Mssages Received
LISLab ReleaseCapture
LISLab
Capture

1 1<l ah
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Hide Show Cursor LISLab
ShowCursor{FALSE);
ShowCursor(TRUEY;
LISLab
Show Hide
5 Hide 5 Show
Infinite Loop LISLab
SetCursor{LoadCursor(NULL, IDC_NO)};
for (;:}
slashed circle
Infinite Loop LISLab LISLab
LISLab LISLab
Local Input State Lab
WM_PAINT
Windows 98 Ctrl+Alt+Del 27-6 Close
Program
Windows 2000 Taskbar 27-7 TaskManager

Local Input State Lab End
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Task
Windows 98

Windows 2000 27-9

Local Input State Lab [Not responding]

# Thiz pragram & not respondng. [t may-be busy, waiting for
/! 3 respohse from you, of it may have stopped rurning,

- Click Cancel o gnors and retum to Windows.

- Toclozeths program immediately, clck End Task,
ouwil lnse any Lezaved informalion in this program

i Caneel |

27-8 Local Input State Lab

End Task Windows 98 End Now
LISLab Cancel
End Task End Now LISLab

27.3.2 LISWatch

LISWatch “ 27L1SWatch.exe’
LISWatch 27-10
WM _INITDIALOG
SetTimer

WM_TIMER

WM_CLOSE LISLab
27-8
End Program - Local Input State Lab B3

j This program is mot responding.
W

To retuin b vindows and chieck the stabus of the
prograrn, click Cancel,

It pou choose bo end the program immediatzly, vou will lose
any unzaved data. Toerd the pragram now, click End
Mo

End Mow I &

27-9 End Program
Windows 2000

Windows 98 Windows 2000

27-LISWatch

HELP: Click right mouze buttor

Focus:  [SeiCale] Caloulator
Active:  [SciCalc] Calculator
Caphure:  [no window]

Foregmd: [SciCalc] Calculator

27-10 LISWatch
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GetFocus GetActiveWindow GetCapture

CalcWndText
LISWatch Dlg_OnTimer
AttachThreadl nput FALSE
LISWatch LISWatch
LISWatch
“ System-wide " LISWatch
LISWatch
LISWatch LISWatch
LISWatch g-dwThreadldAttachTo ID ID
LISwWatch “ System-wide” Dlg_OnTimer
LISwWatch
LISWatch GetActiveWindow GetFocus
GetCapture
Calculator LISWatch Calculator
LISWatch 27-11
Calculator ID 0x000004ec LISWatch
Calculator LISWatch
0x000004ec
Notepad LISWatch
27-12

Fncug:. ggi%?a?g]‘(gaclculatm HELP: Click right mouse button Fncug:. i HELP: Click right mouse button

Active:  [SciCalc] Calculator Active:  [no window)]

Foranre Bk st Foraret INotopad i Notsad

27-11 Calculator 27-12
LISWatch

LI1SWatch
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#include *. . ACmnHdr . h" 7+ See Appendix A, =/
#include <tchar.h>

#include <windowsx.h>

#include "Resource.h”

I R R Rl

ffdefine TIMER_DELAY (500) // Half a second
UINT_PTR g_uTimerId = 1;
DWORD g_dwThreadIdAttachTo = 8; // 8=System-wide; Non-zero=specifc thread

I

B00L DY1g_OnEnitDialog(HWKD hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS hwnd, IDI_LISWATCH);

/# Update our contents periodically
g_uTimerld = SetTimer(hwnd, g_uTimerld, TIMER_DELAY, NULL):

f/ Make our window on top of all others
SetWindowPos{hwnd, HWND_TOPMOST, @, B, @, @, SWP_NOMOVE | SWP_NOSIZE);
return(TRUE};

N N I L R R

void D1g_OnRButtonDown(HWND hwnd, BOOL fhoubleClick, int x. int y.
UINT keyFlags) (
chMB{"To monitor a specific thread. click the Teft mouse button in "
“the wain window and release it in the desired window.\n"
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SetCursor(LoadCursor(GetModuTeHandle(NULL), MAKEINTRESOURCE(IDC_EYES))):

FEPRHIEEII T EEFFEEITTEI I EET I I EE R T E TR T A EET R EEL e

void Dlg_OnLButtonUp(HWND hwnd. int x, int y. UINT keyFlags) {
if (GetCapture() == hwnd) {

ff 1f we had mouse capture set, get the ID of the thread that

/1 created the window that is under the mouse cursor.

POINT pt;

pt.x = LOWORD(GetMessagePos(}):

pt.y = HIWORD(GetMessagePos());

Releaselapture();

g_dwThreadIldAttachTe = GetWindowThreadProcessId{
ChitdWindowFromPointEx(GetDesktopWindow{). pt, CWP_SKIPINVISIBLE),
NUGLLY;

if (g_dwThreadidAttachTo == GetCurrentThreadld()) {

// The mouse button is released on one of our windows:
// monitor local-input state on a system-wide basis.
g.dwThreadidattachTo = 0;

} else {

// The mouse button is released on a window that our thread didn't
// create; monitor local input state for that thread only.
AttachThreadInput(GetCurrentThreadld(), g_dwThreadldAttachTo, TRUE):

FERFEIRFEERREFFIEEREFFEEEERETEEIEE BT FEETERFEEEIEE R ER LR
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_tesncpy(szBuf, szBufT, nlLen - 13};
szBuf[nLen - 1] = 8; // Force zero-terminated string

FEIEELETIEETTE Tt b i E i T Er i i isiiis

void D1g_OnTimer (HWND hwnd, ULNT id} f

TCHAR szBuf[10@] = TEXT{"System-wide"):
HWND hwndForeground = GetForegroundWindow( }:
DWORD dwThreadidAttachTo = g_dwThreadIdAttachTo:

if {dwThreadIdAttachTo == @) {

/f If monitoring local input state system-wide, attach our input
ff state to the thread that created the current foreground window.
dwThreadldAttachTo =

GetWindowThreadProcessId(hwndForeground, NULL):
AttachThreadInput({GetCurrentThreadld(), dwThreadldAttachTo. TRUE):

} else {

wsprintf(szBuf, TEXT("0x%¥08x"), dwThreadldAttachTo);
}

SetWindowText(GetDlgltem(hwnd, IDC_THREADID), szBuf):

CalcWndText(GetFocus{), szBuf, chDIMOF(szBuf}};
SetWindowText (GetDlgltem{hwnd, TDC_WNODFOCUS), szBuf);

CalcWndText (GetActiveWindow(), szBuf, chDIMOF{szBuf));
SetWindowText{GetD1gltem(hwnd, IDC_WNDACTIVE), szBuf}:

CalcHndText(GetCapture(), szBuf, chDIMOF(szBuf)}:
SetWindowText(GetDlgltem(hwnd, IDC_WNDCAPTURE), szBuf);

CalcMndText{hwndForeground. szBuf., chDIMOF(szBuf));
SetWindowText(GetDlgltem{hwnd, IDC_WHDFCREGRND), szBuf);



Chfna'pUb.COM

27

FITERERTEEEII TR ERI BT ERE PR EF LT EEE PRI TR ]

INT_PTR WINAPI D1g_Proc{HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM TParam) {

switch (uMsg) {
CHHANDLE_DLGMSG{hwnd, WM_INITDIALGG, D1g_OnlnitDialog):
ChHANDLE_DLGMSG{ hwnd, WM_COMMAND, Dtg_OnCommand);
chHANDLE_DLGMSG{ hwnd, WM_TIMER, D1g_OnTimer);
chHANDLE_DLGMSG( hwnd., WM_RBUTTONDOWN, D1g_OnRButtonDown);
chHANDLE_DLGMSG(hwnd. WM_LBUTTONDOKN, D1g_OnLButtonDown};
chHANDLE_DLGMSG(hwnd, WM_LBUTTONUP, D1g_OnLButtonUp);

1

return{FALSE);

N R R R R R N Ry

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszimdLine, int) {

DialogBox{hinstExe, MAKEINTRESOURCE(IDD_LISWATCH), KULL, Dig_Proc);
return{@}:

FIPEFEIIREEIAREIAEETIETEEIEE] End of File FILPATTPHIETIEEITIEETTEEETTEEEE D]

LISWatch.rc

f/Microscft Developer Studio gemerated resource script.
£
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#ifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US
#pragma code_page(1252)

#endif //_WIN3Z

fHifdef APSTUDIO_INVOKED

FHEEEEEEIPETEEE T IT i F TR AP i i it i i rt it i il i itiiiiiirei
7

// TEXTINCLUDE

H

1 TEXTINCLUDE DISCARDABLE
BEGIN

“resource.hi\g"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\r\n"
" g

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\eAn"

L \0"
END

#endif // APSTUDIQ_INYOKED

JHEFIEFEdTEF i d i it i it iddiddisdiriid it piitif ittt iiiiddtisfititiiritise
I

/1 Dialog

1

IDD_LISWATCH DIALOG DISCARDABLE 32768, 5, 248, 41

STYLE WS_MINIMIZEBOX | WS_VEISIBLE | WS_CAPTION | WS_SYSMENU
CAPTION “LISWatch”

FONT 8. "MS Sans Serif"
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/7 Tcon
I

/1 Icon with Towest ID value placed first to ensure application fcon
/4 remains consistent on all systems.
IDI_LISKATCH ICON DISCARDABLE “LISWatch.ico™

JEETEFTETTER T EEFRRFRI it dFI T ELFFiEd it i did ittt idrrtisfititetiifirs
{f

f/f Cursor

Iy

IDC_EYES CURSOR DISCARDABLE "Eyes.cur”

FIIEEEIFRETEFREEIEETIEEEE I HEEI TP E R E T EEEE T PRI PRI TR
N

// DESIGNINFC

¥y

§#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
10D_LISWATCH, DIALOG
BEGIN
RIGHTMARGIN, 190
BOTTOMMARGIN, 18
END
END
fendif /1 APSTUBIO_INVOKED

#endif /f English (U.S.} resources
FEHTIEET AR P TE HE IR E I EET R P EEF TP I i I EFFR iR iiiiiistitil

#1fndef APSTUDIO_EINVOKED
FEEFFEIEFETEFERETEEEETIE I E I EFREEE T ER R F TR i it i Ei i it tisiiieint it
1N

/! Generated from the TEXTINCLUDE 3 resource.
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CmmHdr.h
Project Settings
e Genera Output Files .exe .dll
« C/C++ Code Generation Use Run-Time Library

Multithreaded DLL

Debug Release

A.1 CmmHdr.h

CmmHdr.h

CmmHdr.h A-1
rebuild
CmmHdr.h
CmmHdr.h

A.1.1 Windows

Microsoft Windows 2000 _WIN32_
WINNT

fdefine _WINI2_WINNT @x0504
Windows 2000 Windows

#1f (_WIN3Z_WINNT >= 9x0560)

WINBASEAPI
BOOL
WINAPI
“AssignProcessToJdobObject(
IN HANDLE hJob,
IN HANDLE hProcess
¥:
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#endif /= _WIN3I2_MINNT >= 0x@508 */

_WIN32 WINNT Windows.h
~WIN32_WINNT
Windows 98 Windows NT
A.1.2 Unicode
ANSI Unicode x86CPU
ANSI Windows 98
CPU Unicode
x86 Unicode UNICODE
CmmHdr.h UNICODE
Unicode 2
A.1.3 4
Microsoft C/C++ 4
4
4 Windows
C
Windows
3 CmmHdr.h Windows.h
Windows.h 4 4
“ " #pragma warning
A.1.4 Pragma
#pragma messaqe("Fix this later™)
pragma
pragma message chMSG

#ipragma chMSG(Fix this later)

Microsoft Visual Developer Studio

C:ACDAComHdr . h{82}:Fix this later



China=pubecom

A

chMSG

A.1.5 chINRANGE chDIMOF
chINRANGE
chDIMOF
sizeof
A.1.6 chBEGINTHREADEX
C C++ _beginthreadex
CreateThread _beginthreadex
C/C++
C/C++ 6 _beginthreadex

tunately, the _bgmnthreadex function is protc

unsigned long __cdecl _beginthreadex(

void *,

unsigned,

unsigned (__stdcall =) (void =),

void =,

unsigned,

unsigned *);

_beginthreadex CreateThread

CreateThread

typedef DWORD (WINAPI #PTHREAD_START_ROUTINE)(PVOID pvParam):

HANDLE CreateThread(
PSECURITY_ATTRIBUTES psa.
DWORD cbStack,
PTHREAD_START_ROUTINE pfnStartAddr,
PVOID pvParam,
DWORD fdwlreate,
PDWORD pdwThreadld):

_beginthreadex Windows C/C++
_beginthreadex
_beginthreadex
CreateThread Windows DWORD

typedef unsigned long DWORD:

CreateThread cbStack fdwCreate
_beginthreadex unsigned unsigned int
unsigned int unsigned long _beginthreadex
C/C++ CreateThread
_beginthreadex

unsigned long __cdecl _beginthreadex{
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void *psa,
unsigned long cbStack,
unsigned (__stdcall ») (void *pvParam),
void *pvParam,
unsigned long fdwCreate,
unsigned long *pdwThreadId):
_beginthreadex unsigned iong
HANDLE
HANDLE hThread = _beginthreadex{...}:

cast
HANDLE hThread = (HANDLE) _beginthreadex{...);

CmnHdr.h chBEGINTHR

EADEX
typedef unsfgned (__stdcall »PTHREAD_START) (void *);

#define chBEGINTHREADEX(psa. chStack, pfnStartAddr, \

pvParam, fdwlreate. pdwThreadld) \
{(HANDLE)_beginthreadex( \
(void ») (psal. \
(unsigned} (chbStack), \
(PTHREAD_START) (pfnStartAddr), \
(void *) {pvParam), A
{unsigned) {fdwCreate), \
{unsigned «) (pdwThreadId))}
A.l1.7 x86
Windows DebugBreak kernel32.dlI
CPU
kernel 32.dl1 DebugBreak
DebugBreak
x86 “ int3" CPU x86
DebugBreak DebugBreak kernel32.dl
C/C++
A.1.8
32 24
MAKESOFTWAREEXCEPTION
A.1.9 chMB
chMB

A.1.10 chASSERT chVERIFY

ChASSERT
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X TRUE
chVERIFY chASSERT
debug build (rdleese build) chVERIFY

A.1.11 chHANDLE_DLGMSG

WindowsX.h
HANDLE_MSG TRUE FALSE
chHANDLE _DLGMSG
A.1.12 chSETDLGICONS
Taskbar
WM _INITDIALOG chSETDLGICONS
A.1.13 OS
Windows 95
Windows 98 Windows 2000
Windows 95 Windows 98 _tWinMain
Windows9xNotAllowed Windows 2000
_tWinMain chWindows2000Required
A.1.14 Unicode
Windows 98 Windows 2000 Unicode Unicode
Windows 98 Unicode Windows98
Unicode
Windows 98 CUnicodeSupported C++
Unicode
CmnHdr.h
C/C++
Unicode
Unicode
C++
A.1.15 (w)WinMain
VisualC++

Win32 Console Application
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(w)main GUI
_tWinMain
Visual C++ Win32 Application
“ Console”
(w)WinMain
CmnHdr.h pragma
(w)WinMain Visual C++ Win32 Console
Application
4 Visual C++
A-1 CmnHdr. h
A-1 CmnHdr.h
CmnHdr.h

[******t**t#*!&*t*!&************s**********t*t*t**lu!l!ktlt!lni$¢$t$t‘$$¢***¢#"lt.¥¥*$_‘1}
Module: CmnHdr.h '
Notices: Copyright (c) 2088 Jeffrey Richter
Purpose: Common header file containing handy macros and definitions

used throughout all the applicattions 1n the book.

See Appendix A.

P L T P e PP T S P Y PP TR P LT R T T T EE P R T P T T 2T Y

f#pragma once // Include this header file once per compilation unit
FRPEEREIAAEE 04T ELTF7 Windows Version Build Option //////////I/l///lf////?(?

fidefine _WIN3Z_WINNT Bx0568
//#define WINVER oxp508

FRELERTESRIERRHIFREEE71EE77) Unicode BUid Option JAA//F007TEHTEREITEEERTEETEES

f/ If we are not compiling for an x86 CPU, we always compile using Unicode.
#ifndef _M_1X86

f#idefine UNICODE

fendif

// To compile using Unicode on the x86 CPU, uncomment the Tine below.
/ffidefine UNICODE

// When using Unicode Windows functions, use Unicode C-Runtime functfons too.
#ifdef UNICODE

f#define _UNICODE

frendi f

FRAFEFERELEEA AP E4117Y Include Windows Definitions F/7/7717 8000000 TTHEETTERED
#pragma warning{push. 3)
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#include <Windows.h>
#pragma warning{pop)
fipragma warning(push, 4)

fHEFEEFfEE ] Yerify that the proper header files are being used /7777711181114

#ifndef WT_EXECUTEINPERSISTENTTHREAD

#pragma message(“You are not using the latest Platform SDK header/library ™)
#pragma message(”files. This may prevent the project from building correctly.”)
flendif

fHEEHHEEAEEEE AlTow code to compile cleanly at warning level 4 ////7/ 1177117471

/+ nonstandard extension *single 1ine comment' was used */
fipragma warning(disable: 4001}

/4 unreferenced formal parameter
#ipragma warning{disabte:4108)

// Note: Creating precompiled header
ffpragma warning{disable:4699)

// function not inlined
fipragma warning{disable:4718)

f4 unreferenced inline function has been removed
#fpragma warning(disable:4514)

// assignment operator could not be generated
fipragma warning{disable:4512)

FEEPHEERRETRRAEEEFE 17} Pragma message helper macro //7F877HEEEFFEEEEIIEEIIET

FE]
When the compiler sees a line 1ike this:
#pragma chMSG{Fix this later)

it outputs a line 1ike this:
¢:\CBACmnHdr.h(82):Fix this later

You can easily jump directly to this line and examine the surrounding code.
®f

f#define chSTR2{x} #x

#define chSTR{x) chSTR2(x)
f#define chMSG{desc) message{__FILE__ ™(" chSTR{__LINE__} “):" fidesc)

FRITEFRRTERERTELERFEAEEETFEETF CRINRANGE Macro J/IFAFEIFAEITELETTEIITERITEENI TS
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// This macro returns TRUE 1f a number is between two others.
fidefine chINRANGE(Tow, Num, High) (({low) <= (Num)) %& ((Num) <= (High)})

FIPIFEERFERIFAL 000800 TTEY chDIMOF Macre fA77000IEE0ITHEITTEIITEEITEESEES

// This macro evaluates to the number of elements in an array.
f#idefine chDIMOF(Array) {sizeof(Array) / sizeof(Array[8]))

FIELFEFEFETEFEfE0d17 7 chBEGINTHREADEX Macro FA/AFFFLIFFHIITEEIIIEITITIETT

f/ This macro function calls the C runtime’s _beginthreadex function.

// The C runtime library doesn't want to have any reliance on Windows® data
// types such as HANDLE. This means that a Windows programmer needs to cast
/7 values when using _beginthreadex, Since this is terribly inconvenient,
// 1 created this macro to perform the casting.

typedef unsigned (__stdcall *PTHREAD_START) (void *);

#define chBEGINTHREADEX(psa, cbStack, pfnStartAddr, \

pvParam, fdwCreate, pdwThreadId) \

{ (HANDLE) _beginthreadex{ kY

{void =) {psa), \

(unsigned? {chStack), it

{PTHREAD_START} (pfnStartAddr), A

(void =) {pvParam}, b\

(unsigned) {fdwCreate), \
{unsigned ») {pdwThreadId))}

FHAEEEEEE i8S DebugBreak Improvement for x86 platforms //7// /17717 HE0IEEHET

#ifdef _X86_
f#define DebugBreak() asm { int 3}
f#endif

FREFFHEERIEIREEIEE7017771 Software Exception Macro Z/7/1HFFAHEFTIRIEELIEIEETY

/f Useful macre for creating your own software exception codes
f#define MAKESOFTWAREEXCEPTION(Severity, Facility, Exception) \
((DWORD) ( \

/» Severity code #/ {Severity 3 3
/% MS(@) or Cust{l} =/ (1 << 29y | A
/% Reserved(8) #f (0 K 28) | A\
/* Facility code */ (Facility << 16} | \

/* Exception code =/ (Exception << 8)))

FELFEFIELES PR EPEEFEES Quick MessageBox Macroe J//7FIIFFEITITETIIIEEIIEENILY
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inline void chMB(PCSTR s} {
char szTMP[128]1:
GetModuTeFiteNameA{NULL, szTMP, chDIMOF(szTMP)):
MessageBoxA(GetActiveWindow{). s. szTMP, MB_OK):

FREEFEETTRIET AP0 87 7111 Assert/Nerify Macros // /7P ERRIHETETRETIEIETEETEY

inline vaid chFAIL(PSTR szMsg) {
chMB{szMsg);

) DebugBreak():

}

/7 Put up an assertion failure message box.

inline void chASSERTFAIL(LPCSTR file, int 1ine, PCSTR expr) {
char sz[128];
wsprintfa(sz, "File %s, line %d : %s", flle. line, expr);
chFAIL{sz};

// Put up a message box if an assertion fails in a debug build.
#ifdef _DEBUG

fdefine chASSERT{x)} 1f (1{x}} chASSERTFAIL(__FILE__, __LINE__, #x)
#else

f#define chASSERT(x)

ffendif

// Assert in debug builds, but don’'t remove the code 1n retail builds.
#ifdef _DEBUG

#define chVERIFY{x} chASSERT{x)

felse

f#define chVERIFY{x} (x)

ffendif

FIRTERRTEFRTF L7 EE] ChHANDLE_DLGMSG Macre /A 1771011 FETIE0FIIIEETITERST

/f The normal HANDLE_MSG macro in WindowsX.h does not work properly for dialog
// boxes because DlgProc return a BOOL instead of an LRESULT (1ike
// WndProcs). This chHANDLE_DLGMSG macro corrects the problem:
ftdefine chHANDLE_DLGMSG(hwnd, message, fn} A\
case (message): return (SetDlgMsgResult(hwnd, uMsg, kY
HANDLE_fHfmessage((hwnd), (wParam), (1Param), (fn)}))

FIEIERFEETIEEELETEELEEE Diatog Box Icon Setting Macro /A//HAATEIIIHIIIEIIITEEE

f// Sets the dialog box icons
inline void chSETDLGICONS(HWHKD hwnd, int idi) {
SendMessage(hwnd, WM_SETICON, TRUE, (LPARAM)
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LoadIcon{{HINSTANCE) GetWindowiongPtr{hwnd, GWLP_HIKSTANCE),
MAKEINTRESQURCE(idi))):
SendMessage(hwnd, WH_SETICON, FALSE, (LPARAM}
LoadIcon({HINSTANCE) GetWindowlLongPtr(hwnd, GWLP_HINSTANCE),
MAKEINTRESOURCE(idi)));

FRETFFEITEIIIEIET 728011471 05 Version Check Macras ////7HEETTERITEREIITEETTTEE

inline void chWindows9xNotAllowed() {
OSVERSIONINFO vi = { sizeof{vi) };
GetVersionEx(&vi):
if (vi.dwPlatformld == VER_PLATFORM_WIN32 WIMDOWS) {
chMB("This application requires features not present in Windows 9x."}:
ExitProcess{@d): '

intine yold chWindows2080Required(} {
OSVYERSIONINFO vi = { sizeof(vi) };
GetVersionEx{&vi);
1f ((vi.dwPlatformld != VER_PLATFORM_WIN3Z2_NT} && (vi.dwMajorVersion < 5)) {
chMB{"This application requires features present in Windows 2008.");
ExitProcess(@);

FEIEFEERPEEFFIFTEEI 8181111 F UNLCODE Check Macro S/77417 7007008070000 Eedtiilid

/! Since Windows 98 does not support Unicode, issue an error and terminate
/! the process if this is a native Uniccde build running on Windows 98.

/f This is accomplished by creating a global C++ object. Its constructor is
// executed before WinMain.

f#ifdef UNICODE

~class CUnicodeSupported {
public:
CUnicodeSupported() {
1f (GetWindowsDirectoryW(NULL, 8) <= 8) {
chMB("This application requires an 05 that supports Unicode.");
ExitProcess(@);

}
1:

/# "static” stops the linker from complaining that multiple instances of the
// object exist when a single project contains multiple source files,
static CUnicodeSupported g_iUnicodeSupported;
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#endif
JHEFPERFRFEFEETFEFEELE{ Y Force Windows subsystem JIEEITEEITEIIIIEEIIEEETEE
ftpragma comment(linker, “/subsystem:Windows"™}

FIEEFTEETEEIET I AR ETEETEEFILEIT End of $\he FIEIPHTHIPEIHTIIIITEI AL T ]




China=pubecom

B API
C/C++
Microsoft Visual C++ WindowsX.h
WindowsX..h #define
WindowsX.h API
. casting
C/C++ Windows
Windows
. 16 Windows 32 Windows 64 Windows
e C C++ C++
. Windows Windows
high-word

WinDef.h MAKELONG

WindowsX.h
B.1
message cracker
switch switch 5
switch

wParam |Param
WM_COMMAND wParam
wParam ID

NO”

Windows.h

long
low-word
long
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B

WM_COMMAND

void Cl1s_OnCommand(HWND hwnd, int id, HWND hwndCtl,
UINT codeNotify) {

switch (id) {

case ID_SOMELISTBOX:
if {codeMotify l= LBN_SELCHANGE)
break:

// Do LBH_SELCHANGE processing.
break;

case ID_SOMEBUTTON:
break;

wParam |Param
switch

LRESULT WndProc (HWND hwnd, UINT uMsg,
WPARAM wParam, LPARAM TParam)} {

switch (uMsg) {
HANDLE_MSG(hwnd, WM_COMMAND, Cls_OnCommand):
HANDLE_MSG{hwnd, WM_PAINT, Cls_OnPaint):
HANDLE_MSG(hwnd, WM_DESTROY. Cis_OnDestroy):
default:
return({DefWindowProc{hwnd, uMsg, wParam, 1Param});

}
HANDLE_MSG WindowsX.h

#define HANDLE_MSG(hwnd, message, fn} \
case (message): \
return HANDLE_fifmessage({hwnd), (wParam), (1Param}, {fn));

WM_COMMAND

case (WM_COMMAND):
return HANDLE_WM_COMMAND( (hwnd}, (wParam), (1Param),
(C1s_OnCommand)};

WindowsX.h HANDLE WM _*
| Param
OnCommand HANDLE WM_COMMAND

#define HANDLE_WM_COMMAND(hwnd, wParam, 1Param, fn} \
¢ (Fn) ((hwnd), ¢int) (LOWORD{wParam)), (HWND){1Param),
(UINT) HIWORD{(wParam)), 9L)

wParam
Cls_
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wParam |Param
Cls_OnCommand
WindowsX.h

WM_COMMAND

/% void Cls_OnCommand(HWND hwnd, int id, HWND hwndCtl,
UINT codeMotify}: #/
#define HANDLE_WM_COMMAND(hwnd, wParam, 1Param, fn) \
((FnY((hwnd), (int){LOWORD{wParam}), (HWND)}{1Param), \

(UVINT}HIWORD(wParam}), QL)

#define FORWARD_WM_COMMAND(hwnd, §d, hwndCtl, codeNotify. fn) A\
(void)(fn)({hwnd), WM_COMMAND,
MAKEWPARAM(CUINT) (id), (UINT) (codeNotify)), \
(LPARAM) (HWHD) {hwndCt1))

HANDLE_WM_*

forwarder WM_COMMAND

void C1s_OnCommand (HWND hwnd, int id, HWND hwndCtl,
UINT codeNotify) {

// Do some normal processing,

/7 Do defauit processing.
FORWARD_WM_COMMAND(hwnd, id, hwndCt?, codeNotify,
DefWindowProc):
}
FORWARD WM * wParam |Param

DefWindowProc

SendMessage PostMessage
FORWARD_WM_*

B.2
Child Control Macro FORWARO _
WM_*
LB_GETCOUNT
WindowsX.h
#define ListBox_GetCount(hwndCtl) \
{ ¢1nt) (DWORD)SendMessage( (hwndCt1), LB_GETCOUNT. 8, BL))
hwndCtl
LB_GETCOUNT wParam |Param
SendM essage int

GetDlgltem

int n = ListBox_GetCount(GetDigltem(hDlg, ID_LISTBOX));
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SendDlgltemM essage
GetDlgltem
GetDlgltem

HWHD hwndCtl = GetDlgItem(hDlg, ID_LISTBOX);
int n = ListBox_GetCount{hwndCt1):
ListBox_AddString{hwndCtl, "Another string”}:

GetDlgltem z
B.3 API

API

HFONT hfontOrig = (HFONT) SelectObject{hde, (HGDIOBJ) hfontNew):
WindowsX.h

#define SelectFont(hdc, hfont) \
((HFONT) SelectObject( (hdc), (HGDIOBJ) (HFONT} (hfont))}

HFONT hfontOrig = SelectFont(hdc, hfontNew);

WindowsX.h API Windows

GetDlgltem
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